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Introduction

Workflow: consists a collection of tasks that are
Organized to facilitate some business process
Specification

s PUrchase order processing

s Processing tax refunds
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Introduction

Security: Challenge
s Administration off security-relevant infiermation

s/ Specification off authorization policies and
Constialnts

x Solution
RBAC
Constraints
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Introduction

Constraints; restriction on the
authorization

s Separation off Duty
= Binding| of Duties

Challenge fer constraints i Werkiiow
SYStem

n Consistency.
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Goal

IHelp werkflow! designers to; define a sound
constrained workflow: authorization
schema stchrthat

s each workflow Instance can complete

s| €ach user or role; authorized tor periorm: a task
will-have an opportunity: te) perform: that task
N’ some Workfilow: instance
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Related Work

E. Bertino, E. Ferrari, V. Atluri: TISS 99

a Role planning andluser planning
-+ Constraints are consistent
- Complicated

J. Wainer, P. Barthelmess, A. Kumar: IJCIS 03

s Override constraints when Workilow: can not be
completed

- Completing workflow: instance
- \Weaken security,

2004-7-13 CSEWO04 Presentation




Our Contribution

Give explicit definition: off constraint:
Workfilow: authorization schema

Developr simple specification of
authorization constiraints

Defiine consistency: rulesi whichr cam e
checked efficiently
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Workflow' Example

Preducing payments for tax
refunds

= ;2 a clerk prepares a check for a
tax refund . ;

s I3 taereheck isiapproved or
denied by two' diffierent managers \/

s 52 A thind manager makes ajfinal o
decision based on the decisions PN

s £,: a clerk issues or voids' the RM ¢ \. ™
check based on the decision off t;

(a) Workflow specification

RC

(b) Role hierarchy
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Constraints

i Ihe twe instances, ofi t; should be
performed by diffierent Users

C,: b, and tz sheuld besperformed: by VAN
different Users \

ity and €, should be performed by: B3 5
differentiusers S/

c,+ &, must be performed by a role \/
that IS more SEnIor than the role that (2) Workflow specification
performed t; Unless t; and t; are GM
performed by GIV a .

C:: t; and t, must be performed by
differentiusers e DN,

C;: At least three roles should perform
the woerkfilew' instance RC

(b) Role hierarchy
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Constraint Workflow Authorization
Scheme

(T, =, p ), Where T is a (partially ordered)
set of tasks and p is a function from T to C
the set; of natural numbers indicating the

AUmMber of occurrences off each taskiin the

WOKKHoW

Role hierarchy: (R, <)

User-role association: UA  UXR

Task-role association: PA < TXR

Constraint-task association: PC c CXT

R®)={r €R: 3(t, r) € PA, v =r}

UM)={u e U: (u r) € UA, r € R(b)} |

TaSk instance: (til Ui, ri (d) User-role assignmen: relation [JA
Workflow instance: [(t,, Uy, Fy),---, (&, U, F)]
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Constraint-Task assignment PC

PC c C X T where C={c;,C,,C5,Cs,Cs,Cs}
8 i U5 and G5 shieuldrbe performeat by aififerent; Users
(cy t5) € PC
a C,: e two Instances ofit; shiould be periormed by
different users
(cy, ;) € PC
m| ;| At least three roles should perfierm) the WorkiHow
InStance
(Cer 1) € PC, (cq, t,) € PC, (c4 t5) € PC, (G, ty) € PC
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Constraints Specification

Entailment constraints

s Execution of t is constrained! by the execution of t*
where t* <t

s ERtalled taskioift it
= (ur, t, E pred)
ur € {U, n
EcU®)ifur=uor Ec R if ur=r
(o= A= 4
préed (U, u)=true it ur=uor préed (r., r)=true iff ur=r
s C5: & andlt; sheuld be periermed by different Users
C2=( 4 t2/ U(tz)/ i)
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Cardinality. Constraints

LLocal carainality’ constraints

s [mpose restrictions on the nUMDBbEr of USers| to
execute a task

¢y + The twelinstances off t2 shoeuld! be performed by different
USErS

C1=(2/2)

Global cardinality: constraints

s Impose restrictions on the number of roles to execute
a seti of tasks

G« At least three roles sheuld periierm: the werkilew!instance
Ce=(T,3)
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Consistency

A constrained authorization sechema ((T,=,0),PA,PC)
1S SOURGNT

s All (ct) € PC is well-formed

A constraint-task pair is Well-fiermed /7
= E.q., (ur, t', E pred)
ur= uor r
t'<t
EcU)ifur=wuor Ec RY)if ur=r
preds 1 cof o g2

s Foralllg € U(t) and alll r € R (t), there is a successful
workflow! instance inf whichi t'isiexecuted by v/or 1
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Constraint Interaction

Twoi constraint-task pairs Interplay: if

s [lhe constraintsiare assigned to the same; task
E.g., ((2,2), ), ((r, ty, R(tp), <)ty)
s [lhe constraints are assigned to a task and its entailed

task

E.g., (y, t, U(t),7), t) and ((2, 2), t') where t is an entailed task
Of ¢

= [he constraints are assigned! to: al set of restricted
tasks in T’

E.d., for global cardinality: constraint (17, m.), (17, m.),t)rand (T
n),t) where t, ' € T
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Interplaying Sets CT:
Affected tasks in CIi

- ((212)1 t2)/ ((rl tll R(tl)l <)It2 ): {tz}
= (¢, U, U(t),7), 1), (2, 2), 1): {t}
Non-interplay set SC

a any (¢ t) in SC does not beleng torany: CT' or they: are
in some; CT but t is not an affected task of that CIi

Any (c,t) € SC should be self=consistent
Any: ClF shieuld e inter=play-Consistent
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Interplay: consistency

Self-consistent or inter-play consistent

s Consistency rules;fior different: constraint=task pairs
E.qg., for c=(uy, t, E, pred) € SC and (c,t) € PC, then for
any a € £, U(t|t), a, c) * & and Uan(/) U(t|t, a,
c)=U(t)
Computations' required
s Set computation

2004-7-13 CSEWO04 Presentation




Main Result

Theorem: a constrained Workiilow
duthoerization sechema ((TF, <, p), PA, PC)'Is
sound Iff and only: i allf constraint-task
pairs in SC are self-consistent and all the
iInter-play: setsi are inter-play-consistent:
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Example

Constraint: Inconsistency: of ouUr example
s E.g. CT={(c,, t,), (c; )} inter-play

¢, the two instances ofi t, sheuldl be performed by different
USers

m Gy =(2, 2)
. & must be perfermed by’ a rele that is Mere Senier than

the rolerthat perfermed t; unless t; and't, are performed: by
GM

= Cy =(n by, R(ty), <), ¢’y =(1 t;, GM, =)
li- Bobror Carol executes t;, then|the workflow! instance
cannoet complete at t;
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Example

v
o2

» ',
k/

(a) Workflow specification

GM

RM & ™

(d) User-role assignment relation /A

RC

(b) Role hierarchy
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Conclusion

Give explicit definition: off constraint:
Workfilow: authorization schema

Give al splution terconstraints consIStency,
problem in werkflow: system

s Simple constraints specification

s Efficient consistency: rules checking
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