Presented at the 7th IEEE International Conference on Software Engineering and Formal Methods (SEFM), Hanoi, Vietnam,
November 2009. Appears in the SEFM proceedings pp. 351BEE Computer Society.

Software Verification and System Assurance

(Invited Paper)

John Rushby
Computer Science Laboratory
SRI International
Menlo Park California USA
Rushby@csl.sri.com

Abstract—Littlewood [1] introduced the idea that software may verification to assign a probability of perfection. Section 4

be possibly perfecaind that we can contemplate its probability of  concludes and offers suggestions for further research.
(im)perfection. We review this idea and show how it provides a

bridge between correctness, which is the goal of software verifi- 1. SOFTWARE PROBABILITIES AND THE IDEA OF

cation (and especially formal verification), and the probabilistic POSSIBLE PEREECTION

properties such as reliability that are the targets for system-

level assurance. We enumerate the hazards to formal verification, ~ Physical components of a complex system can wear out

consider how each of these may be countered, and proposepgr break, possibly causing the system to fail. Failures can

relative weightings that an assessor may employ in assigning pe graded according to the severity of their worst outcome

a probability of perfection. L . . '
and it is usually required that there should be an inverse

Keywordsformal verification, assurance, reliability, probabilis-  relationship between that severity and the likelihood of the

tic assessment, possible perfection failure. (This is to controlrisk, which is the product of the
severity of an outcome and its likelihood.) In commercial
|. INTRODUCTION aircraft, for examplecatastrophicfailures are “those which

would prevent continued safe flight and landing” [3, paragraph

Using formal methods to find errors in designs or prograngsh(3)] and these are required to be “extremely improbable”
provides immediate satisfaction and measurable payoff. Tf® paragraph 7.d], which is defined as being “so unlikely that
same is true for some other applications of mechanized forniaéy are not anticipated to occur during the entire operational
methods such as generating test cases, and synthesizing m@aiof all airplanes of one type” [3, paragraph 9.e(3)]. If we
tors. But what about formal verification? This was the origingonsider the example of an airplane type with 100 members,
application for formal methods, and the motivation for muckach flying 3,000 hours per year over an operational life of
early research in the field, but proving the absence of err@s years, then we have a total exposure of abi®\t flight
seems now to attract less interest than revealing their presemggurs. If hazard analysis reveals ten potentially catastrophic
Part of the reason is surely that the claim to “prove the absergglures in each of ten subsystems, then the “budget” for each,
of errors” is overly broad and must be circumscribed withf none are expected to occur in the life of the fleet, is a failure
numerous caveats concerning the fidelity of models, validiprobability of aboutl0—9 per hour [4, page 37]. This serves
of assumptions, soundness of deduction, and so on. to explain the well-knownl0—? requirement, which is stated

Another part of the reason may be that the claims we waag follows: “when using quantitative analyses...numerical
to make at the system level are usually probabilistic (e.g., peobabilities. . .on the order af0—° per flight-hour...based
more than so much downtime per year, no more than so masty a flight of mean duration for the airplane type may be
failures of a certain severity in the lifetime of the system, angsed. .. as aids to engineering judgment. . .to. .. help determine
so on) and it is not obvious how the absolute claims of formabmpliance” (with the requirement for extremely improbable
verification can be used to support these. failure conditions) [3, paragraph 10.b].

This paper examines these topics and considers the claimSoftware is a substantial component of many systems whose
supported by formal verification and their relation to systentep-level safety requirements are stated probabilistically, as
level assurance, particularly for critical systems. In Sectian the case of aircraft systems as described above. But soft-
2, drawing on the background to the results reported in [2}jare does not age or wear out, so how do its properties
we describe probabilistic assessments of software, includifagtor into a probabilistic assessment? Software contributes to
the traditional notions of reliability and the novel idea obystem failures through faults in its requirements, design, or
“possible perfection.” We then describe aleatory and episteniiiaplementation, and these, in the language of safety analysis,
probabilities of perfection, and their utility in system-leveproduce “systematic failures,” meaning they are not random
assurance arguments. Section 3 considers the assessmebtiérecertain to occur whenever circumstances activate the
epistemic probabilities of perfection and the contribution dault concerned. But although the failure is certain, given
formal verification to this endeavor. We examine the issues tt@tcumstances that activate the fault, those circumstances have
an assessor might face when employing evidence from fornaalprobability of occurrence: some faults are activated by



almost any input, others require very specific, and unusuathieves a structural code coverage criterion called Modified
combinations of inputs. Hence, failure probabilities can b@ondition/Decision Coverage (MC/DC) [15], whereas testing
associated with software (and may be stated in terms offa Level B is required merely to achieve Decision Coverage
failure rate, or a probability of failure on demandand are (DC).
determined by the likelihood of encountering circumstancesit seems reasonable that increasing the number of assurance
that activate its faults. objectives should increase confidence in the correctness of
For modest values, say down to abd@t, it is feasible software! but it is not clear how this relates to its reliability—
to measure software failure rates by statistically valid randoyet the different design assurance levels are associated with
testing [5], [6]. Here, “statistically valid” means that the tesprobabilistic system-level assessments. Level A is considered
case selection probabilities are exactly the same as those #ropriate for software that could lead to catastrophic failure
are encountered in real operation. This kind of testing haenditions, while Levels B and C are appropriate fwz-
been used to assess the reliability of a protection system &dous andmajor failure conditions, respectively [13]. Major
a nuclear reactor [7]. failure conditions are required to be “improbable,” which may
But as we saw earlier, aircraft and some other systems h&eequantified a$0~—° [3, paragraph 10.b] and, by interpolation,
requirements that go tt)~? and beyond, and it is infeasible towe may associate hazardous failure conditions with failure
measure these tiny rates by statistically valid random testinates of the order0~". But what is it about the eight additional
Butler and Finelli demonstrate that a suitable test campaigssurance objectives that Level B adds to those for Level C
could require 114,000 years [6]. One proposal for evadinpat reduce the assessed probability of failure frodm® to
this problem is N-version software,” wher&/ independently 10~7, and how does the addition of MC/DC testing reduce this
developed and deliberately “diverse” software componerfisrther to10~°? The last point seems particularly problematic,
operate in parallel and their outputs are voted. Assumisgnce testing to MC/DC coverage is a completely different kind
that failures of the different versions are independent,igenaof testing from the statistically valid testing used to assess
analysis suggests this could improve matters exponentiallyrediability.
combination of V' systems, each with probability of failure An insightful and original solution to this conundrum was
p, could yield a combined failure rate gf". Thus, the introduced nearly a decade ago by Littlewood [1]. The idea
combination of threed0~* versions could achievé0~®. This s that the top-level claim made for critical software is not
analysis is nive in that it ignores the possibility of correlatecthat it is reliable, but that it iperfect Perfection means that
failures, and both empirical [8], [9] and theoretical [10]the software will never suffer a failure no matter how much
[11] studies show that these simply cannot be ignored. dperational exposure it receives; it differs from correctness
independent failures cannot be assumed, the probability iafthat correctness is assessed relative to requirements, while
dependent failures must be measured—which is infeasiblepérfection includes a judgment that the requirements are the
it is small enough to be useful. For this and other reasons, tfight requirements (i.e., the detection of a failure is more
ndve idea ofV-version software has largely been abandonegrimitive than noncompliance with requirements).
but the use of deliberately simple software to “monitor” or Now, perfection is a strong claim and we may refuse to
“backup” a more complex software system is widely practice@iccept that software that has been assured to DO-178B Level A
the reliability of these arrangements is a topic we will returiy perfect—but we may be willing to concede that ipisssibly
to. perfect. And we may further be persuaded that its possibility
Because assessment by direct measurement of the Vgfperfection is greater than software that has been assured
small failure rates required for critical systems is infeasiblgnly to Level B. This suggests we could attach a probability
for software, standards and guidelines for such software gsthe possibility of perfection. We will refine this notion later,
sentially focus on processes and methods that are intende@ one way to interpret it follows the spirit of [10], [11] and
ensure that the software errect rather than reliable. Thus, jnvites us to think of all the software thamight have been
while the upper levels of aircraft system design and analygjgveloped by comparable engineering processes to solve the
are concerned with hazard analysis, failure modes and effegigne design problem as the software at hand; the probability of
analysis, and probabilistic assessment [12], [13], the mai@rfection is then the probability that any software randomly
focus of the DO-178B guidelines for airborne software [14delected from this class is perfect. This probability will be
is on methods for ensuring that the software correctly implgartly dependent on the nature of the problem being solved—
ments its requirements. In common with most other softwafgr a “hard” problem it might be expected that the probability
certification standards and guidelines, DO-178B identifiesi@ smaller than for an “easier” problem—and partly on the

hierarchy of “Design Assurance Levels” from E (lowestjuality of the software engineering and assurance methods
to A (highest) and prescribes additional assurance activitiggployed.
at the higher levels: for example, there are 28 assurancergpability of perfection is attractive because it relates more

“‘objectives” at Level D, 57 at Level C, 65 at Level B, anthaturally than reliability to the correctness-based assurance
66 at Level A. The difference between the Level B and Level

A assurance ObjeCti\_/eS’ as presc'_’ibed by DO-178B, _iS thEﬁSome would disagree with this general assertion [16], and some standards
Level A must be subjected to requirements-based testing thatmpose assurance objectives that have scant evidence for their effectiveness.



processes used for software. But probability of perfection campressed as probabilities. This is true even when we know
also be used to estimate reliability, as we will now show. the probability of heads for a single toss of the coin, which
For simplicity, we assume a demand-based system, and wik may denote; when the coin is “fair,”py = 0.5. Real
consider probability of failure rather than reliability. Then, byoins, of course, may not be fair, so there will be uncertainty
the formula for total probability about the value of the parametey.
This second uncertainty ispistemicuncertainty, or “un-
certainty about the world.” This uncertainty is reducible: we
= P(s/w fails| s/w perfec} x P(s/w perfect may not know whether a given coin is fair, so we can toss it
+ P(s/w fails| s/w imperfec} x P(s/w imperfecf. ~ very many times and observe the frequency of heads in this
sequence of tosses. That frequency is an estimajgyofnd

The first term in this sum is zero, because the software does ot ostimate gets closer to the true valuggfas the number
fail if it is perfect. We can then, very conservatively, asSUmg ghserved tosses increases, so the uncertainty reduces.
that thg software always fails if it imperfect, so that the first In much scientific modeling, the aleatory uncertainty is
factor in the second term becomes 1. Hence, captured conditionally in a model with unknown parameters,
P(software fail§ < P(software imperfeot (2) and the epistemic uncertainty centers upon the values of these
parameters—as in the simple example of coin tossing. The
In calculations such as this, it is generally the probabilitynalysis performed in (1) is an aleatory one, and is more
of imperfection that is most useful. We often write of groperly presented as a model parameterized by the probability
probability of (im)perfection to refer ambiguously to both. that the software is imperfect, which we dengig, and the
Another attractive attribute of possible perfection arises f§robability that it fails, if it is imperfect, which we denote
two-channel systems, such as those used in aircraft or,pipnp, The conclusion to (1) is that the probability of system
different form, for nuclear shutdown. In aircraft, it is commonailure is given bYP frp X Pnp- TO apply this result, we need
to have a highly complex “operational” channel, which is g assess actual values for these parameters in the particular
system that actually provides the function concerned (e.g., fégstem concerned. This constitutes the secondepistemic
management, autopilot etc.), and a much simpler “monitostage of the analysis.
channel that looks for safety violations and triggers higher- propapilities in the aleatory analysis can be given a classical
level fault recovery when necessary. As explained earlier, fisquentist interpretation (by the technique, described earlier,
the context ofN-version software, we cannot simply multiplyof considering the software to be a sample drawn from the
the failure rates of the separate channels together to obtain &b%ulation of software that might have been developed), but
failure rate of the combined system because we cannot assyYRee epistemic analysis most naturally employs the subjective
the failures of the two channels are independent. In contragterpretation, where probabilities reflect degrees of belief. The
it is established in [2] that failure of the Operational Channgerson or Organization responsib|e for aSSessing the accept_
and imperfection of the monitor channafe conditionally apjlity of the system concerned must formulate beliefs about
independent, and their probabilities can be multiplied togeth@fe values ofpsnp and p,,. Most likely these beliefs will
to yield a probability of failure for the combined systemnpot be independent (for example, beliefs about the probability
We believe this analysis can be used to provide a rigorogs fajlure if imperfect may depend on the nature of the
underpinning for some of the architectures recommendediifiperfection), so they will be represented by some joint
the ARP 4754 guidelines for complex aircraft systems [13jistribution F(p .., pn,) and the probability of system failure

Table 5-2] where, for example, it is suggested that a Levgl|| then be given by the Riemann-Stieltjes integral
A system can be achieved by a Level C operational channel

?;su?relz_;\t/gl *;Ae Tzcg:); ()\.Nlth any coordination mechanism also / Prap X Dup AF(Dfnps Pap)- ©)
The treatment of probabilities used above, both for failures
and perfection, is deliberately informal and omits many im-
portant topics in probabilistic modeling. Technical details can Elicitation of experts’ subjective probabilities is an active
be found in [2]. Our focus here is the application of thestesearch area in Bayesian statistics, and there have been con-
ideas to formal verification, and to do this it is necessasiderable advances in recent years in techniques and tools [18].
to introduce a little more of the background to probabilistitlowever, it is likely to be considerably easier to elicit beliefs
modeling: specifically, the distinction between aleatory arabout single rather than joint distribution functions and so we
epistemic uncertainty [17]. generally seek arguments that could allow assessors to separate
Aleatory uncertainty, or “uncertaintin the world,” can be their beliefs. If this can be done, théf(py,.,, pn,,) factorizes
thought of as “natural” uncertainty that is irreducible. Foas F'(psnp) X F(pnp) and (3) becomes,, x P,, where
example, if we were to toss a coin we would not be ablg;,, and P,, are the means of the posterior distributions
to predict with certainty whether it would fall as “heads’representing the assessor’s beliefs about the two parameters.
or as “tails.” This uncertainty cannot be eliminated, and Arguments that can allow an assessor to separate his be-
any predictions about future tosses of the coin can only befs include conservative assumptions (e.g., the assumption

P(s/w fails [on a randomly selected demahd] 1)

0<pfpp<1
0<pnp<1



used earlier that, if imperfect, the system will fail @v- using automated abstraction and invariant discovery), but it is
ery demand—effectively setting’,, = 1), and locating a the tools that guarantee the proof.
probability massC' at the (1, 1) point (representing common The formal specifications that are subjected to verification
factors that can affect both parameters) [2] (see also [18)ay describe the abstract design of the software and its algo-
which introduces the ACARP principle: “As Confident Agithms, or detailed models taken from a model-based design
Reasonably Practicable”). framework, or the executable code, or all of these. In addition,
The salient point, which we hope is clear even in thithere may be formalizations of the non-software elements that
simplified presentation, is that possible perfection providese part of the system in which the software operates—for
a bridge between the verification activities used to ensuegample, its sensors and actuators and the physical processes
correctness of software and the probabilistic estimates requitbdt they monitor and control, the external environment that
for failure at the system level. Aleatory uncertainty is capnay interact with the system (e.g., by injecting faults), and any
tured in a probabilistic model for the system, and epistemiitiman operators and their mental models [29] and cognitive
uncertainty concerns the values of the parameters employtates. The claims verified may range from simple absence of
in the model. Through conservative assumptions and othientime anomalies, such as those guaranteed by static anal-
modeling techniques, it is generally possible to eliminagsis, to full functional correctness with respect to a detailed
dependencies between epistemic assessments of the varieggirements specification.
parameters. One of the independent parameters will be théVe are interested in the subjective probability of perfection
probability of imperfection for the software concerned, whicthat might be assigned to software that has been formally
represents the assessor's beliefs about the (im)perfectionvefified in this way. The assignment will obviously consider
the software. In the next section, we consider how evidentle strengths of the guarantees delivered by formal verification
of formal verification can be used in formulating these beliefand so it is important to examine the main hazards to the
soundness of these guarantees.
IIl. FORMAL VERIFICATION AND ASSESSMENT OF THE The first hazard is that the basic requirements or as-
PROBABILITY OF PERFECTION sumptions for the system may have been misunderstood or
We are interested in the extent to which formal methodgstablished incorrectly. This seems to be the dominant source
and formal verification in particular, can contribute to awlf failure in safety-critical systems: the software is built to
evaluator’s assignment of a probability of (im)perfection to the wrong requirements (see, e.g., recent aircraft incident and
body of software. The assignment will take place in the largeccident reports [30]-[34]). We anticipate that software that is
context of an overall assessment of the system concerngghjected to formal verification, and which is used in a context
which, nowadays, is generally grounded in an argumerier which a probability of perfection is required, will be
based safety or assurance case (see, for example [20]-[24ilatively small and simple and will be for safety monitoring
Such a case begins wittlaimsthat enumerate the undesirecand backup purposes (essentially, to guard against failures
loss events and the tolerable failure rate or risk associatefdthis very type in the mainline operational software). The
with them (e.g., “as low as reasonably practicable” (ALARP)equirements for software such as this are taken directly from
[25], or “so unlikely that they are not anticipated to occuthe safety case, so any errors here reflect flaws in the safety
during the entire operational life of all airplanes of one typetase and invalidate far more than the software: they call the
[3, paragraph 9.e(3)])Evidenceabout the system and itsentire system and its certification into question. Consequently,
processes of construction are developed, andrgomentis we regard this hazard as falling outside the purview of formal
constructed to justify satisfaction of the claims, based on therification.
evidence. This process may recurse through subsystems, witfihe second hazard definitely is within that purview: it is that
substantiated claims about a subsystem being used as evidéheegequirements, assumptions, or design may be formalized
in a parent case. incorrectly or incompletely. There are three subcases to this
Elsewhere [26], [27], we begin to develop a case th&bncern.
techniques from formal verification can be used to provide 1) Elements of the specification may be inconsistent: this
mechanized support for the arguments in an assurance case, renders the specification meaningless and it becomes
but here our focus is on use of formal verification to establish  possible to prove anything.

claims about a body of software; those claims are assumed to Constructive specifications in a suitable specifica-
be used as evidence within the larger assurance case. tion framework (e.g., one that requires, among other
By formal verification, we mean construction of formal things, demonstration that all recursive functions are

statements for the claims made about the software, formal well-founded) areconservative extensiord their logic
specification of the software itself, and a proof that the latter  and are therefore always consistent (if the base logic
achieves the former. The proof is generated or checked by is) [35]. ACL2 [36], Coq [37], HOL [38], and Isabelle
tools that use the techniques of automated deduction, such [39] are examples of verification systems (i.e., theorem
as theorem proving, including SAT and SMT solving, model provers for logics that are suitable for system speci-
checking, and so on [28]. The verification tools may require  fication and verification tasks) that favor constructive
interactive human guidance, or may be fully automated (e.g., specifications. However, constructive specifications are
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2)

not always appropriate; for example, when specifying
assumptions, it is generally more appropriate to express
them as axioms (we wish to state the assumptions, not3)
implement them). In this case, consistency of the axioms
may be ensured by showing that they have a model that
is conservative (e.g., defined constructively). The PVS
verification system [40], for example, supports this kind
of demonstration through theory interpretations [41].
Elements of the specification may be just plain wrong:
although logically consistent, they do not correctly for-
malize the requirements, design, or assumptions.

This is generally the dominant hazard in formal spec-
ification and analysis. Formal specifications that have not
been subject to some form of mechanized analysis are no
more likely to be correct than programs that have never
been run (in fact, less so, since nonspecialists generally
have better intuition about programs than they do about
formal specifications). When a number of unmechanized
specifications in the Z language (including some of
industrial significance) were subjected to mechanized
analysis, most were found to contain flaws [42].

The most effective ways to ensure that formal speci-
fications capture their intent are to “challenge” them by
attempting to prove putative theorems (i.e., “if I've got it
right, this ought to follow, but that ought to yield a coun-
terexample”), or to explore the behavior of executable
interpretations of the specification: some constructive
logics are directly executable, and a large fragment even
of PVS’s higher order logic with quantifiers can be
evaluated efficiently (i.e., at speeds comparable to those
of a functional programming language) [43].

Some verification systems, such as PVS, identify
all the axioms and definitions on which a formally
verified conclusion depends: if these are correct, then
logical validity of the verified conclusion follows by
soundness of the verification system. Such identifica-
tion allows particular scrutiny to be applied to these
elements. The axioms and definitions that underpin a
verification are generally of two kinds: those that are
directly concerned with the subject matter of the system
(its requirements, design, assumptions, and so on), and
those used in developing the various theories that are
required to express this subject matter (e.g., the theories
of clocks, synchronous systems, ordinal nhumbers, and
so on). Many of the latter theories will be widely used
in other formal developments, so the burden of ensuring
their correctness is supported by a broadly shared social
process.

Even if a theory or specification is formalized in-
correctly, it does not necessarily invalidate all theorems
that use it: only if the verification actually exploits the
incorrectness will the validity of the theorem be in doubt
(and even then, it could still be true, but unproven).
The author has performed many formal verifications and
flaws in some of his specifications have been identified

by others [44], but in no case did these flaws invalidate
the theorems claimed.
The formal specification and verification may be discon-
tinuous or incomplete.

Discontinuities can arise when several analysis tools
are applied in the same software development (e.g.,
a theorem prover, a model checker, a source code
static analyzer, and formally-based security and timing
analyzers). Concerns are that different tools may ascribe
different semantics to the same specification, translations
between notations may introduce flaws, and there may
be unintended gaps that allow some aspect to escape
analysis. There is no simple resolution to these concerns:
combinations of specialized analysis tools are outstrip-
ping the capabilities and performance of monolithic
tools and seem to represent the future of the field.
Integrating frameworks such as an “Evidential Tool Bus”
[28] suggest one way forward.

The most significant incompleteness is generally the
gap between the most detailed level of specification
that is formally analyzed (e.g., algorithms expressed in
a functional programming notation, or a model-based
design using state machines) and the input (e.g., C
code and “make” files) to the software development
environment that generates executable code. Manual
translation between these notations may introduce faults,
and assumptions in the formal development (e.g., inter-
pretation of mathematical functions such sgt) may
be violated by the execution environment (e.g., due to
finite precision).

In an ideal world, the execution environment would
itself be provided with a formal specification and strong
evidence for correctness, such as that delivered by for-
mal verification. Research projects have accomplished
impressive feats in formally verifying such “stacks”
of software and hardware [45], but most applications
today must rely on informal evidence from extensive and
widespread use of their execution platforms, buttressed
by testing of their specific configurations.

A plausible compromise would make formal analysis
as comprehensive as reasonably practicable, but also em-
ploy comprehensive testing on the execution platform.
Automated generation of test cases is a popular appli-
cation of formal methods [46], [47] and tests generated
from the lowest level formal specification (which also
serves as the test oracle) can provide evidence that the
execution behavior matches this specification.

Even when formal verification is employed compre-
hensively, safety-critical software should be thoroughly
tested, as this provides an independent “leg” to the
assurance case [48] and also probes the assumptions
under which the verification was performed. (The “pen-
etration testing” performed on secure systems explicitly
targets assumptions used in formal verification, as these
are considered the most attractive points of attack.)
Automatically-generated tests, derived from a formal



specification, can target specific coverage criteria such adlVe have enumerated three major hazards to the trustwor-
MC/DC (Modified Condition/Decision Coverage) [49],thiness of the guarantees provided by formal verification.
which is required for safety critical software in commerThe first of these (incorrect requirements) is not specific to
cial aircraft (i.e., DO-178B Level A [14]). Any failure formal approaches (in fact, formal analysis could help reduce
discovered in final testing (as opposed to exploratothis hazard by “challenging” the requirements against putative
testing undertaken earlier in development) calls thtbeorems), and can therefore be removed from this calculation.
whole system assurance into question. The second hazard (incorrect or incomplete formalization) has

The third and final hazard we consider is that a theoretrrr]{ee subcases and the first of these (inconsistency) can be

i eliminated by suitable technical methods (exhibiting construc-
prover, model checker, or other mechanized formal analysis o . )
) e ive models). The remaining, active, hazards are incorrect and
tool employed in the verification may be unsound.

incomplete formalizations (the second and third subcases of

The concern here is that it may prove a false theorem, gk second hazard), and flaws in the verification system itself
that it may fail to prove a true one (that is completeness). Th&'he third hazard).

orem provers are complex programs (often far more compleX\ye cannot suggest specific contributions from each of these

and sophisticated than the specifications and programs tafye hazards to an assessed probability of imperfection, but

they verify), and concern about their soundness is generglly, can syggest their likely relative significance. Based on
the dominant concern for nonspecialists (‘who will guard thgersonal experience, errors in formalization should be the

guardians™?). dominant concern: the verification can be sound and complete
There are several ways to mechanize theorem proving it may not mean what we think it means. As described earlier,
support of verification. In one way, a search is performed fgrmalizations should be “challenged” in various ways, such
find a rule of inference that will move things forward from theys by proving putative theorems, checking counterexamples to
current proof state. The search may be massive, but soundngsigtheorems, and direct execution. Incompleteness should be
depends only on correct application of the selected infereng® next level of concern. Some formal verification activities
rule (which includes checking that it applicable). Some are deliberately very incomplete (e.g., static code analysis)
theorem provers (generally referred to as “LCF-style” [S0Bind these may be unable to contribute very much at all
are deliberately designed to have a very small core settgfa probability of imperfection. But for those verifications
fairly primitive rules; larger sets of more powerful rules can bghat are reasonably comprehensive, it is important to consider
defined in terms of these, but soundness depends only onfiat might have “fallen through the cracks” and to weigh
kernel code that implements the core rules. The hope is thgé guarantee of formal verification accordingly. Finally, the
a small kernel has a high probability of attaining perfectiopossibility of flaws in the verification system itself is the
and may even be proved correct. Indeed, the kernel of HQdast of the three concerns: although all the major verification
Light, which is about 400 lines of OCAML, has been proveBystems have had some flaws, no false claim has “escaped”

sound by a stronger version of itself [51] (byo@el's second and been used in a larger context, to my knowledge.
incompleteness theorem, a sound theorem prover cannot prove

its own soundness, so strengthening is needed). IV. CONCLUSIONS

An objection to the LCF-style approach is that it is ineffi- We reviewed Bev Littlewood’s idea that software may be
cient: the overhead (which can be exponential) of reducifigossibly perfect” and that its probability of (im)perfection
a big proof step down to invocations of many core rulemay be assessed. Possible perfection is a more plausible
is always present, even when the prover is being used fdaim than either absolute correctness or reliability for the
the purpose of “exploration” in the early stages of prodaissurance delivered by most software verification and valida-
development, rather than for final assurance. An alternatitien activities. Furthermore, the probability of (im)perfection
approach is for an untrusted theorem prover to generate “pr@obvides a bridge from these correctness-based activities to the
logs” that can be certified by an independent trusted checkprpbabilistic claims generally employed at the system level.
the overhead of log generation and checking can be turnedn [2], we show that the possible imperfection of one
off when not required. There is a tension between the sigbannel is conditionally independent of the failures of another
of the proof log and the complexity of the trusted checkeand that the overall failure rate of suitable two-channel systems
traditionally, the checker has been very simple, and the ligthe product of the separate probabilities of these events. This
correspondingly huge and expensive to generate. Recent wapproach can be applied to primary/backup systems for nuclear
suggests the feasibility of more powerful checkers (in effectafety, and operational/monitor systems for aircraft.
small theorem provers), which are themselves formally verifiedWe considered use of evidence from formal verification
[52]. These checkers can use much more succinct logs (litite assessing a probability of imperfection. We enumerated
more than hints), and confidence in their own verification cdrazards to the soundness of the guarantees provided by formal
be based on one-time use of more primitive checkers or orverification and concluded that incorrect formalization (of
diversity of checkers or verifiers. Diverse verifiers are availabsftware requirements and specifications, and of assumptions)
for certain standard classes of verification problems such &sd incomplete formalization and analysis (so that issues
those that can be reduced to SAT and SMT solving. may “fall through the cracks”) are the dominant concerns,



with soundness of the verification system a distant third. Véggystems assessments. Concrete attempts to assign specific

suggested ways to reduce each of these hazards. probabilities of imperfection to real systems will reveal areas
The hazards we identified are very similar to the concern$ difficulty and doubt, and future research should explore

raised more than 20 years ago by Fetzer [53] in his jeremitgthnical means to alleviate these. Formal verification will

against formal verification. Most of those working in formabenerally be employed as one leg of a “multi-legged” assur-

verification were, and remain, unmoved by Fetzer's alarurasce case and research is needed to see how best an assessed

because they are well aware of these hazards. However, prebability of perfection can be combined with evidence from

believe the treatment given here, where apprehension of tither legs, possibly using Bayesian Belief Nets (BBNs) as

hazards influences the assessed probability of imperfectionei@mined by Littlewood and Wright [54].

the first that supports a measured response: we do not need

heroic efforts to eliminate the hazards, nor should we shrug ACKNOWLEDGMENT
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