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Abstract

Automatedaircraft control hastraditionally beendivided into distinct functionsthat
areimplementedseparatelye.g.,autopilot,autothrottle flight managementgachfunction
hasits own fault-tolerantcomputersystem,and dependencieamongdifferent functions
are generallylimited to the exchangeof sensorand control data. A by-productof this
“federated”architecturds thatfaultsarestronglycontainedwithin the computersystemof
thefunctionwherethey occurandcannotreadily propagateo affect the operationof other
functions.

More modernavionics architecturesontemplatesupportingmultiple functionson a
single,sharedfault-tolerantcomputersystemwherenaturalfault containmenboundaries
arelesssharplydefined.Partitioning usesappropriatéhardware andsoftwaremechanisms
to restorestrongfault containmento suchintegratedarchitectures.

This reportexaminesthe requirementdor partitioning, mechanismsor their realiza-
tion, andissuesn providing assurancéor partitioning. Becauseartitioningsharessome
concernswith computersecurity securitymodelsare reviewed and comparedwith the
concernf partitioning.
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Chapter 1

M otivation and | ntroduction

Digital flight-controlfunctionsin currentaircraftaregenerallyimplementedy afedeated
architecturan which eachfunction(e.g.,autopilot,flight managementgaw damping,dis-
plays)hasits own computersystenthatis only looselycoupledto the computeisystemsof
otherfunctions.A greatadwantageof this architecturas thatfault containments inherent:
thatis to say afaultin thecomputesystenmsupportingonefunction,or in the softwareim-
plementingthatfunction, is unlikely to propagateéo otherfunctionsbecausehereis very
little thatis sharedacrosshe differentfunctions. To be sure,somefunctionsinteractwith
others but theseinteractionsareaccomplishedby the exchangeof data,andfunctionscan
be designedo detectandtoleratea faulty or erraticdatasource.

The obvious disadwantageto the federatedapproachs its profligateuseof resources:
eachfunctionneedsts own computersystem(whichis generallyreplicatedfor fault toler
ance)with all theattendantostsof acquisition spacepower, weight,cooling,installation,
andmaintenancelntegratedModular Avionics (IMA) hasthereforeemegedasa design
concepto challengethe federatedarchitecturdl, 78]. In IMA, asinglecomputersystem
(with internalreplicationto provide faulttoleranceprovidesacommoncomputingresource
to severalfunctions.As asharedesource|MA hasthepotentialto diminishfault contain-
mentbetweerfunctions:for example,a faulty function might monopolizethe computeror
communicationsystem derying serviceto all the otherfunctionssharingthat system,or
it might corruptthe memoryof otherfunctionsor sendinappropriatecommanddgo their
actuatorslt is almostimpossibléefor individual functionsto protectthemselesagainsthis
kind of corruptionto the computationaresourceon which they depend so ary realiza-
tion of IMA mustprovide partitioning to ensurehatthe sharedccomputersystemprovides
protectionagainstfault propagatiorfrom onefunctionto anotherthatis equivalentto that
whichis inherentto thefederatedarchitecture.

Thepurposeof thisreportis to identify therequirementsor partitioningin IMA andto
exploretopicsin achieving thoserequirementsvith very high assuranceThe next chapter
therefore,is concernedvith the generalrequirementgor IMA and partitioning, andthe
onefollowing with issuedn theimplementatiorof IMA andthe mechanism$or partition-
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ing. Thediscussiorin thesechapterss deliberatelymoregenerathanthatin ARINC 651
(“Design Guidancefor IntegratedModular Avionics”) [1]: the ARINC documentreflects
aircraft practice;whereaswe take a computerscienceperspectie—in the hopethat this
will casta new or differentlight on the issues. For this reason,our terminologyis also
moregeneric(e.g.,we speakof processorandotherbasiccomponentsatherthanline re-
placeablanodulegLRMSs)) andsoarethe componenpropertieghatwe consider(e.g.,we
considebusesn generalnotjustavionic busessuchasARINC 629[3]). In Chapted, we
considemethoddevelopedfor specifyingandanalyzingcomputersecuritypolicies,since
thesesharesomeconcernsith partitioningandhave beenthe objectof considerablstudy
We endwith conclusionsaandsuggestionor futurework.



Chapter 2

| nformal Requirements

To gaininsightinto therequirementg$or partitioning, we first needto examinethe context
providedby IMA andrelateddevelopmentsn avionics.

2.1 Integrated Modular Avionics

It canbearguedthatthe simplestinterpretatiorof IMA ervisionsanarchitecturghattech-
nology hasalreadyrenderedobsolete: an embeddedsystemsversion of the centralized
time-sharedmainframe’ Thanksto recenttechnologicablevelopmentspowerful proces-
sors,large memories and high-bandwidthocal communicationsre all available asreli-
able and inexpensve commodityitems, and thesedevelopmentssurely favor lessrather
than more centralization. Thus, this agumentproceedsa modernavionics architecture
shouldbe more, not less,federatedwith existing functions“deconstructed’into smaller
componentsandeachhaving its own processor

Thereis someplausibility to thisargument put thedistinctionbetweerthe“more feder
ated”architectureandcentralizedMA provesto bemooton closerinspection A federated
architecturdés onewhosecomponentareverylooselycoupled—meaninthatthey canop-
eratelargely independentlyBut thedifferentelement®f a function—forexample, vertical
and horizontalflight pathcontrolin an autopilot—usuallyare rathertightly coupled(and
it is aguedbelov thatthey shouldbecomeaven moretightly coupled)so thatthe decon-
structedfunctionwould not be a federatedsystemso muchasa distributed one—meaning
a systemwhosecomponentsnay be physically separatedbut which must coordinateto
achiare somecollective purpose.Dually, a centralizedMA architecturewould not be a
simplemainframe—fora computersystemsupportingflight functionsmustprovide repli-
catedandphysicallydistributed hardwarefor fault toleranceogethemwith mechanismsor
redundang management.Consequentlya conceptuallycentralizedarchitecturewill be,
internally a distributed system,andthe basicserviceghatit pravideswill not differ in a
significantway from thoserequiredfor the morefederatedarchitecture.

3
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Anothercontrariarpoint of view is thatneithercentralizedMA northemorefederated
architectureoffers significantbenefitsover currentpracticethe presenfederatedarchitec-
turehasbeenvalidatedby experienceandmodernhardwaretechnologywill reduceits cost
penalty—sahereis noreasorto changet. Theargumentagainsthis point of view is that
it takesa very narraw interpretationof the costsassociatedvith the currentarchitecture
andthereforegrosslyunderestimatethem. Onenegglectedcostis safety:the federatedar
chitecturehasthe advantageof naturalfault containmentput it imposesa costin poorly
coordinatedcontrolandcomplex andfault-pronepilot interfaces.

The currentallocationof flight automatiorto separatdunctionsis the resultof largely
accidentahistoricalfactors.Consequentlycertaincontrolvariableghataretightly coupled
in a dynamicalsenseare manageddy different functions: for example, enginethrustis
managedy the autothrottleand pitch angleby the autopilot. Sincea changen eitherof
thesevariablesaffectsthe otherandthereis no higherlevel functionthatmanageshemin
a coordinatednanney suchconceptuallysimple servicesascruisespeedcontrol, altitude
selectandvertical speedhave complex andimperfectimplementationshataredifficult to
manageFor example Lambreyts[59, page4] reports:

“Becauseéheactionsof the autothrottlearenot tactically coordinatedvith the
autopilot, the autothrottlespeedcontrol constantlyupsetsthe autopilotflight

path controlandvice versa,resultingin a notoriouscoupling problemfamil-

iar to every pilot. It manifeststself especiallywhenexcited by turbulenceor

windshearto the point wherethe tracking performanceandride quality be-
comesunacceptableThe old remedyto breakthe couplingwasto changethe
autopilotmodeto ALTITUDE HOLD (e.g.,theolderB747-200/300)On never
airplanesthis problemhasbeenreducedo an acceptabldevel for the cruise
operationaftera very difficult andcostly developmentprocessimplementing
provisions suchas separatiorof the control frequeng by going to very low

autothrottlefeedbackgain, applicationof ‘eneigy compensatiohturbulence
compensatiorandnonlinearwindsheardetections/compernisan.”

And again:

“Due to thelack of propercontrol coordination the autopilotALTITUDE SE-

LECT and VERTICAL SPEED modesnever functionedsatishctorily...these
problemsresultedin developmentof the FLIGHT LEVEL CHANGE (FLC)

modethatwasfirstimplementedntheB757/B767.. hoveverthemodelogic

dependson certainassumptionshat arevalid only for certainoperationsso
the logic canbe tricked and causean incorrector poorly coordinateccontrol
response..asa resulttherehave beena numberof incidentswherethe FLC

modedid not properlyexecutethe pilot’s command.

Thelack of properlyintegratedcontrolcausedy theartificial separatiorof functionsin the
federatedarchitecturds oneof the factorsthatleadsto the complex modesandsubmodes
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usedin thesefunctionsandthenceto the “automationsurprises’and “mode confusions”
thatcharacteriz@roblemsn the“flightcrew-automatiorinterface” Numerougatalcrashes
andotherincidentsare attributed to suchhumanfactorsproblems[27, AppendixD], but
it is clearfrom their origins in the artificial separatiorof functionsthat theseproblems
are unlikely to be solved by local improvementsin the interfacesand cuespresentedo
pilots. The plethoraof modes submodesandtheir correspondingnteractionsalsoexacts
a high costin development,implementationand certification. If this analysisis correct,
thetraditionalfederatedarchitecturds a major obstacleto a morerationalorganizationof
flight functions,andIMA is the besthopefor remaoving this obstacle.

Thetopicsconsideredo far suggesthatthe appropriatecontext in which to examine
partitioningfor IMA is adistributedsystemin which flight functions(which might well be
definedand subdvided differently thanin the traditionalfederatedarchitecture)are each
allocatedto separatgrocessorg¢replicatedasnecessaryor faulttolerance)ln this model,
we would needto considemartitioningto limit fault propagatiorbetweerthe processors
supportingeachfunction, but not within them. This model, however, overlooksa new
opportunitythatcould be createcby morefine-grainedoartitioning.

If functionshave no internalpartitioning,thenall their software mustbe assurecand
certifiedto the level appropriatefor that function. Thus, all the softwarein an autopilot
functionis likely to requireassuranceo Level A of DO-178B(this, thehighestevel of DO-
178B, the guidelinesfor certificationof airbornesoftware [29,84], is for software whose
malfunctioncould contritute to a catastrophidailure condition[28]), andthis discourages
theinclusionof ary softwarethatis notstrictly essentiato thefunction. While thismaybe
agoodthingin generaljt alsodiscourageiclusionof serviceghatcould have a positive
safetyimpact, suchas continuousself-test,or for-information-onlymessageto the pilot.
More generally partitioningwithin a processoicould allow an individual functionto be
divided into software component®f differentcriticalities; eachcould then be developed
andcertifiedto thelevel appropriatdo its criticality; therebyreducingoverall costswhile
allowing assuranceffort to be focusedon the mostimportantareas.Without partitioning,
the concernthata faultin lesscritical software could have animpacton the operationof
morecritical software necessarilyelevatesthe criticality of thefirst to that of the second;
partitioningwould remore the dangerof fault propagatiorandallow thecriticality of each
softwarecomponento be assessemhorelocally.

Theconsiderationsf the previous paragraplsuggesthatfor partitioningwithin a sin-
gle processoit might be appropriateto limit attentionto the casewherethe processois
sharedby the component®f only a singlefunction. We might supposehatthesecompo-
nentsconsisiof oneimplementinghemainfunctionandseveralothergproviding subsidiary
services Sinceafaultin themaincomponenamountgo afaultin (this replicaof) theover
all function,thereseemdittle pointin protectingthe subsidiarycomponentérom faultsin
the main componentand this suggestghat partitioning could be asymmetric(the main
components protectedrom thesubsidiaryones put notvice versa).lt is notclearwhether
suchasymmetrywould provide ary benefitin termsof simplicity or costof the partitioning
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mechanismshut the pointis probablymootsinceotherscenariogequirea symmetricap-
proach.Onescenarids supportfor severalminorfunctions for exampleundercarriagand
weatheradar onasingleprocessorWherethefunctionsarenotrequiredatthe sametime,
partitioningcould perhapsbe achiered by giving eachone solecommandof its processor
while it isactive (thisis similarto “periodsprocessingin thesecuritycontext), butthemore
generakequirements for simultaneousperationwith symmetricpartitioning. Thesecond
scenarioconcernsvery cost-sensitie applicationssuchassingle-engineggeneralaviation
aircraft. Hereit may be desirableto run multiple major functions(suchasautopilotand
rudimentaryflight managementyn a single(possiblynon-fault-tolerant)processorThere
areeven proposaldo hostthesefunctionson mass-marét systemssuchasWindows NT.
Although onecanbe skeptical of this proposal(particularlyif “free flight” air traffic con-
trol makesflight managemerdatafrom generakbviation aircraftcritical to overall airspace
safety),it seemsworth examiningthe technicalfeasibility of symmetricpartitioning for
critical functionswithin a singleprocessor

The currentfederatedarchitecturenot only usesa lot of computersystemsijt usesa
lot of different computersystems:eachfunction typically hasits own unique computer
platform. Thereis a high costassociateavith developingand certifying softwareto run
on theseidiosyncraticplatforms. Logically independenof IMA, but coupledto it quite
stronglyin practice,aremaovesto definestandardizeédhterfacesto the platformsthat sup-
portflight functionsandto introducesomeof the abstractiongndservicesprovidedby an
operatingsystem.The ARINC 653 (APEX) [4] standardepresents stepin this direction.
Developmentssuchasthis could significantlyreducethe costof avionics software devel-
opmentandmight stimulatecreationof standardnodulesfor commontasksthat could be
reuseddy differentfunctionsrunningon differentplatforms.

The designchoicesfor partitioninginteractwith thosefor providing operatingsystem
servicesThemajordecisionis whetherpartitioningis provided above anoperatingsystem
layer (figure 2.1(a)),or abore a minimal kernel(or executive) with mostoperatingsystem
servicesthen provided separatelyn eachpartition (figure 2.1(b)). Thefirst choiceis the
way standardperatingsystemsaarestructuredwith partitionsbeingclient processesut
it hasthe disadwantagethat partitioning thenrelies on a greatdeal of operatingsystem
software. Theseconcthoiceis sometimegalledthe“virtual machine”approachandit has
theadwantagethatpartitioningreliesonly on thekernelandits supportinghardware!

AnotherareawherelMA hasthe potentialto reducecostsis throughimproveddispatch
reliability. Critical flight functionsmusttoleratehardwarefaults,andsothey run on repli-
catedhardware(typically quad-redundardr greateffor primaryflight controlanddisplays,
triple for autopilotandautolanddualfor flight managemerandyaw damping,andsingle

! Someoperatingsystemaisethe secondnodel. It wasfirst emploaedin VM/370[70], which senedasthe
basisfor amajorearlysecuresystendevelopmen{7,35]. Fully virtualizing theunderlyinghardwareis expen-
sive, so later " u-kernels”suchasMach and Chorusprovided a moreabstracinterface. Thesealsoproved to
have disappointingperformanceSecond-generatigi-kernelsandcomparableoolkits suchasExokernel[49],
Flux [31], L4 [38], andSPIN[11] achiere goodperformancendintroduceseveralimplementationechniques
relevantto thedesignof partitionedsystems.
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Partition A Partition B Partition A Partition B

OSServicesA | OSServiceBB

OperatingSystem
Kernel
Hardware Hardware
(a) (b)

Figure2.1: Alternative OperatingSystem/RrtitioningDesigns

for autothrottle) But despitethemassie costof providing afault-toleranplatformfor each
functionanddespitethe large numberof separatg@rocessorandothercomponentsvail-
able(therecanbe asmary as50 processorsimongthe major functionsof a large modern
transporplane),the federatedarchitecturedoesnot provide a large mamgin of redundang
nor operationaflexibility. A singlefaulty processoin ary functionmaybeenoughto pre-
venttakeof (therebyrequiringmaintenancén possiblylessthanideal circumstancespand
multiple faultsafflicting suchafunctionduringflight mighttriggeradiversionor have even
more seriousconsequencesWith IMA, in contrast,replicatedprocessorsare not bound
to a specificfunction, but canbe allocatedasrequired: normaloperationcan continueas
long asthe total numberof nonfaulty processorss suficient to provide the requiredlevel
of replicationto eachfunction. This increase®verall safetymaigins, while alsoallowing
maintenanceo be deferred(e.g.,until the aircraft's scheduléringsit to a major mainte-
nancebase)40].2

Theability to exploit thisincreaseaedundang andflexibility depend®nasystematic
approacho faulttolerancewithin functions(sothatthey arenottightly boundto a specific
processorandacrosghedistributedcoordinationmechanismsef the IMA platformitself.
Designof fault-toleransystemss notonly amassiely difficult andexpensie actity (the
basicmechanismsf faulttoleranceconcernthe coordinationof distributed, real-timesys-
temsoperatingn thepresencef faults,whichareamongthehardesproblemsn computer
sciencebutis oftenapenasive one:thatis, mechanismsor faulttoleranceandredundang
managemerih avionicsareseldomencapsulatedsanoperatingsystenor middlevareser
vice but insteadaffectthe designof every pieceof softwarewithin thefunction. As aresult,
it is generallyimpossibleto take software—oreven the designfor a pieceof software—
from onefunction and reuseit in another or on anotherplatform, even when standards
suchasAPEX areused for thesestandardsoncerronly themechanicef systencallsand
do not addresghe deeperconcernof systematiandtransparentault tolerance.Another
reasonfor the penasie influenceof fault tolerancein currentsystemdesignsis thatthe

2Currentimplementationsf IMA allocatefunctionsto processorst startuptime; reconfiguratiorin flight
is afutureprospect.
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thesemechanismgand most othersthat involve coordinationacrossmultiple processors
andfunctions)areseldomcompositionameaningthatthereis no a priori guarante¢hat
elementghateachwork ontheirown will alsowork in combination.Themassie resources
expendedon systemsdntegrationare a symptomof the lack of compositionalityprovided
by currentdesignpractices.

Thus,full realizationof the benefitsof IMA requiresadoptionof modernconceptdor
systematic.compositional fault-tolerantreal-time systemdesign[55]. Thesewould re-
ducethe penasive impactof fault tolerancen avionics softwaredevelopmentandprovide
costsavings and opportunitiesfor reusethat could be much greaterthanthoseprovided
by lowerlevel standardsuchasAPEX. Takento their conclusion suchapproachesould
completelydecoupleheimplementatiorof flight functionsfrom thatof their fault-tolerant
platform and possiblyenableeachto be certified separately The impactof suchdevel-
opmenton partitioningis, first, arequirementhatthedistributedpartitioningmechanisms
mustthemselesberobustly faulttolerantand,secondthatthesemechanismmustcooper
atewith operatingsystenor kernelfunctionsto provide theservicesequiredfor systematic
andtransparentaulttolerancen theimplementationsf flight functions.

Summarizinghisreview of issuesn IMA, we seethatpartitioningshouldbeconsidered
both within a single processoland acrossa distributed systemand that partitioning has
interactionswith the provision of operatingsystenmservicesandtransparentaulttolerance.
In thenext sectionwe examinetherequirementgor partitioninga little moreclosely

2.2 Partitioning

The purposeof partitioningis fault containment:a failurein onepartition mustnot prop-
agateto causefailure in anotherpartition. However, we needto be careful aboutwhat
kinds of faultsandfailuresareconsideredThefunctionin a partitiondepend®n the cor
rectoperationof its processoandassociategheripheralsandpartitioningis not intended
to protectagainsttheir failure—thiscanbe achiezed only by replicatingfunctionsacross
multiple processorsn a fault-tolerantmanner After all, eachfunction would be just as
vulnerableto hardwarefailureif it hadits own processorRatherytheintentof partitioning
is to controlthe additionalhazardthatis createdvhena function sharests processofor,
moregenerallyaresourceith otherfunctions. The additionalhazards thatfaultsin the
designor implementatiorof onefunction may affect the operationof otherfunctionsthat
shareresourcesvith it.> Now a designor implementatiorfaultin aflight functionis surely
avery seriousaventandit mightbe supposedhat(a) suchfaultsaresoseriousthatit does
not matterwhat elsegoeswrong, or (b) certificationensureghat suchfaultscannotoccur
Both suppositionsvould, if true,diminishtherequirementsgor partitioning.

3Partitioning canalsolimit the consequencesf transienthardvare faults (by containingthemwithin the
partitionthatis directly affected),but thatis a sidebenefit,notarequirement.



2.2. Partitioning 9

The first point is easilyrefuted: the whole thrustof aircraft certificationis to ensure
thatfailuresare independentandindividually improbable)if their combinationcould be
catastrophicThus,while a designfaultin, say the autothrottlefunctionwould be serious,
appropriatadesignandsystem-lgel hazardanalysiswill ensurethatit is not catastrophic,
provided otherfunctionsdo not fail atthe sametime. Allowing a faultin this functionto
propagatdo another(e.g.,autolandwould violate the assumptiorof independentailures.
Thus,far from a faultin a critical function beingso seriousasto renderconcernfor par
titioning irrelevant, it is the needto containthe consequencesf sucha fault thatrenders
partitioningessentia(andelevatesits criticality to atleastthatof the mostcritical function
supported).

It could be arguedthat both functionswill certainlybe lost if their sharedprocessor
fails, sothey surelywould not be sharingif their correlatedfailure could be catastrophic.
This overlooksa coupleof points. First, malfunctionor unintendedunctionis oftenmore
seriousthan simplelossof function, andthe consequencesf a propagatingault (unlike
thoseof aprocessofailure)maywell be of thesemoreseriouskinds. For example,abuffer
overflov in onefunctionmight overwrite datain anotherleadingto unpredictableonse-
guences.(The Phobosl spacecraftvaslost in just this circumstance—when keyboard
buffer overflovedinto thememoryof acritical flight controlfunction[14,17].) Secondthe
increasednterdependencwroughtby IMA may introducesharedresources—antience
pathsfor fault propagation—thatrelessobvious andmoreeasilyoverlooked thanshared
processorsFor example,functionsin separatgrocessorsvherecorrelatedfailure would
not beanticipatedandwould notoccurin afederatedarchitecturejnightbecomevulnera-
ble to fault propagatiorthrougha sharedousin anIMA architecture.

Returningto the secondpoint raised(that certificationoughtto ensurethe absencef
designandimplementatiorfaults),notethatcertificationrequiresassuranceroportionalto
the consequencesf failure. In a federatedarchitecture suchconsequencesre generally
limited to the functionconcernedsothatassurances relatedto thecriticality of thatfunc-
tion. But, if thefailure of onefunctioncouldpropagatéo others thenalow-criticality (and
correspondingljow-assurancdlunctionmightcauseahigh-criticalityfunctionto fail. This
meanghateitherall functionsthatshareresourcesnustbe assuredo thelevel of the most
critical (suchelevationin assurancéevelsis directly contraryto oneof thegoalsof IMA) or
thatpartitioningmustbe usedto eliminatefault propagatiorfrom low-assurancéunctions
to thoseof high criticality. Whendifferentfunctionsalreadyhapperto have the sameevel
of assurancethe needfor partitioningmay not be sogreat,andit hasbeensuggestedhat
functionswith softwareassuredo Level A of DO-178Bmaybeallowedto shareresources
without partitioning.Note,however, thata faultthatcause®nefunctionto induceafailure
in anothermight not affect the operationof the first (asnotedabove, a temporarybuffer
overflov canhave this property). And althoughcertificationrequiresassurancef the ab-
senceof suchunintendedeffectsaswell aspositive assurancéhattheintendedfunctionis
performedcorrectly it is generallymuchharderto provide thefirst kind of assurancéhan
thesecond Furthermoresharedesourcesreatenen pathwaysfor the propagatiorof un-
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intendedeffects,andthesepathwaysmight not have beenconsideredvhenassurancevas
developedfor the individual functions. Consequent]ypartitioning seemsadvisableeven
whenthefunctionsconcernedireof thesameevel of criticality andall softwareis assured
to the samelevel.

Summarizingthe discussionin this chapter we may concludethat future avionics ar
chitectureswill have the charactef distributed, ratherthanfederated systemsandthat
multiple functions,of possiblydifferentlevelsof criticality andassurancwill besupported
by the samesystem. Resourcessuchas processorscommunicationduses,and periph-
eral devices, may be sharedbetweendifferentfunctions. Sharedresourcesntroducenewn
pathwaysfor fault propagationandthesehazardsnustbe controlledby partitioning.

Becauseartitioningis requiredto preventfault propagatiorthroughsharedesources,
asuitablebenchmarlor “Gold Standardfor theeffectivenesf partitioningwould seento
beacomparableystem(intuitively afederatedne)in whichthereareno sharedesources.
Thisis capturedn thefollowing.

Gold Standard for Partitioning

A partitionedsystemshould provide fault containmeniequialentto anide-

alized systemin which eachpartition is allocatedan independenprocessor
andassociategeripheralsand all interpartition communicationsre carried

ondedicatedines.

Althoughthis Gold Standardprovides a suitablementalbenchmarkor designersand
certifiersof partitioningmechanismgor IMA, it is lessusefulasa“contract”with the“cus-
tomers”of suchmechanismsThesecustomers—thais, thosewho develop software for
the functionsthatwill runin the partitionsof anIMA architecture—arassuredhattheir
softwarewill be aswell protectedn a partitionasif it hadits own dedicatedsystem,but
they are not provided with a concreteervironmentin which to develop, test, and certify
thatsoftware. The Gold Standardmpliesthatthe ervironmentprovided by the partitioned
systemto aparticularapplicationfunctionmustbeindistinguishablérom anidealizedsys-
tem dedicatedo that function alone,but this idealizedsystemis just that—animaginary
artifact—andnot onesuitablefor testingandevaluatingreal-world software. The only en-
vironmentactuallyavailableis the partitionedsystenitself, soits customersieeda contract
expressedhn termsof thatervironment. This canbedoneasfollows? insteadbf comparing
the ernvironmentperceved by the softwarein a partitionto that of anidealized,dedicated
systemwe requirethatthe ervironment(whatever it is) is onethatis totally unafectedby
thebehaior of softwarein otherpartitions.Thisleadsto thefollowing alternatve statement
of our Gold Standard.

4| amgratefulto David Hardin,Dave Greve, andMatt Wilding of Collins Commercialvionicsfor explain-
ing this approactandits motivationto me[113].
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Alternative Gold Standard for Partitioning

Thebehaior andperformancef softwarein onepartitionmustbe unafected
by thesoftwarein otherpartitions.

This formulationis not only simplerand moredirectthanthatinvolving anidealized
systemputit alsosuggestiiow thecustomersf apartitionedsystencandevelopandeval-
uatetheir software—forif softwarein onepartitionis unafectedby thatin otherpartitions,
it will runthesamg(in termsof bothbehaior andperformancejvhethertheotherpartitions
areinhabitedor empty Thus,in particular individual softwarefunctionscanbe developed
andcertifiedusingthereal ervironmentof the partitionedsystem put with the otherparti-
tionsempty(or, morelikely, containingstubsto provide thedatasourceandsinksrequired
by the functionunderexamination). The Alternative Gold Standardensureghatthe certi-
fied softwarewill behae exactly thesamewhenthoseotherpartitionsareinhabitedby real
(andpossiblyfaulty) functions.

A problemwith the Alternatve Gold Standardis apparentin the mentionof “data
sourcesandsinks”in the previous discussionsoftwarefunctionsresidingin separatear
titions areseldomcompletelyindependent—somgrovide dataor controlinputsto others.
This meansthat “unaffectedby the softwarein other partitions” needsto be qualifiedin
someway that allows the effects of intendedcommunicationsvhile excluding thosethat
areunintended.Thus, althoughthe Alternative Gold Standards more attractve thanthe
originaloneasarequirementslefinitionfor partitioningisolatedfunctions,it needgurther
developmentbeforeit cansene asagold standardor the moregenerakaseof partitioned
but interactingfunctions. Whenrestrictedto isolatedfunctions,the basicandthe Alterna-
tive Gold Standardarevery similar;indeedjf suitablyformalized eachwouldbedefinable
in termsof theother

The original formulationof the Gold Standarchasthe advantagethatit focusesatten-
tion on the structuraldifferencesetweena partitionedsystemanda federatecne. These
structuraldifferencesntroducetwo classef hazardsnto a partitionedsystem: a fault
in one partition could corruptcode,control signals,or data(in memoryor in transit) be-
longingto anotheror it could affect the ability of anotherpartitionto obtainaccesgo, or
servicefrom, a sharedresourcgsuchasthe processopr a bus). In consideringssuesn
the designand assurancef partitionedsystemsit is thereforeusefulto distinguishtwo
dimensions—spati@ndtemporal—correspondirto thesetwo classe®f hazards.

Spatial Partitioning

Spatialpartitioningmustensurethat software in one partition cannotchange
thesoftwareor privatedataof anothepartition(eitherin memoryor in transit)
nor commandhe privatedevicesor actuatorof otherpartitions.
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Temporal Partitioning

Temporalpartitioning must ensurethat the servicereceved from sharedre-
sourceduy the softwarein one partition cannotbe affectedby the softwarein
anothermpartition. This includesthe performancef theresourceeoncernedas
well astherate,lateng, jitter, anddurationof scheduleagccesso it.

Themechanismsf partitioningmustblock the spatialandtemporalpathwaysfor fault
propagatiorby interposinghemselesbetweeravionics softwarefunctionsandthe shared
resourceshatthey use.In this way, the partitioningmechanismsancontrolor “mediate”
accesdo sharedresources.n the next chapter we considerthe mechanismshat canbe
usedto provide mediationin eachof thetwo dimensionof partitioning.



Chapter 3

| ssues and M echanisms

As discussedn the previous chapter issuesin partitioning ariseat two levels: within a
single processoandacrossa distributed system. Issuesin partitioningalsointeractwith
thosein fault tolerance. We considerthesetopics separateljbelov and further separate
theminto consideratiorof spatialandtemporalpartitioning.

3.1 Partitioning Within a Single Processor

We startby consideringpartitioningwithin a single processorWe sometimesisethe neu-
tral termapplicationto referto the computationaéntity within eachpartition;this couldbe
a completeavionicsfunction (e.g.,a yaw damper)or a partof one. Dependingon theim-

plementationanapplicationcouldcorrespondo the operatingsystennotionsof processor

virtual madine or it couldbesomedifferentnotion. An applicationwill generallybecom-
posedof smallerunitsof computatiorthatarecalledor schedulegeparatelyyve generally
referto theseastasks Again dependingon the implementationthesemay correspondo

anoperatingsystermotionsuchasthreador lightweightprocess Partitioningmustprevent
applicationgnterferingwith oneanother but the taskswithin a singleapplicationare not
protectedrom eachother We focusfirst on partitioningin the spatialdimension.

3.1.1 Spatial Partitioning

The basicconcernof spatialpartitioning is the possibility that software in one partition
might write into the memory of another: memoryis often picturedas a one- or two-
dimensionaprid; hence the referencdo the spatialdimensionfor this aspecbf partition-
ing. Memoryincludesthatusedto storeprogramsaswell asdata;although,in embedded
systemsit is sometimepossibleo hold theformerin ROM whereit cannotbe overwritten
by errantsoftware.

Hardwaremediationprovidedby a memorymanagementnit (MMU) is the usualway
to guardagainstviolations of spatialpartitioning. The detailsvary from one processor

13



14 Chapter3. IssuesandMechanisms

designto anotherbut the basicideais thatthe processohas(at least)two modesof oper

ationand,whenit is in “user” mode,all accesset memoryaddresseareeitherchecled
or translatedusingtablesheld in the MMU. A layer of operatingsystemsoftware (gen-
erally calledthe kerne) manageshe MMU tablesso thatthe memorylocationsthat can
be readand written in eachpartition are disjoint (apart, possibly from certainlocations
usedfor interpartition communications).The kernelalsousesthe MMU to protectitself
from beingmodifiedby softwarein its client partitionsandmustbe carefulto managehe
user/supervisomodedistinctionsof the processorcorrectlyto ensurethat the mediation
provided by the MMU cannotbe bypassed(In particular entry andexit from the kernel
needgso be handledcarefully sothat softwarein a partition cannotgain supervisormode;
someprocessorbave haddesignflaws thatmale this especiallydifficult [43].)

Softwareexecutingin a partitionaccesseprocessoregisterssuchasaccumulatorand
index registersaswell asmemory Generallythekernelarrangeshingssothatthesoftware
in onepartitionexecutedor awhile, thenanothempartitionis givencontrol,andsoon; when
onepartitionis suspendedndanotherstarted the kernelfirst savesthe contentsof all the
processoregistersn memorylocationsdedicatedo thepartitionbeingsuspendedndthen
reloadstheregisters(includingthosein the MMU thatdeterminewvhich memorylocations
areaccessibleyvith valuessared for the partition that executesnext. The softwarein the
partitionresumesvhereit left off andcannottell (apartfrom the passag®f time while it
wassuspendedhatit is sharingthe processowith otherpartitions.

Thedescriptiorjustgivenresembleslassicatime-sharingwherepartitionscanbesus-
pendedat arbitrary pointsandresumedater Somevariationsare possiblefor embedded
systems.For example,if partitionsareguaranteedn uninterruptibletime slice of known
duration,they canbe expectedo have finishedtheir tasksbeforebeingsuspendedndcan
thenberestartedn somestandardstateratherthanresumedvherethey left off. Thiselim-
inatesthe costof sarzing the processoregisterswhena partitionis suspendedbut at least
someof them—includingthe programcounter—mustberestoredo standardralueswhen
thepatrtitionis restarted) We canreferto thetwo typesof partitionswappingarrangements
astherestoation andrestartmodels respectiely.

In eithercase the requiremenbn the mediationmechanismsnanageddy the kernel
is thatthe behaior perceved acrossa suspensioty the softwarein eachpartitionis pre-
dictablewithout referenceo arything externalto the partition. In the “restoration”model,
theprocessostatemustberestoredo exactlywhatit wasbeforesuspensiorin the“restart”
model,it mustbe restoredo someknown state. It maybe acceptablén the latter caseto
specifythatsomeregistersmay be “dirty” on restartandthatthe softwarein a partitionis
requiredto work correctlywithoutmakingassumptionsntheirinitial contents—thisaves
the costof restoringtheseregistersto standardralues(obviously, the programcounterand
MMU registersmustbe restored). The requiremento make behaior predictableacross
the suspensiomndresumptiorof a partitiongenerate# turn the requirementhatthe op-

! Although partitioninghasmuchin commonwith computersecurity this is oneaspecwherethey differ:
“dirty” registersareanatheman computersecuritybecausehey provide a channeffor informationflow from
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erationof the processomustbe specifiedpreciselyandaccuratelywith respecto all of its
registers—forit is importantthatregistersaving andrestorationor reinitializationshould
not overlookvisible minor registerssuchasconditioncodesandfloating point/multimedia
modesandthat hiddenregisters,suchasthoseassociatedvith pipelinesandcachesyfe-
ally arehidden. (Again, processor®ften have designglitchesor errorsand omissionsn
documentatiomhatmale it difficult to accomplistthis[98].)

In the approachust outlined,the mechanismsef spatialpartitioningcomprisethe pro-
cessorndits MMU andthekernel. Thereis muchadwantagefrom thepoint of view of as-
surancendformal specificationif thesemechanismaresimple.Unfortunatelycommod-
ity processorstheir MMUs, andassociatedeaturessuchasmemorycachesaregenerally
designedor high performancendextensve functionalityratherthansimplicity. Although
afastprocessois oftendesiredthefunctionalityof MMUs andcachecontrollersgenerally
exceedsthat requiredfor embeddedystems;MMUs, in particular are usually designed
to provide aflexible virtual memoryandcontainlarge associatie lookuptables—whereas
for partitioning,a simplefixed memoryallocationschemewould be adequaté. The latter
would alsobe far lessvulnerableto bit-flips causedy single-@ent upsetsSEUs)thana
traditionalmillion-transistorMMU. However, becausehey are usually highly integrated
with their processqrit canbedifficult or evenimpossibleto replaceMMUs andcachecon-
trollerswith simplerones,but consideratiorshouldbe givento this issueduring hardware
selection.

An alternatve to spatialpartitioningusinghardwaremediationis Software Fault Isola-
tion (SFI)[109]. Theideahereis similar to arrayboundscheckingin high-level program-
ming language®xceptthatit is appliedto all memoryreferencesnot just thosethatindex
into arrays. By examiningthe machinecodeof the softwarein a partition, it is possible
to determinethe destinationoof somememoryreferencegandjumpsandhenceto check,
statically whetherthey aresafe.Memoryreferenceshatindirectthrougharegistercannot
be checled statically soinstructionsareaddedto the programto checkthe contentsof the
registerat runtime,immediatelyprior to its use.By usingmoreelaboratestaticanalysisor
programverificationtechniquege.g.,to ensureghatanindex registerhasnotbeenchanged
sincelastchecled), it is possibleto minimizethe numberof runtimecheckspy usingmod-
estoptimizationsof this kind, an overheadof just 4% hasbeenreportedfor the runtime
checksof SFI[109].

onepartitionto its successoiTheissuesunderlyingthis differenceareconsideredn Sectiord.4 Applicationto
Partitioning.

2MMUs arealsoheavily optimizedfor speed:in somearchitecturesthe MMU will starta readfrom the
memory using the currentpagemap beforeit hasdeterminedwhetherthat is still valid; if it is not valid,
the MMU squashethe busreadtransactiorbeforeit completes.Also, for efficiengy, multiple copiesmay be
maintainedor someof theassociatie lookuptables andthesemustbekeptconsistentvith eachother All this
is donein the context of speculatie out-of-orderexecutionwhereproviding assurancéor correctnessf these
optimizationsis nontrivial. A separatgroblemis the timing uncertaintyintroducedby theseoptimizations:
ratiosof 2 to 1 betweeraverage-casandworst-casd¢imingsarenotuncommori52] (seealsoht t p: / / www.
intelligentfirmcon).



16 Chapter3. IssuesandMechanisms

Static(i.e.,compile-time)analysisf informationflow within individual programswrit-
tenin high-level language$iaslong beenatopicin computersecurity In its simplestform,
someof thevariablesusedby theprogramarelabeledHiGH andsomeL ow, andthegoalis
to checkwhetherinformationfrom aHiGH variablecaneverinfluencethefinal valueof one
labeledLow. Techniquedor informationflow analysisncludeapproximateanethodssim-
ilar to typechecking21,107] or to dataflow analysig6] aswell asexactmethodq63] and
thosethatrely onformalproof[81]. It is possiblehatapproachebasednthesdechniques
couldreducepr eveneliminate theruntimeoverheadf SFI.

Although SFI usuallyimposesa small overheadon memoryreferencesvithin a parti-
tion, it cangreatlyreducethe costof controlledreference®r procedurecalls acrosspar
titions (comparedwvith hardware mediation,sincethe costof a partitionswap is avoided).
However, for reasongliscussedater (page26), suchcross-partitiorreferencesnay not be
acceptablén somepartitionedarchitecturessotheadwantagevouldbemootin thosecases.

A disadwantageof SFIcomparedvith hardware-mediategartitioningis thatit imposes
anadditionalanalysisandcertificationcoston every programwhereasardwaremediation
hasthe one-timecostof designing,implementing,and certifying the partitioningmecha-
nismsof the kernelandits supportinghardware. On the otherhand,the analysisrequired
for SFllendsitself to powverful automatior(cf. “extendedstaticchecking”[22], and“proof
carryingcode” [80]) wherethe certificationcostwould be transferredo the one-timecost
of certifyingthetools.

Even without automation SFI may have advantageof costand simplicity in “asym-
metric” applicationsvherea singlefunctionis allocatedto a processobut it is desiredto
includesomelesscritical “nice-to-hae” features Thesecouldbepartitionedfrom themain
safety-criticalfunction by SFI, while the latter runs unchanged.SFI might alsobe cost-
effective in partitioningfunctionsof similarassurancéevelsthatalreadyrequiresignificant
analysis(e.g.,two Level A functions). And SFI could alsobe usedto provide additional
protectionwithin partitions(i.e.,amongtasks)establishedy hardwaremediation.

OneconcermaboutSFI, especiallywhenstaticanalysisis usedto optimizeaway mary
of theruntimechecksjs thatit provideslittle protectionagainshardwarefaults(e.g.,SEU-
inducedbit-flips) thatcausamemoryaddressethatwerecorrectwhenanalyzedo beturned
into onesthatareincorrectwhenexecuted. Thebadmemoryreferencewill becaughtonly
if a runtime checkis in the right place; a hardware MMU, on the otherhand, mediates
everyreferenceatits time of execution.It wasearlierstatedhatthe purposeof partitioning
is to protectfunctionsagainstfaultsof designandimplementatiorin otherfunctions,not
to guardagainsthardware faults—sincethesecould afflict the function evenif it hadits
own dedicatedprocesser-but a hardware fault thatleadsto a violation of partitioningis
not a fault that would have afflicted the functionif it hadits own processqrsoit seems
thatthe concernis legitimate. However, alittle analysisshawvs thattheincreasedxposure
to hardware faultsis small. Supposethe function in which we are interestedsharesits
processowith n otherfunctionsof similar sizeandthatthe probability of an SEU hitting
ary oneof themis p. Suppose€further that the probability thatan SEU in one function
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will causeit to violate SFI partitioningandto afflict someotherfunctionis q. Thenthe
probability of an SEU directly or indirectly affecting the original function changegrom p
to (1 + ¢)p whenthefunctionis movedfrom adedicatedo a sharedorocessor(Noticethat
thisisindependendf n: thechanceof anSEUNhitting somevherincreasedy afactorof n,
but the chancehatthe consequentemoryerror affectsthefunctionconcerneds reduced
by the samefactor) This smallincreasen probabilityis unlikely to be significant,andwe
concludethatthe possibilityof SEU-inducedaddressingrrorsdoesnotinvalidateSFI.

Perhapsurprisingly it is someimplementationsf hardware-mediate@artitioningthat
seemmore vulnerableto this kind of fault scenario. Although an SEU in an individual
function cannotleadto a violation of partitioningwhenmemoryreferencesre mediated
by anMMU, anSEUIin the MMU itself could be quite dangerouslf the MMU is a large
device with millions of transistorsthenthe possibility of an upsetcannotbe overloolked,
anda changeto onebit in anaddresdranslatiorregistermay causehe memoryreferences
of onepartitionsystematicallyto infringe on the memoryof another It seemdgo methatin
designswhereit is possibleto provide a customMMU, it would be prudentto ensurethat
thisis eitherfault tolerantor thatit merelychecksratherthantranslatesaddresseésothat
a doublefault would be neededo violate partitioning); bestof all might be relocationor
checkingwith hardwiredvalues.

Sofar, ourconsideratiomf partitioninghasconsidereanly theprocessoandthemem-
ory andhasassumedhatdifferentpartitionsare meantto be isolatedfrom eachother;we
now needto considerinter-partition communicationgnddevices. Like partitioningitself,
therearetwo dimensiongo interpartition communication:the spatialdimensionis con-
cernedwith whereandhow datais transferredrom onepartitionto anotherandthe tem-
poraldimensionis concernedvith whetherandhow synchronizatioris performedandhow
one patrtition invokes servicesfrom another We postponeconsideratiorof the latter top-
ics to the discussiorof temporalpartitioningin Section3.1.2andfocushereon the spatial
dimension.

Theobviousway to communicatalatafrom onepartitionto anotheiis to copy it from
a buffer in memorybelongingto the first partitioninto a separatdouffer in the memoryof
the second.Becausenly the kernelhasaccesgo the memoryof both partitions,it must
performthe copying and,sinceit generallyrunswithout memoryprotection,it mustcheck
carefullyagainstbuffer overruns.A moreefficient schemeausesa singlebuffer in memory
locationsthat are amongthosethe sendingpartition canwrite andthe recever canread
(bothMMU andSFIformsof memoryprotectioncando this); datacanthenbe copiedinto
thesharedouffer by thesendingpartitionwithoutthe active participationof thekernel. The
receving partition mustassumehatthe sendingonecanwrite arbitrarydataarnywherein
their sharedbuffers wheneer it hascontrol, andits verificationmustbe performedunder
thisassumptionlt seemsleanesif separatéuffersareusedfor eachdirectionof transfer
but bidirectionalbuffers may also be acceptable.lt is, however, importantthat separate
buffersareusedfor eachpair of partitions(otherwise partition A could overwritethe data
of B in C’s singleinput buffer).
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Obsere thatit is importantto restrictinter-partition communicationso thosethatare
intended:onepartition shouldbe ableto senddatato anotheronly if thatcommunication
is authorizedn the specificationof the systemconfiguration(and the receving partition
mustthenhave a buffer to receve it). A relatedtopicis how onepartitionshouldnamethe
otherpartitionswith whichit communicatesAbsoluteaddresseée.g.,“sendthis datumto
Partition 7”) leadto arigid andfragile systemorganizationrandareto bedeprecatedn this
account.Functionaladdresseée.g.,"“sendthis datumto the pitch autopilot”) arelittle bet-
ter: they build assumptionaboutthe systemstructureinto individual applicationsandlimit
theopportunitiesfor reuseandreconfigurationRelative addressinde.g.,“sendthis datum
outon my Port7”) allows the binding of namego specificinterpartition communication
channeldo be postponediuntil systemconfigurationtime (and may allow somedynamic
reconfiguration)put requiresa databaséo recordwhattype of dataor serviceis provided
(or expected)on a given port. The bestarrangementay be onewherepatrtitionsusethe
type of dataor serviceprovided or expectedasthe nameof the portconcernede.g.,“send
thisdatumoutonmy ai r - dat a- sanpl es port; or“getmeanai r - dat a- sanpl e”);
the binding of thesenamedo inter-partition channelsanbe doneduring systemconfigu-
ration, or at runtime. In the latter case we have somethindike a publish-subscribarchi-
tecture[82]; this providesexcellentsupportfor dynamicreconfigurationbut its application
to life-critical systemds still anissuefor research(Someavionics systemausethis type
of namingor addressingchemebut notin away thatis tightly integratedwith their fault-
tolerancanechanisms.)

Softwarein onepartition shouldnot make assumptiongboutwhentasksin otherpar
titions are scheduledtaskswithin somepartitionsmay be dynamicallyscheduled)this,
combinedwith normally asynchronougsommunicationmeansthat careis neededwhen
communicatingime-sensitie data.For example,ataskthatcollectsfrom its input buffer a
sensoisamplecontritutedby anothempartitionneedgo knowv whenthatsamplewastaken.
The usualarrangemenits to attacha time stampto the sample(sinceboth partitionsare
runningin the sameprocessqrthey have accesso a commonclock). However, the utility
andinterpretatiorof a sensoisampledependsiot only on its age,but alsoon its accurag
andthedynamicsf thephysicalprocesdeingmeasurede.g.,analtimetereadingthatis 1
secondld is muchlessusefulif theaircraftis landingthanif it is in cruise).Someof these
factorsarelikely to be muchbetterknown to the partitionthat providesthe sensoisample
thanto the onethatrecevesit, andduplicatingthe knowledgein both placesis expensie
andraisesthe problemof ensuringconsisteng Insteadjt seemsestif the provider of the
dataalsoprovidesa compactdescriptionof its temporalinterpretation.Kopetzhasmade
aninterestingproposalbf this kind underthe nametempoal firewall [53,57], which exists
in two variants.A phase-insensitiveensoisampleis providedwith atime anda guarantee
thatthe sampledvalueis accuratgwith respecto a specificatiorpublishedby the partition
thatprovidesit) until theindicatedtime. For example,supposéhatengineoil temperature
may changeby at most1% of its rangeper secondthatits sensoris completelyaccurate,
andthatthedatais to beguaranteedtb 0.5%. Thenthe sensosamplewill beprovidedwith
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atime 500msaheadf theinstantwhenit wassampledandthereceverwill know thatit is
safeto usethesampledralueuntil theindicatedtime. Thisis muchmoreusefulthanatime
stampthatmerelyrecordsvhenthe samplewastaken. A phase-sensitiviemporalfirewall
is usedfor rapidly changingprocessesvhere stateestimationis required;in additionto
sensosampleandtime, it providesthe parameterseededo performstateestimation.For
example,alongwith the sampledaltitudeit may supplyverticalspeedsothataltitudemay
be estimatednoreaccuratelyatthetime of use.

In additionto communicationdetweenpartitions,we mustexaminecommunications
betweenpartitionsand devices. Devices,which include sensorsand actuatorsaswell as
peripheralssuchas massstorage have implicationsfor both temporaland spatial parti-
tioning. Most devicesraisean interruptwhendatais available or whenthey needservice.
Suchinterruptsaffect thetiming andlocusof control,andconsideratiorof theirimpactis
postponedo thediscussioron temporalpartitioningin Section3.1.2;herewe concentrate
ontherelationshipof devicesto spatialpartitioning. Devicesimpactspatialpartitioningin
threeways: they needto be protectedagainstaccesdy the wrong partition, they mustnot
beallowedto becomeagentdor violating partitioning,andthey maythemselesneedto be
partitioned.

The simplestcaseis wherea device “belongs” to somepartition and shouldnot be
accessedby others. Most modernprocessorsisememory-mapped/O, meaningthatin-
teractionwith devicesis conductedoy readingandwriting to registersthatarereferenced
like ordinary memorylocations. In thesecasesthe mechanismgMMU or SFI) usedto
provide ordinarymemoryprotectioncanalsoprotectdevices. If memoryprotectionis in-
sufficiently fine-grainedo permitdevicesto beallocatedo partitionsasdesiredthenit will
be necessaryo createspecialdevice managemenpartitionsthat own several devices but
aretrustedto keepthemseparateSimilararrangementwill benecessarif severaldevices
areattachedo a databus or remotedataconcentratoandmay alsobe usefulif multicast
communicatiorservicesare desired). Of course the trustin suchmultiplexing partitions
needsto be justified by suitableverification and assurance.An alternatve to providing
device managemenpartitionsis to performthesefunctionsin the kernel. The agument
againstdoingthisis thatthe propertieof the kernelmustbe assuredo avery high degree,
so thereis much adwantageto keepingits functionality as simple as possible. It should
be easierto provide assurancéor a kernelthat providesmemoryprotection,plus separate
device managemenmartitions thanfor akernelhaving bothfunctions.

Somedevices may be sharedby morethanone partition. Suchdevicescomein two
forms: thosethatneedprotectionandthosethatdo not. An exampleof theformeris asen-
sorthatperiodicallyplacesa samplein a device register Thereseemano harmin allowing
two partitionsbothto have readaccesgo the memorylocationcontainingthatdevice reg-
ister Devicesthatacceptcommandsremoreproblematicaln thatfaulty softwarein one
partition may issuecommandghat renderthe device inoperableor otherwiseunavailable
to otherpartitions.Protectiorby a specialdevice managemerpartitionseemsiecessaryo
mediateaccessn thesecases.(The Clementinespacecraftvaslost whena software fault
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causedjarbagdo be sentover anunmediatedus, whereit wasinterpretedoy anattached
device asacommando fire all thethrusterswithoutlimit.) Noticethatsuchadevice man-
agemenpartition mustplay a moreactive role in checkingor controlling the device than
thesimplemultiplexing device managememnartitionsdescribedearlier

Device managemenpartitionsalsoarenecessaryo mediateaccesgo truly sharedde-
vicessuchasmassstorage In thesecasesit is usualfor the device manageto synthesize
aservice(e.g.,afile systemyatherthanjust mediateaccesgo theraw device (e.g.,adisk)
andto partitiontheserviceappropriately(e.g.,with aseparatévirtual” file systenfor each
clientpartition). A device managenf thiskind poseschallengedo assurancéhataresimi-
lar to thoseof themainmemorypartitioningmechanismsinceflaws couldallow oneclient
partitionto write into areasntendedfor another

Massstorageandotherdevicesthat transferlarge amountsof dataat high speedgen-
erally do soby directmemoryaccesg§DMA) ratherthanthroughmemory-mappedevice
registers(which arelimited to a few bytesat a time). Dependingon the processoiand
memoryarchitectureDMA devicesmay be ableto addressmemorydirectly, without the
mediationof the MMU. This arrangemenhasthe potentialto violate partitioning since
faulty softwaremay instructthe device to usea region of memorybelongingto somepar
tition otherthanits own; afaultin the device itself could have a similar effect. A simple
solutionis to interposesomecheckingor limiting mechanisrninto the device’s memory
addressines(e.g.,by cuttingor hard-wiringsomeof them)sothattherangeof addresses
cangenerates restrictedo lie within thatof the partitionthatmanage&. Anothersolution
is to isolateeachDMA device to a private bus with a dual-portedmemorybridging the
privateandmainsystembuses.

3.1.2 Temporal Partitioning

Our context is real-timeembeddedystemswherecorrectnessequiresnot only thatthe
right resultsare produced but that they are producedat the right time The concernof
temporalpartitioningis to ensurghatactities in onepartitiondo notdisturbthetiming of
eventsin otherpartitions.

Themostgrossconcernsarethatfaulty softwarein onepartitionmightmonopolizethe
CPU,or thatit mightcrashthesystenorissuea HALT instruction—efliectively derying ser
viceto all otherpartitions.Otherscenarioshatcancausea partitionto fail to relinquishthe
CPUontime includesimplescheduleoverruns whereparticularparameteraluescausea
computatiorto take longerthanits allottedtime, andrunavay executionswherea program
getsstuckin aloop.

Although their manifestationsrein the temporaldimension,systemcrashesandin-
structionghathaltthe CPUareusuallypreventedoy themechanismsf spatialpartitioning.
In particular HALT andotherdangerousnstructionsusually cannotbe issued(or, rather
they causeatrapto thekernel)whenin usermode. Therearereports hovever, thatsome
stepping®f somecommodityprocessorbave untrappednstructionghatcanhaltthe CPU,
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or usermodeinstructionghatcan“hang” whensuppliedwith certainparameter¢e.g.,see
htt p://ww. x86. or g; alsoreferencé8notesl02bugsreportedupto 1995in various
versionsandstepping®f thelntel 80X86architectureandreference8 documentscompa-
rablenumbelin laterprocessors)it is importantto know thesecharacteristicef theprecise
steppingof the processoemplo/ed (which mayrequirea nondisclosuregreement)out it

is difficult to provide a completesolutionto suchuntrappecdhardware flaws. Perhapghe
bestthat canbe doneis to use SFI-like techniquesandto scanthe machinecodeof each
applicationandinsertruntime checksasnecessaryo prevent executionof dangerousn-

structionsor parametewralues(a purely staticcheckwill beinadequatéf parametewralues
canbe constructear modified—eitherunderprogramcontrolor by an SEU—atruntime).

The last-ditchescapdrom a haltedor locked-up CPU is a watchdogtimer interrupt
managedy the kernel. This is not certainto provide recorery, however, unlessthe basic
kernel designis correct: for example,designfaultsin the Magellanspacecrafted to a
runavay executionin which a programsatin aloop thatdid nothingbut resetthewatchdog
timer [18, pp. 209-221][25,51],2 andnot all haltedor “hung” processorsespondo the
timer interrupt. Recwvery in thesedire caseaisuallydepend®n a systenreset(or cycling
thepower supply which causes reset) which maybeinvoked eithermanuallyor by other
component# adistributedfault-tolerantsystem(whichis how Magellanrecorered).

Runavay executionsin the kernel,lockups,and untrappedhalt instructionscould all
afflict a processordedicatedto a single function, and so their treatmentis more in the
domainof system-lgel designverification or fault tolerancethan partitioning. Overruns
or runavayswithin a function, however, aregenuinelythe concernof partitioningandare
usuallycontrolledthroughtimer interruptsmanagedy the kernel: the kernelsetsa timer
whenit givescontrolto a partition; if the partition doesnot relinquishcontrol voluntarily
beforeits time is up, thetimer interruptwill activatethe kernel,which thenwill thentake
controlaway from the overrunningpartitionandgive it to anotherpartitionunderthe same
constraints.

Merely takingcontrolaway from anoverrunningpartitiondoesnotguarante¢hatother
partitionswill be ableto proceedhowever, for the overrunningpartition could be holding
someshareddevice or otherresourcehatis neededoy thoseotherpartitions. The kernel
couldbreakary locks held by the errantpartition andforcibly seizethe resourcehut this
maydolittle goodif theresourcénasbeenleft in aninconsistenstate. Theseconsiderations
reinforcethe earlierconclusionthat devicesand otherresourcesannotbe directly shared
acros9artitions.Instead a managememartitionmustown theresourceandmustmanage
it in sucha way thatbehaior by oneclient partition cannotaffect the servicereceved by
another

3The flaw in Magellanwasin the designof its kernel (sensitve datastructuresvere manipulatecbutside
the protectionof a critical section,so an interrupt could leave themin an inconsistentstate). Suchflaws
would beunconscionabl@ a safety-criticakystem:the designof the corehardwareandsoftwaremechanisms
simply have to be correctin thesesystemsIn additionto skilled andexperiencediesignersformal methodsof
specificatiorandanalysisnay be valuablefor this purposgdesigndiversityis implausibleat thesdevels).
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Anotherproblemcanariseif the overrunningpatrtitionis performingsomeserviceon
behalfof anotheipartition: it will generallybenecessarto notify theinvoking partition(the
next time it is scheduledpf the failure of the serviceprovided by the other The invoking
partition musthave enoughfault tolerancethat it can do somethingsensibledespitethe
failure of the service. It may alsobe necessaryor the kernelto performsomeremedial
actionon the partition that overranits allocation. This could force that partitionto do a
restartnext time it is scheduledpr could simply notify the partitionof its failureandleave
recorery (e.g.,the killing of orphans)to the operatingsystemfunctionsresidentin that
partition.

Timeout mechanismsuchas thosejust describedensurethat eachpartition will get
enoughaccesdo the CPU andotherresourceshut real-timesystemsieedmorethanthis:
thetaskswithin partitionsneedto getaccesso the CPUandto devicesandotherresources
at the right time and with greatpredictability This meansthat discussionof temporal
partitioning cannotbe divorced from consideratiorof schedulingissues. The real-time
taskswithin a partition generallyconsistof iterative tasksthat mustbe run at somefixed
frequeng (e.g.,20 timesa second)andspomdic tasksthatrun in responseo someevent
(e.g.,whenthe pilot presses button); iterative tasksoften requiretight boundson jitter,
meaningthatthey mustsamplesensor®or deliver outputsto their actuatorsat very precise
instants(e.g., within a millisecondof their deadline),and sporadictasksoften have tight
boundson latency meaningthatthey mustdeliver an outputwithin someshortintenal of
theeventthattriggeredthem.

Therearetwo basicwaysto schedulea real-timesystem:staticallyor dynamically In
a staticschedulea list of tasksis executedcyclically at afixedrate. Tasksthatneedto be
executedatafasterateareallocatednultiple slotsin thetaskscheduleEvensporadidasks
arescheduleayclically (to poll for inputandprocesst if present) Themaximumexecution
time of eachtaskis calculatedandsuficient time is allocatedwithin the scheduleo allow
it to run to completion: thus, one task never interruptsexecutionof another(althougha
task may be terminatedif it exceedsits allocation). Notice that this meansthat a long-
durationtaskmay needto be broken into several smallerpiecesto make room for short
taskswith higheriterationrates.The schedulds calculatedduringsystendevelopmentand
is notchangedatruntime(althoughit maybepossibleto selectamongafixed collectionof
differentschedulesit runtimeaccordingo the currentoperatingmode).

In adynamicschedulepn the otherhand,the choiceandtiming of which tasksto dis-
patchis decidedat runtime. The usualapproactallocatesa fixed priority to eachtask,and
thesystemalwaysrunsthehighest-prioritytaskthatis readyfor execution.If ahigh-priority
taskbecomeseady(e.g.,dueto atimer or externalinterrupt)while alowerpriority taskis
running,the lower-priority taskis interruptedandthe high-priority taskis allowedto run.
Notethatthis requiresa context-switchingmechanisnio save andlaterrestorethe stateof
theinterruptedtask. The challengein dynamicschedulings to allocateprioritiesto tasks
in sucha way that overall systembehaior is predictableand all deadlinesare satisfied.
Originally, variousplausibleandadhocschemesveretried (suchasallocatingprioritieson
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thebasisof “importance”),but thefield is now dominatedy theratemonotonicscheduling
(RMS) schemeof Liu andLayland[66]. UnderRMS, prioritiesaresimply allocatedonthe
basisof iterationrate (the highestpriorities going to the taskswith the highestrates)and,
undercertainsimplifying assumptionst canbe shavn thatall taskswill meettheir dead-
linesaslong asthe utilization of the processodoesnot exceed69% (the naturallogarithm
of 2—higherutilizationsare possiblewhenthe taskiterationratessatisfy certainrelation-
ships).Someof the simplifying assumptionge.g.,thatthe contet-switchtime is zeroand
thattasksdo not shareresourceshave beenlifted or reducedecently[62,69,96].

The choicebetweenstatic and dynamicschedulingis a contentiousone (Locke [67]
providesa gooddiscussion)Thebasicagumentsn favor of staticschedulingareits com-
pletepredictabilityandthe simplicity of its implementationthe agumentsagainsarethat
all tasksmustrun ata multiple of the basiciterationrate(sothatsomerun moreor lessfre-
guentlythanis idealfor their controlfunction), the handlingof sporadictasksis wasteful,
andlong-runningtasksmustbe brokeninto multiple, separatelschedulegiecesto make
roomfor taskswith fasteriterationrates). The agumentsin favor of dynamicscheduling
arethatit is moreflexible and copesbetterwith occasionataskoverruns;the aguments
againsthinge on the difficulty of giving completeassurancé¢hat a given task setwill al-
waysmeetits deadlinesunderall circumstances(The factorsthatmustbe consideredire
complex andnot all arefully characterizederrorsof understandingr judgmentare not
uncommon.For example,the muchpublicizedcommunicationdreakdans betweernthe
1997 Mars Pathfinderandits Sojournerrover were dueto priority inversionsin its RMS
schedulet Priority inversionsare a well-understoodproblemin dynamicallyscheduled
systemswith a well-characterizedolutioncalled“priority inheritance”[20,96] thatwas
available,but notused.n thecommerciareal-timeexecutive usedfor Pathfinder)

Themechanismsef both staticanddynamicschedulinchave to be modifiedto operate
in a partitionedenvironment,andthesemodificationschangesometraditionalexpectations
aboutthetradeofs betweerthetwo approachesn addition,partitioningcreatepportuni-
tiesfor hybridapproachethatcombineelement®f bothbasicmechanismsThetraditional
schedulingproblemis to ensuresatishctionof all deadlinesgiven informationaboutthe
rate and durationof the tasksconcerned.It is assumedhat this informationis accurate;
if it is not—if, for example,sometask runs longer or requestsservicemore often than
expected—therthe systemmayfail. Whenall the tasksin the systemare contrikuting to
somesingleapplication,sucha failure may be undesirabldut will not have repercussions
beyondthoseconsequenon thefailure of the applicationconcernedIn a partitionedsys-
tem, however, it is necessaryo ensurghatfaulty assumptionaboutthetemporalbehaior
of tasksbelongingto oneapplicationcannotaffect thetemporalbehaior of applicationsn
differentpartitions.

Thereseemto be two waysto achiee this temporalpartitioning: oneis a two-level
structurein which the kernel schedulegartitions with the applicationin eachpartition

4Seehttp:// ww. research. m crosoft. conl resear ch/ os/ nbj / Mar s_Pat hf i nder/
Aut horitative_Account.htmni.
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thenresponsibldor locally schedulingts own tasks;the otheris a single-level structurein
whichthekernelschedulesasks but with a quotasystemnto limit the consequencesf ary
faults—orfaulty assumptions—tthe partitionthatis in violation.

Thefirst approachusuallyemploys staticschedulingat the partition level: the kernel
guaranteeserviceto eachpartition for specifieddurationsat a specifiedfrequenyg (e.qg.,
20 ms every 100 ms) and the partitionsthen scheduletheir taskswithin their individual
allocationsin ary way they choose;in particular partitionsmay usedynamicscheduling
for their own tasks. Any partition that schedulests tasksdynamically must provide a
mechanisnior interruptingonetaskin favor of another Suchsupportfor taskswappingis
oneof the reasondor preferringdynamicover staticscheduling:it simplifiesapplication
programmingby allowing long-running,low-frequeng tasksto be interruptedby shorter
high-frequeng tasks;whereas statically scheduledsystemshave to breaklong-running
tasksinto separatelyscheduledragmentsthat performtheir own saving and restoration
of local statedatato createroom for the higherfrequeng tasks. If partition swapping
usestherestoratiormodel,however, it providesanalternatve mechanisnfor dealingwith
long-runningtaskswithin a statically scheduledenvironment: a single applicationcanbe
divided into partsthat are allocatedto separatepartitionsthat are scheduledat different
rates. The partition-svappingmechanisnthentakescareof interruptingandrestoringthe
long-runningtasks therebysimplifying their construction.

Opportunitiesuchasthis malke staticschedulingor both partitionsandtasksrelatively
attractve. Conversely the constraintf staticpartition schedulingenderits combination
with dynamictaskschedulingratherlessattractve. One of the conveniencef dynamic
schedulings thatit allows new tasksto be introduced—otthe frequeng anddurationof
existing tasksto be changed—witlrelative ease.But this easeis vitiated whenpatrtitions
arestatically scheduleecausefor example,a nev 10-Hztaskcanonly be fitted into a
partitionthatis alreadyscheduledtthis rate(or somemultiple of it), sothattherigidity of
the partition-schedulipg mechanisndominatesary flexibility in taskscheduling.

This dravback could be overcome however, if partitionscould be scheduledat itera-
tion ratesvery muchhigherthanthoseof ary task—sayl,000timesa second.Underthe
restoratiomrmodelof partitionswapping,a partitionthatis scheduledt sucharateandthat
is guaranteedsay onetenthof the CPU (i.e., 100 us every millisecond)could, for most
purposeshe regardedasrunningcontinuouslyon a CPU thathasonetenththe power of
therealone,andits taskscould be dynamicallyscheduledvithout regardto theunderlying
partition schedule.Partition swapsarerelatively expensie on traditional processorgbe-
causethereis a large amountof stateinformationthat hasto be saved andrestored) and
this renderskilohertz partition schedulesnfeasibleon suchhardware (all the resource®f
the systemwould be expendedin swapping). However, specializedprocessorsre under
developmentwherepartitionswappingis performedat the microcodeandhardvarelevels,
andthesearebelievedto becapableof supportingpartitionscheduledn thekilohertzrange
with no morethan5% to 10% of the systemresourcegxpendedon swapping.Notice that
the taskswappingrequiredfor dynamicschedulingwithin eachpartition canberelatively
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lightweight (sincetaskswithin a partition are not protectedfrom eachother)andwill be
activatedatafrequeng comparabldo thefastestaskiterationrateandnotthemuchfaster
partitionswappinggoingon beneattit.

Theradicalcombinatiorof astaticpartitionschedul@peratingatkilohertzratesanddy-
namictaskschedulingvithin eachpartitionis anattractie one:it seemso provide boththe
convenienceof dynamicschedulingandthe predictability of staticscheduling.However,
oneof the corvenience®f dynamicschedulings theeasewith which it canaccommodate
aperiodicactiities driven by externaleventssuchasoperator(e.g.,pilot) inputsanddevice
interrupts,andit requirescareto supportthis on top of static partition scheduling—een
whenthisis runningatkilohertzrates. The basicconcernis thatexternaleventsof interest
to onepartitionmustnot disturbthetemporalbehaior of otherpartitions.If partitionsare
scheduledlynamically useof suitablequotaschemeganallow temporalpredictabilityto
coist with aperiodicevent-driventaskactivations(thisis discusse@n page27), but static
partitionschedulingensuregpredictabilitythroughtemporaldeterminismandthis imposes
strongrestrictionson event-driven activations.

Firstandmostobviously, a staticpartitionscheduleloesnot allow anexternaleventto
initiate a partitionswap: the partitionschedulds drivenstrictly by the processos internal
clock, sothatif aneventrequiresheservicesof ataskin a partitionotherthanthe current
one, it mustwait until the next regularly scheduledhctiation of the partition concerned.
This increasedateng, but may not be a problemif partitionsare scheduledt kilohertz
rates. Lessolvious, perhapsare the consequencesf the requirementhat the currently
executingpartition shouldseeno temporalimpactfrom the arrival of eventsdestinedfor
otherpartitions. Eventhe costof a kernelactivation to latch aninterruptfor delivery to a
later partition reducesavailability of the CPU to the currentpartition andmustbe strictly
controlled. It is possibleto add paddingto the time allocatedto eachpartition to allow
for the costof kernelactiity usedto latch somepredictednumberof interruptsfor other
partitions.But this makestemporalcorrectnessf onepartitiondependenon theaccurag
of informationprovided by others(i.e., the numberandrateof their externalevents)—and
evenoriginally accurateénformationmay becomeuselessf a fault causesomedevice to
generatenterruptsconstantly

This concernis a manifestatiorof a moregeneralssue:temporalpartitioningrequires
notonly thateachpartitionhasaccesso theresourcesf thesystematguaranteeéhtenals,
but thatthoseresourceprovide their expectedperformance A CPUwhoseperformance
is degradedby the costof latchinginterruptsfor later delivery is just one example;others
includea memorysubsystendegradedby DMA transferson behalfof otherpartitionsor
anl/O subsystenthatis busyon their behalf.

Understatic partition schedulingtemporalpartitioningis predicatedbn determinism:
becausdt is difficult to boundthe behaior of faulty partitions,the availability andperfor
manceof eachresourcds ensurediy guaranteeinghatno otherpartition caninitiate any
actvity thatwill competewith the partition scheduledo accesghe resource.This means
thatno CPUor memorycyclesmaybe consumeatherthanatthe behesbf thesoftwarein
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thecurrentlyschedulegbartition. Thus,in particulay therecanbeno servicingof devicein-
terruptsnorcycle-stealingMA transferotherthanthoseinitiatedby thecurrentpartition.
Theserequirementsanbeviolatedin two ways:apreviously schedulegbartitionmayhave
hadsomel/O actiity pendingwhenit was suspendedyr the external ervironmentmay
generataninterruptspontaneousl{e.g.,to indicatethata buttonhasbeenpressed).

Draconianmeasureseemnecessaryo preventthesesourcef temporaluncertainty
Externaleventseithershouldnot generaténterrupts(the relevant partition shouldpoll for
theeventinstead)pr it shouldbepossibleto deferhandlingthemuntil therelevantpartition
is running (whetherthis is possibledependsn the natureof the device andthe interrupt
andon how selectvely the CPUarchitecturallows interruptsto be masked off). Similarly,
interruptsdueto pendingl/O from a device commandedby a previous partition shouldbe
masled off. If interruptscannotbe masled with sufficient selectvity, we could require
the kernelto issuecommandghat quiet the devices of the previous patrtition as part of
the processf suspendindhat partition andstartingthe next. Alternatively, if devicesgo
guietwhenuncommandeébr someshorttime, the kernelcould make the device registers
unavailable (e.g.,by changingthe MMU table)during the final few millisecondsof each
partitions schedule.

Therestrictiongustdescribedasnecessaryo ensurehattemporalcorrectnessf tasks
in onepartitionareunafectedby softwarein otherpartitionshave consequencesr inter-
partitioncommunicationsWith staticschedulingf partitions ataskthatneedgheservices
of softwarein anotherpartition(e.g.,to access shareddevice) cannotsimply issuea pro-
cedurecall. In fact,therecanbeno synchronouserviceqi.e., wherethe callerblocksand
waitsfor theserviceproviderto reply) acrosgartitionsbecauséa) onepartitionshouldnot
dependon another(that may be faulty) to unblockits progressand(b) it would imposea
large performancepenalty:the callerwould block atleastuntil its next slotin theschedule
after the serviceprovider's slot. Instead all inter-partition communicatiormustbe asyn-
chronoug(wherethe caller placesrequestsn the input buffers of tasksin otherpartitions
andcontinuesexecution;whennext activated,it looksin its own input buffersfor replies,
requestsandunsoliciteddatafrom other partitions). Becausdaulty software could gen-
eratean excessie numberof requestgor serviceby anotherpartition, it seemaecessary
thatfixed quotasshouldbe imposedon the numberor rateof servicerequestghatwill be
honoredrom eachpartition.

Someof therestrictionghatarenecessarywhenpartitionsarescheduledtaticallymay
possiblyberelaxed whenthey areschedulediynamically It maleslittle sensdo schedule
partitionsdynamicallyandtasksstatically andwhenboth partitionsandtasksare sched-
uleddynamicallythereis little pointin maintainingtwo levels of schedulingsothe unit of
schedulingwill actuallybethetask.However, theconcerrfor temporalpartitioningwill in-
fluencewhich tasksareeligible for execution.Whereasstaticschedulingensuregemporal
partitioningthroughstrict preplannedieterminismgdynamicschedulingelieson theorems
from the mathematicabtudy of (for example)RMS. Therearetwo problemsin apply-
ing this theoryin the contet of partitioning: oneis thata faulty partition may violate the
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assumptionsinderlyingthetheoremconcernedtheother(related)problemis thatthe sim-

plest(andtherefore for life-critical applications preferred)theoremamale the strongest
assumptionge.g.,thatcontext switchestake no time); whereasthosewith morerealistic
assumptionseston more elaborateandlesswell-establishedheory Both problemscan

probablybe overcomeby having the kernelandits scheduleenforcequotas.

For example,if schedulabilityof a tasksetis predicatecbn a given partitiontakingno
morethan 20% of the availabletime in eachcycle, thenthe kernel can simply refuseto
male ary of its taskseligible for schedulingoncethat 20% quotahasbeenreached.The
problemwith this simpleschemas thata faulty partition may consumeits quotain very
mary smallbursts(or a device maygeneraténterruptsat arapidrate). The mary partition
swapsentailedtherebymay have a moredeleteriouseffect on the tasksof otherpartitions
thanthe CPU time directly consumedby the faulty task. A plausibleway to overcome
this problemis to subtractthe costof a partition swap (andthe performancelegradation
causedy disturbingthe cachesfrom the quotaof thetaskthatcausedt. Quotasmanaged
in thisway provide mary of theguaranteesf staticschedulingvhile retainingsomeof the
flexibility of dynamicscheduling.For example,sucha schemecould allow synchronous
aswell asasynchronoumter-partitioncommunicationsogethemith the ability to service
aperiodiceventsandinterrupts.(Modernoperatingsystemssuchas Scoutusea somevhat
similarapproachn whichaccountingor resourceisages performeddnabstractionsalled
paths[102].) However, mary of therestrictionsandconcernsliscussedor staticpartition
schedulingremainrelevantfor dynamicscheduling:for example,it still seemaecessary
to eliminatecycle-stealingDMA transfersandotherperformance-dgadingactvities that
cannoteasilybe controlledby quotasandit is alsonecessaryo ensurehatinterruptsfor a
partitionthathasexceededts quotaaremaskedor latchedattruly zerocost. Otherpotential
sourcef cross-partitiorinterferencesuchaslocks andsemaphoremustalsobe suitably
controlled(probablyby elimination).

Quota-basedynamicschedulingnay provide simpleguaranteethatthetasksof non-
faulty partitionsreceve their expectedallocationdi.e.,they receve enoughime), but guar
anteeghatthey will hit their deadlinegi.e.,they getit attheright time) aremoreproblem-
atical(thereare,for example,scenariosinderRMS wherethe early completionof onetask
causesanotherto missits deadling[85]). In practice relatively few tasksmay needto be
scheduledvith greattemporalprecision:it is generallynecessaryo samplesensorsand
controlactuatorswith very low jitter, but it doesnot greatlymatterwhenthe control laws
areevaluatedprovidedtheirresultsarereadywhenneededThus,we canervisageascheme
in which certaintasks(thoseassociatedvith sensorandactuatorspreguaranteedo exe-
cutewith greattemporalaccurayg, while othersareguaranteeanly to gettheir allocation
of resourcesometimeduring their period. To achieve this, the sensorandactuatortasks
couldrun in separatgrocessorshat are statically scheduledand communicatewith the
dynamicallyscheduleccomputationatasksthroughdual-portedmemory),or they could
run at the highestpriority in the dynamicallyscheduledsystem;justificationfor the latter
schemewould requiredeepetheoremghantheformer
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Whetherpartitionsandtasksare statically or dynamicallyscheduledthe kernelmust
collaboratewith othersoftwareto provide someof the servicesof anoperatingsystem—at
the very leastit will be necessaryo serviceinterrupts. Understatic partition scheduling,
interruptsfrom externaldevicesareallowedonly whentheir partitionis running;thismeans
it is possibleto vectorinterruptsdirectly to handlersn thepartitionratherthanhandlethem
in thekernel. Theadwantageof the formerarrangemernis thatit minimizesthe compleity
of thekernel;its difficulty is thatinterruptsare often vectoredin supervisomode,which
canthreatenhardvare-mediatedpatialpartitioning. Compromisearrangementhave the
kernelfielding the hardwareinterrupt,but thenpassingt in a safeway to the partitionfor
service. Argumentsagainstevice handlingin a partitionarethatthisreallyis anoperating
systemservicethatis betterdoneby an operatingsystem.A corventionaloperatingsys-
temis unattractie in apartitionedenvironmentbecausegasportrayedn figure2.1(a),it isa
largesharedesourcahatmustbeshavn to respecpartitioningaswell asto befreeof other
faults. A moresuitablearrangemenprovidesoperatingsystemservicesseparatelywithin
eachpartition,asportrayedoreviouslyin figure2.1(b). Thisarrangementastheadditional
benefitthat differentpartitionscanusedifferentsetsof operatingsystemservices:for ex-
ample(seefigure 3.1),a critical functionmight usea minimal setof serviceqPartition C),
while alesscritical but morecomplex functionmight emplg/ somethingcloseto a COTS
operatingsystem(Partition B), anda device managementartitionmight consistlargely of
standardizedperatingsystemservicedor device managementOperatingsystemservices
cannotaffect basicpartitioningin this arrangementhowever, they mustbe usedwith great
circumspectionn partitionsthatencapsulata sharedserviceor resourcege.g.,a partition
thatprovidesa sharedile system).Suchpartitionsarelogically anextensionof the kernel
andmustbe shavn to partitiontheir serviceor resourceappropriately—whichs likely to
be moredifficult the moresoftwarethey contain.

Device Managemenk
N Partition B | ____Partiion |
Partition A
fffffffffffffffff Partition C
. OSServicedor
77777777777777777 OSServicesB Device management
OSServicesAh | | pmo—mo---- oA
OSServiceLL
Kernel
Hardware

Figure3.1: DifferentOperatingSystemSoftwarefor DifferentPartitions
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3.2 Partitioning Acrossa Distributed System

A distributedsystenresemblesur original Gold Standard—aeparat@rocessofor each
partition—morecloselythana single sharedprocessoland might seemto raisefew new
issueswith respectto partitioning: if we acceptthat the partitioning mechanismsem-
ployed within individual processorare sound,then connectingseveral suchsystemso-
gethersurelycannotdo any harm. This would betrueif we couldarrangededicatecphys-
ical point-to-pointcommunicationdetweerpartitionsin differentprocessorsyut theonly
physicalcommunicationshatcanbeprovidedarebetweerprocessas. Thislimitation hasa
fairly significantimpact,whichis compoundedvhenwe considershareccommunications,
suchasbuses.

To startwith, supposewe wish to communicatedatafrom partition a; of processor
A to partition b; in a differentprocessoiB andthatwe have a suitablecommunications
line from A to B. Interruptswill be generatedt B asthe datastartsto arrive and,aswe
discoveredin the previous section,somecareis neededo ensurethatthesedo not disturb
temporalpartitioningin B. If B is dynamicallyscheduledthe quotaschemesliscussed
previously maybeall thatis neededbut matterscanbe morecomplicatedvhenpartitions
arescheduledstatically Understaticschedulingwe mustrequireeitherthattheinterrupts
canbe latchedat no costuntil the scheduledexecutionof partitionb; (partitionsmustbe
scheduledt high-frequeng to male it feasibleto servicecommunicationsn this way) or
that partition b; (or somedevice managemenpartition that handlesthe communications
line) is guaranteedo be executingwhenthe interruptsarrive. The latter clearly requires
synchronizatiorbetweenthe partition schedule®f processorst and B and,by extension
to otherprocessorghisimpliesglobalsynchronizatiorof schedulesicrossall processors.

Theonly wayto avoid theseconsequencashenstaticpartitionschedulings emplo/ed
is to have a dataconcentratodevice at B that buffers incomingdatawithout imposinga
loadonthe CPUor its buses.Thepartitionb;, canthenretrieve incomingdatafrom thedata
concentratoas part of its normally scheduledactivity. A more aggressie designwould
allow the dataconcentratotto write incoming datadirectly into buffers associatedvith
eachpartitionusingdual-portedRAM. Eventhesedesigngdo notnecessarilgliminatethe
needfor globalsynchronizationhowever, becausef the needto control “babblingidiot”
failuresin partitionsandprocessors.

Thesearefailureswherea transmittersendsdataconstantly—possiblypverwhelming
its recipientor derying serviceto othertransmitters Onescenariovould be a runavay in
partitiona; thatcausest to transmitto b; throughouits scheduledxecution. We needto
be surethatthis heary load on the communicationgine from A doesnot affect the ability
of therecipient(B or its dataconcentratorjo serviceits otherlines. This requireseither
somekind of quotaschemaeat the recipientor a global schedulehat excludessimultane-
oustransmissionsA babblingpartition cando so only duringits scheduledsxecution,so
a global schedulemay be ableto ensurethat no two processorsimultaneouslyschedule
partitionsthattransmitto the samerecipient. An alternatve if a; doesnot drive the com-
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municationdine directly, but insteadsendsdatato a device managemenpartition, is for
the managememartitionto imposea quotaon the quantityof datathatit will acceptfrom
ary onepartition. A babblingprocessois an even more seriousproblemthana babbling
partition;eithertherecipientmustbe ableto toleratethefault or it mustbe preventedatthe
transmitter—mechanismso do this arediscussedn the context of buscommunications.

The measuregreviously discussedaddresstemporal partitioning in interprocessor
communicationswe alsoneedto considerspatialpartitioning. The spatialdimensionto
partitioningrequireamechanism$o ensurghatpartitiona; of processord cansenddatato
partitiond; in adifferentprocessoB only if thatcommunicatioris authorized.No addi-
tional mechanismarerequiredto ensurethis whena communicatiorine is dedicatedo a
specificinterpartitionchanneladditionalmechanismareneededhowever, whenoneline
is sharedamongmultiple receving partitions. In this case the addres®f the intendedre-
cipientmustbeindicatedin eachtransmissionThis canbedoneexplicitly by includingthe
addressn the datatransmittedor implicitly throughthetime atwhichit is sent(the sched-
ulesof the sendingandreceving processorsustbe coordinatedn this case).A concern
with explicit addresseis thata communicationgault couldtransformadatumaddressetb
partitiond; into oneaddressetb b,. Thisis afault-tolerancéssueandis generallyhandled
by checksumsor similartechniqueso ensureheintegrity of transmittecata. Therelated
partitioningissueis theconcernthatafaultin the sendingpartitiona, couldcauset to ad-
dressdatadirectly to anunauthorizedecipientb,—this faultwill notbe detectedy check
sums sinceit occursoutsidetheir protection.Theonly certainwayto containthis faultis to
mediatethecommunicatiorwith sometrustedentity thathasindependeritnowledgeof the
authorizednterpartition communicationsThis canbe performedeitherat the transmitter
(e.g.,if adevice managemerpartitionis usedto accesshecommunicationdine) or atthe
recever (e.g.,in adataconcentrator)A probabilisticmethodto containthefaultis to allo-
catepartitionaddressesandomlyfrom avery large spacethechanceahatafaultin a; will
causet to manufcturethelegitimateaddres$s is thencorrespondinglgmall. In the case
of implicit addressegheconcerrnis thatby sendingdataatthewrongtime, thetransmitting
partitionwill causeit to bereceved by anunintendedecipient. Mediationis requiredto
containthis fault, whichis consideredn moredetailin the context of buscommunications.

Some architecturesallow the componentsof a distributed systemto communicate
without addingexplicit addresseso namethe intendedrecipient. In “publish-subscribe
architectureg82], for example, datais taggedwith a descriptionof its content(e.qg.,
ai r - dat a- sanpl es) andrecipients‘subscribeto datacarryinggiventags. Theseis-
suesof namingandbindingwerediscussearlierin the contet of individual processors,
andsimilar considerationapply here,but with the addedconcernfor fault tolerancewith
respecto communicationgaults.

Using separateommunicationdines to connecteachpair of processorss expensve,
sobusesaregenerallyusedin practice.A busis a departurédrom the Gold Standard—iis
aresourcesharedoy all processorandall partitions—andt is thereforecrucialto provide
partitioningsothatafaultin onepartition or processocannotaffect others. The faultsof
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greatestoncernwith busesarethosewherea partition or processoeitherbabblesor fails
to follow the accesgprotocolin someway, sothatotherpartitionsor processoraredenied
timely accesso thebus.

A babblingor misbehaing partitioncannotinterferewith busaccesdy otherpartitions
in its own processo(because partitioncanaccesshebusonly whenit is scheduled)put it
caninterferewith acces®y otherprocessoréby contendindor thebusif thisis mediateddr
by sendingtransmissionghatcollide with thoseof otherprocessor#f it is not), andit may
overwhelmits recevers. A babblingor misbehaing processois evenmoredisruptive than
a babblingpartitionbecausédt is not constrainedy its own scheduleandcanmonopolize
the bus. Notice that processoffaults suchasthis are partitioning—notfault-tolerance—
issues becauseaheir consequencesould not be so seriousif the buseswerenot shared.
Dual or multiple busescanbe used,in the hopethat a babblerwill confineitself to just
oneof them,but this cannotbe guaranteedThe only certainway to preventbabblingis to
mediateeachprocessos accesso the busby somecomponenthatwill fail independently
Thequestiorthenis how doeshemediatoiknow whatis alegitimatetransmissiomndwhat
is babbling?The answerdepend®n whethercommunicationgretimeor eventtriggered

In a time-triggeredsystem transmissiongre determinedoy a schedule andthe me-
diatingcomponenneedonly have anindependentopy of its processos scheduleandan
independentlockin orderto determinewhetherits processoshouldbeallowedto transmit
on the bus. The scheduleshat governtime-triggeredransmissionganbe eitherlocal or
global. A local schedulereatseachprocessoindependentlyso that differentprocessors
may contendor the busandthereceving partitionneednot be scheduledtthe sametime
asthetransmitter A globalschedulepnthe otherhand,coordinatesll processoandbus
actvity sothatthereis no bus contention. Althoughit is perfectlyfeasibleto useglobal
schedulingwith contentionbusessuchasEthernetor CAN (globalsynchronizationrmeans
thattheir ability to resole contentionwill never be exercisedput the systembenefitsfrom
the low costand high performanceof the network interface hardware), somespecialized
buseshare beendevelopedspecificallyto supportandexploit staticglobalscheduling Ex-
amplesincludethe ARINC 659 SAFEus™ [2,41] andthe Time TriggeredProtocoland
its associated\rchitecture(TTP/TTA) [58]. With global schedulingthereis no realneed
to includea destinatioraddressvith the data(becauséhis is implicit in the time the mes-
sageis sent)andsomeglobally scheduleduses(e.g.,ARINC 659) do eliminateexplicit
addressetherebyreducingthe numberof bitsthatneedto be communicate@ndincreasing
theusefulcapacityof the bus.

Theclockof abusmediationcomponenheedso beindependentf thatof its processqr
but synchronizedvith it. With local schedulingthe purposenf themediatingcomponents
to controlthepacingof busaccessedut nottheirabsolutdiming and,for this purposeit is
adequatdor the mediatorandits processoto synchronizdocally (obviously, this mustbe
donecarefullyto maintainplausibility of theindependentailure assumption)With global
schedulinghowever, the clocksof all processorandmediatoranustbe globally synchro-
nized, and the mediatingcomponentshouldperform the synchronizatiorindependently
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of their processorslf clock synchronizations achieved by a high-level protocol,thenthe
mediatingcomponentsnustbe capableof interpretingthe full protocolhierarchy andthis
greatlycomplicategheir design.For thisreasonthe mediatingcomponentin TTA (called
bus guadiang do not performindependentlock synchronizationbut take synchronizing
signalsfrom their hostprocessor$103]. This designpreventsbabbling,but a processor
thatlosesclock synchronizatiomill take its busguardiarwith it andwill still beableto ac-
cesghebusatthewrongtime, thoughonly for shortperiods.However, theunsynchronized
processor/guardigmairwill alsobeunableto receve messagesorrectly(becaussynchro-
nizationis requiredto satisfythe CRC checkson eachmessagexndtheguardiarwill shut
off all busaccessfterfailing to receve a setnumberof expectednessagesin alternatve
approachperformsclock synchronizatiorasa low-level protocolthatcanbe performedby
simple mediatingcomponents.This approactseemdo requiresuitableelectricalproper
ties of the bus andits drivers. In SAFELus, for example,the signalsfrom separatalrivers
are connectedogetheron the bus in a logical OR fashion,andthis allows a very simple
synchronizatiorprotocolthatis performeddirectly in the mediatingcomponentgthey are
calledBusInterfaceUnitsin SAFEus)[2].

Whereagylobally scheduledsystemgguaranteghat the bus will be free whena pro-
cessolis scheduledo transmit,locally scheduledand event-triggeredsystemamustcope
with contentionbetweenprocessorattemptingto transmiton the bus. In busesintended
for control applications,contentionis not resoled probabilisticallyfollowing collisions
asit is in classicEthernet,but deterministicallyusing preassignedlots (asin Echelons
LON), a circulatingtoken (asin PROFIBUS [Procesdield Bus] [23]), or a priority arbi-
trationschemegasin CAN [Controller Area Network] [47]) to provide distributed mutual
exclusionandtherebyprevent collisions. This determinismdoesnot provide very strong
guarantee®n how long a processomustwait to accesshe bus, hovever. In CAN, for
example,a processothat wishesto transmitmustfirst wait for ary currenttransmission
to finish andthenit mustcontendwith ary otherprocessorshatalsowish to transmit. In
CAN, the lowest-numberegrocessoalwayswins the arbitrationandmay thereforehave
to wait only aslong asthelongestmessagéransmissionwhile otherprocessorsisohave
to wait while ary lowernumberedprocessorperformtheir transmissions. It follows that
only probabilisticguaranteesanbegivenon thebus-accesdelayin suchsystemsandthat
theseguaranteewvill be quite weakin the presenceof faults[105], evenif bus accesss
mediatedo controltheworstmanifestation®f babbling.

It is not straightforvard to mediatea processos accesgo the bus whenthataccesss
eventtriggered—thats to say triggeredby the processos internalcomputationspossibly

5The EchelonLON protocolhassimilar characteristicsstochastidlow controlis usedto reducethelik eli-
hoodof collisions;if acollisiondoesoccur processorbackoff andaccesshebusin orderof their“contention
slots” The mainapplicationof the LON protocolis in automatingouildings, wheretight real-timeguarantees
areunlikely to berequired put theEchelonwebsiteht t p: / / www. | onwor ks. echel on. comreportsthat
Raytheonusesthis technologyin its Control-By-Lighf™ fault-tolerantiiber optic distributed control system,
whichis currentlyundegoing FAA Part 25 certificationfor usein commerciakircraft; however, it seemghat
mechanism# additionto the LON protocolareemplo/edin this application.
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basedndatait hasreceved—forthereis nowayto knov whetheraneventhaslegitimately
occurredwvithoutindependentlgopying thedatarecevedandreproducinghecomputation
performedby thatprocessorA masterchecler dual-processaarrangemensuchasthis is
a very expensve way to prevent babbling. Redundanprocessorsare obviously required
for faulttolerancan IMA, but suchredundang shouldbe managedlexibly at the system
level, not committedto pairing. Without masterchecler pairs, the bestthat canbe done
to control babblingin an event-triggeredsystemseemdo be theimpaositionof somelimit
on the rateat which a processomay transmiton the bus. The ARINC 629 avionics data
bus[3] hasthis capability(the bususegime slotsto controlaccessbut it canbeusedin the
larger context of anevent-triggeredsystem).

Becausehe purposeof partitioningis to controlfault propagationsomeaspect®f par
titioning arevery closeto fault tolerance—forexample,the control of babblingdiscussed
in the previous paragraphfiaselementsof both. Mechanismssuchastheseare needed
to presere the integrity of the serviceprovided by an IMA architectureto the avionics
functionsthatit supports.In addition,the avionicsfunctionsoftenneedto be fault tolerant
themseles,andanIMA architecturanustthereforesupportthe developmeniof suchfault-
tolerantapplications.Thereis a choicein how muchfaulttoleranceshouldbe provided by
thelMA architectureandhowv muchby thefunctionsthemseles. Faultssuchasbabbling,
which areoutsidethe control of ary singlefunctionandthatcanhave system-wideamifi-
cations,mustclearly betoleratedoy mechanismef the IMA architecture Sensoffailure,
ontheotherhand,seemsnorenaturallythe responsibilityof thefunctionthatuseshe sen-
sor, while failure of a processoseemgo fall somavherein between—thelesigner®f the
functionmaybestknow how to handlesuchafault, but mayneedservicegprovided by the
IMA architecturgo implementheir stratey.

As mentionedn section2.1,thetrendtoward IMA runsin parallelwith anothertrend
toward developing avionics functionson top of a layer that provides standardoperating
systemservicesand, possibly additional servicesto supportsystematicfault tolerance.
Fault tolerancein critical systemss usually basedon active redundang, errorsare de-
tectedor masledthroughcomparisoror voting of the redundantlycomputedvalues.Fault
tolerantarchitecturediffer in whetherthe redundantreplicasperformthe sameor dif-
ferent computationsand in whethertheir statesare synchronizedto allow exact-match
voting). Someof the architecturalchoicesfor fault toleranceare strongly contingenton
otherchoices—forexample thatbetweertime- andevent-triggeredrchitectures—thatre
themseles stronglytied to choicesin partitioningmechanismsKopetzpresentpersua-
sive agumentsthat time-triggeredarchitecturesare the bestchoicefor critical real-time
applicationg54-56] andthis choicealsofits well with the requirement&ndmechanisms,
discussedh theprevioussection for ensuringemporalpartitioningin adistributedsystem.
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3.3 Summary

Thetopicsexaminedn this chapteishav thatpartitioninginteractgatherstronglywith sev-
eral otherissuesn systemdesign:for example,schedulingcommunicationgdistribution,
andfaulttolerance By “interactswith” | meanthatdesignfreedomin thesedimensionss
curtailedwhenpartitioningis a primary systemgoal. This is not necessarilya badthing,
however, becauséherestrictionamposedoy partitioningareexactly thosethatpreventun-
expectednteractionsamongsystemcomponentsherebypromotingcompositionality(i.e.,
thepropertythatcomponentshatwork ontheir own continueto do sowhencombinedwith
othercomponentsandreducingintegrationcosts.

Becausepartitioningis critical to the safedeploymentof IMA, the designandimple-
mentationof its mechanismsnustbe assuredo very high standards.Guidelinesfor the
assurancandcertificationof safety-criticakirbornesoftwarearespecifiedn thedocument
known asDO-178Bin the USA andED-12Bin Europe[84]. Theseguidelinescall for a
very rigorous—if traditional—processf reviews, analysis,and documentationhowever,
anappendidncludesformalmethodamongthe“alternative methods’that“may beusedn
satisfyingoneor moreof theobjectives” describedn thedocumentTheideabehindformal
methodss to construcia mathematicaiodelof a softwareor systemdesignsothatcalcu-
lationsbasedn themodelcanbe usedto predictpropertiesof the actualsystem—inmuch
theway thatfinite elementanalysisof a structuralmodelfor anairplanewing canbe used
to predictmechanicapropertiesof the actualwing. Becausehe appropriatemathemati-
cal domainfor modelingsoftwareis mathematicalogic, where“calculation” is performed
by so-called“formal deduction”(as opposedo, say aerodynamicswherethe appropri-
atemathematicatlomainis partial differentialequationsand calculationis performedby
numericalmethods)this approachs referredto asuseof “formal methods.

The utility of calculation—as an adjunct to, or replacementfor, physical
experimentation—iswell understoodn other branchesof engineeringand is similar in
computerscienceln fact,its utility is potentiallygreateiin computersciencehanin other
engineeringlisciplinesbecauseomputeisciencedealswith discreteor discontinuougphe-
nomenavhereexperimentatiorandtestingareof limited valueasassurancenethods With
discontinuousystemgheremay belittle relationshipbetweerthe behaior of the system
in onecircumstancendits behaior in another‘similar” circumstanceconsequent|yex-
trapolationfrom testedo untestedasess of doubtfulvalidity. This contrastsvith physical
systemswherecontinuityjustifiessafeextrapolationfrom limited testcasesFormalmeth-
odsaugmenttestingby allowing all the behaiors of a systemto be examined. Formal
methodsconsidera modelof the system,whereagestingexaminesthe real thing, so the
two approachesomplementachother An elementarydescriptionof formal methods,
andtheir applicationto the certificationof avionicsis presentedn [92], with more detalil
availablein [91].

In additionto their role in assurancethe modelsconstructedn formal methodscan
oftenhelpclarify requirementsinddesignchoicesandcanleadto improvedunderstanding
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of designproblems. They do this by abstractingaway all detail consideredrrelevant to
the problemat handandby formulatingthe remainingissueswith mathematicaprecision.
Formalmodelsfor partitioningcouldthereforehelp refineour understandingf this topic.
Now, partitioninghasmuchin commonwith certainissuesn computersecurity andthose
issueshave beenthe tamget of considerablaesearchin formal modelingextendingover
morethantwo decadesThe next chaptertherefore examinesissuesn computersecurity
relatedto partitioningandoutlinesthe formal modelingtechniqueshathave beentried.
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Chapter 4

Comparison With Computer
Security

Computersecurityis relatedto partitioningin that both are concernedvith the ability of
onesoftwareapplicationto influenceanother The concernsarethatsensitve information
might “leak” from onepatrtition to another(this is calledinformationflow in the security
contet) or that doubtfulinformation might contaminatehigh-qualityinformation (this is
calledinformationintegrity in the securitycontet) or thatonepartitionmight monopolize
or reducetimely accesdo the CPU or someotherresourcdthis is calleddenial of service
in the securitycontext). Much work over mary years(see for example,a suney published
in 1981[61]) hassoughtto provide afirm understandin@f thesesecurityissuesandtheir
enforcemenmechanismsandwe might hopeto apply someof this work—or at leastthe
underlyingideas—topartitioning. In addition,researchn computersecurityhassoughtto
provide rigorous,formal approacheto the specificatiorandverificationof securesystems,
andthereis hopethattheseapproachesouldcontritute to the developmenif strongassu
ancetechniquedor partitioningin avionics. The following sectionsreview thesesecurity
issuesandthe formal modelingtechniqueshathave beenappliedto them.Thegoalhereis
to explainthebasicideasandapproachesowe merelydescribeheformal techniqueshat
have beenusedratherthanpresenthe actualformalism.

4.1 Dataand Information Flow

Themoststudiedaspecbf computeisecurityis somethingpf adualto oneof the concerns
of spatialpartitioning. In spatialpartitioning,a concernis that one partition might write
datainto a secondand therebydisruptits operation. In securitywe are more concerned
with thedatathatis written: if datain thefirst partitionis consideredighly classifiedthen
writing it into a morelowly classifiedpartition is tantamounto disclosingit. Reflecting
this concerncomputersecuritygenerallyusesthe moreneutralterm processor whatwas
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calleda partitionin the previous chapter(indeed the computersecuritynotionthatis clos-
estto partitioningis called“processsecurity”[9]). Data flow securityis concernedvith

controllingchanneldor disclosurejnformationflow securityis concernedvith moresub-
tle channelsn which datais not written directly, but its informationcontentis disclosed
justaseffectively.

41.1 AccessControl

A basicmechanismn enforcingboth partitioningandinformationflow securityis called
accesscontol: the computersystemis assumedo have somemeang(typically, supervi-
sor/usemodedistinctionsand memorymanagemenhardware)for limiting the primitive
resourceshata procescanaccessandthewaysin which it canaccesghem. Thensome
higherlevel resourcesre synthesizede.g.,a file system),andrulesgoverningaccesdo
thoseresourcesredefinedandimplementedn termsof the moreprimitive resourcesnd
protections. The rules constitutean accesscontrol policy. A familiar exampleis that of
the Unix file system:eachfile is associateavith a particularownerandgroup,andwe can
specifyseparatelyvhetherthe owner, member®of thegroup,or otheruserscanread write,
or executethefile. This exampleraisestwo importanttopicsin accesscontrol: the first
concernghechoiceandspecificatiorof theaccessontrolpolicy thatis to beenforcedand
thesecondconcernghe completenessf thatenforcement.

The Unix file systemprovides a discretionary accesscontrol policy: userswho have
readaccesgo afile can,attheirdiscretion,copy it andgrantaccesso thecopy in ary way
they choose.This may be contraryto the intent of the original owner or to someorgani-
zationalpolicy. To dealwith theseconcernsyariousmoreconstrainedkinds of mandatory
accesgontrolpolicieshave beendefined. The simplestexampleis the multilevel security
policy thatis intendedo reflectpracticesor handlingclassifiedmilitary information.In a
multilevel policy, every resourceandevery procesgcomputersecurityusesthe termsob-
jectandsubjectfor these)s givenalabelfrom someorderedset(typically UNCLASSIFIED,
CONFIDENTIAL, SECRET, andTOP SECRET), andasubjectmayhave readacces$o anob-
jectonly if thesubjects label(its clearancg is equalto or greatethanthatof theobject(its
classificatiof.! Thisrule (it is calledthe simplesecurityproperty) doesnot stopa subject
from creatinga copy of anobjectat a lower classificatiorandtherebyviolating the intent
of the policy, soit is augmentedy anotherrule calledthe x-property (pronouncedstar
property”) that saysthat a subjectmay have write accesgo an objectonly if the objects
labelis equalto or greatetthanthatof thesubject. Thecombinatiorof thesimpleandthe x
propertieqi.e., a subjectcanonly read“down” andwrite “up” in securitylevel) constitute
thehistoricallysignificantBell andLa Padulasecuritypolicy [10]. Underfurtherexamina-
tion, this policy raisesmportantquestionghatwill beconsideredhortly First,though,we
returnto therelatedquestionof completenesef anaccesgontrolpolicy.

!Mattersare complicatedin practiceby the useof compartmentge.g., NATO, NOFORN) in combination
with the basicclassificationso createa partialordering.
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Theaccesgontrolpolicy of the Unix file systemcanbe bypassedf userscandirectly
reador write the contentsof the disk on which thosefiles are stored. Thus, althoughour
interestis in protectingfiles, we alsoneedto be concernedaboutthe disk, and possibly
otherelementf the systemaswell. Sotheissueof completenesi accessontrol con-
cernshow muchof the systemneedso be placedunderaccessontrol,andin whatway,
for usto be surethatthe resourcewne actuallywantto protectis, indeed protectedagainst
all possibleattacks.This issueis complicatedoy the factthatsecurityis really aboutpro-
tectinginformation not meredata,sothatary channeka metaphoricabxamplewould be
by tappingon thewalls in Morse code)thatallows the informationcontentof afile to be
corveyedto anunauthorizediseris asdangerousistheability to copy afile directly.

Thepossiblechanneldor informationflow canbe quite subtleandhardto detect(there
wereatleasttwo in Bell andLa Padulas “Multics Interpretation'T10]). For example,sup-
posewe hadaspecialnix systenthatimposedheBell andLa Padulapolicy onfile access,
but with theadditionalpropertythatfile namesarerequiredto beuniqueacrossll users:an
attempto createafile with anexistingnamereturnsanerrorcode.Then,a SECRET process
cancorvey informationto anUNCLASSIFIED oneby creatingdfileswith prearrangedames:
the UNCLASSIFIED procesgetrievestheinformationby checkingwhetheror notit is able
to createfiles with thosenames.This is an exampleof a “covert” channel;more particu-
larly, it is a covert storage channel(becauset exploits informationstoredin the directory
structureof the file system;the otherkind of channelusestiming information—seesec-
tion 4.3) [60,65]. The channelis noisy (someother innocent,procesamight have created
files with thosenames)but codingtechniquesllow informationto betransmitted-eliably
over noisy channels.Covert channelsare of concernfor two reasonsfirst, they canbe
usedto transmitinformationat surprisinglyhigh bandwidth(oneearlydemonstratiomrove
a teletypeat full speedusinga channelthat dependedn sensingwvherea disk headwas
positioned95]), andsecondthey areno differentin conceptfrom moreblatantchannels
(e.g.,the unprotectedlisk) thatleave a resourceopento directaccesgboth aresymptoms
of incompleteness)—sithat unlesswe have methodsof specificationrandverificationthat
areableto eliminatesubtlecovert channelsve have little guarante¢hatwe caneliminate
ary channelsatall.

It might seemthatinformationflow andcovert channelsareesotericsecurityconcerns
and that only basicaccesscontrol is relevant to partitioning. However, while it is true
thatcovertinformationflow maybeof little concerrfor partitioning(becausé& depend®n
collusionbetweersendeandrecever andis thereforemplausibleasafaultmanifestation),
the medianismsusedfor suchflow definitely are of concern. Consider for example,the
unique-file-nameshanneldescribedabore. This senesasa channelfor informationflow
becausenesubjectcanaffect the behaior perceved by another(i.e., whetheror not the
attemptto createa file returnsan error), andthis is surelycontraryto the expectationof
partitioning—foroneinterpretatiorof thoseexpectationss thatthe behaior perceved by
softwarein ary given partition shouldbe independenof the actionsby softwarein other
partitions. We might try to arrangefor this expectationto be satisfiedin the presencef
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the unique-file-nameestrictionby allocatingdisjoint namespacedo eachpartition. But
thena fault in the software of one partition could causeit to createa file from anothers
namespace—andherebycausea subsequentile creationin that other partition to fail.
This exampleshavs thatcovert channeldor informationflow raiseissueghatarerelevant
to partitioningandthat examinationof how securityhasdealtwith thesechannelanaybe
of usein partitioning.

Anotherpotentialproblemwith accesgontrolformulationsof securityis thatthey de-
pendon informal understandingsf what“read” and“write” accesseseally mean.We can
constructpenersesystemsn which thesetermsare given incorrect(e.g.,reversed)inter
pretationsandthatsatisfytheletterof anaccesgontrolpolicy while violatingits spirit[72].

Covert channelsand penerseinterpretationsare both symptomsof the real problem
with accesgontrolaswe have usedit: it is amechanisnfor implementingnot aninstru-
mentfor specifying securitypolicies. An adequatespecificatiorshouldgetat the “intent”
thatunderliesa securitypolicy in a corvincing manner It shouldthenbe possibleto prove
thatanimplementatiorin termsof accescontrol correctlyenforceghe policy. Problems
of completenesg;overt channelsandpenerseinterpretationshouldall be eliminatedby
asoundapproactof thiskind. Thenext sectionexaminessuchapproaches.

4.1.2 Noninterference

To repairthe problemswith accessontrol, we needto be moreexplicit aboutour system
model:we needto specifyhow a systemcomputesandinteractswith its ervironment,how
inputsandoutputsareobsered, andhow subjectsandobjectsareidentified. Thenwe can
specify securityin termsof constrainton the obserable behaior of the systemwithout
needingto describemechanismso enforcethoseconstraintgalthoughwe would hopeto
beableto describesuchmechanismata later stageof developmentandto verify thatthey
enforcethe desiredpolicy).

The mostsuccessfutreatmentf this kind areall variationson a formulationcalled
noninterfeencethatwasintroducedby GoguenandMeseguerin 1992[33], althoughthe
key ideawasadumbratedive yearsearlier[30]. Thatkey ideais thatif thereis no flow
of informationfrom one securityclassificatiorto anotherthenthe behaior perceved by
subjectsof the second(“lower”) classificationshouldbe independenbdf ary activity by
subjectsof the first (“higher”) classification.In particular the behaior perceved by the
secondtlassificatiorshouldbeunchangedf all actiity by thefirstis removed. Theprecise
detailsdependon theformal modelof computatioremplg/ed, but thetraditionaltreatment
usesa finite automatorasthe systemmodel: the automatorchangestateandproducesan
outputin responseo inputs,which arelabeledwith their securitylevel. A relationp ~» ¢
indicateswhetherlevel p is allowed to corvey informationto or interfere with level g; its
negationis thenoninterfeencerelationy», whichis considereéspecificatiorof thedesired
securitypolicy. A sequencef inputsa is purged for level p by remaoving all inputsfrom
levels that may not interferewith p; this purgedinput sequencés denoteda/p. Starting
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from someinitial states, the stateof the automatorafter consumingthe input sequence
a is run(sg, @), while that after consumingthe purged sequenceés run(sg, a/p). The
noninterferencéormulationof securitythenrequiresthatary level p input mustproduce
the sameoutputin boththesestates.Theintuition is thatthis ensureghatno experiment
conductedat level p canreveal arything aboutthe presenceor absenceof earlierinputs
from levelsthatshouldnotinterferewith p.

Thenoninterferencéormulationof securityis statedn termsof a systems behaior in
responseo asequencef inputs.An unwindingtheoemreduceghisto threeconditionson
its behaior with respecto individual inputs. Theseconditionsarestatedin termsof each
level's “view” of the systemstate(intuitively, if the systemstateis thoughtof asconsisting
of differentcomponentébelonging”to eachlevel, thenlevel p’sview of thestatecomprises
its own componentndthe component®f all the levels thatareallowed to interferewith
p). If thelevel p views of two statesarethe samewe saythesestates'look the sameto p”
(technically thisis anequivalencerelationon states).

Output Consistency: if two statedook the sameto p, thena level p input mustproduce
the sameoutputin bothstates.

Step Consistency: if two statedook thesameo p, thenthestateghatresultfrom applying
thesameinput (of ary level) to both statesnustalsolook thesameto p.

L ocal Respect (for ~+): thesystemstatemustlook the sameto p beforeandafteraninput
of alevel thatis noninterferingwith p.

It is straightforvard to prove thattheseconditionsare suficient to imply noninterference.
The proofis formalizedandmechanicallyverified in oneof thetutorialsfor the PVSveri-
ficationsystem94].

A connectiorbetweerthe noninterferencandaccesgontrolnotionsof securitycanbe
establishedy interpretingthe unwindingconditionsin accessontrolterms. We suppose
thatthe systemstateis a function from objectsto valuesandthateachobjecthasa level.
Inputsof level p arereinterpretedasactionsperformedby a subjectof level p. Thenwe
supposghataccesontrolenforceghefollowing RefeenceMonitor Assumptions

e Theoutputproduceddy anactiondepend®nly onthevaluesof objectsto whichthe
subjectperformingthe actionhasreadaccess.

e If anactionchangeshe valueof ary object,thenits new valuedependnly onthe
valuesof objectsto which the performingsubjecthasreadaccess.

e An actionmaychangehevaluesonly of objectsto which the performingsubjecthas
write access.

With theseassumptionsaccesgontrolcanenforcetheunwindingconditionsby setting
up thecontrolsasfollows (theseareessentiallythe Bell andLa Padulaconditions).
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1. If p ~ ¢, thenthe objectsto which subjectsof level p have readaccessnustbe a
subsebf thoseto which subjectf g have readaccessand

2. A subjectof level p mayhave write accesgo anobjectfor which asubjectof level ¢
hasreadacces®nlyif p ~ ¢.

The connectionbetweenthe two formulationsis establishedy interpretinga subjects
“view” asthe valuesof all the objectsto which it hasreadaccess. A proof is given
in [90, section2.1]. The proof requiresformalizing the referencemonitor assumptions,
whichis surprisinglydifficult to do correctly(PopekandFarber[83], whofirst recognized
theimportanceof theseconditions madeerrorsin formalizingthem).

Contraryto early expectationge.g., reference34), standardnoninterferenceequires
the interferesrelation~» to be transitive [90]. All suchtransitive relationsare equivalent
to multilevel securitypolicies,andthe two conditionson accesgontrolenumeratedh the
previous paragraplare likewise equivalentto the Bell and La Padulapropertiesin these
cased90, section3.1].

Becausedhey imply a partialorderingon securitylevels, multilevel securitypoliciesdo
not seemto capturethe concernsof partitioningall that closely but intransitivepolicies
(thatis, thosewhere~» is not requiredto be transitive) seemmorepromising. Intransitive
policies capturethe additionalsecurityrestrictionsknown aschannelcontmol [88] or type
enfocemen{13], which areconcernedot only with whetherinformationmay flow from
oneplaceto anothetbut with the pathsthroughwhichit mayflow. Channekontrolsecurity
policiescanberepresentetly directedgraphswherenodesepresensecuritydomainsand
edgesndicatethedirectinformationflowsthatareallowed. Theparadigmatiexampleof a
channel-contrgbroblemis acontrollerfor end-to-engncryption asportrayedn figure4.1.

Plaintext messagearrive atthe ReED sideof the controller;theirbodiesaresentthrough
theencryptiondevice (CRY PTO); their headersywhich mustremainin plaintet sothatnet-
work switchescaninterpretthem, are sentthroughthe BypPAss. Headersand encrypted
bodiesarereassembleih theBLACK sideandsentoutontothenetwork. The securitypol-
icy we would like to specifyhereis therequirementhatthe only channeldor information
flow from RED to BLACK mustbethosethroughthe CRy PTO andthe By PASS (it is asepa-
rateproblemto specifywhatthosecomponentsnustdo). Notice thatthe edgedndicating
allowedinformationflowsin this examplearenottransitive: informationis allowedto flow
from RED to BLACK viathe CRYPTO andBYPASS, but mustnotdo sodirectly.

Noninterferencean be extendedto intransitive policiesby substitutinga more com-
plicatedpurge functionfor the standardne. Whenp % ¢, the usualrequirements that
deletingall actionsperformedby p shouldproduceno changen thebehaior of thesystem
asperceved by ¢. This is too strongif we alsohave the assertion® ~» r andr ~ q.
Surelywe shouldonly deletethoseactionsof p that are not followed by actionsof r (in
the CRYPTO example,RED, BLACK, andBYPASS or CRYPTO take therolesof p, g, r, re-
spectvely). Thisinsight,anda definitionof the generalizegurge function,weregiven by
HaighandYoung[37], togethemith correspondinginwindingconditions.Unfortunately
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Figure4.1: Allowed InformationFlows for anEncryptionController

oneof their unwindingconditionsis incorrect;correctconditionsweregiven,andformally
verified, by Rushby[90]. Theseunwindingconditionssimply replacethe stepconsisteng
conditionby aweakform.

Weak Step Consistency: if two statedook thesameto p, andalsolook thesameto ¢, then
the stateghatresultfrom applyingthe sameinput of level ¢ to both statesmustalso
look thesameto p.

The correspondingonditionsfor accessontrolenforcementonsistsimply of the second
of thetwo conditionsgivenon page41?

Theformal statementsf standardandintransitive noninterferenceiseanautomatoras
theirformal systenmodelandthereforeapplystraightforvardly only to asinglemonolithic
system.To examinetheinteractionsof multiple, distributedsystemsmoregeneraimodels
arerequired—forexample,transitionrelationsor processalgebras—and is necessaryo
admit nondeterminism.Nondeterminismarisesnaturally in concurrentsystemsbecause
thereis generallyno system-widecoordinationof the rateat which differentcomponents
proceed;hence,nteractionscanoccurin differentordersin otherwiseidenticalruns,and
thebehaiors percevedin thoserunscandiverge markedly (thisis why it is sohardto dehug

2This might seemto suggesthatthefirst conditionon page41 is implied by the secondvhenthe policy is
transitive. In fact,thisis notnecessarilysofor a givensetof accesgontrols,but it will be possibleto construct
anotherset(i.e., a differentassignmenof readandwrite permissionsjhatwill satisfybothconditions.Thisis
aconsequencef the“nestingproperty”for transitve policies[90, Theorenb].
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concurrensystems).To accommodat¢his system-lgel nondeterminismpnoninterference
for concurrensystemss formulatedto requirethatthe setof behaiors possiblen agiven
scenarids unchangedt a given level wheninteractionsare purgedin somesuitableway.
Oneproblemwith thisformulationis thatit doesnotdefineapropertyin thetechnicakense.

A systemcanbeidentifiedwith the setof runsthatit canproduce(arunis a sequence
or “trace” of inputs,outputs,andothersignificantinteractions) A specificatioris likewise
a setof runs,anda systemsatisfiesa specificationif its runsare a subsetof thoseof the
specification A setof runsis calleda property, sothatspecificationandsystemsanboth
be consideredoroperties. Specialclassesof propertiescalled safetyandlivenessplay an
importantrole in formal methodsof analysisandit canbe shavn thatevery propertycan
beexpressedstheconjunctionof asafetyandalivenesgproperty[5]. Security however, is
nota propertyin this senseit is nota setof runs,but a setof setsof runs[73]. Thismeans
that standardmethodsfor derving or verifying an implementatiornthat satisfiesa given
specificatiordo notwork for security—becausthesemethodsapplyonly to properties.

Anotherproblemwhennoninterferences extendedo concurrensystemsn themanner
just describeds thatit is not compositional thatis, two systemsndividually satisfying
somenoninterferencgolicy canbe combinedto yield a compositesystemthat doesnot
satisfythatpolicy [71]. Many alternatve formulationsof noninterferencavereproposedor
concurrensystemsn theattempto overcomethis unattractie result. Unfortunatelythose
that were compositionalwere either very unintuitive (having no plausibleinterpretation
asa naturalsecurityconcern)or were excessiely restrictve (andunlikely to be satisfied
by practicalsystems).A partial resolutionwas provided by Roscoe who suggestedhat
the difficulty wasdueto a failure to appreciatahe significanceof nondeterminisnwhen
contemplatingsecurity[86].

Theproblemwith nondeterminisnis thatit cansometimederesohedin awaythatde-
pendson unsecurénformationflow. A typical examplewould be a systemwith two levels,
Low andHIGH whereHIGH is requiredto benoninterferingvith Low. Inputsto Low cause
the outputsodd or evento be generatedhondeterministicallyunlesstherehave beenhigh
inputs,in which casetheLow outputis oddor evenaccordingo theoddnes®r evennes®f
thelastHIGH input(the HIGH inputsareassumedo be positive integers). This examplesat-
isfiesmostdefinitionsof noninterferencéor concurrensystemsecause¢hesetof possible
behaiors obserable at the Low level is unchangedy the presencer absencef HIGH-
level activity—yet it plainly violatesary reasonablénterpretatiorof “securesystent. The
violationis exposedwhenthe systemis composedvith onethatgeneratesnly evennum-
bersontheHIGH input. Roscoeexcludedsuchparadoxicatonstruction®y requiringtheir
componensystemdo have behaior thatis deterministicat eachsecuritylevel. Roscoes
insistenceon determinismalsosuggests resolutionto anotherdifficulty thathadplagued
mosteatrliertreatmentsnoninterferencés not presered underrefinement.Refinemenin
this (processalgebra)context meansa reductionin nondeterminismandit poseshe same
challengdo noninterferencascomposition.Roscoes treatmenis couchedn theformal-
ismof CSP[39], wherea processs deterministidf it is freeof “divergence”andnever has
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achoicebetweerf'accepting”’and“refusing” anevent[87]. Therelationshipbetweerthis
treatmentandtraditionalinterpretationf determinismand securityin statemachineds
onethatrequiresclarification.

Thereis anothersenseof refinementfor which securityin general(not only its non-
interferencformulations)is not presered. This is the notion of refinementn the sense
of elaborationwheremore mechanismsnd detailsare addedto a specificationin order
to obtainan implementatiorthat is effectively executable. Underthe standardhotion of
correctnessor suchrefinementsijt is necessarypnly to shav that the propertiesof the
specificationareimplied by thoseof the implementation:the implementations required
to do at leastasmuchasthe specificationbut it is not prohibitedfrom doing more. An
implementationof the specificationsuggestedy figure 4.1, for example, must provide
at leastthe four communicationshannelsshavn, but the standardnotion of correctre-
finementwould not preventit addinga direct communicationghannelbetweenrRep and
BLACK—despitethe fact that the absencef sucha channelis the whole point of the de-
sign. For security it is necessaryo constrainthe notion of correctrefinementothatthe
implementatiordoesnot add capabilitiesthat are absentin the specification.Clearly the
implementatiormustcontainmore detailsand mechanismshanthe specification(elseit
is surelynot animplementation)but for securerefinementhesemechanismsnddetails
musthave no consequencesn the behaior thatcanbe perceved at the originally speci-
fiedinterfaces.Theformal characterizatiownf this requirements givenin termsof faithful
interpretationsandis dueto Moriconi, Qian,RiemenschneideandGong[75].

4.1.3 Separability

UsingRoscoes perspectie, anadequatéreatmenfor distributedchannel-controsecurity
might be achieved by taking the nondeterministiccompositionof deterministicsystems,
eachcharacterizedyy intransitve noninterferenceSomearchitecturatefinemento amore
detailedimplementatiorievel could be obtainedusingfaithful interpretationsandthe re-
strictionswithin eachsystencouldthenbeenforcedoy accesgontrol,usingthederivation
from theunwindingconditionsdescribeckarlier (As farasl know, nobodyhasdetermined
whethertheformal detailsof thevariousmodelssupportthis combinationnor whethersat-
isfactorypropertiescanbe derived for the combination put it seemglausible.)However,
the resultingmodelwould still be ratherabstractfor the purposeof derving, for exam-
ple, conditionson how asingleprocessoshouldimplementthe RED, BY PASS, andBLACK
componentsf figure4.1 (thecRYPTO is usuallyanexternaldevice).

An approactcalled sepaability wasproposedor this problemby Rushby[88]. The
ideais easiesto understandvhenno communicationsre allowed betweenthe separate
componentsThentheideais thattheimplementatiorshouldprovide the appearancef a
separatededicategprocessoto eachcomponentThereal processois time sharedsothat
it sometimegperformsinstructionson behalfof one componentindsometimeon behalf
of another The requirementdor separabilitycan be expressedn termsof abstiaction
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functionsthatgive the“view” of the processopercevedby eachcomponentFor example,
if we have justtwo componentsReD andBLACK, and® i and® g denotetheir respectie
abstractiorfunctions thenthe requirementvhenthe processors executinginstructionson
behalfof RED is thatthefollowing diagramshouldcommute.

OPR

op
Thatis to say thestatechangen the physicalprocessocausedy executingtheinstruction
op shouldbe consistentvith executionof the “abstract”operationop  on RED’S view of
the processorAt the sametime, BLACK's view of the processoshouldbe unchangedas
expressedy thefollowing diagram.

op
Becausd/O devicescandirectly obsere andchangeaspect®f therealprocessos in-
ternalstate(by readingandwriting its device registers for example),andcanalsoinfluence
its instructionsequencingnechanismn(by raisinginterrupts),the actvity of thesedevices
is relevant to security Consequentlywe mustimposeconditionson their behaior. Ex-
pressednformally (andonly from the RED componens point of view), theseconditions
arethefollowing.

1. If ®g(0) = ®r(7) andactvity by a RED I/O device changeghe stateof the real
processofrom o to ¢/, andthe sameactiity would alsochanget from 7 to 7/, then
Dr(a’') = @r(') (i.e., statechangesn the RED view causeddy RED /O actiity
mustdependnly ontheactvity itself andthe previous stateof the RED view).

2. If actwvity by anonReD I/O device changeghe stateof thereal processofrom o to
7, then®g(0) = ®g(7) (i.e., nonRED /O devices cannotchangethe stateof the
RED Vview).

3. If ®r(0) = Pr(7), thenary outputsproduceddy RED I/O devicesmustbethesame
in bothcases.

4. If (o) = ®g(1), thenthenext operatiorexecutedonbehalfof theRED component
mustalsobethesamen bothcases.
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Separabilitywas proposedbeforeformal treatmentsof concurrentsystemshad been
fully developed,so the justificationof the abare conditionspresentedn [89] is not fully
satisactory Furthermoreneitherthe informal nor the formal presentatiordealswith al-
lowed communicationghanneldbetweencomponents.The proposalin [88] is to remove
the mechanismsntendedto provide the desiredcommunicationshannelsandthenver
ify, usingthe conditionsabore, thatthe component®f the resultingsystemareisolated.
Jacob[48] notedthat this doesnot exclude a particularkind of covert channel(calleda
“legitimate” channelthatpiggybacksundesireatlandestin&eommunicatioronthe desired
channel.

A moremoderntreatmen{93] derivesthe conditionsfor separabilitywith communica-
tionsfrom thosefor intransitve noninterferenceThis treatmentvealensthe “triangular”
commutatre diagramof strict separabilityso thatit appliesonly if RED +» BLACK (this
derivesfrom the“local respecfor 4" unwindingcondition)and,whenRED ~» BLACK, it
replaceghe“rectangular’diagramby thefollowing condition(whichis basednthe“weak
stepconsisteng’ unwindingcondition).

®r(0) = Pr(1) A®p(0) = ®p(r) O ®p(op(0)) = p(op(r))

Notice that this last conditiondoesnot usethe abstractoperationopy thatappearsn the
“rectangular’commutatie diagram. This is becauseve do not really carewhat this op-
erationis, only that ®z(op(o)) shouldbe functionalin ® (o), andthe formula abore
expresseshis directly.

4.2 Integrity Policies

The previous sectionshave considereccomputersecuritynotionsrelatedto the undesired
disclosue of information. Therearesimilar notionsrelatedto the modificationof informa-
tion, wherethe mainconcernis to ensuréntegrity of the protectednformation. Integrity is
relatedto the“reliability” or “quality” of information:informationof high integrity should
not be allowed to becomecontaminatedby informationof low integrity. This requirement
canbetreatedasa strict dualto the Bell andLa Padulasecuritypolicy (thatis, a subject
canonly read“up” andwrite “down” in integrity level) andis knovn asthe Biba integrity
policy [12].

Clark andWilson [15] aguedthatthe integrity of informationis alsoa functionof the
operationghatareperformednit andtheidentity of thosewhoinvoke thoseoperationsA
usershouldnotbeabletoinvoke arbitraryoperation®nhigh-integrity information but only
certainwell-formedtransactionsandthe admissibletransactionsnight be determinedoy
thestateof thedata theidentity of theuser andotherfactors.ln commerciakrvironments,
the transactionswvailable to a userare often governedby requirementdor sepaation of
duties auserwho authorizesa purchaseshouldnot bethe sameasthe onewho selectshe
vendor
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Othersimilar modelsfor integrity have beenproposedandtherehasbeenconsiderable
investigationof whethertheseor the Clark-Wilson modelcanbe enforcedby adaptations
of securitymechanismslevelopedto controldisclosurg79].

4.3 Timing Channelsand Denial of Service

Most work on formalizing securityhasfocusedon the dataand information flow issues
describedn the previous sections.In partitioningterms,theseall concernissuedn spatial
partitioning. Thereare,however, two topicsin computersecuritythatcorrespondo issues
in temporalpartitioning:timing channelsanddenialof service.

Timing channels(they were called “covert channels”when first identified [60]) are
mechanism$or clandestinenformationflow thatwork by modulatingthetime whensome
eventsoccuror therateatwhichthey occur For example,a procescanchoosewvhetheror
notto give upits time sliceearly If only two processearerunning,the otherprocessan
usethetime atwhichit recevescontrolto infer the choicemadeby the otherprocesg60].
More generally the decisionsof a real-time schedulercan be manipulatedto provide a
channefor informationflow [16]. Othertiming channelsmodulatethe load or contention
on somesystemresourcge.g.,the systembus [42]) or parametersiffecting performance
(e.g.,thetimeto seekadisktrackis affectedby whetherthe previous seekwasto a nearby
or distanttrack[50]; thetime to access memorypagewill beaffectedby whetheror notit
waspreviously swappedout to disk [95]).

Wherethey cannotberemoved, timing channelsaretypically renderecharmlessither
by reducingcontentionor by introducingrandomnesgnto the behaior of the resource
beingmanipulated36,68,104] or by reducingthe precisionof the various“clocks” (e.g.,
time-of-day clocks, timers, instructionloops, asynchronou$/O performance)py which
a processcan measurehe passagef time [42]. Thesemeasureslo not block a timing
channelbutthey introducesuficientnoisethatits bandwidthis reducedo acceptabléevels
(typically lessthan10 bits persecond).

Whereaghe concernof partitioningand securityare quite closein the caseof stor
agechannelsthey diverge for timing channels.The very existenceof atiming channelis
unacceptablén a partitionedsystem,sinceit indicatesthat one partition can changethe
temporalbehaior obsered by another Similarly, the remediesisedin securityto reduce
the bandwidthof timing channelsareworsethanthe original problemfrom the perspectie
of partitioningbecausehey introducefurtherunpredictabilityinto systembehaior.

Formal analysisof pure timing channelsis generallybasedon information theory
(e.g.,[76,77]), but thereis disputeover whethersomechannelge.g.,thediskarmchannel)
really aretiming channelsstoragechannelsor a combinationof the two [114]. Conse-
guently formal descriptiorandanalysisof suchchannelss difficult, andinformal methods
aregenerallyemplo/ed. As describedn Section3.1.2,staticpartitionschedulingequires
implementatiorchoices(strict determinismno concurrent/O) that eliminatethe mecha-
nismsthatcouldsene astiming channelsin systemghatdo notrequiresuchstricttempo-
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ral partitioning,thetechniquesisedin computersecurityto identify timing channel§114]
mighthelprevealunexpectedsourcef temporalinterference.

Denialof servicecanbeseerasanextremetypeof timing channelthepercevedperfor
manceof someresources reducedo anunacceptabléevel, ratherthanmerelymodulated.
In thelimit, theresourcenaybecomeaunavailableto someprocessesTlhe possibilityof this
limiting cases usuallyequivalentto the existenceof a storagechannel For example,if file
spaces shareetweertwo processeshenonecandery serviceto theotherby consuming
all availablespace—»bt thisis alsoa channeby whichoneprocescancorvey information
to another(thereceving channehttemptdo createafile: successs takenasal bit, failure
asa 0; thetransmittingprocessletermineshe outcomeby consumingandreleasingspace).
Becausalenialof serviceis relatedto timing andstoragechannelsijt canbe preventedby
enforcingstrict spatialandtemporalpartitioning.In general-purposgystemsthe strictness
of thesanechanismmaybeconsideredindesirablethey would require for example fixed
perprocessllocationsof file space Attemptsto provide flexible resourceallocationwith-
outincurringtherisk of denialof servicerequire“useragreementsthatplacelimits onthe
demandshateachprocessnayplaceon eachresourcendthatareenforcedoy a“resource
allocationmonitor” or “denial of serviceprotectionbase’[64,74] (thesearesomavhatsim-
ilar to the quality of serviceideasusedin multimediasystemdq102]). Formalizationsof
theseapproachearestatedn termsof fair or maximumwaiting times[32,115].

Thesemore elaboratetreatmentsof denial of serviceare probably unacceptablén
strictly partitionedsystemsbhecausehey still allow the responseerceved by one appli-
cationto beinfluenced,evenif not denied,by another They may alsobe unnecessarin
partitionedsystemsecausehe requirement$or temporalpartitioningseemstrongerthan
thosefor denialof service:thus,denialof serviceshouldautomaticallybe excludedin ary
systemthat providesstrict temporalpartitioning. Formaljjustificationfor this claim would
be aninterestingandworthwhile exercise.

4.4 Application to Partitioning

The formal models for computersecurity reviewed in the previous sectionsprovide
se/eral ideas that seemapplicableto partitioning. In particular the central idea of
noninterference—thahe behaior perceved at one securitylevel shouldbe independent
of actionsat higherlevels—carbereinterpretedn the context of partitioningandfault tol-
eranceby supposinghatordinarybehaior shouldbeindependenof faults: thatis, faults
are actionsinvoked by the environment,which is at a level that shouldbe noninterfering
with thelevel of ordinaryusers.This approacthasbeenexploredby Weberandby Simp-
son[99,100,110,111]. It workswell asa specificatiorfor partitioningwhenthe partitions
arecompletelyisolated(in which caseit is equivalentto the strict form of separability):if
we have two partitionsA andB thatdo not communicatén ary way, thensayingthatthe
behaior of B mustbeindependentf thatof A is a goodway to saythatfaultsin A must
not affect B. It workslesswell whenA hasto communicatevith B: noninterferencesays
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only thatA interfereswith B anddoesnot discriminatebetweerlegitimateinterferencethe
known communicatiorstream)andillegitimate(e.g.,changedo B's privatedata).

This exampleshawvs thatthe concernsof securityare,in a certainsensefoo coarseo
capturethoseof partitioning: securityis concerneanly with whetherinformationcanflow
from A to B, not with how the flow canaffect B. Channelcontrol andits formalization
by intransitive noninterferenceloesallow the desireddiscrimination,but only at the cost
of introducinga third componeniC to representhe buffer usedfor the intendedA to B
communicationstream. Using intransitve flows, we would specify4 ~» C ~» B and
A o4 B. This approachseemdo capturesomeof the concernsof partitioning, but the
introductionof thethird components artificial andunattractie.

A morefundamentabbjectionto the ideathat noninterferencean sene asa model
for partitioningis that partitioningis a safetyproperty(becauseviolationsof partitioning
occurat specificpointsin specificruns)whereasoninterferencés not even a “property”
(recall page44). This suggestghat noninterferencés an unnecessarilgubtlenotion for
partitioning,andthatsomethingsimplershouldsufice.

Thereis anothersensen which the concernsof securitydiverge from thoseof parti-
tioning: securityassumeshatall componentare untrustvorthy andthatthe mechanisms
of securitymustbe setup sothatonly allowedinformationflows occur no matterhow the
componentbehae. In partitioning,howvever, we areconcerneanly with misbehsior by
faulty partitionsandarewilling to trustnonfaulty componentso safgyuardtheir own inter-
ests.For example,supposeahattwo componentsi and B arestaticallyscheduledndthat
eachbegins executionat a knawvn entry point eachtime it is scheduledthis is the restart
modelof partitionswapping).Supposdurtherthateachhasanareaof “scratchpad’mem-
ory thatis assumedo be“dirty” atthe startof eachexecution:thatis, the softwarein each
of A andB is verifiedto performits functionswith noassumptionsntheinitial contentsof
thescratchpagnemory Finally, supposéhat A andB arerequiredto beisolatedfrom one
another Thenthe scratchpadanbe sharedoetweenA andB underthe partitioninginter
pretationof isolation, but not underthe correspondingecurityinterpretation.The reason
is thatwhenB receves control, the scratchpadnay containdatawritten by A; underthe
securityinterpretatiorwe mayassumeaothingaboutevenanonfaulty B (in particular that
it will not“peek” at the dataleft by A), andsothe scratchpads a channeffor information
flow from A to B in violation of theisolationsecuritypolicy. In the partitionedsystemwe
accepf(or specify)thata nonfaulty B doesnot do this, andour concernis to be surethat A
(evenif faulty) doesnot write outsideits own memoryor the scratchpadNotice thatthis
arrangemenivould not be safein the restorationrmodel of partition swapping,becauseA
couldpreemp, changdts scratchpadandthenallow B to resume.

Theseexamplesdemonstratehat the concernsof partitioning and security although
related,do not coincide. Thus, althoughformal treatmentf partitioning may possibly
be developedusingideasfrom computersecurity they cannotbe baseddirectly on exist-
ing securitymodels. Researchio develop formal modelsof partitioning,andto refinethe
distinctionsbetweerpartitioningandsecurity would beilluminating for bothfields.
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Conclusion

We have reviewed someof the motivationfor integratedmodularavionics andtherequire-
mentfor partitioningin sucharchitecturesWe thenconsiderednechanisms$or achieving
partitioning;the interactionsbetweenthesemechanismandthosefor systemstructuring,
schedulingandfaulttoleranceandissuesn providing assurancéor partitioning. Finally,
we reviewedwork in computersecuritythathassimilar motivationto partitioning.

Althoughpartitioningis a very strongrequiremenandimposesnary restrictionsthere
is asurprisinglywide rangeof architecturathoiceghatcanachieve adequatgartitioning.
The spaceof thesedesignchoicess seemmostclearlyin schedulingwhereboth staticand
dynamicscheduleseemableto combineflexibility with highly assuregartitioning.

The strongesneedfor future work is to develop the narratve descriptiongiven here
into amathematicalramevork thatwill permitrigorousanalysisof architecturathoicedor
partitionedsystemsandprovide astrongbasisfor theassurancef individualdesignsThere
is alreadysomesignificantwork in this direction[24,26,106,113], but greatopportunities
remain,particularlywith respecto distributed systemsandtemporalpartitioning. We are
examiningthesetopicsin currentwork andwill describeour resultsin a successoto this
report.
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