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Abstract. We propose anfeective and complete method for verifying safety and
liveness properties of timed systems, which is based on predicatectiostifar
computing finite abstractions of timed automata and TCTL formulas, finite-sta
CTL model checking, and successive refinement of finite-statesaltistns. Start-
ing with some coarse abstraction of the given timed automaton and the TCTL
formula we define a finite sequence of refined abstractions that gms/ér the
region graph of the real-time system. In each step, new abstractioitgtes]
are selected nondeterministically from a finite, predetermined basis tthebs
tion predicates. Symbolic counterexamples from failed model-checkiempts
are used to heuristically choose a small set of new abstraction predicates
crementally refining the current abstraction. Without sacrificing commpésis
this algorithm usually does not require computing the complete region goaph
decide model-checking problems. Abstraction refinement terminateklyjlas

a multitude of spurious counterexamples is eliminated in every refinertegmt s
through the use of symbolic counterexamples for TCTL.

1 Introduction

Timed Automat?] are state-transition graphs augmented with a finite fsetad-valued
clocks. The clocks proceed at a uniform rate and constraitirties at which transitions
may occur. Given a timed automaton and a property expressadtimed) temporal
logic, model checking answers the question whether thedtimgomaton satisfies the
given formula. The fundamental graph-theoretic model kimecalgorithm by Alur,
Courcoubetis and Dill [1] constructs a finite quotient, tbecslledregion graph of the
infinite state graph corresponding to the timed automattgoithms directly based on
the explicit construction of such a partition of states aefficient since the number of
equivalence classes of states of the region graph growserpially with the largest
time constant and the number of clocks that are used to sgenihg constraints.

In [19] we propose a novel method for verifying safety an@iigss properties of
timed systems based on predicate abstraction [14] for taméaimata, finite-state model
checking, and counterexample-guided abstraction refinenvée define a set of so-
calledbasis predicateswhich are expressive enough for distinguishing betwegn an
two clock regions. This set of predicates determines a glygoreserving abstraction
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Fig. 1. Lazy approximation.

in the sense that a timed automaton validatescalculus formulaft the corresponding
finite abstraction validates this formula. The control stawe of the timed automaton is
preserved in the abstract system. The abstracted systelmsges refer to the real-time
nature of computations, and finite-state model checkerdearsed to establish safety
and liveness properties in the abstracted system.

In many cases it is not necessary to compute the exact afi@trasing the en-
tire basis of predicates, since a coarser approximatiohisfi$ suficient for proving
or refuting the desired property. Since we consider safetylaeness properties we
maintain both under- and over-approximations of the givered system. Existential
formulas have to be established in the under-approximatibite over-approximations
are necessary for universal formulas. These approximatos computed via an itera-
tive abstraction-refinement process that starts with saraese approximations of the
timed system and computes a sequence of approximatioighetine necessary for
proving or refuting the property is obtained. In each refieatrstep new abstraction
predicates are selected from the finite set of basis predicaid new, more detailed
approximations are computed. Hereby, the choice of prezida guided by counterex-
amples from failing model-checking attempts. We call thistimodlazy approxima-
tion. This process of abstracting and refining approximationltustrated in Figure 1.
When using the entire basis of predicates for computing tpeoxpmations, the under-
and over-approximation are identical, yielding therefastrongly property preserving
abstraction of the timed system. Since the sequence of @pmations converges to-
ward the region graph of the real-time systems, the methddzyf approximation is
complete [19]. The main advantage of this approach is thi fiime-abstractions are
computed lazily. This results in substantial savings in potation whenever coarse ab-
stractions are dficient to prove the property at hand. Standard benchmarkgearfor



timed automata such as train gate controller and a versibisoher's mutual exclusion
protocol can be proved using only a few abstraction predat

In this paper we extend our previous results [19] in seveirgctons. First, we
consider TCTL [1] for expressing qualitative and quaniti&aproperties of timed sys-
tems, instead of the untimed logic considered in [19]. Wengeéin abstraction func-
tion for TCTL that maps a TCTL formula to a CTL formula, togettwith the inverse
operation of concretization. The predicates necessarthéoabstraction are extracted
from the time-bounded operators of the TCTL formula. Foraoting the predicates
we introduce for every time-bounded operator of a given T@rimulay a new clock
variablez. Now, the set of abstraction predicat&swith respect ta consists of all the
formulasz~c with free variableg;, where~c denotes the time bound of the temporal
operators occurring ip. For examples, the abstraction predicates corresponditiget
TCTL formulag = EG, p A A[qU<4r], with p, g, r atomic propositions, are given
asyy =z < 2,¥, = 2 < 4. The resulting abstract CTL formula is now obtained using
these predicates @b = EG(pA 1) AA[QU (r Avo)].

Second, in contrast to the previous version of our algorifhf], where refined
approximations are recomputed from scratch, we computeaaiion refinements in
an incremental fashion, following the approach outlinedOas and Dill [8] for the
untimed case.

Third, we introduce a symbolic form of counterexamples fa tull TCTL logic,
as sequences over sets of states. These symbolic struatargésed extensions of the
symbolic counterexamples for (untimed) CTL [21]. We use Bglt counterexam-
ples in the abstraction-refinement algorithm as a heuffistiselecting new abstraction
predicates from the given set of basis predicates. Symbolioterexamples make the
refinement process converge more quickly compared to thefusear counterexam-
ples, as a multitude of spurious counterexamples are disdan every refinement step.
Moreover, since we define symbolic counterexamples fordth@CTL, the method of
lazy approximation is applicable for full TCTL, and not orfity a fragment of universal
formulas as it is the case when using linear counterexamples

The main contributions of our paper are

1. A definition of abstraction functions for timed automatal & CTL based on pred-
icate abstraction.

2. A definition of symbolic counterexamples for full TCTL.

3. An incremental abstraction refinement algorithm for catimg finite approxima-
tions of timed automata and TCTL formulas.

4. A proof for termination, soundness and completenessecdlistraction refinement
algorithm.

Related Work. The abstract interpretation framework [7] has been usdibear the
context of real-time systems for formalizing approximatiof safety properties [23,12,9].
In contrast, the techniques proposed in [19] and extendéuisrpaper, also allow for
verifying liveness. Whereas verification techniques fomiitdi-state systems based on
predicate abstraction [14,5,20,15] are usually used imaomplete way for proving
safety properties, our verification method for timed systésreven complete for live-
ness properties.



There is a direct correspondence between our notions obaippations and three-
valued abstractions [13] of modal transition system (MTIS)|[ A MTS contains two
kinds of transitionsmay andmust. May transitions correspond to the transitions in the
over-approximation, whileust transitions are those in the under-approximation.

Counterexample-guided refinement has been studied by neapgnchers, and re-
centwork includes [6,8,16,15]. In contrast to these apgies, we use counterexamples
only as a heuristic for selecting good pivot predicates feofixed, predetermined pool
of abstraction predicates to speed convergence of the xppation process.

Dill and Wong-Toi [12] also use an iteration of both over- amader-approxi-
mations of the reachable state set of timed automata, buttéolniques are limited
to proving invariants. Daws and Tripakis [9] propose selvaebstractions that reduce
the state space of a timed system, while preserving redikgirioperties. Tripakis
and Yovine [22] show how to abstract dense real time to oliiaia-abstracting, finite
bisimulations. Behrmann, Bouyer, Larsen and Pelanek [@j@se zone based abstrac-
tions with respect to the minimal and maximal constants tkvblocks are compared,
obtaining a sound and complete verification method for rebitity. Whenever it suf-
fices to compute rather coarse abstractions, we expect &naiuch smaller transi-
tion systems by means of lazy approximation. Alur, Itai, $han, and Yannakakis [3]
present a technique based on over-approximations: theoshetimsists in attempting to
prove a property on an abstract system, where some clockgremed; if this attempt
fails, clocks are reintroduced progressively until eitther property is proved on the ab-
stract system, or all the clocks have been reintroducednidtbod still requires exact
computation of the region graph for each abstracted system.

Henzinger, Jhala, Majumdar, and Sutre [15] present anadi&in-refinement al-
gorithm for model checking safety properties that integgahe construction of the
abstract model with the verification process. The abstraatahis constructed on de-
mand during verification, by refining only parts of the cutrabstract model. However,
this method allows for checking only reachability propestiwhereas our approach can
be used to verify or refute any kind of TCTL properties.

All the above-described approaches use linear countegearduring the refine-
ment process. In contrast, symbolic counterexamples niakefinement process con-
verge more quickly compared to the use of linear countergi@snsince several spuri-
ous counterexamples are discarded in one refinement step.

Organization. The remainder of this paper is organized as follows. Se&imviews
the basic notions of timed automata and TCTL. Finite oved @mder-approximations
of timed automata are defined in the first part of Section 3Jeathie second part con-
tains definitions of abstraction and concretization fumrtdifor TCTL. Symbolic coun-
terexamples for TCTL as sequences over sets of states evduned in Section 4. In
Section 5, we define the iterative abstraction refinementilgn and show termination
and completeness thereof. Finally, Section 6 contains smmeluding remarks.

2 Preliminaries

Given a set of clock€, the set oftiming (or clock) constraints Constomprisestt,
X ~ d,andx -y ~ d, wherex,y € C,d € N, ~€ {g,<,=,>,>}. The setinv is the



subset ofConstr, where~ is chosen froni<, <}. For a positive integey, Consti(y) is
the finite subset of all clock constraints- y, x—y ~ v, wherex,y € C.
A timed automatofi?] is a tupleS = (L, P,C, E, Lo, | ), where

L is a nonempty finite set of locations.

P: L — P(AP) maps each location to a set of propositional symBdéts

C is afinite set of clocks. or

E C LxP(ConstyxP(C)xL is a transition relation; we write=—!" for (I, g,r,l") €
E.

Lo C L is the set of initial locations.

— | : L - P(Inv) assigns a set of downward closed clock constraints to eactibn
I; the elements off(l) are theinvariantsfor locationl.

A functionv : C — R is aclock valuation and the set of clock valuations is collected
in Vc. Vo denotes the set of initial clock valuations that assignséoyeclock the value
0. The clock valuation+ 6) is obtained by adding to the value of each clock in For

X ¢ C, v[X := 0] denotes the clock valuation that updates every choekX to zero,
and leaves all the other clock values unchanged. The wplud a clock constraing
with respect to the clock valuationis obtained by substituting the clocksn g with
the corresponding valugx). If gv simplifies to the true value, satisfiegy and we write
vk g. AsetX C V¢ of clock valuations satisfieg € Constr, written asX & g, if and
only if vikgfor all v € X. A pair (I,v) € L x V¢ is called atimed configurationif

it satisfies the invariantll); formally, v I(l) iff vk g for every invariantg € I(1). A
clock region[2] is a setX C V¢ of clock valuations, such that for all timing constraints
g € Consti(y) and for any twovy, v, € X itis the case that; kg if and only if vo k g.

In this case we write = v,.

A timed stepis either adelay stepwhere time advances by some positive real-
valueds, or an instantaneoustate transition stepForé > 0, we say that the timed
configuration [, v + ¢) is obtained fromI(v) by adelay step(l,v):6>(l,v + 9), if the
invariant constraint + 6k I(l) holds. A state transition Steml,v)g(l’,v') occurs if
there exists &’ e E,andv k g,V :=v[r :=0],andv’ k I(I").

The lazy approximation method, we present here, allows &ifwing not only
safety properties, but also liveness properties. Liveineskense real time is compli-
cated by the possible sequences of infinitesimally deargalglay steps; they constitute
a degenerated behavior of a system, a behavior that has tedilewed. As in [19], we
eliminate this undesired behavior by restricting the maddlmed automata to delay
steps that force a clock to step beyond integer bounds whémaetional clock values
are not zero. We have shown [19] that such a restriction doeshange the possible
observations of the model with respecft@alculus formulas. The proof can easily be

adapted to TCTL formulas. festricted delay stefil9] is a delay stepl(v)=0>(l, v +90)
for all positive, real-valued, such that

Axe C.AKe {0, .,y v(¥) = kv ((X) <KAV(X) +5>K).

In this paper we consider timed systems with restrictedydgtigps only. Théransition
relation= of a timed systen®, is now the union of restricted delay and state transition

. o a.r
steps, thatisp == U =.



The (restricted) semantics of a timed syst8m (L, Lo, C, |, P, E) is given by asso-
ciated with it a transition syste = (S, Sy, P, N), whereS = LxV¢, Sg = LoxVp € S
are the initial states? = P, andN is the timed transition relatios> introduced above.
For (s,s) € N, we also writes’ € N(s), and if S c S, thenN(S) is UssN(s). The
converse transition relatioN is defined byN(s, ') < N(s, s). We assume that the
transition relatiorN is total, that is, every state has a successqrathr is a finite or
infinite sequence of configurations= (s, S, ...) such thats,; € N(s) for all i > 0.
We sometimes denote a path®p=s1= . . ..

Given a setS ¢ Sand the transition relatioN, we define thre@redicate trans-
formersfrom 25 to 25; pos(N)(S) = N(S), pre(N)(S) = N(S), andpre(N)(S) = {s e
S| N(s) ¢ S}. The postconditionfunction pos{N)(S) computes for a given s& of
states, the set of states that can be reached in one stepdroenstate ir§. Thepreim-
agefunction pre(N)(S) returns the set of states that can re&cim a single step. The
preconditionfunction pre(N)(S) returns the set of those states that have no successors
outside ofS.

The logic TCTL [1] is a dense real-time extension of CTL withé-bounded tem-
poral operators and is defined by the gramnuee @P)

¢=pl=@leiAgz | E[p1U cp2] | AlprUce2] .

The semantics of TCTL formulas is given in the usual way, wétspect to a transition
system. The notions afpath and TCTL-structure are as in [1].

3 Abstraction Functions

3.1 Abstracting Timed Systems

Definition 1 (Abstraction Predicates [19]). Given a set of clock€, anabstraction
predicatewith respect taC is any formula with the set of free variables@n Similarly
to timing constraints, the value of an abstraction predigatvith respect to a clock
valuationv, where both free and bound variables are interpreted in ¢ineath C, is
denoted by the juxtapositiapw. Wheneveryy evaluates to true, we writek .

A basisis a set of abstraction predicates that is expressive entudlstinguish
between two clock regions.

Definition 2 (Basis [19]). Let S be a timed automaton with clock s€tand let¥
be a set of abstraction predicates. THéts abasiswith respect taS iff for all clock
valuationsvy, vo € Ve [(Yy e Poviky © vaky) = vi=yvy].

For a timed automato$ with clock setC and largest constant the (infinite) set of
clock constraintsConstr, the (infinite) set of invariant constrainisy, the (finite) set

of clock constraintsConsti(y), and the (finite) set of membership predicates for the
quotientVc modulo = are all basis sets. Since the set of predic&essti(y) is finite,
there is a finite basis for every timed automaton. Notice,dwar, that this basis is not
necessarily minimal. For example, a basis for a timed automaith two clockx,y



and largest constant 1, isgiven#s= {x=0,y=0,x=1,y=1 x<1, x> 1 y<
Ly>1 x>y, X<y, X=Y}.

A set of abstraction predicaté’ = {q, - - -, ¥n_1} determines ambstraction func-
tion a, which maps clock valuations to a bitvector bof lengthn, such that the-th
component ob is set if and only ify; holds forv. Here, we assume that bitvectors of
lengthn are elements of the s&,, which are functions of domaif0,---,n — 1} and
codomain{O, 1}. The inverse image af, that is, theconcretization functiory, maps a
bitvector to the set of clock valuations that satisfyyaliwvhenever thé-th component of
the bitvector is set. Thus, a set of concrete stdte$ is transformed by the abstraction
functiona into the abstract stat&(l, v), and an abstract statelf) is mapped by to a
set of concrete stategl, b).

Definition 3 (Abstraction/Concretization [19]). LetC be a set of clocks ant¢ the
corresponding set of clock valuations. Given afinite seteflgates” = {yo, - - -, ¥n-1},
the abstraction functionr : L x Ve — L x B, is defined bya(l, v)(i) := (I, %iv) and
the concretization functiory : L x B, — L x P(Vc) is defined byy(l,b) := {(I,v) €
LxVel1() A Ay wiv = b(i)).

We also use the notationgS) := {a(l,v) | (I,v) € S} andy(S?) := {y(l,b) | (I, b) € S&}.
Now, the abstractigiooncretization paird, y) forms a Galois connection.

An abstract statd,(b) is feasibleif and only if its concretization is not empty, that
is, y(l,b) # 0.

Definition 4 (Over-/Under-approximation [19]). Given a (concrete) transition sys-
temM = (S, S, P, =), whereS® = L x V¢, § = Lo x Vo, and a set” of abstraction
predicates, we construct two (abstract) transition systt) = (S, S5, P,=*), and
M, = (S, S, P, =), as follows:

- S$:=LxB,
— (L= (LB iff v, € Ve st ) € (D) A (11 v) € ¥ (I, 1), (1, )=, )
_ (lb)=-(I" 1) iff (I, b) feasible, and
Vy e Ve st (,v) € y(,b). B € Ve st (V) € (I, B). ()= (1, )
— § = {(lo,bo) | lo € Lo, andby(i) = 1 iff v k= yi}.

M, is called anover-approximationand Mj, an under-approximatiorof M. Obvi-
ously, we have thab~Cc=".

Definition 4 does not allow the incremental computation oférexand under-approxi-
mations. When adding new predicate#tpnew approximations have to be constructed
from scratch starting from the initial transition systene Wodify Definition 4 such that
successive approximations can be computed incrementalty previously obtained
approximations by adding new predicates from the basis.

We introduce the following notations. A bitvector of lendtlis denoted byb|O :
k — 1], and corresponds to the s&t = {yo, ...,k 1} of abstraction predicates. The
abstraction and concretization functions determined?pyare denoted by, vk, re-
spectively. The finite over-approximation 8fl with respect to7y is denoted byM,
and is the tupleS], sgk, P,=}). Similarly, the finite under-approximation g¥{ with
respect to?x is denoted byM;, = (S}, S, P, =,). Note that the mapping functid?
does not depend on the abstraction predicates, merely dimitieecontrol structure..



Definition 5 (Incremental Over-/Under-approximation). For atimed systens, with
corresponding transition systeirl, and a TCTL formulap, let ¥ be the corresponding
basis of abstraction predicate®(;, = (S}, S . P. =) andM;, = (S, S, P, =,) the
over-approximation and under-approximation/df obtained in step with respect to
a set¥ c ¥ of abstraction predicates, respectively. %t be the set of predicates
obtained from the failed model-checking attempt in stefphe over-approximation
v, = (Sh %m,P,:;Q respectively under-approximatioh(,, = (Sf, ng,P, =)
obtained in step+ 1 with respect to the set of predicatg&g = ¥xU ¥y, is derived from
7, respectivelyMy, , as follows. (7/1 denotesy; if b[j] = 1, and-y; if b[j] = 0).

- % {(1,b[0:m—1]) | (I,b[0 : k— 1)e$and
Vi=k ...kt K=210[i]=1ifdoA ... A1 Ay = true, elsedfi] =0
— (I,b[0: m- 1]):>;1(I’,b’[0 :m-—1]) iff
e (I,b[0: k—1])=;(I,b’[0: k-1])and
o vy, vipe Ve s.t. (,vm) € ym(l, B[O : m—1]) and (', v,)) € ym(l, b’[0 : m—1])
with vy = v N {v € Ve | Yv =1 andvy, = viNn{y € Ve | Pv = 1} such
that (, vm)=(", v
— (I,b[0: m- 1])=>‘(I’ b’[O m- 1]) iff
e (I,b[0: k—-1])=, (I,b’[0: k-1]) and
o Yyvps.t.(,vm) € ym(I,b[0O : m—1]), v, € Ve st (',vy) € ym(l’, 0[O :
m—1]). vm = wN{y € Ve | Yev = Landvy, = v n{V € Ve | v =
1 — (Lvm)=>0v).

The setSi, can also be defined as in Definition 4 as the product @ind By,
where By, is the set of all bitvectors of lengtim. However, the above definition is
more restrictive, in the sense that a smaller set of absstatés thark x By, is ob-
tained, since infeasible states are discarded. The abdfisitide will be used in the
incremental abstraction-refinement algorithm in Sectidio5refining under- and over-
approximations. An example will also be given in Section 5.

In the sequel we abstract TCTL formulas to CTL formulas, \whiave to be inter-
preted in the abstract transition systems, and My, respectively.

Definition 6 (Predicate Abstracted Semantics of CTL). Let ¢ be a CTL formula,
M =<(S, S, P, =) a transition system, andl a set of abstraction predicates. Consider,
as given in Definition 4, the over-approximatian;, = ($%, S, P, ="), and the under-
approximationM,, = (%, S}, P,=") of M. Then, thepredicate abstractedemantics
[£1M?, whereo is either+ or —, of the CTL formulay with respect to the finite-state
transition systema\y, is defined in a mutually inductive way. The notati@ris used
to toggle the sigir.
[w]™ =5 [pl™ := {(,b)eS | peP())
[-e]™ = S\ [e]™  [erVead™ = [ed M U [@a] M
[E[¢1U @] Mr := {se S*| for some pathr = (59=75=7 .. )with sg = S,
for somei > 0, 5 € [¢.] ™ ands; € [ ] M7 for0 < j <}
[Alp1U @o]] M = {se S| for every pathr = (5527527 ...) with s = s,
for somei > 0, 5 € [2] ™" ands; € [¢:]M for0 < j < i}

We also writeM”, (I, b) 2 ¢, to denote thatl(b) € [¢] M.



3.2 TCTL Abstraction

We define abstractions and concretizations functions foflT@rmulas based on a
set of abstraction predicat&s,. The predicates are extracted from the time-bounded
temporal operators of the formulas. Following a similarraagh as in [1] for model
checking TCTL formulas, we introduce for every time-bouthdgperator of a given
formulay a new clock variablg;. These clocks are used for keeping track of the time
elapsed in traversing a sequence of states of the undefly@id.-structure starting in
the initial state.

Now, the set of abstraction predicatés with respect top consists of all the for-
mulasz~c with free variablesz, where~c denotes the timed bound of the tempo-
ral operators occurring ip. For example, the abstraction predicates corresponding to
the formulag = EG., p A A[qU<4r], with p, g, r atomic propositions, are given
asy1 = (z» < 2) andy, = (z < 4). The abstraction yields the CTL formuld =
EG(pAy1) AA[QU (M Ayo)].

Definition 7 (TCTL Abstraction Predicates). Given a TCTL formulap. A TCTL
abstraction predicatés a formulaz ~c;, with z a free variable andc; the time bound of
thei-th bounded temporal operator¢n The TCTL abstraction predicates correspond-
ing to a formulay are collected in the sék,. If ¢ does not contain any time bounds,
then¥, is empty.

Definition 8 (TCTL Abstraction /Concretization). Given a TCTL formulap, and

a set?, of abstraction predicates. Furthermore, yet= z~c be a predicate ir¥,,
corresponding to the bounded operdtbr. The abstraction functiorw, : TCTL —
CTLis defined inductively over the structure @f The interesting cases are those for
the time-bounded) operator.

@p(Ele1 U~c p2] := Elay(¢1) U (ap(p2) AY)]
@p(Alpr U-c 2] 1= Alay(p) U (ay(e2) AY)]

The concretization functiory, : CTL — TCTLmaps a CTL formula to a TCTL
formula, and is the inverse operationdg, that isy,(¢) = @, (¢).

Now, given a timed automata with a set of clocksC, and a TCTL formulap,
we add the clockg corresponding to the bounded operatorg @b C, and define the
abstraction predicates with respect to the new set of clddkg; are initially zero and
are updated consistently with the other clocks. Clocksasponding to nested subfor-
mulas are reset on every transition in the given timed automd he largest constants,
which thez clocks are even compared to are given by the constarappearing in the
time bounds ofp.

Let ¥ be the set of abstraction predicates correspondirgande. If ¢ does not
contain any time bounds, the# consists only of the predicates with respect to the
automaton clocks, as in Definition 1.

The following Theorems and the Corollary are taken from [M&h the slightly
difference that we consider here TCTL instead of the (untimezficulus. The proofs
in [19] can easily be adapted to TCTL formulas.



Theorem 1 (Soundness of Abstraction).Let M = (S, S, P, =) be a transition sys-
tem, ¥ a set of abstraction predicates, abt},, M, the over-approximation and under-
approximation ofM with respect ta?. Then, for any TCTL formula,

YLae@1™) € [el™ < y([ap@)]™) .

Here,a, is the abstraction function for TCTL formulas from Definiti®, andy the
concretization function from Definition 3.

If a basis, as introduced in Definition 2, is used for predicalbstraction, then the
approximation is exact with respect to the TCTL logic, thatthe approximation is
property-preserving.

Theorem 2. LetS be a timed automatony{ the corresponding transition system, and
¢ a TCTL formula. Furthermore, &€ be the set of clocks corresponding&aande,
andvy the largest constant, which these clocks are compared td? lbe a basis with
respect tcC, and My, M, the under- and over-approximation 8fwith respect to?.
Then, for any TCTL formulap, it follows that [a,(9)]*" = [a,()]M.

Corollary 1 (Basis Completeness)LetS =(L, Lo, C, I, P, E), be a timed automaton,
and M the corresponding transition system. Then, for any TCTinigda ¢, and initial
statelp € Lo (¥ is a basis foS andy),

(lo,bo) € [au(@I™ & (lo,vo) € [¢]™ & (lo,bo) € [ay(¢)]™ .

4 Symbolic Counterexamples for TCTL

Given a Kripke structureM, with S initial states, and a TCTL formula, a symbolic
counterexamplearries a justification tha¥, § = ¢. When we writeX, we mean a list
of elements of the formXo, . . .], and X™ implies that the lisX is of lengthm-+1, that is,
of the form [Xo, ..., Xn]. We writec - M, C |£ ¢ to denote that is a counterexample,
which demonstrates that for every statee C, M,s F ¢. As in Subsection 3.2 we
introduce additional clockg corresponding to the bounded temporal operators of the
TCTL formula.

Before giving the formal definition of symbolic counterexales for TCTL formu-
las, we explain them using an example. Consider the timezhzatonsS from the left
side of Figure 2, and the TCTL propel®&G-, p. Obviously, the property does not hold
on S, since there is no path on whighholds globally during the first 2 time units.
A counterexampleg, for the validity of EG., p in S, is given by the list Ko, X1, X2],
wheré Xg = (I, 2<2Ax<1)U(l3, z<2AXx< 1), X = XU (I, z< 1,x< 1), and
Xz = X1U(lp,z< 1A x < 1). Note thalX = X; is the least fixpoint ofiZ. Xo v pre(N)(2).
This example illustrates a typical situation in which trdige counterexamples cannot
be given in such a compact way. One would need to enumerapathl$ starting in
% = (lo, x= 0,z = 0) that lead to a state, reachable within two time units, wipatoes
not hold , and also to prove that there are no other paths #vat ot been considered.
In contrast, the symbolic counterexample describes alptissible failure states of the
system.

1 To simplify the notation we denote sets of concrete states sug¢fl,as| | = lgAv(X) <
1Av(2) <2} by (lo,x<1AZ<2).
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Fig. 2. Timed automaton (left) and under-approximation with= (z < 2),y1 = (X <
1) (right) for Example 1.

Definition 9. Let M = (S, S, P, N) be a transition systeng a TCTL formula with
time bound~ c andzthe corresponding clock @f. An atomic propositiord holds on a
states € Siff the value ofzin s satisfies~ c.

Definition 10 (Symbolic Counterexamples)? Let M = (S, Sp, P, N) be a transition
system, wher& = LxVc, S € S, andN is the transition relation. For a TCTL formula
¢, and a set of states C Sy, a symbolic counterexamptgustifying M, C = ¢ has the
form X™, and is defined as follow.

1. A counterexample+ M,C EEG._c ¢ is alistc = X™, such thaH C’ ¢ Swith (a)
M, C" Epnl, (b)Xo € C', (C) Xir1 € X Upre(N)(X), fori <m, (d) C = Xp.

2. A counterexample - M,C [EAG ¢ ¢ is alistc = X™, such thaB C’ C Swith (a)
M, C EeAZ, (B) X € C, (€) Xiv1 € X U pre(N)(X), fori <m, (d) C = X,

3. A counterexample - M,C EEF ¢ is alistc = X™, such thaBC’ € Swith (a)
M, C e AL, (b) X € C', () Xis1 € X, fori <m, (d) C = X € pre(N)(Xm)-

4. A counterexample + M, C £ AF ¢ is alistc = X™, such that C’ ¢ Swith (a)
M, C Epn, (b)Xo S C/, (C) Xiy1 € X, fori <m, (d) C = Xy, € pre(N)(Xm).

Example 1.We use predicate abstraction for refuting the propEx, p of the timed
system from Figure 2, left side. A given basis for this systamd this property i¥ =
(x=0z=0x=1z=1x=2z2=2x<1x>1z<1lz>1X<2X>
2}. The transition system with the initial under-approxirnatiusing the abstraction
predicates)p = (z < 2) andy1 = (X < 1) is shown in the right side of Figure 2.
Model checking the abstract formuta= a,(EG<, p) = EG(p A ¢o) on the transition
systemM,, ,,, returnsfalse The finite-state model-checking algorithm WMC [11,21]
returns the symbolic counterexampl@| X1, Xo], whereXq = {0z, 0s}, X1 = {01, 02, Os},
and X, = {do, 01, 02, 05} Recall the meaning of this counterexample list: the Xet
consists of those states that do not satisfy the subformulég, X; are the states iKg

2 For lack of space we define here only counterexample&@r., AG.., EF_., andAF ..
Similar definition can be given for the other temporal operators.



plus those states that can reach only staté&im one step, and so forth. According
to Theorem 1 an abstract counterexample does not necgdadrice a concrete one.
Therefore, we have to concretize the abstract counterdeaamp to check if we obtain
indeed a counterexample in the concrete system. The caatien yields g, X{, XS]
whereXt ¢, y(X) foralli =0,1,2.

y(Xo) =(l2, z<2 A x<1) U (I3, z€2 A x<1)

y(X1) = y(Xo) U (I1, z<2 A x< 1)
Y(X2) = y(X1) U (lo, z<2 A x< 1)

The sets of states’ are exactly those presented at the beginning of this se@ioce
all four conditions from Definition 2 (1) are satisfied (thancbe checked using a de-
cision procedure for linear arithmetic with quantifier dlation), we conclude that
EG., p does not hold on our timed automaton.

In the above example the concretization of the abstractteoexample yielded a
concrete counterexample. This is not always the case. T$teaabcounterexample can
be spurious, which means the current approximation is tacsep and has to be refined.
This process is illustrated in the next Section.

5 Incremental Abstraction-Refinement Algorithm

Definition 11 (Set Inclusion w.r.t. Clock Valuations). For two sets of stateS =
{(l1,v1),.... (Im,vm)} @and S” = {(I7,v))..... (15, vp)}, the set inclusion with respect to
clock valuationgelationS ¢, S’ is defined as:

S, & iff [n=m |j=1I, andyv; v, forall0 <i <m.

Before we present the abstraction-refinement algorithmexpéain it with an example.

Example 2.Consider the timed automaton from the upper part in Figu&ewant to
prove that locatiorh, is never reached, specified @s= AG(-at_l,), where the atomic
(boolean) propositioat_|; is true if the system is in locatidn. Note thaty is actually
a CTL formula, and therefore does not need to be abstractegvek basis for this
systemis = {x=0,y=0,x=1Ly=1x<L x>1Ly<lLy>1LXx>Yy X<
y, X = y}. The transition system of the initial approximations witle single abstraction
predicatel = (x = 0) is shown in the lower left part of Figure 3. Dashed transgiare
not present in the under-approximation. Model checking AG(—at_l,) on the over-
approximation returns a symbolic counterexample in forntheflist [Xo, X1, X2, X3],
with Xo = {aa}, X1 = (03,04}, X2 = {01,02,03.04}, X3 = {Co, 1,02, 03, Q}. The
concretization of this counterexample yields

¥(X0) = (I2, x>0 A y>0)

y(X1) = (1, x>0 A y>0) U (I, x>0 A y>0)

y(X2) = (lo, x>0 Ay>0) U (I, x>0 A y>0) U (I, x>0 A y>0)
¥(Xa) = (lo, X200 Ay=0) U (I3, x=20 A y=0) U (I, x>0 A y>0)



Fig. 3. Timed automaton and over-approximations (reachable feagsh withyq
(x = 0) (lower left part) and?” = {x = 0, x > y} (lower right part) for Example 2.

Now, we have to check if there is a corresponding symbolimterexample on
the concrete system, that is, there exi§ K7, X5, X5], with XF <, y(X), for all i =
0,...,3. This is the case if the following formula is valid:

¢ =AXSC, Y(Xo)s- -, XS S, ¥(Xa). (X§ = —at_lp) A AZo(XE, = (XFV pre(N)(X9))) .

Here,¢ is not satisfiable, since on the concrete transition sy3tgg (XU pre(N)(X7))
does not holdX? U pre(N)(X{) = (I2,x > 0Ay > 0) U (I3, x > y > 0) does not contain
a state with locatiotty, but according to Definition 11 and the fact th&tc, y(Xz), X5
must contain a state withlalocation, and therefor¥ ¢ (X7 U pre(N)(X?)).

Now, we have to choose new abstraction predicates ffdmdisallow the transition
from gz to g4 in the abstract system (recall th@tis the “bad” state, i.e., the state that
invalidatesy®). This is achieved through a preimage computation on theretization
of s (i.e. X5): pre(N)(Xg) = {(I1,v) | v(X) > v(y)}. From this set we extract the guard
X >y as a new abstraction predicate, gay A new under- and over-approximation
are computed incrementally, according to Definition 5. B@meple a statd{, Yo A 1)
is not contained in the new set of abstract states, sinceinfessible and therefore
discarded according to Definition 5. Also, the transitioonfrg; to gz in the first ap-
proximation is eliminated, since, when considering the peedicatey; = (X > ),
there is no corresponding transition in the concrete sy$tem (g, x > 0A X > y) to
(lo, x> 0 A x <y) (which is required by Definition 5 to preserve the transijio

Figure 3 (lower right part) shows the reachable fragmenhefresulting approx-
imation of M with ¥ = {0, y¢1}. Note that here the under- and over-approximation
w.r.t. ¥ coincide. Model checking the formula = AG(-at_I,) on the new, refined

approximation succeeds, singg= (lo, o A —1) € y([ ] vour).

The abstraction-refinement algorithm is displayed in Fégdr The variable¥,
and ¥, store the currently unused (new) and used (actual) abistnaptedicates, re-



Algorithm: abstract_and_refine
Input: M, S, s, N, o, ¥
Output: answer to model checking quernM, s = ¢ ?”

choose?’ = {y1,...,4;} from ¥; Q)
Y, = VP\Y, Y=, 2)
loop )
if s € y([a,(¢)]""7) then return true (4)
else let[Xo, Xi,..., Xy] be a counterexample iy, (5)

if there exists X5, X{,..., Xf]s.t. X, y(X) forall0<i<n (6)

and [X§, X5, ..., Xt] is counterexample it @)

then return false (8)

else letk s.t. X;,; € X; U pre(N)(X0); S = pre(N)(X{ ;) € S 9)
choosefeasiblé V' = (y1,...,¢i) C Py s.t.A(L,v) € S. vk y; (10)

Vo= WU W= W\ W (12)

endif (12)

endif (13)
endloop (14)

Fig. 4. Iterative abstraction-refinement algorithm.

spectively. Initially, ¥, contains those predicates from the basis that correspoiine to
time bounds ofp, and possibly some predicates derived from the timing caims
of the automaton, an#;, contains the remaining predicates (lines (1)-(2)). Fits§
checked ifsy € y([ay(¥)] Mya) by calling a finite-state CTL model checker that gen-
erates symbolic evidence, as for example the WMC model cihgtke?1]. If indeed
the under-approximation satisfies the abstracted formy(ig), then, by Theorem 1M
also satisfieg and the algorithm returrisue (line (4)). Otherwise (line (5)), the CTL
model checker returns a counterexample in the form of anmatidist of sets of states
[Xo, X1, ..., Xn], where the initial state oMy, is contained inX,. Here,o- = + if ¢ is

a universal formula, while- = — for an existential formula. If for the abstract list of
sets of states there exists a corresponding list of conset$eof states, which is indeed
a counterexample for the concrete transition system arehdiVCTL) formula, then
we obtain a counterexample for the concrete model-chegiialglem (lines (6)-(8)).
This requires checking the satisfiability of a Boolean folanwith linear arithmetic
constraints, which in turns requires quantifier eliminatiand can be performed using,
for example, DDDs [18]. In case the abstract counterexamgpurious, there exists a
smallest index such thatX?, | ¢ X7 U pre(N)(X?) (line (9)).k is the index of the list of
statesx that can reach in one step statesfp,, but which can no longer be reached
from the states irX;, ;. Now, we have to choose those predicates from the basis that
are satisfied by the valuationsof some stated (v) € S, the preimage oK¢ ; (lines
(9)-(10)). We add the selected predicatefoand compute incrementally, according
to Definition 5, new under- and over-approximations. Noticat the concretization

3 A set of predicates is feasible, if the conjunction of the predicates is shlisfia



functiony actually depends on the current %t of abstraction predicates. The iter-
ative abstraction-refinement algorithm terminates aftémite number of refinements,
yielding a sound and complete decision procedure for chegokhether or not a timed
automaton satisfies a given TCTL formula.

Theorem 3 (Termination, Soundness, and Completeness).et M be a transition
system with a corresponding finite bagisandy a TCTL formula. Then the algorithm
in Figure 4 always terminates. Moreover, if it terminatethwiue, then M E ¢, and if
the result idalse, thenM [ ¢.

Proof. Let n be the cardinality of the basi®¥. Every execution of the loop (line
(3)) adds at least one new predicate from the basis to th#¥séine (12)). After at
mostn iterations, according to Theorem 27 J(¢)]1* = [a,(¥)]*"*. By Theorem 1,
Y[, (©)1") = [e]™ = y([@,(¢)]*¥), and by Corollary 1M;, satisfies the formula
a,(¢) if and only if M satisfiesp. Thus, the algorithm terminates, since eitheran be
established or a concrete counterexample can be derived. ]

6 Conclusion

We have defined symbolic counterexamples for the full TCTgidpand used them
for developing a verification algorithm for timed automateséd on predicate abstrac-
tion, untimed model checking, and decision procedureshHerBoolean combination
of linear arithmetic constraints. The main advantage & dpproach is that finite state
abstractions are computed lazily and incrementally. Usiyrmgbolic counterexamples
makes it possible to apply the abstraction refinement pgmath the full TCTL logic.

Dual to the notion of symbolic counterexamples, we can atfmd symbolic wit-
nesses for the full TCTL, as extensions of symbolic withesee CTL [21]. These
witnesses and counterexamples can be seen as proofs fadtaént that the timed
automaton does or does not satisfy the given TCTL formuld,cam be independently
verified using a satisfiability checker that can decide theoith of linear arithmetic
with reals. Moreover, explicit linear or tree-like withessand counterexamples can be
extracted from these symbolic evidence, following the apph in [21] for CTL.

During the refinement process we add predicates to all thaitots of the timed
automaton. As in [15], we could optimize the process by periog local refinement,
where predicates are added only to some locations.

The method of lazy approximation is also applicable to otbal-time logics. More-
over, this technique can readily be extended to also applicher models than timed
automata, such as parameterized timed automata, timechatsavith other infinite
data types, or even to hybrid systems. The price to pay issti@t extensions are nec-
essarily incomplete.

Work in progress investigates the combination of lazy ayipnation with the ap-
proach to controller synthesis for finite-state systemsearted in [21], for synthesizing
real-time controllers.

Acknowledgment | would like to thank the anonymous referees for their helpfum-
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