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Abstract

We demonstate that for anywell-de nedcryptagraphic
protocol, the symbolictrace reacability problemin the
presenceof an Abelian group operator (e.g, multiplica-
tion) canbereducedo solvability of a particular systenof
guadratic Diophantineequations. This resultenablesfor-
mal analysisof protocolsthat employ primitives sud as
Dif e-Hellman exponentiation products,and xor , with a
boundednumberof role instances,but without imposing
any boundson the sizeof termscreatedby the attadker. In
the caseof xor , theresultingsystenof Diophantineequa-
tionsis decidable In the caseof a geneml Abeliangroup,
decidability remainsan openquestion,but our reduction
demonstates that standad mathematicaltechniquesfor
solvingsystem®f Diophantineequationsare sufcient for
thediscoveryof protocolinsecurities.

1. Intr oduction

Corventionalformal analysisof cryptographigrotocols
relies on the so called “Dolev-Yao” attacler model. The
underlying cryptographicprimitives are treatedas black
boxes,andit is assumedfor analysispurposesthatthe at-
taclker doesnot have accesdo the algebraicpropertiesof
the correspondingnathematicafunctions. This assump-
tion is simply not true for primitives such as xor (ex-
clusive or), multiplication, and Dif e-Hellman exponenti-
ation,which arewidely usedin protocolconstructionsThe
attacler canand will exploit associatiity, commutatvity,
cancellation,and other propertiesof cryptographicopera-
tions. For example,Bull' srecursve authenticatiorprotocol
was formally proved correctin a model that treatedxor
asan abstractencryption,andthenfound to be vulnerable
onceself-cancellatiorpropertiesof xor aretakeninto ac-
count[17, 21].

We usesymbolictracereadability asthe standardep-
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resentationof the protocol analysisproblemfor a trace-
basedsecurity property (including secreg and authenti-
cation properties),a nite numberof sessionsand an un-
boundedattacler (i.e., thereareno upperlimits onthesize
of termstheattaclermaycreate]1, 10, 3, 16]. Theproblem
is symbolichecausenessages the protocolspeci cation
maycontainvariablesyepresentingdata eld whosevalue
is not known in adwvanceto the recipient. The attacler can
choosearbitraryvaluesfor the variables provided he does
so consistentlythroughoutthe trace. Considera tracerep-
resentingan attack(e.g., in the caseof a secreg property
aninterlearing of several protocolexecutionsat the end of
which the attacler outputsthe valuethatis supposedo re-
mainsecret).Thenasking

“Is theprotocolinsecure?”
is equivalentto asking:

“Giventhe symbolicattacktrace,is therea con-
sistentinstantiationof variablessuchthat every
computationperformedby the attacler in this
traceis feasible?”

Someprevious researcton symbolic tracereachability
assumed freetermalgebrawhich doesnotrepresenalge-
braic propertiesof the cryptographidunctions(decryption
is handledmplicitly). Evenin this setting the problemhas
beenshovn to be NP-completg20]. Thefreetermalgebra
assumptionhowever, is inadequatdor analyzingprotocols
basedn Dif e-Hellman exponentiatiorsuchas[23], those
involving xor (e.g., block ciphers),or ary protocolusing
multiplication (e.g., EIGamal).

Our main contribution is to extend the constraintsolv-
ing approach,rst proposedn [16], to handlethealgebraic
propertieof AbeliangroupoperatorsFor any well-de ned
cryptographigrotocol,we shav thatsymbolictracereach-
ability is equivalent to solvability in integers of a spe-
cial systemof quadraticequations.QuadraticDiophantine
equationshave beena subjectof extensie investigationin



mathematicsand partial solution techniquescan thus be
usedto completeheanalysis.If thegroupoperatoiis inter-
pretedasxor , the systemdegeneratesnto one for which
solutionscanbe found by exhaustie enumerationthuses-
tablishingthat protocolanalysiscanbefully automatedor
xor . Decidability of nite-sessionprotocolanalysiswith-
out equationalproperties, rst provedin [20, 6, 16], also
follows asa degeneratease.

Overview. In Section2, we introduceour formal model
anddescribénow to reducetheprotocolanalysigproblemto
a sequenc®f symbolicconstraints.In Section3, we posit
the variablestability conditionwhich is a necessaryprop-
erty of ary well-de ned protocol. In Section4, we sum-
marizethe theory of groundterm derivability in the pres-
enceof an Abelian group operatoy dueto Comon-Lundh
and Shmatilov, which is being publishedconcurrently[7]
(seerelatedwork below).

The main technicalresult of the paperappearsn Sec-
tion 5. If the constraintsequencéasa solution,we prove
thatit hasa conservativesolution. Intuitively, the consenra-
tive solutiononly usesthe structurethatis alreadypresent
in the original sequenceWe shaw thatthe substitutionfor
ary variableis a productof terms(andtheirinversesgravn
froma nite set:thenon-variable,non-producsubtermof
the original symbolicsequenceThe resultingsetof prod-
uct derivability problemsis naturally reducedto a system
of quadraticDiophantineequationsasshavn in Section6.
Oneof thestepsalongtheway is Abeliangroupuni cation,
whichis known to be decidabl€g?2].

In Section7, we extendour approactto protocolswith
Dif e-Hellman exponentiatiorsuchasGDH [23], underthe
restrictionthatmultiplicationmayappeaionly in exponents
(the problemis undecidableotherwise). We replaceex-
ponentialshy a combinationof productsanduninterpreted
functions,which reduceghe symbolicanalysigproblemfor
suchprotocolsto thesolvability of asymbolicconstrainse-
guencewith an Abeliangroupoperator Conclusionsarein
Section8.

Related work. Pereiraand Quisquatef19] developeda
techniquefor analyzinggroupDif e-Hellman (GDH) pro-
tocolsthattakesinto accountalgebraigropertieof Dif e-

Hellman exponents. Their approachis speci ¢ to GDH-
basedprotocols,andthe attacler modelis restrictedcorre-
spondingly(e.g., the attacler is not even equippedwith the
ability to perform standardsymmetricencryption). They
do not attemptto addresghe generalproblemof deciding
whethera termis derivablein an attacler algebrawith the
equationaltheory of multiplication, or whethera particu-
lar symbolicattacktracehasa feasibleinstantiation.Since
they only considerthe problemin the groundcase there-
sultingsystenof equationss linear, whereaghesystenmwe

obtainin the generalcasewith variablesis quadratic(see
Section6). An applicationof our approachto one of the
Pereira-Quisquatexxampless summarizedn Section?.

Recentresearctby Narendraret al. focuseson decid-
ability of uni cation modulothe equationatheoryof multi-
plicationandexponentiatior{15, 12, 13]. While equational
uni cation is animportantsubproblenin symbolicprotocol
analysis,uni cation aloneis insufcient to decidewhether
aparticularsymbolicattacktraceis feasible.

Decidability of symbolic protocol analysisin the pres-
enceof xor hasbeenprovedin [4, 7]. Chevalieretal. [4]
shavedthatthe problemis NP-completén arestrictecpro-
tocol modelwhich is very similar to the one proposedn
this paper They do not considerAbelian group operators
atall, andtheirtechniquegannotbe useddirectly to model
productsor Dif e-Hellman exponentiation.Independently
Comon-Lundhand Shmatilov [7] demonstratediecidabil-
ity of symbolic protocol analysiswith xor in the unre-
strictedmodel.

This paperlifts the resultsof [7] by consideringthe
symbolic analysisproblemin the presenceof an arbitrary
Abelian group operator resultingin a substantiallymore
complicatectheorythanin the xor case.By contrast,[7]
only considerdAbeliangroupoperatorsn the groundcase,
andobtainssymbolicdecidabilityresultsfor xor only.

2.Model

We usethe strandspacemodel of [24]. A strandis a
sequencef nodes. Associatedwith eachnodeis a mes-
sageterm with a sign, + or , indicating that the mes-
sageis sentor receved, respectrely. Although messages
in strandnodesare groundterms,protocolrolesare speci-
ed asstrand schemasin which messageéermsmay con-
tain variables. A variablecanrepresentithera data eld
whosevalueis chosenexternally, or a noncegeneratedy
thatrole.

A protocolspeci cationis a setof roles,andinstances
of thoserolesform a strandspace.A strandbundleis es-
sentiallyaLamportdiagran[14] in whichtheprocesseare
strandsandmessageonnection@reobtainedoy matching
receive nodeswith sendnodesyielding a causalpartial or-
deringof nodes.(Lamportcalledthis aspace-timaliagram,
but othersrenamedt in the context of distributedsystems.)

It is shawvn in [24] and elsavhere how security ques-
tions canbe reducedto questionsaboutthe existenceof a
bundleincluding strandsrom the protocolroles,plus addi-
tional strandgepresentingttacler computationsndsecu-
rity propertytests. In our constraintsolving approachbe-
gunin [16], bundleexistences determinedy startingwith
a semilundle (terminologyfrom [22]), in which message
terms may contain variablesand the sourcesof receved
message$iave not yet beendetermined.In a semitundle
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Figure 1. Message term constructor s

to be analyzed,the numberof instancesof eachrole has
beendeterminedandvariablesrepresentingioncedqor ses-
sion keys) have beeninstantiatedo symbolic constantsn
the generatingolesbut not in the rolesthatreceve these
nonces.

Our semilundleshave no attacler strands;instead,we
write derivation constaints assertingthat eachreceved
messagés derivable,usingattacler term-generatiomules,
from messagethatwerepreviously sent(in somenodeor-
deringconsistentwith the semilundle) and arethusavail-
ableto the attacler. The existenceof a bundle extending
the semilundleis reducedo the solvability of a constraint
sequenceAnotherway to look at a semilundleis to con-
siderit asa symbolictracerepresentin@ successfuhttack
ontheprotocol.If theattaclercan nd aconsisteninstanti-
ationfor variablesn thistracethatmakesall sentmessages
derivable,thenthe protocolis vulnerableto anattack.

An ef cient methodfor solving a setof derivation con-
straintsby applyingrulesfor successie transformation®f
the constraintsetis givenin [16], but in this paperwe -
nessehe constraintsolutionstepby reducingit to achoice
amonga nite selectionof substitutionsThe constraintset
is transformedn otherways,however.

2.1 Term algebra

For the purposef this paperwe usea simpli ed term
algebrathat includes pairing, symmetric encryptionand
multiplication (we describean extensionwith exponentials
in Section7). For multiplicationthereis aunit andamul-
tiplicative inverse.We allow constant®f anatomicground
messageype. As beforein constraintsolvingwork, we do
not distinguishbetweerkeys andotherkinds of messages.
Any numberof free function symbolswith any numberof
argumentsare alsopermitted. A function is includedas
atypical representatie of this class.The notationfor these
operationss shavnin Figurel.

Multiplication forms an Abelian group,andits relations
aregivenin Figure2. Therulesof Figure2 arecorvergent
moduloassociatiity andcommutatvity of . Thereforegv-
eryterm hasauniquenormalform  up to associatiity
andcommutatvity. We assumehattermsarekeptin nor
malform.

Rulesfor products: Associatve, commutatve,and

Rulesfor inverses:

Figure 2. Normalization rules for products and
inverses

Unpairing(UL, UR) Decryption(D)
Pairing (P) Encryption(E)
Functionapp(F) Inversion(l)

Multiplication (M)

Figure 3. Attac ker's capabilities

2.2 Attacker model

We use the standardattacler model augmentedwith
rulesconcerningoroductsandinverseqan extensionto ex-
ponentialcanbefoundin Section7). Theattacler's ability
to derive termsis characterizedhs a term set closureun-
der the inferencerules of Figure3. The rulesof Figure3
without(l) and(M) aresometimeseferredto asthe (gener
alized)Dolev-Yao model.

2.3 Symbolic constraints

Supposeve aregivena semitundlerepresenting secu-
rity analysisproblem,i.e., the problemof nding whether
thereexists a feasibleinstantiationof somesymbolictrace



representingn attack. The issuesinvolvedin nding the
right trace,suchasde ning atestrole, choosingthe num-
ber of instanceof eachlegitimaterole, andchoosingcon-
stantgepresentingoncesn thestrandghatoriginatethem,
arethe sameasin the previous researcton symbolictrace
reachability{16, 3, 10] andarenot coveredhere.

We generatall possibletotal orderingsof thenodeshat
are consistentwith the semilundle. Eachorderingyields
anorderedsetof derivation constraints.If is the
sequencef messagesccurringin receivenodesonly, and

is the setof messagesentin nodesprior to the nodein
which  is receved, thenthe constraintsare just the se-
guence

Eachindividual constraint canbeinterpretedas“at
step , theattaclerknowsmessagesmn  andneed<go gen-
eratemessage .” Both andmessagesn  maycon-
tain variables. We assumeghat ~ containstermsthat are
initially known to theattacler, suchas andconstantspe-
ci ¢ to the protocol. The propertiesof protocol-generated
sequencearediscussedn Section3.

Saythat is a solutionof (written ) if
is derivableusingtheinferencerulesof Figure3.
Givena constraintsequence ,
is a solution of the constraintsequencg ) if
is derivableusingtherulesof Figure3.

The symbolic analysisproblemis to determine,given
a symbolic constraintsequence , whetherthereexists a
groundsubstitution suchthat is
derivable.We emphasiz¢hat,unlikein nite- stateanaly3|s
thereareno a priori boundsonthe sizeof the substitution.

2.4. Subtermsand product closures

We introduceafew simplede nitions. If isa nite set

of terms let betheleastsetof termssuchthat:
If then
If then
If then
If then
If and arenotheaded
with , then

De ne
or
is avariable
Intuitively, is the setof all non-variablesub-
termsof , and is the closureof this setunder
andinverse.

3. Well-De ned Constraint Sequences

A protocolis well-de nedif it doesnotrequirea partici-
pantto performanimpossibleorill-de ned computation A
sequencés well-de ned if it correspondso awell-de ned
protocol.In thissectionwe positthevariablestability prop-
erty which is a necessarybut not sufcient) conditionthat
mustbesatis edby everywell-de ned constrainsequence.

For example wewishto rule outthefollowing constraint
sequence:

where for notationalcorveniencewe write insteadof
This sequenceorresponds$o a protocolin which

somehonestparticipantreceves , whereboth and
arevariableswhosevaluesareunknown to him, andis then
expectedo return . Thehonesparticipants thusaskedto
performanill-de ned nondeterministicomputation—split
aproductof two unknavn terms.

On the other hand, the protocol correspondingo this
constraintsequence:

is not ill-de ned. Eventhoughthe honestparticipantre-
ceivesaproductof unknonvnvariables |, helaterreceves
theterm which enablesimto learn and,multiply-
ing with , obtain .

3.1 Monotonicity

Let be ary constraint
sequencgeneratedrom a protocol.

satis esthe monotonic-
,then

De nition 3.1 (Monotonicity)
ity propertyif,  if



This propertymeansthatthe attacler doesnot “for get”
terms.As theprotocolprogresseshesetof thetermsavail-
ableto the attacler doesnot decreaseThe constraintgen-
erationproceduredescribedn Section2.3 producesnono-
tonic constraintsequences.

Lemma 3.2 (Stability of monotonicity) Let

be a constaint sequencgeneatedfrom
a protocol. If , then
3.2 Variable stability

The variablestability propertyasde ned in this section
isanecessargondition:if it is notsatis ed,theprotocolre-
quiresanill-de ned computation.Therefore the property
is satis ed by ary protocolthatonemaywantto analyzein
practice. Even thoughour analysistechniquecanonly be
appliedto sequencethatsatisfythe variablestability prop-
erty, this doesnot affect our ability to analyzeary existing
or proposedrotocol.

3.2.1 Variable entanglement

Intuitively, variables and areentangledn term if the

recipientcannotuse to learn unlesshe alreadyknows

, andvice versa. For example, and areentangledn

andin . They arenot entangledn

. If anhonesparticipanteceivesaterm

with entangledvariablesandis then expectedto sendan-

othertermwhich usesonly oneof thesevariablesthe pro-

tocol effectively requiresan impossiblecomputation. We
wish to excludesuchprotocolsfrom our consideration.

De nition 3.3(Variable entanglement) Say that vari-

ables and are entangledin term if (i) for every
occurrence of in , there is a superterm (i.e,

) sudh that and, for
some , , and (ii) thesymmetriacondition

holdsfor everyoccurrenceof .

Proposition3.4 Let be someterm sud that variables
. If there exists a substitution

sud that ,then and areentangledn .

Intuitively, Proposition3.4 meansthatif aterm con-
tainsavariable , substitutionof someothervariable can
cause todisappeapnlyif and areentangledn .

Proposition 3.5 (Disentanglementis not well-de ned)
Considera protocol that requites a participantto receive
someterm in which variables and are entangled,
and let be the set of subtermsin which
and are entangled.Supposehe protocolthenrequiresa
participant, befole any other term containing (resp. )

is received,to senda term  sud that (resp.
). If thereis anoccuenceof ( )in sud that
for some , thenthe protocol

requiresan ill-de ned computation: namely it requiresa
participantto split a productof two unknowrvalues.

For example,supposehe protocolrequiresa participant
toreceve ,inwhichcase f
theprotocolthenrequiresaparticipanto send , thenit
effectivelyrequireshimtoextract from  (“disentangle”

), since occursoutsideof any subtermsfrom
Splitting a productof two unknown valuesis anill-de ned
computation.

We emphasizethat the absenceof entanglements a
necessarybut not sufcient condition for a protocol to
be well-de ned. If it is possibleto learn from , then

is not entangledwith an unknovn , but the reverse
is not true. For example, and are not entangledin

, but cannotbe learnedfrom

evenif isknown.

3.2.2 Origination

De nition 3.6 (Origination) Givena constaint sequence
,de ne for anyvariable

to betheindex of the constaint in which  appeasfor the

r sttime i.e, , but

. Whee is clear from the contet, we will referto
simplyas
Variable satis esthevariableoriginationpropertywith
respecto alinear ordering on if

,and

satis estheoriginationpropertyif

linear ordering  on sud that
satis esthe variable origination property
with respecto , and

if , then

Any generatedrom a well-de ned protocolsatis es
the originationproperty Recallthata variablerepresents
termwhosevaluecanbe chosenby the attacler. The origi-
nationpropertyrequireshattherebe no variableloopsand
thateachvariableappearfor the rst timein someattacler-
generatederm. If the protocol requiressomeparticipant
to sendaterminvolving , i.e., , heis not
expectedo do sobefore herecevves for the rst time. In-
tuitively,  representshe orderin which variablesappear
in the protocol.



3.2.3 Necessityof variable stability

De nition 3.7 (Variable stability) A constaint sequence
satis es the variablestability property if, for any (par-
tial) substitution , satis estheorigination property

Lemma 3.8 (Variable stability is necessary)If does
not satisfythe variable stability property thenthe corre-
spondingprotocolis notwell-de ned: it requiresa partici-

pantto split a productof two unknownvalues.

A proofsketchcanbefoundin AppendixA.

Lemma 3.8 implies that the sequencegeneratedrom
ary well-de ned protocolmustsatisfythe variablestability
property Thereforefor theremaindeof this paperwe will
focuson constraintsequencethatsatisfyDe nition 3.7.

4. Ground Derivability

In this section, we outline the theory of groundterm
derivability in theattacler modelwith anAbeliangroupop-
erator Thistheoryis basedn theresultsof Comon-Lundh
and Shmatilov that are being publishedconcurrently[7].
In [7], however, Abelian groupsare considerecbnly in the
groundcase By contrasttherestof this paperis devotedto
solvingthe problemin thesymboliccase.

Thenormalizationpropertystatedn lemma4.4 mayap-
pearsuper cially similar to that previously establishedor
thefree attacler algebra(e.g.,[18, 5]). Note, however, that
normalizatiorresultsobtainedn [18, 5] aresimply falsefor
attaclermodelswith non-atomicencryptionkeys andequa-
tional theorieswith cancellationfequiringdevelopmentof
a new proof normalizationtheory Details can be found
in [7].

De nition 4.1(Ground proof) A proof of is a tree
labeledwith sequents andsud that:

Everyleafis labeledwith sud that

Every node labeled with has parents

sud that is aninstanceof one

of theinferencerules of Figure 3
Therootis labeledwith

Thesizeof aproofis thenumberof its nodes.

Informally, thereexists a proof of if andonly if
theattacler canconstructerm fromthetermset using
its capabilitiesasde ned by therulesof Figure3.

Lemma 4.2 If thereis a minimalsizeproof of oneofthe
following forms:
Then (resp. , resp.

).

De nition 4.3(Normal ground proof) A ground proof
of is normalif

either andeverynodeof islabeled

with .

or whee everyproof isanor-
mal proof of some with andcontet

is built usingtheinferencerules (P),(E),(F),(M),(1)
only.

Lemma 4.4 (Existenceof normal ground proof) If there
is a ground proof of , thenthere is a normal ground

proof of
Proposition4.5 If there existsa proof of suc that
(resp. , resp. )

then

either (resp. , resp.

)i
or there exist normal proofs of and in
which no nodesare labeledwith (resp.
, resp. ).

5. Consewative Solutions

We will usethe groundderivability resultsof Section4
to reasoraboutsolutionsof symbolicconstrainisequences.
Our maininsightis that,assuminghe symbolicconstraint
sequence is generatedrom a well-de ned protocoland
hasa solution,thereexistsa conservativesolutionthatuses
only the structurealreadypresenin . Eventhoughvari-
ablesmay needto be instantiated,jn the conserative so-
lution all instantiationsareproductsof subtermgandtheir
inverses)that are alreadypresentin the original sequence

To illustrate by example, considerthe following con-
straintsequencewhere and arevariables:



One solution of this sequences the substitution

This solution, how-
ever, is notconserative, sincethe termis notamong
the subtermsof the original (uninstantiatedronstraintse-
guence.We demonstratehat if the constraintsequencés
solvable, thenit alsohasa consenrative solution—in this
case, . We canthenreducethe proto-
col analysigproblemto thesearctor conserativesolutions
of thecorrespondingonstraintsequence.

Proposition5.1

Lemma 5.2 (Instantiation doesn'tintr oducestructur e)
Let bea constaint sequencgenematedfroma protocol,

andlet besometermsetsud that . If, for
someterm , thereis a minimalsizenormalproof of one
of thefollowing forms:
Then (resp. , resp.
).
Proof: We provethelemmafor (the proofsfor
and aresimilar).
By Lemma4.2 andPropositionb.1,
If is empty the
lemmafollows trivially. Suppose is not empty

Since is generatedrom a well-de ned protocol, sat-
is es thevariablestability propertyby Lemma3.8. There-
fore, thereexists alinear ordering on suchthat

every satis estheoriginationassumptiorwith
respecto . Arrangevariables o)
that

We prove the lemma by induction over the size of
. More precisely we will show, ,
thatif , then
By the origination property (De nition 3.6),
suchthat and . Ob-
senethat . By the
monotonicity property (De nition 3.1), (in fact,

since and , ). There-

fore, and . Since
, it mustbethat

where Therefore,

. We concludethat
. To completethe
induction step, it is now sufcient to shav that

Since (by origination) and
(by assumption), We apply
Proposition4.5 to the proof of L f
, we aredone.

Now suppose
theremustexist a proof of
labeledwith . Since , this proof can
alsosene asthe proof of . But this contradictghe
assumptiorthatthe minimal size normalproof of
relieson . We concludethat

By Proposition4.5,
suchthat no nodeis

Proposition5.3 If
, ), then
(resp.

(resp.

) sud that

Proposition5.4 Suppose is a proof as de ned by 4.1,

andlet beaninferencein  which

is an instanceof somerule other than (M) or (l) (the
premisemay be absent). For , if
for some , then

De nition 5.5(Consewative substitution) Substitution
is conserative if

Intuitively, aconserative substitutiordoesnotintroduce
ary structurethat was not alreadypresentin the original
symbolic sequence . We will prove thatif thereexists
somesolution , thenthereexistsa conserative solu-
tion

De ne transformation  on normalizedgroundterms



asfollows:
if
otherwise
if
otherwise
if
otherwise

( ,no isheadedvith )

Thende ne substitution as . Essen-

tially, is the sameas , exceptthatall subtermsof
thatarenotin have beeneliminatedby the

transformation

Proposition5.6 If or , then

Proposition5.7  is a conservativesubstitution.

Proposition5.8 Given andsomegroundterm

if there existsa proof of , thenthere existsa proof of

Proof: Let bethenormalproofof usingtheinfer-
encerulesof Figure3. Sucha proof existsby Lemma4.4.
We prove the propositionby inductionover the structureof

For the induction basis, supposethat  consistsof a

single leaf node suchthat This im-
plies that s.t. . Either , or
. In eithercasepy Lemmab.6,

. Therefore, , andthe proof of

consistof asinglenode

Consider one inference of of the form

(the premises

for may be absent)and assumeas the induction
hypothesighat thereexist proofs  of .
To completethe induction, it is sufcient to shav that for
ary inferencerule, thereexistsa proof of

If theruleis (D), then , for someterm

. By Lemmab.2, , i.e,
suchthat . Since , we
obtain that . Therefore,

, thus
By the induction hypothesis,
and istheproofof

is the proof of
. Theproof

of is thenconstructedsfollows:

A similaragumentappliesfor rules(UL),(UR).

If the rule is (P), then According
to the de nition of , there are two possibilities. If
, then , andthe proof
of consistsof one node
If , the proof of

is constructedhsfollows:

A similar aigumentappliesfor rules(E),(F),(M),(l).

Theorem 1 (Existenceof consewative solution) If there
exists a solution , thenthere exists a conservative
solution

Proof: Let beasolutionof . De ne substitution
as . By Proposition5.7,
is a consenrative substitution. To shav that ,

considerary constraint Since ,
there exists a proof of Either ,
or . In either case,
by Proposition5.6, . By Proposition5.8,
thereexists a proof of . Therefore,

Proposition5.9 If  is a conservativesubstitution,then

First, obsere that
By de nition of ,
By De nition 5.5,
Therefore,

Proof:

De nition 5.10(Consewative proof) Given
anda substitution , a proof  of is conserative
if, for everynodeof labeled ,

either , or

node is obtainedby (M) or (1) inferencerule
andis only usedasa premiseof an (M) or (1) rule.



Lemma 5.11(Existenceof consewative proof) If
is a conservativesolution, then
existsa conservativeroof of

there

Proof: Let  betheconserative solutionof . Consider
ary constraint . Since , by Lemmad4.4there
existsa normalproof  of . Let
, andlet . FromDe nition 4.3
of normalproofs,it followsthatevery nodeof islabeled
where . Since , by
Propositiorns.9 .
Any inferencein  otherthan(M) or (I) musthave the

form . Since ,

by Propositior5.4

6. Constraint Solving Procedure

In this section,we describea nite procedurethat re-
ducesary constraintsequence generatedrom a proto-
colto asystenof quadratiddiophantineequationsvhichis
solhableif andonlyif  hasasolution. Thesymbolictrace
reachabilityproblemis thusreducedo the solvability of a
particularsystemof equations.

If  hasa solution,then, by Theorem1l, thereexists a
consenative solution. For the remainderof this section,
we pick a particularconsenative solution (if it ex-
ists). We thentransform successiely to , in which
subtermghataremelgedby areunied; thento , in
which constraintdor derivablenon-productsubtermshave
beenaddedthento , in whichall but productconstraints
have beenremoved; and nally a systemof Diophantine
equationss generatedrom

Running example. We will usethe following symbolic
traceasan (arti cial) runningexampleto illustrateour con-
straintsolvingprocedure An event isa nodein
an -rolestrandgetc.

Recallthatthegoalof symbolicprotocolanalysids to deter

minewhetherthistraceis feasible i.e., whetherthereexists
aninstantiationof variables and suchthateveryterm
sentfrom thenetwork andreceivedby anhonesparticipant
(i.e., every termof the form ) is derivableusingthe
rulesof Figure3. Thisis equivalentto decidingwhetherthe
correspondingymbolicconstraintsequence hasa solu-

tion:

6.1 Determine subterm equalities

In the rst step,we guess(i.e., nd by exhaustve enu-
merationof nitely mary possibilities)the equivalencere-
lationon inducedby substitution . More precisely

, weguessvhether or not. Since

is nite, thereareonly a nite numberof possible
equivalencerelationsto consider Eachequialencerelation
representasetof uni cation problemsn anAbeliangroup,
which aredecidabld2]. Thereare nitely mary mostgen-
eraluni ers consistentvith any givenequivalencerelation.

By exhaustve enumeratiorof all possibleequivalence
relationsandall possiblemostgeneraluni ers for eachwe
discoverapartialsubstitution consistentvith ,i.e.,

if andonly if . Let
Proposition6.1 if , then
Lemma6.2 if andonly if

Proof: Follows directly from the choiceof suchthat

Running example. In ourrunningexample we guesghat
theonly subtermequalityis , giving uspatrtial
substitution andproducingthefollowing

6.2 Determine order of subterm derivation

In thesecondstep,we determinewvhich subtermaof
canbecomputeddy theattacler andtheorderin whichthey
arecomputed.

1. Guess s.t.there
exists a proof of ,i.e., isthesetof sub-
termsthat arederivablefrom someterm setavailable
to the attacler. This terminatessincethereare only

nitely mary subset®of to consider
2. guess suchthatthereexistsa
proof of , but thereis no proof of

. In otherwords, istheindex of the rst constraint
in from whosetermset canbeconstructedThis



terminatessince is nite, and,for eachmemberof
, thereareonly nitely mary constraintsn to
consider

3. By de nition of the normal proof, for ary solution

, ary termset  suchthat ,
ary , iIf the minimal size normal proof of
containsa nodelabeled , thenthe
minimal sizenormalproof of doesnot con-

tainanodelabeled . Therefore, isconsistent
with atleastonelinearordering on  thatsatis es
thefollowing property:

If , thenthenormalproof of does
not containary nodelabeledwith
Of all possibleorderingson  thatsatisfythis prop-
erty, we pick onethatalsosatis es
If ,then
This is possiblesince meanghattheredoes
not exist a proof of . Therefore the proof
of cannothave anodelabeled
Intuitively, istheorderin whichmemberof are

derived. Sincethereareonly nitely mary possible
linearorderingson  to considerwe nd by ex-
haustve enumeration.

4. We arrange
, andinserteach
diatelybeforethe
wereplace  with

accordingo theordering
in theconstrainsequencénme-
constraint.More precisely

Call theresultingsequence , andrepeatthis step

for . Given , is con-
structedby inserting immediatelybefore

, andadding to thetermsetsof all sub-

sequentonstraints.

Let
Proposition6.3 if , then
Proposition 6.4 sud that ,
Lemma6.5 if andonly if
Proof: Followsdirectly from constructiorof ~ sinceonly
constraintsolvedby areaddedto  toobtain

Running example. In ourrunningexample we guesghat
no subtermg(otherthanthosealreadyappearingas target
terms)arederivable,and,therefore,

6.3. Eliminate all inferencesother than (M) or (I)

In this step,we eliminateall constraintotherthanthose
involving applicationof rules(M) and(l) only.

Lemma 6.6 Considerany andthelast infer-

enceof the proof of
If , then
If is obtainedby (UL), then for some
term
If is obtainedby (UR), then for some

term

If  isobtainedby (D), then for someterm

If  isobtainedby (P), then and
for someterms
If  is obtainedby (E), then and
for someterms
If  isobtainedby (F), then and for
someterm .

Proof: Considerary . Since is a
consenative solution,by Lemmab.11,thereexists a con-

senative proof of .
If , then s.t. . From
Proposition6.3, it follows that . We conclude

that,whenever , is suchthat
If , considerthe last inferenceof the con-
senative proof of It must have the form

(the premisesfor

may be absent). If this inferenceis an instanceof
ary rule otherthan(M) or (1), then and, by De ni-
tion 5.10, , e, suchthat
and .
Sincethereexist proofs of
. Sincethe proof of

, it mustbe that
containsnodes

labeled , by de nition of ordering it mustbe
that . By Proposition6.4, . We conclude
thatthe proof of consistsof oneinference:




Considerall possiblecasedor this inferencerule other
than(M) or (I).
If theruleis (UL), then
By Proposition5.9, By Propo-
sition 5.3, this meansthat suchthat
By Proposition6.3, this implies that
Since , Proposition6.3
alsoimplies that
We concludethat, whenever
is suchthat
and(D) is similar.

for someterm

. Therefore, .
is obtainedby (UL) rule,
. The proofsfor (UR)

If the rule is (E), then By Propo-

sition 5.9, By Proposition 5.3,
and . Since

by De nition 5.10, Proposition6.3 implies . We

conclude that, whenever is obtained by (E) rule,

and where . The

proofsfor (P) and(F) aresimilar.

Lemma 6.6 implies that we can discover all
such that or is obtained by
(UL),(UR),(D),(P),(E)or (F) rule by syntacticinspectionof

Let  betheconstraintsequenc®btainedfrom by
eliminatingall such
Lemma6.7 if andonly if

Proposition6.8
and(l) rulesonly.

, proof of uses(M)

Running example. In ourexample we guesghe rst and
third constraintavereobtainedby applicationof rules(M)
and(l) only. We eliminatethe secondconstraint,obtaining
thefollowing

6.4. Solve systemof quadratic equationsin integers

In the last step of the constraintsolving procedure,
we corvert the constraintsequence  into a systemof
guadraticDiophantineequationswhich is solvable if and

only if , and,by lemmast.2,6.5and6.7,
Recall that is the setof all
variableghatappeain . Let

be the ( nite)
setof all non-variable, non-productsubtermsof , and
suppose .
Since we are only consideringconserative solutions,
by De nition 5.5,

Since is closed under |,

. For brevity, let
. Any possiblevaluefor avariable is aprod-
uct (with possibleinversespf instance®f elementof
To derive the Diophantineequationswe write products
andinversesusinginteger exponents.For example,
. Thus,for someintegervalues ,

If the substitutionis well-de ned, then  cannotde-
pendon the instancesf termsthatinclude or variables
thatdependbn . Thereforeary solutionis consistentvith

somelinearordering on sothatif , then
suchthat . We guesghis
orderingby exhaustve enumerationandset if

. This ensureghatary substitution
we computes well-de ned.
For ary term , de ne to be the setof all top-level
factorsof , i.e., if

andnoneof areheadedvith . Forexample,
Now considerary constraint , andlet
. By Proposition6.8,the proof of contains

applicationsof (M) and(l) rulesonly. Therefore for some
integervalues

Replacingeach with ,
we obtain
where
Since , by Propo-
sition 6.3 if , then . Therefore,

the following equationamusthold for someinteger values

withoutvariablesandproducts

if 1)

where arevariables;
areintegerconstants;

if s.t.



The total numberof equationsof this form is equalto
where isthenumberof constraintsn

isthenumberof variablesand isthenumberof subterms

otherthanvariablesandproducts.

Running example. Recallthat,in our running example,
we aresolvingthefollowing

Since , we replace  with
and obtain the following equa-

tions, which must be solvable for some integer values

which is equivalentto the following systemof quadratic
Diophantineequations:

Solvingit directly, we obtain:

Thereareanin nite numberof solutions,all of theform
. For example, if , the attacler
constructs as

Theorem 2 (Soundnessand completeness)Symbolic
constaint sequence has a solution if and only if the
systenof equationq1) hasa solutionin integers.

Decidability of simultaneousquadratic Diophantine
equationds not known in general(systemsof linear Dio-
phantineequationsare decidable[8]). Thereare various
partialresults listedin standardsuneys. For example,the
two-variableequationcanbe solved completely[11]. The
following quoteis taken from [25, p. 1164]; “Thereis a
fairly completetheoryof homogeneougquadratiddiophan-
tine equationawith threevariables,andon the basisof re-
sultsfrom theearlyandmid-1900sa nite procedureshould
in principle be ableto handlequadraticDiophantineequa-
tionswith any numberof variables. (The sameis not true
of simultaneougjuadraticDiophantineequations}. As our
runningexampleof Section6 shaws, in particularcasest
may be reasonablyeasyto nd solutionsdespitethe lack
of a generalalgorithm. We conjecturethat the systemof
equationg1) is decidable.

Corollary 6.9 (Decidability with xor ) If is interpreted
asxor (i.e, ), thensymbolictrace reatabil-
ity is decidable

is a nite setfor
can be found by exhaustve
enumeration. Also, the variables
of system(1) canonly assume or value. Therefore,
solutioncanbefoundby exhaustve enumeration.

Proof: If , then
ary , andthe value of

Corollary 6.10(Decidability with freeterm algebra) In
the absenceof any opermators with algebraic properties,
symbolictracereadability is decidable

Proof: In the absencef rules(M) and(l), the rst three
stepsof the reductionprocedureof Section6 give a sound
and complete decision procedurefor solability of
resultingin anempty  if andonlyif  hasasolution.

7. Extensionto Group Dif e-Hellman

In thissectionwe extendtheconstrainsolvingapproach
developedin Section6 to protocolssuchas group Dif e-
Hellman[23]. Our extension,however, appliesonly in a
restrictedsetting. We assumehatthe Abeliangroup(mul-
tiplication) operatorappearnly in the exponents.In par
ticular, exponentialsarenot multiplied with eachother i.e.,
termssuchas donotappeain theprotocolspeci ca-
tion, noris the attacler permittedto multiply exponentials.
This restrictionis necessaryo presere decidability since
it hasbeenshavn thatuni cation (and,therefore the sym-
bolic analysisproblem)is undecidablen the presenceof
equationatheoriesfor both Abelian groupsandexponenti-
ation[12, 13]. This doesnot affect our ability to analyze
protocolssuchas[23] sincethey satisfythe restriction(a
similar restrictionis adoptedoy [19]).

We extend the messagderm constructorsof Figure 1
with terms  representingexponentials. We also extend
the rules of Figure 2 with the rules for exponentials,as
shavnin Figure4. Therulesof Figure4 wereshovnin [15]
to leadto uniquenormalformsup to associatiity andcom-
mutatvity of the operator

For the classof protocolswe areinterestedn, it is typ-
ically assumedhat all exponentiationis ultimately from a
constantbase,thatis, the normalform of every exponen-
tial groundtermis  where is a public constant. Also,
in the protocolsof interest,multiplication, exponentiation
andotherarithmeticis typically performedin alarge nite
eld. We assumeasprotocoldesignerslo,thatthediscrete
logarithmproblemis hard,andexponentiationsrethusnot
invertiblein practice.



Rulesof Figure2, and

Figure 4. Normalization rules for exponentials

Consideraderivationconstrainiof theform

(2)

Underthe ComputationaDif e-Hellman Assumption(it is
notfeasibleto compute  from and ), theonlyway
the attacler can computethe neededexponential  is to
take one (and no more thanone!) of the exponentialsat
his disposal,i.e., some (at leastonesuchtermis
available, since is the publicly known base)and
raiseit toapower— suchthat , providedthat
sucha™ exists,andthat™ is derivablefrom .

Hence everytime we encountea constrainbf form (2),
we nondeterministicallychoose one of the exponential
terms from thetermsetavailableto the attacler, andwe
replacethe constraint(2) with

wheresome 3)

Theseconstraintsare solved by the procedurein Sec-
tion 6, treating™ as . However, thereis one proviso.
When arithmeticis performedmod , existenceof ~ re-
quiresthat — , since .
Sucha ~ doesnot exist for divisors of (otherthan

). This meansthat our procedurein Section6, in this
case,may producesomeformal solutionsthat cannotac-
tually beinstantiated(Thanksto Lida Wangfor notingthat
we shouldmentionthis.)

Our constraintsolving procedureonly appliesto nite
symbolictraces. Therefore,t canbe usedto analyzeonly
a nite numberof instance®f groupDif e-Hellman-based
protocols.This restrictionis inherentin the symbolicanal-
ysis approach. In fact, protocol analysiswith unbounded
instancess known to be undecidablesvenin the freeterm
algebracas€[9, 1], andthuscertainlyundecidablencethe
equationalpropertiesof multiplication are taken into ac-
count. While symbolic constraintsolving cannotbe used
to prove thata protocolis correctin thegenerakasejt can
usedfor fully automatedliscovery of attackson speci c in-
stanceswithout imposingary boundson the size of terms
createdby the attacler, or the attacler's ability to exploit
algebraigpropertiesof multiplicationandxor .

7.1 Pereira-Quisquater Example

In [19], PereiraandQuisquaternd anattackagainskey
authenticatiorin anauthenticatedroupDif e-Hellman (A-

GDH.2) protocol. The way that attackwould be identi ed
usingtheapproachn this paperis sketchedhere.

The attackinvolvestwo key distribution sessionsthe

rst amongfour parties,one of whom is dishonest,and

thesecondamongthreepartiesafterthedishonespartyhas

beenremovedfrom the group. The dishonesparty causes
oneof thehonestpartiesto acceptanon-authenticcompro-

misedkey in thesecondsession.

In adecidablenite-sessioncontext, theanalystchooses
how mary strandsof eachrole to considert is sufcient in
this example,involving a four-party group of
and ,tochoosdwo instance®f role andoneof

isignored, iscompromisedand isthedishonest
party, whoserole is takenover by the attacler.

Therole of theintermediategparty s this:

where isasecrenonceand is
with . Therole of thelastparty

'ssecrekey, shared
is this:

In the semitundleto be analyzednoncesare instantiated
in the strandswherethey aregeneratedsowe will have as
constants and , ,andthekeys and . ,
and remainvariables. Primedvariablesare associated
with the secondsession.The second’ " nodein the rst
instanceof is not used,but it is included,using , in
thesecondnstance.(It is not necessaryo predictthis, but
it simpliesthe presentation.)

The analysisconsidersall the nite numberof possible
eventsequencesonsistenwith the semitundle,in partic-
ular the oneidenti ed by [19], which yieldsthe constraint
sequence:

Theditto mark meando repeatheright-handtermsfrom
the constraintjust above. The last constraintsaysthat the
key , which is computedand acceptedas the secret
groupkey by ,isderivable;thisis thevulnerabilitygoal.
All of the constraintshave an exponentialon the left, so
we do not have to go throughary of the uni cation or sub-
term constraintintroductionstepsthat might arisein gen-
eral. For eachof the exponentialson the left we nd, by
nite searchor by oracle,the exponentialon theright from



which it is computed. For example, the third constraint
is solved by computing from With the correct
choicesthe exponentialremoval stepleadsto productcon-
straints

Here we have omitted exponentialtermson the right be-
causethey will notoccurin exponentsand is implicit as
azerothpower.

Now we solwe for the variablesby expressingthemas
productsof unknonvn powers of the factor terms, all of
which areconstantsAfter substitutionthe productson the
left of eachconstrainaresetequalto a productof unknown
powersof thetermson theright. Thereareno variableson
theright, sothe Diophantineequationswill belinear.

For example,if and

the seventhconstrainfthe secondonewith ) leadsto the
Diophantineequations
, Where is theunknowvn powerof  ontheright.

Thefull setof Diophantineequationshasmary solutions,
including

, slightly simplerthanthe solution
in [19].

8. Conclusions

We have presented constrainsolvingtechniquahatre-
ducesheproblemof symbolicprotocolanalysisn thepres-
enceof an Abeliangroupoperatorto a systemof quadratic
DiophantineequationsThesigni canceof thisresultis that
it enabledormal analysisof a wide classof protocolsthat
cannotbeanalyzedn afree-algebranodel.

The mostimportantquestionfor furtherinvestigationis
whetherthe resulting systemof equationsis decidablein
the generalcaseof an Abelian groupoperator(asopposed
to xor ), and,if so,whatis the compleity of solving it?
We conjecturehatit is, in fact,decidable By comparison,
for both the free algebra[20] andxor [4], the symbolic
analysigproblemhasbeenprovedNP-complete.

Resultspresentedn this paperarebut the rst stepto-
wardsreducingthe gapbetweerformal methodsandmath-
ematicalproofstypically employedin cryptographicanaly-
sisof securityprotocols.Eventhoughwe take into account

some mathematicalpropertiesof the underlying crypto-
graphicprimitives,we arestill analyzinganabstractmodel,
andthuspossiblymissingattacksdueto ouridealizedtreat-
ment of cryptography It would be interestingto know
whethertheresultsof this paper especiallythe existenceof
consenative solutions,can be extendedto algebraictheo-
riesotherthanAbeliangroups,or to richerequationatheo-
riesthatmoreaccuratelyrepresenpropertief therelevant
cryptographicfunctions. At the sametime, recentunde-
cidability resultsfor equationalini cation [12, 13] suggest
thatthesymbolicconstraintsolvingproblemis undecidable
in the presencef rich equationatheories.Therefore,t is
very likely that symbolic analysiscan be fully automated
only for abstracprotocolmodels,or for protocolsthatem-
ploy cryptographigrimitiveswithout visible mathematical
properties.
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A. Proof of Lemma 3.8

Lemma3.8 If doesnotsatisfythevariablestability property
thenthecorrespondingprotocolis notwell-de®ned:it requiresan
honesiparticipantto split a productof two unknowrvalues.
Proof: (SKETCH) Suppose suchthat  doesnot satisfythe
originationproperty Let bethe smallestsuchsubstitution,.e.,
where satis®esthe origination property and
is a one-\ariable substitution. We will shav that
(and,by inductionover , ) requiresanill-de®ned
nondeterministicomputation.
By ourchoiceof and ,
the origination propertyin . Since
, . Let betheindices
of theconstraintdn which and , respectiely, appeain  for
the®rsttime, andlet to theindex of the constraint
in which ®rstappearsn

thatdoesnotsatisfy

By assumptionboth and satisfytheoriginationpropertyin
with respecto someordering . Therearethreepossibilities:

, ,or .
Consider . By choiceof , it doesnot affect ary
constraintsiotinvolving . Therefore,
. Since , we obtainthat and
. By De®nition 3.6 appliedto in
and . Thiscontradicts

our assumptiorthat doesnot satisfythe originationpropertyin

If , then, by choiceof . By De®nition 3.6
appliedto in and .
Since , . Moreover, by de®nitionof and

. Since , we obtainthat
and . Therefore,

and satis®eshe origination propertyin
contradictour assumption.

Finally, consider . Since doesnot affect ary con-
straintspreceding , if , then
and the origination property is satis®ed,which contradictsour
assumption. Therefore,it must be that . Since

, by Proposition3.4 and mustbe entangledn

. Let be the minimal subtermof in which

and areentangledandobsenre that .

Now consider , i.e., the constraintin which  ap-
pearsfor the ®rst time in . Obsere that ( does
not affect constraintgreceding ). Since doesnot satisfythe
originationproperty therearetwo possibilities: ,or

, which

If , it must be that . Let
be the constraintfrom which wasobtained

by substitution , i.e., , . Either , or
. Moreover, evenif , either , or
appearsn asubternmotherthan  since . Therefore,

by Lemma3.5, the protocol requiresan ill-de®ned computation.
More precisely it requiressomehonestparticipantto receve a
termin which and are entangledand extract either , or
fromit. Suchprotocolsarenotwell-de®nedandwe shallexclude
themfrom our consideration.

The last caseis and
suchthat L f suchthat but
, thenit mustbethat . By induction
onthestructureof , we prove thatin this case ,
which contradictsour assumptiorthat . Thereforejt
mustbethat
Since , they satisfythe origination propertyin
with respecto some . Let with  insertedimmedi-
atelyafter ,i.e,if ,then

. By De®nition 3.6,
satis®esthe origination property in with respectto
and suchthat satis®esthe origination
propertywith respecto by construction.This contradictsour

assumptiorthat doesnot satisfythe originationproperty



