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Abstract

We demonstratethat for anywell-de�nedcryptographic
protocol, the symbolic trace reachability problem in the
presenceof an Abelian group operator (e.g., multiplica-
tion) canbereducedto solvabilityof a particular systemof
quadratic Diophantineequations.This resultenablesfor-
mal analysisof protocols that employprimitives such as
Dif�e-Hellman exponentiation,products,and xor , with a
boundednumberof role instances,but without imposing
anyboundson thesizeof termscreatedby theattacker. In
thecaseof xor , theresultingsystemof Diophantineequa-
tions is decidable. In thecaseof a general Abeliangroup,
decidability remainsan openquestion,but our reduction
demonstrates that standard mathematicaltechniquesfor
solvingsystemsof Diophantineequationsare suf�cient for
thediscoveryof protocolinsecurities.

1. Intr oduction

Conventionalformalanalysisof cryptographicprotocols
relies on the so called “Dolev-Yao” attacker model. The
underlying cryptographicprimitives are treatedas black
boxes,andit is assumed,for analysispurposes,that theat-
tacker doesnot have accessto the algebraicpropertiesof
the correspondingmathematicalfunctions. This assump-
tion is simply not true for primitives such as xor (ex-
clusive or), multiplication, andDif�e-Hellman exponenti-
ation,whicharewidely usedin protocolconstructions.The
attacker can and will exploit associativity, commutativity,
cancellation,andotherpropertiesof cryptographicopera-
tions.For example,Bull' s recursiveauthenticationprotocol
was formally proved correct in a model that treatedxor
asan abstractencryption,andthenfound to be vulnerable
onceself-cancellationpropertiesof xor aretaken into ac-
count[17, 21].

We usesymbolictracereachability asthestandardrep-

resentationof the protocol analysisproblem for a trace-
basedsecurity property (including secrecy and authenti-
cationproperties),a �nite numberof sessionsandan un-
boundedattacker (i.e., thereareno upperlimits on thesize
of termstheattackermaycreate)[1, 10, 3, 16]. Theproblem
is symbolicbecausemessagesin theprotocolspeci�cation
maycontainvariables,representingadata�eld whosevalue
is not known in advanceto the recipient. Theattacker can
choosearbitraryvaluesfor thevariables,providedhedoes
soconsistentlythroughoutthe trace. Considera tracerep-
resentingan attack(e.g., in the caseof a secrecy property,
an interleaving of severalprotocolexecutionsat theendof
which theattacker outputsthevaluethat is supposedto re-
mainsecret).Thenasking

“Is theprotocolinsecure?”

is equivalentto asking:

“Given the symbolicattacktrace,is therea con-
sistentinstantiationof variablessuchthat every
computationperformedby the attacker in this
traceis feasible?”

Someprevious researchon symbolic tracereachability
assumedafreetermalgebra,whichdoesnot representalge-
braicpropertiesof thecryptographicfunctions(decryption
is handledimplicitly). Evenin this setting,theproblemhas
beenshown to beNP-complete[20]. Thefreetermalgebra
assumption,however, is inadequatefor analyzingprotocols
basedonDif�e-Hellman exponentiationsuchas[23], those
involving xor (e.g., block ciphers),or any protocolusing
multiplication(e.g., ElGamal).

Our main contribution is to extendthe constraintsolv-
ing approach,�rst proposedin [16], to handlethealgebraic
propertiesof Abeliangroupoperators.For any well-de�ned
cryptographicprotocol,weshow thatsymbolictracereach-
ability is equivalent to solvability in integers of a spe-
cial systemof quadraticequations.QuadraticDiophantine
equationshave beena subjectof extensive investigationin



mathematics,and partial solution techniquescan thus be
usedto completetheanalysis.If thegroupoperatoris inter-
pretedasxor , the systemdegeneratesinto onefor which
solutionscanbefoundby exhaustiveenumeration,thuses-
tablishingthatprotocolanalysiscanbefully automatedfor
xor . Decidabilityof �nite-sessionprotocolanalysiswith-
out equationalproperties,�rst proved in [20, 6, 16], also
followsasa degeneratecase.

Overview. In Section2, we introduceour formal model
anddescribehow to reducetheprotocolanalysisproblemto
a sequenceof symbolicconstraints.In Section3, we posit
the variablestability conditionwhich is a necessaryprop-
erty of any well-de�ned protocol. In Section4, we sum-
marizethe theoryof groundterm derivability in the pres-
enceof an Abelian groupoperator, due to Comon-Lundh
andShmatikov, which is beingpublishedconcurrently[7]
(seerelatedwork below).

The main technicalresultof the paperappearsin Sec-
tion 5. If theconstraintsequencehasa solution,we prove
thatit hasaconservativesolution.Intuitively, theconserva-
tive solutiononly usesthestructurethat is alreadypresent
in theoriginal sequence.We show that thesubstitutionfor
any variableis aproductof terms(andtheir inverses)drawn
from a �nite set:thenon-variable,non-productsubtermsof
theoriginal symbolicsequence.The resultingsetof prod-
uct derivability problemsis naturally reducedto a system
of quadraticDiophantineequations,asshown in Section6.
Oneof thestepsalongthewayis Abeliangroupuni�cation,
which is known to bedecidable[2].

In Section7, we extendour approachto protocolswith
Dif �e-Hellman exponentiationsuchasGDH [23], underthe
restrictionthatmultiplicationmayappearonly in exponents
(the problem is undecidableotherwise). We replaceex-
ponentialsby a combinationof productsanduninterpreted
functions,whichreducesthesymbolicanalysisproblemfor
suchprotocolsto thesolvability of asymbolicconstraintse-
quencewith anAbeliangroupoperator. Conclusionsarein
Section8.

Related work. PereiraandQuisquater[19] developeda
techniquefor analyzinggroupDif�e-Hellman (GDH) pro-
tocolsthattakesinto accountalgebraicpropertiesof Dif �e-
Hellman exponents. Their approachis speci�c to GDH-
basedprotocols,andtheattacker modelis restrictedcorre-
spondingly(e.g., theattacker is not evenequippedwith the
ability to perform standardsymmetricencryption). They
do not attemptto addressthe generalproblemof deciding
whethera term is derivablein an attacker algebrawith the
equationaltheory of multiplication, or whethera particu-
lar symbolicattacktracehasa feasibleinstantiation.Since
they only considerthe problemin the groundcase,the re-
sultingsystemof equationsis linear, whereasthesystemwe

obtain in the generalcasewith variablesis quadratic(see
Section6). An applicationof our approachto oneof the
Pereira-Quisquaterexamplesis summarizedin Section7.

Recentresearchby Narendranet al. focuseson decid-
ability of uni�cation modulotheequationaltheoryof multi-
plicationandexponentiation[15, 12, 13]. While equational
uni�cation is animportantsubproblemin symbolicprotocol
analysis,uni�cation aloneis insuf�cient to decidewhether
aparticularsymbolicattacktraceis feasible.

Decidability of symbolicprotocolanalysisin the pres-
enceof xor hasbeenprovedin [4, 7]. Chevalier et al. [4]
showedthattheproblemis NP-completein arestrictedpro-
tocol model which is very similar to the oneproposedin
this paper. They do not considerAbelian groupoperators
atall, andtheir techniquescannotbeuseddirectly to model
productsor Dif �e-Hellman exponentiation.Independently,
Comon-LundhandShmatikov [7] demonstrateddecidabil-
ity of symbolic protocol analysiswith xor in the unre-
strictedmodel.

This paper lifts the resultsof [7] by consideringthe
symbolicanalysisproblemin the presenceof an arbitrary
Abelian group operator, resulting in a substantiallymore
complicatedtheorythanin thexor case.By contrast,[7]
only considersAbeliangroupoperatorsin thegroundcase,
andobtainssymbolicdecidabilityresultsfor xor only.

2. Model

We usethe strandspacemodel of [24]. A strandis a
sequenceof nodes. Associatedwith eachnodeis a mes-
sageterm with a sign, + or � , indicating that the mes-
sageis sentor received, respectively. Although messages
in strandnodesaregroundterms,protocolrolesarespeci-
�ed asstrand schemas, in which messagetermsmay con-
tain variables.A variablecanrepresenteithera data�eld
whosevalueis chosenexternally, or a noncegeneratedby
thatrole.

A protocolspeci�cation is a setof roles,andinstances
of thoserolesform a strandspace.A strandbundleis es-
sentiallyaLamportdiagram[14] in whichtheprocessesare
strands,andmessageconnectionsareobtainedby matching
receivenodeswith sendnodes,yielding a causalpartialor-
deringof nodes.(Lamportcalledthisaspace-timediagram,
but othersrenamedit in thecontext of distributedsystems.)

It is shown in [24] and elsewhere how security ques-
tions canbe reducedto questionsaboutthe existenceof a
bundleincludingstrandsfrom theprotocolroles,plusaddi-
tional strandsrepresentingattacker computationsandsecu-
rity propertytests. In our constraintsolving approachbe-
gunin [16], bundleexistenceis determinedby startingwith
a semibundle (terminologyfrom [22]), in which message
terms may containvariablesand the sourcesof received
messageshave not yet beendetermined.In a semibundle
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Figure 1. Message term constructor s

to be analyzed,the numberof instancesof eachrole has
beendeterminedandvariablesrepresentingnonces(or ses-
sion keys) have beeninstantiatedto symbolicconstantsin
the generatingrolesbut not in the roles that receive these
nonces.

Our semibundleshave no attacker strands;instead,we
write derivation constraints assertingthat each received
messageis derivable,usingattacker term-generationrules,
from messagesthatwerepreviously sent(in somenodeor-
deringconsistentwith the semibundle)andarethusavail-
able to the attacker. The existenceof a bundleextending
thesemibundleis reducedto thesolvability of a constraint
sequence.Anotherway to look at a semibundleis to con-
siderit asa symbolictracerepresentinga successfulattack
ontheprotocol.If theattackercan�nd aconsistentinstanti-
ationfor variablesin this tracethatmakesall sentmessages
derivable,thentheprotocolis vulnerableto anattack.

An ef�cient methodfor solvinga setof derivationcon-
straintsby applyingrulesfor successive transformationsof
the constraintset is given in [16], but in this paperwe �-
nessetheconstraintsolutionstepby reducingit to a choice
amonga �nite selectionof substitutions.Theconstraintset
is transformedin otherways,however.

2.1. Term algebra

For thepurposesof this paperwe usea simpli�ed term
algebrathat includes pairing, symmetricencryptionand
multiplication(we describeanextensionwith exponentials
in Section7). For multiplicationthereis aunit  andamul-
tiplicative inverse.We allow constantsof anatomicground
messagetype. As beforein constraintsolvingwork, we do
not distinguishbetweenkeys andotherkindsof messages.
Any numberof free functionsymbolswith any numberof
argumentsarealsopermitted. A function

�

is includedas
a typical representativeof this class.Thenotationfor these
operationsis shown in Figure1.

Multiplication formsanAbeliangroup,andits relations
aregivenin Figure2. Therulesof Figure2 areconvergent
moduloassociativity andcommutativity of

�

. Therefore,ev-
ery term

�

hasa uniquenormalform
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up to associativity
andcommutativity. We assumethat termsarekept in nor-
mal form.
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Figure 2. Normalization rules for products and
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Figure 3. Attac ker' s capabilities

2.2. Attacker model

We use the standardattacker model augmentedwith
rulesconcerningproductsandinverses(anextensionto ex-
ponentialscanbefoundin Section7). Theattacker'sability
to derive termsis characterizedas a term set closureun-
der the inferencerulesof Figure3. The rulesof Figure3
without (I) and(M) aresometimesreferredto asthe(gener-
alized)Dolev-Yaomodel.

2.3. Symbolicconstraints

Supposewe aregivena semibundlerepresentingasecu-
rity analysisproblem,i.e., the problemof �nding whether
thereexistsa feasibleinstantiationof somesymbolictrace



representingan attack. The issuesinvolved in �nding the
right trace,suchasde�ning a testrole, choosingthenum-
berof instancesof eachlegitimaterole, andchoosingcon-
stantsrepresentingnoncesin thestrandsthatoriginatethem,
arethesameasin thepreviousresearchon symbolictrace
reachability[16, 3, 10] andarenot coveredhere.

Wegenerateall possibletotalorderingsof thenodesthat
are consistentwith the semibundle. Eachorderingyields
anorderedsetof derivationconstraints.If
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containstermsthat are
initially known to theattacker, suchas  andconstantsspe-
ci�c to the protocol. The propertiesof protocol-generated
sequencesarediscussedin Section3.
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The symbolic analysisproblemis to determine,given
a symbolic constraintsequence
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3. Well-De�ned Constraint Sequences

A protocolis well-de�nedif it doesnot requireapartici-
pantto performanimpossibleor ill-de�ned computation.A
sequenceis well-de�ned if it correspondsto a well-de�ned
protocol.In thissection,wepositthevariablestabilityprop-
erty which is a necessary(but not suf�cient) conditionthat
mustbesatis�edby everywell-de�nedconstraintsequence.

For example,wewishto ruleoutthefollowingconstraint
sequence:
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where,for notationalconvenience,we write
%

�B6

insteadof
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.

�96.� �

This sequencecorrespondsto aprotocolin which
somehonestparticipantreceives

6 �&>

, whereboth
6

and
>

arevariableswhosevaluesareunknown to him, andis then
expectedto return

6

. Thehonestparticipantis thusaskedto
performanill-de�ned nondeterministiccomputation—split
aproductof two unknown terms.

On the other hand, the protocol correspondingto this
constraintsequence:
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is not ill-de�ned. Even thoughthe honestparticipantre-
ceivesaproductof unknownvariables
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, helaterreceives
theterm
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which enableshim to learn
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and,multiply-
ing
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.

3.1. Monotonicity
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sequencegeneratedfrom a protocol.
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This propertymeansthat the attacker doesnot “forget”
terms.As theprotocolprogresses,thesetof thetermsavail-
ableto theattacker doesnot decrease.Theconstraintgen-
erationproceduredescribedin Section2.3producesmono-
tonicconstraintsequences.

Lemma 3.2(Stability of monotonicity) Let
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bea constraint sequencegeneratedfrom
a protocol. If
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3.2. Variable stability

Thevariablestability propertyasde�ned in this section
is anecessarycondition:if it is notsatis�ed,theprotocolre-
quiresan ill-de�ned computation.Therefore,the property
is satis�edby any protocolthatonemaywantto analyzein
practice. Even thoughour analysistechniquecanonly be
appliedto sequencesthatsatisfythevariablestability prop-
erty, this doesnot affect our ability to analyzeany existing
or proposedprotocol.

3.2.1 Variable entanglement

Intuitively, variables
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. If anhonestparticipantreceivesaterm
with entangledvariablesand is thenexpectedto sendan-
othertermwhich usesonly oneof thesevariables,thepro-
tocol effectively requiresan impossiblecomputation. We
wish to excludesuchprotocolsfrom ourconsideration.

De�nition 3.3(Variable entanglement) Say that vari-
ables
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Intuitively, Proposition3.4 meansthat if a term
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con-
tainsa variable
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, substitutionof someothervariable
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Proposition3.5(Disentanglementis not well-de�ned)
Considera protocol that requiresa participant to receive
someterm
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in which variables
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requiresan ill-de�ned computation:namely, it requiresa
participantto split a productof twounknownvalues.

For example,supposetheprotocolrequiresa participant
to receive
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Splitting a productof two unknown valuesis anill-de�ned
computation.

We emphasizethat the absenceof entanglementis a
necessary, but not suf�cient condition for a protocol to
be well-de�ned. If it is possibleto learn
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from
�

, then
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is not entangledwith an unknown
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, but the reverse
is not true. For example,
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3.2.2 Origination

De�nition 3.6(Origination) Givena constraint sequence
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Any
�

generatedfrom a well-de�ned protocolsatis�es
theoriginationproperty. Recallthata variablerepresentsa
termwhosevaluecanbechosenby theattacker. Theorigi-
nationpropertyrequiresthat therebeno variableloopsand
thateachvariableappearfor the�rst time in someattacker-
generatedterm. If the protocol requiressomeparticipant
to senda term involving

6

, i.e.,
6

� 132 4
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, he is not
expectedto dosobeforehereceives
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for the�rst time. In-
tuitively, & representsthe orderin which variablesappear
in theprotocol.



3.2.3 Necessityof variable stability

De�nition 3.7(Variable stability) A constraint sequence
�

satis�es the variablestability property if, for any (par-
tial) substitution

�

,
� �

satis�estheoriginationproperty.

Lemma 3.8(Variable stability is necessary)If
�

does
not satisfythe variable stability property, then the corre-
spondingprotocol is not well-de�ned: it requiresa partici-
pantto split a productof two unknownvalues.

A proof sketchcanbefoundin AppendixA.
Lemma 3.8 implies that the sequencegeneratedfrom

any well-de�ned protocolmustsatisfythevariablestability
property. Therefore,for theremainderof thispaper, wewill
focusonconstraintsequencesthatsatisfyDe�nition 3.7.

4. Ground Derivability

In this section,we outline the theory of ground term
derivability in theattackermodelwith anAbeliangroupop-
erator. This theoryis basedon theresultsof Comon-Lundh
and Shmatikov that are being publishedconcurrently[7].
In [7], however, Abeliangroupsareconsideredonly in the
groundcase.By contrast,therestof thispaperis devotedto
solvingtheproblemin thesymboliccase.

Thenormalizationpropertystatedin lemma4.4mayap-
pearsuper�cially similar to thatpreviously establishedfor
the freeattacker algebra(e.g.,[18, 5]). Note,however, that
normalizationresultsobtainedin [18, 5] aresimplyfalsefor
attackermodelswith non-atomicencryptionkeysandequa-
tional theorieswith cancellation,requiringdevelopmentof
a new proof normalizationtheory. Details can be found
in [7].

De�nition 4.1(Ground proof) A proof of
% &

(

is a tree
labeledwith sequents

%+&

)

andsuch that:

� Everyleaf is labeledwith
%+&

)

such that
)

� %

� Every node labeled with
% &

)

has
L

parents

�

�
���
��� �

�

�

such that

�

�
�����

�

�

%'&

)

is an instanceof one

of theinferencerulesof Figure3

� Theroot is labeledwith
%/&

(

Thesizeof aproof is thenumberof its nodes.
Informally, thereexists a proof of

% &

(

if andonly if
theattackercanconstructterm

(

from thetermset
%

using
its capabilitiesasde�ned by therulesof Figure3.

Lemma 4.2 If there is a minimalsizeproof
�

of oneof the
following forms:

...

%'&

��(#��)*


%+&

(

...

%'&

��) ��( 


%+&

(

...

%+&

��(.��,

...

%'&

)

%+&

(

Then
��("��)-


�

���

�

%

�

(resp.
��) ��( 


�

���

�

%

�

, resp.
�
("� ,

�

���

�

%

�

).

De�nition 4.3(Normal ground proof) A groundproof
�

of
%+&

(

is normalif
� either

(

�

���

�

%

�

andeverynodeof
�

is labeled
%'&

)

with
)

�

���

�

%

�

,

� or
� ��� 
 �

� ���
��� �

�

� �

where everyproof
� �

is a nor-
malproofof some

%+&

)

�

with
)

�3�

���

�

%

�

andcontext
�

is built usingthe inferencerules(P),(E),(F),(M),(I)
only.

Lemma 4.4(Existenceof normal ground proof) If there
is a groundproof of

% &

(

, thenthere is a normalground
proofof

%+&

(

.

Proposition4.5 If there existsa proof of
% &

�

such that
��(#��)*


�

���

�

���

(resp.
��) ��(0


�

���

�

���

, resp.
�
("��,

�

���

�

���

),
then

� either
��("��)-


�

���

�

%

�

(resp.
��) ��(0


�

���

�

%

�

, resp.
�
("�

,

�

���

�

%

�

),

� or there exist normal proofsof
% &

(

and
% &

)

in
which nonodesare labeledwith

%+&

��(#��)*


(resp.
%+&

��) ��( 


, resp.
%+&

�
("��,

).

5. ConservativeSolutions

We will usethegroundderivability resultsof Section4
to reasonaboutsolutionsof symbolicconstraintsequences.
Our main insight is that,assumingthesymbolicconstraint
sequence

�

is generatedfrom a well-de�ned protocoland
hasa solution,thereexistsaconservativesolutionthatuses
only thestructurealreadypresentin

�

. Even thoughvari-
ablesmay needto be instantiated,in the conservative so-
lution all instantiationsareproductsof subterms(andtheir
inverses)that arealreadypresentin the original sequence

�

.
To illustrate by example, considerthe following con-

straintsequence,where
6

and
>

arevariables:
6

�

 

�E@ �

�D>0����


�

 

�H@ �
�D6"����
��

�7@ �

�

�

 

�E@ �
� 6.����
 ���96 �C> �

�



One solution of this sequenceis the substitution �

�




6

$

@ � � @ �H@*
 �B>

$

� @ �H@*
��

�

�

. This solution, how-
ever, is not conservative,sincethe

� @ �E@*


termis notamong
the subtermsof the original (uninstantiated)constraintse-
quence.We demonstratethat if the constraintsequenceis
solvable, then it also hasa conservative solution—in this
case,���

� 


6

$

@ �B>

$  

�

. We canthenreducetheproto-
col analysisproblemto thesearchfor conservativesolutions
of thecorrespondingconstraintsequence.

Proposition5.1
�

�

�

%

���

�

%

�

�

Q

���

�

%

�

�

. "

�

*

�������

)
	

���

�

6

�

�

.

Lemma 5.2(Instantiation doesn't intr oducestructur e)
Let

�

bea constraint sequencegeneratedfroma protocol,
and let

% �

be someterm setsuch that
(

� � % � � �

. If, for
someterm

(

, there is a minimalsizenormalproof
�

of one
of thefollowing forms:

...

%	�

�

&

��(#��)*


%
�

�

&

(

...

%	�

�

&

��) ��( 


%
�

�

&

(

...

%	�

�

&

��(.��,

...

%��

�

&

)

%
�

�

&

(

Then
��(#��)*


�

���

�

%	�

�

� (resp.
��) ��( 


�

���

�

%	�

�

� , resp.
�
("��,

�

���

�

%	�

�

� ).

Proof: We provethelemmafor
��(#��)*


(theproofsfor
��) ��( 


and
��(.�

,

aresimilar).
By Lemma4.2andProposition5.1,

��("��)-


�

���

�

%;�

�

�

Q

���

�

%��

�

�

.
"

�

*

�������

)
%

	

���

�

6

�

�

. If
132 4

�

%	�

�

is empty, the
lemma follows trivially. Suppose

132 4

�

%;�

�

is not empty.
Since

�

is generatedfrom a well-de�ned protocol,
�

sat-
is�es thevariablestability propertyby Lemma3.8. There-
fore, thereexists a linear ordering & on

132 4

�
�

�

suchthat
every

6

� 132 4

�

%
�

�

satis�estheoriginationassumptionwith
respectto & . Arrangevariables

61�����
��� �B6 �

�
13254

�

%
�

�

so
that

6 �

&

�����

&

6 �

.
We prove the lemma by induction over the size of

132 4

�

%
�

�

. More precisely, we will show,
�

6

�

��132 4

�

%
�

�

,
thatif

��(#��)*


�

���

�

6

�

�

�

, then
��(#��)*


�

���

�

%
�

�

�

.

���

�

60�

�

�

.

�����

.

���

�

6

�

�

�

�

�

.
By the origination property (De�nition 3.6), '

J M




suchthat
6

�

�

���

�

(

O

�

and
�

>

��13254

�

%
O

� >

&

6

� . Ob-
servethat ���

�

%PO

�

�

�

���

�

%/O

�

�

.
"

�

*

�������

)
��	

���

�

>

�

�

. By the
monotonicityproperty(De�nition 3.1),

%PO Q %
�

(in fact,

since
6

�

� 13254

�

% �

�

and
6

�

�

�
132 4

�

%/O

�

,
%/O�� % �

). There-
fore, ���

�

%/O

�

�

Q

���

�

% �

�

� and
132 4

�

%/O

�

� 132 4

�

% �

�

. Since
�

>

�
132 4

�

% O

�3>

&

6

� , it mustbe that
>

�

6��

� 13254

�

%	�

�

where �

M

# . Therefore,
�

>

� 13254

�

% O

�

���

�

>

�

�

Q

���

�

6 �

�

�

.

���
�

.

���

�

6

�

�

�

�

�

. We concludethat ���

�

% O

�

�

Q

���

�

%	�

�

�

.

���

�

6 �

�

�

.

�����

.

���

�

6

�

�

�

�

�

. To completethe
induction step, it is now suf�cient to show that

��(#��)*


�

���

�

%/O

�

� .

Since
6

�

�

���

�

(

O

�

(by origination) and
��(#��)*


�

���

�

6

�

�

�

(by assumption),
��("��)-


�

���

�

(

O

�

�

. We apply
Proposition4.5 to the proof of

%PO

�

&

(

O

� . If
��(#��)*


�

���

�

%/O

�

�

, we aredone.

Now suppose
��(#��)*
 �

�

���

�

%PO

�

�

. By Proposition4.5,
theremustexist a proof of

% O

�

&

(

suchthat no nodeis
labeledwith

% &

��("��)-


. Since
% O

�

� %	�

� , this proof can
alsoserve astheproof of

%;�

�

&

(

. But this contradictsthe
assumptionthat theminimal sizenormalproof of

%=�

�

&

(

relieson
%	�

�

&

��("��)-


. We concludethat
��("��)-


�

���

�

%
O

�

�

.
�

Proposition5.3 If
�

�

��(#��)*


� �

� �=:

�
�

�

� (resp.
�
("��,

�

�

� �;:

�
�

�

� ,
���

( �

� �

� �;:

�
�

�

� ), then '

���

�

��( ����) � 


�

���

�
�

�

(resp.
�
( ����,

�

�

���

�
�

� �

���

( � �

�

���

�
�

�

) such that
���

�

�

�

.

Proposition5.4 Suppose
�

is a proof as de�ned by 4.1,

and let

%'&

) �



%'&

)����

%'&

)��

be an inferencein
�

which

is an instanceof somerule other than (M) or (I) (the
% &

)��

premisemay be absent). For 


�

�-K����*���*�

, if
)

� � �

� �=:

�
�

�

� for some� , then
)

� �

���

�
�

�

� .

De�nition 5.5(Conservativesubstitution) Substitution�

is conservative if

�

6

� 132 4

�
�

�

���

�

6

�

�

Q �

� �;:

�
�

�

�

Intuitively, aconservativesubstitutiondoesnotintroduce
any structurethat was not alreadypresentin the original
symbolic sequence

�

. We will prove that if thereexists
somesolution � �

�

, thenthereexistsa conservativesolu-
tion ��� �

�

.

De�ne transformation�

,

on normalizedgroundterms



asfollows:

�

,

���

�

� �

if
�

� �

� �;:

� �

�

�

�

 otherwise
�

,

�

��("��)-
��

�

�

�

,

�

(0���

�

,

�

)*��


if
��(#��)*


� �

� �;:

� �

�

�

�

 otherwise
�

,

�

��(.� , �

�

�

�

,

�

(0� �

���

�

,

	

if
�
("� ,

� �

� �;:

� �

�

�

�

 otherwise
�

,

�

(1� ���
�����
(

�

�

�

�

,

�

(1���#� ���
���

�

,

�

(

�

�#!

( #��

K

, no
(

�

is headedwith
�

)
�

,

�

("�

�

�

�

�

,

�

( �

�

�

!

Thende�ne substitution� � as
6

� �

�

�

,

�

6

�

�

. Essen-
tially,

6

��� is the sameas
6

� , except that all subtermsof
6

� thatarenot in
�

� �;:

� �

�

� have beeneliminatedby the
transformation�

,

.

Proposition5.6 If
)

��132 4

�
�

�

or
)

� �

� �;:

�
�

�

, then
)

���

�

�

,

�

)

�

�

.

Proposition5.7 ��� is a conservativesubstitution.

Proposition5.8 Given
(

��% �
�

andsomegroundterm
�

,
if there existsa proof of

%

�

&

�

, thenthere existsa proof of
%

���

&

�

,

�

���

.

Proof: Let
�

bethenormalproofof
%

�

&

�

usingtheinfer-
encerulesof Figure3. Sucha proof existsby Lemma4.4.
We provethepropositionby inductionover thestructureof

�

.
For the induction basis,supposethat

�

consistsof a
single leaf node

%

�

&

�

such that
�

� %

� . This im-
plies that '

)

� %

s.t.
�

�

)

� . Either
)

� 132 4

�
�

�

, or
)

� %

<

13254

�
�

�

Q �

� �;:

�
�

�

. In eithercase,by Lemma5.6,
)

�
�

�

�

,

�

���

. Therefore,�

,

�

���

�+%

�
� , andthe proof of

%

���

&

�

,

�

���

consistsof a singlenode
%

���

&

�

,

�

���

.
Consider one inference of

�

of the form
%

�

&

���




�
���

%

�

&

�

�

�

%

�

&

�

(the
%

�

&

�

�

premises

for 
��

K

may be absent)and assumeas the induction
hypothesisthat

�


 thereexist proofs
�

�

of
%

���

&

�

,

�

�

�

�

.
To completethe induction, it is suf�cient to show that for
any inferencerule, thereexistsaproofof

%

� �

&

�

,

�

���

.
If therule is (D), then

�
�

�

�
���
���

,
�

�

�

�

� for someterm
�

� . By Lemma5.2,
�
���

���

�

���

�

%

�

� , i.e., '

�
)
�

��, �

� %

suchthat
)

�

�

�

� ��)
�

�

�

�

� . Since
�
)

�
��, ���

� 132 4

�

%

�

, we
obtain that

�
)
�

��,��

�

��� �;:

�

%

�

Q �

� �;:

�
�

�

. Therefore,
�
���

�
�

� �

� �;:

�
�

�

� , thus �

,

�

�����
�

� �

�

�

�

,

�

��� �

�
�

�

���

	

.
By the induction hypothesis,

�

�

is the proof of
%

���

&

�

,

�

�
������� �

and
�

�

is theproofof
%

���

&

�

,

�

�

�

�

. Theproof

of
%

���

&

�

,

�

���

is thenconstructedasfollows:
�

�

%

� �

&

�

�

,

�

��� �

� �

�

���

	

�

�

%

� �

&

�

,

�

�

�

�

%

���

&

�

,

�

���

A similarargumentappliesfor rules(UL),(UR).
If the rule is (P), then

�

�

��� � ��� � 


. According
to the de�nition of �

,

, there are two possibilities. If
�

,

�

��� � ��� � 
��

�

 , then �

,

�

��� � ��� � 
��

� %

� � , andthe proof
of

%

���

&

�

,

�

���������	�

��

consistsof one node
%

���

&

 .
If �

,

�

���������	��
��

�

�

�

,

�

����� �

�

,

�

�	�
��


, the proof of
%

���

&

�

,

�

���������	��
��

is constructedasfollows:
�

�

%

���

&

�

,

�

� � �

�

�

%

���

&

�

,

�

� � �

%

���

&

�

,

�

����� ���	�

��

A similar argumentappliesfor rules(E),(F),(M),(I).
�

Theorem1 (Existenceof conservativesolution) If there
exists a solution ���

�

, then there exists a conservative
solution ��� �

�

.

Proof: Let �
�

�

bea solutionof
�

. De�ne substitution
�

� as
�

6

� 132 4

�
�

� 6

�

�

�

�

,

�

6

�

�

. By Proposition5.7,
��� is a conservative substitution. To show that � � �

�

,
considerany constraint

(

� % �
�

. Since ���

�

,
thereexists a proof of

%

�

&

(

� . Either
(

��13254

�
�

�

,
or

(

�

���

�
�

� <

13254

�
�

�

Q �

� �=:

�
�

�

. In either case,
by Proposition5.6,

(

���

�

�

,

�

(

�

�

. By Proposition5.8,
thereexistsa proof of

%

���

&

�

,

�

(

�

�

�

(

��� . Therefore,
��� �

�

.
�

Proposition5.9 If � is a conservativesubstitution,then
���

�
�

�

�

Q �

� �;:

�
�

�

� .

Proof: First, observe that ���

�
�

�

�

Q

��� �;:

�
�

�

�

.

"

�

*

�������

, 	

���

�

6

�

�

. By de�nition of ��� �;:

�
�

�

,
��� �;:

�
�

�

�

Q �

� �=:

�
�

�

� . By De�nition 5.5,
�

6

� 132 4

�
�

�

���

�

6

�

�

Q �

� �;:

�
�

�

� . Therefore,
���

�
�

�

�

Q �

� �;:

�
�

�

� .
�

De�nition 5.10(Conservativeproof) Given
(

� % �
�

anda substitution� , a proof
�

of
%

�

&

(

� is conservative
if, for everynodeof

�

labeled
%

�

&

)

,

� either
)

�

���

�
�

�

� , or

� node
%

�

&

)

is obtainedby (M) or (I) inferencerule
andis onlyusedasa premiseof an (M) or (I) rule.



Lemma 5.11(Existenceof conservativeproof) If � �I�

� �

�
(

� � % �

�

is a conservativesolution, then
�


 there
existsa conservativeproofof

%;�

���

&

(

�

��� .

Proof: Let ��� betheconservativesolutionof
�

. Consider
any constraint

(

� �*% �

. Since ���R�

�

, by Lemma4.4 there
exists a normalproof

� �

of
% �

���

&

(

�

��� . Let
�

% � � % �;.

�
(

�

�

, andlet �

� � 13254

�

�

% �

�

Q
13254

� �

�

. FromDe�nition 4.3
of normalproofs,it followsthateverynodeof

� �

is labeled
% �

� �

&

)

where
)

�

���

�

�

% �

� �

�

. Since
�

% � Q

���

� �

�

, by
Proposition5.9

)

� �

� �;:

� �

�

��� .
Any inferencein

� �

otherthan(M) or (I) musthave the

form

%'&

) �


 %+&

) � �

%'&

) �

. Since
) ��� ��� �

� �

� �;:

� �

�

��� ,

by Proposition5.4
) ��� ��� �

�

���

� �

�

��� .
�

6. Constraint SolvingProcedure

In this section,we describea �nite procedurethat re-
ducesany constraintsequence

�

generatedfrom a proto-
col to asystemof quadraticDiophantineequationswhich is
solvableif andonly if

�

hasasolution.Thesymbolictrace
reachabilityproblemis thusreducedto thesolvability of a
particularsystemof equations.

If
�

hasa solution,then,by Theorem1, thereexists a
conservative solution. For the remainderof this section,
we pick a particularconservative solution � �

�

(if it ex-
ists). We then transform

�

successively to
�

�

, in which
subtermsthat aremergedby � areuni�ed; thento

�

�

, in
which constraintsfor derivablenon-productsubtermshave
beenadded;thento

�

�

, in whichall but productconstraints
have beenremoved; and �nally a systemof Diophantine
equationsis generatedfrom

�

�

.

Running example. We will usethe following symbolic
traceasan(arti�cial) runningexampleto illustrateourcon-
straintsolvingprocedure.An event � � $

�

is a �

�

nodein
an � -rolestrand,etc.

K �	�

� $

@ ��� 
 ��� 


�

��� ���

� ��� 


�

@ ��� ��� �*���

�0$

�2���

� �	�

� $

�&@ ��� � ��� 


�

@��

Recallthatthegoalof symbolicprotocolanalysisis todeter-
minewhetherthis traceis feasible, i.e., whetherthereexists
an instantiationof variables

�

and
�

suchthatevery term
sentfrom thenetwork andreceivedby anhonestparticipant
(i.e., every term of the form �




� ) is derivableusingthe
rulesof Figure3. This is equivalentto decidingwhetherthe
correspondingsymbolicconstraintsequence

�

hasa solu-

tion:
@ ��� ���

�

@ ���

��� � �

�

@ ��� ���7@ � �

@��

�

@ ��� ���7@ � � ���2���

6.1. Determinesubterm equalities

In the �rst step,we guess(i.e., �nd by exhaustive enu-
merationof �nitely many possibilities)theequivalencere-
lation on ���

� �

�

inducedby substitution� . More precisely,
�

�

�

�

�

O �

���

� �

�

, weguesswhether�

�

�

�

�

O

� or not. Since
���

� �

�

is �nite, thereareonly a �nite numberof possible
equivalencerelationsto consider. Eachequivalencerelation
representsasetof uni�cation problemsin anAbeliangroup,
which aredecidable[2]. Thereare�nitely many mostgen-
eraluni�ers consistentwith any givenequivalencerelation.

By exhaustive enumerationof all possibleequivalence
relationsandall possiblemostgeneraluni�ers for each,we
discoverapartialsubstitution

�

consistentwith � , i.e., �

�
�

�

�

O

�

if andonly if �

�

�

�

�

O

� . Let
�

�

� �
�

.

Proposition6.1
�

�

�

�

�

�

���

�
�

���

if �

	�

�

�

, then �

�

	�

�

�

� .

Lemma 6.2 � �

�

if andonly if � �

�

�

.

Proof: Follows directly from the choice of
�

such that
�

�
���

�

�

.
�

Running example. In ourrunningexample,weguessthat
theonly subtermequalityis

��� ���

�

�&@ ���

, giving uspartial
substitution




�

$

@ �

andproducingthefollowing
�

�

:

@

�

���

�

@ ���

�&@ �
�

�

@ �������&@ �
�

@��

�

@ �������7@ �
�

���2���

6.2. Determineorder of subterm derivation

In thesecondstep,wedeterminewhichsubtermsof
�

�

�

canbecomputedby theattackerandtheorderin whichthey
arecomputed.

1. Guess� �

�

�

�

�

���

�
�

��� !

'

(

�
� %

�
�

�

�

s.t. there
existsa proof of

%;�

�

&

�

�

�

, i.e., �
� is thesetof sub-

termsthat arederivablefrom someterm setavailable
to the attacker. This terminates,sincethereareonly
�nitely many subsetsof ���

�
�

�
�

to consider.

2.
�

�

�

�
� guess

J�!

�

��K��
� � � �EL��

suchthat thereexistsa
proof of

%
O#"

�

&

�

� , but thereis no proof of
%

O$"

�

�

�

&

�

� . In otherwords,
J

!

is theindex of the�rst constraint
in

�

�

from whosetermset � canbeconstructed.This



terminates,since � � is �nite, and,for eachmemberof
� � , thereareonly �nitely many constraintsin

�

�

to
consider.

3. By de�nition of the normal proof, for any solution
� �

�

�

, any term set
%

such that
(

� %F� �

�

,
any �

�

�

�

�

� � , if the minimal size normal proof of
%

�

&

�

� containsa nodelabeled
%

�

&

�

�

� , thenthe
minimal sizenormalproof of

%

�

&

�

�

� doesnot con-
tainanodelabeled

%

�

&

�

� . Therefore,� is consistent
with at leastonelinearordering & on � � thatsatis�es
thefollowing property:

� If �

&

�

�

, thenthenormalproofof
%

�

&

�

� does
not containany nodelabeledwith

%

�

&

�

�

� .

Of all possibleorderingson � � that satisfythis prop-
erty, wepick onethatalsosatis�es

� If
J�! M J�!

� , then �

&

�

�

.

This is possiblesince
J

!
M�J

!

� meansthat theredoes
not exist a proof of

%/O
"

�

&

�

�

� . Therefore,theproof
of

%/O
"

�

&

�

� cannothaveanodelabeled
%PO

"

�

&

�

�

� .

Intuitively, & is theorderin whichmembersof �
� are

derived. Sincethereare only �nitely many possible
linear orderingson �

� to consider, we �nd & by ex-
haustiveenumeration.

4. Wearrange�

���
���
� �

�

�

�

� � accordingto theordering
& , andinserteach�

�

in theconstraintsequenceimme-
diatelybeforethe

(
!

%

��%

!

%

constraint.Moreprecisely,
wereplace

�

�

with
( �

��%

��� ����� (

O
"

�

�

�

��%/O
"

�

�

� �

�

�

��%
O$"

�

�

(

O
"

�

��%/O
"

�

�

�

� � ���
� ( �

��%

� �

�

�

Call the resultingsequence
�

�

�

	

�

, andrepeatthis step
for �

�����
��� �

�

�

�

� � . Given
�

�

�

�

�

	

�

,
�

�

�

	

�

is con-
structedby inserting �

�
� %

immediatelybefore
(

O
"

%
�

%��
�

�

�

�

�

	

�

, andadding �

�

to thetermsetsof all sub-
sequentconstraints.

Let
�

�

� �

� �

	

�

.

Proposition6.3
�

�

�

�

�

�

���

�
�

�
�

if �

	�

�

�

, then �

�

	�

�

�

� .

Proposition6.4
�

(

� % �
�

�

�

�

�

� � such that �

�

&

(

,
�

� %

.

Lemma 6.5 � �

�

�

if andonly if � �

�

�

.

Proof: Followsdirectly from constructionof
�

�

sinceonly
constraintssolvedby � areaddedto

�

�

to obtain
�

�

.
�

Running example. In ourrunningexample,weguessthat
no subterms(other than thosealreadyappearingas target
terms)arederivable,and,therefore,

�

�

� �

�

.

6.3. Eliminate all inferencesother than (M) or (I)

In thisstep,we eliminateall constraintsotherthanthose
involving applicationof rules(M) and(I) only.

Lemma 6.6 Considerany
(

�.% � �

�

and the last infer-
enceof theproofof

%

�

&

(

� .

� If
(

�

� %

� , then
(

� %

.

� If
(

� is obtainedby (UL), then
��(#��� � 


�'%

for some
term

���

.

� If
(

� is obtainedby (UR), then
��� � ��( 


�'%

for some
term

���

.

� If
(

� is obtainedby(D), then
��(.�

�

�

� %

for someterm
���

.

� If
(

� is obtainedby (P), then
(

�

��(.����( ��


and
(1��� �

�

%

for someterms
(

��� �

.

� If
(

� is obtainedby (E), then
(

�

�
(.�
�

#

�

and
(1��� �

�

%

for someterms
(.��� �

.

� If
(

� is obtainedby(F), then
(

�
���

��� �

and
���

� %

for
someterm

���

.

Proof: Considerany
(

� % �
�

�

. Since � �

�

�

is a
conservative solution,by Lemma5.11, thereexists a con-
servativeproofof

%

�

&

(

� .
If

(

�

� %

� , then '

�

� %�Q

���

�
�

�
�

s.t.
�

�

�

(

� . From
Proposition6.3, it follows that

(

�

�

�'%

. We conclude
that,whenever

(

�

� %

� ,
(

��% �
�

�

is suchthat
(

� %

.
If

(

�

�

� %

� , considerthe last inferenceof the con-
servative proof of

%

�

&

(

� . It must have the form
%

�

&

) �




�����

%

�

&

)

�

�

%

�

&

(

�

(the
%

�

&

)

�

premisesfor


��

K

may be absent). If this inferenceis an instanceof
any rule otherthan(M) or (I), then 


�

�

and,by De�ni-
tion 5.10,

) ��� �

�

���

�
�

���

� , i.e., '

) �

��� �

�

���

�
�

���

suchthat
) �

�

�

�

) �

and
) �

�

�

�

)��

.
Sincethereexist proofsof

%

�

&

) �

��� �

� , it mustbe that
) �

��� �

�

� � . Sincethe proof of
%

�

&

(

� containsnodes
labeled

%

�

&

)

�

��� �

� , by de�nition of ordering & it mustbe
that

) �

��� �

&

(

. By Proposition6.4,
) �

��� �

� %

. We conclude
thattheproofof

%

�

&

(

� consistsof oneinference:

%

�

&

) �

�

�

� %

�



%

�

&

) �

�

�

� %

�

�

%

�

&

(

�



Considerall possiblecasesfor this inferencerule other
than(M) or (I).

If the rule is (UL), then
) �

�

�

�

��(

�

����


for someterm
�

. By Proposition5.9,
) �

�

�

� �

� �=:

� �

�

� . By Propo-
sition 5.3, this meansthat '

��(�� ����� 


�

���

� �

���

suchthat
��(

�

���

�




�

�

)

�

�

� . By Proposition6.3, this implies that
) �

�

�

��( ������� 


. Since
( � ��(

�

���

� �

� �

, Proposition6.3
also implies that

( �

�

(

. Therefore,
) �

�

�

��(#����� 


� %

.
We concludethat, whenever

(

� is obtainedby (UL) rule,
(

�0% � �

�

is suchthat
��(#����� 


� %

. Theproofsfor (UR)
and(D) is similar.

If the rule is (E), then
(

�

�

�
) �

�

��,����

. By Propo-
sition 5.9,

(

�

� �

� �;:

� �

�

� . By Proposition 5.3,
'

( �

�

�
) �

�

�

,

�

�

�

���

� �

� �

and
(

�

�

( �

� . Since
(

�

���

� �

� �

by De�nition 5.10, Proposition6.3 implies
( �

�

(

. We
conclude that, whenever

(

� is obtained by (E) rule,
(

�

�
(1�
�

#

�

and
�
(1�
�

#

�

� % � �

�

where
(1��� �

� %

. The
proofsfor (P)and(F) aresimilar.

�

Lemma 6.6 implies that we can discover all
(

�

% �
�

�

such that
(

�

� %

� or
(

� is obtainedby
(UL),(UR),(D),(P),(E)or (F) ruleby syntacticinspectionof

�

�

.
Let

�

�

betheconstraintsequenceobtainedfrom
�

�

by
eliminatingall such

(

��%

.

Lemma 6.7 � �

�

�

if andonly if � �

�

�

.

Proposition6.8
�

(

� %��
�

�

, proof of
%

�

&

(

� uses(M)
and(I) rulesonly.

Running example. In ourexample,weguessthe�rst and
third constraintswereobtainedby applicationof rules(M)
and(I) only. We eliminatethesecondconstraint,obtaining
thefollowing

�

�

:
@

�

���

�

@ ���

@

�

�

@ �������7@ �������2���

6.4. Solvesystemof quadratic equationsin integers

In the last step of the constraint solving procedure,
we convert the constraintsequence

�

�

into a systemof
quadraticDiophantineequationswhich is solvable if and
only if '

� �

�

�

, and,by lemmas6.2,6.5and6.7, � �

�

.
Recall that

132 4

�
�

�
�

�

�76
�

�
���
� �B6

�

�

is the set of all
variablesthatappearin

�

�

. Let ��� �;:��

�
�

�
�

�

��� �;:

�
�

�
�;<

�
(

�

��� �;:

�
�

�
� !�(

�

(
�

� �
���-� (
�

�EL

�

K��

be the(�nite)
set of all non-variable,non-productsubtermsof

�

�

, and
suppose��� �=:��

�
�

���

�

�������
����� ����� �

.
Since we are only consideringconservative solutions,

by De�nition 5.5,
�

J

�

��K��
� � � �	� �N6

O

�

� �

� �;:

�
�

���

� .
Since

�

� �;:

�
�

�
�

is closed under
�

,
�

� �;:

�
�

���

�

���

�

��� �;:

� �

�����

� ���

�

��� �;:��

� �

�
���

. For brevity, let �

�

��� �;:��

� �

���

. Any possiblevaluefor a variable
6

O

is a prod-
uct (with possibleinverses)of instancesof elementsof � .

To derive theDiophantineequations,we write products
andinversesusingintegerexponents.For example,

@ � @ �

���

�

�

@

�

���

�

. Thus,for someintegervalues
>




J��

#

�

,
6

O

�

��


���

*
�

�

�

�

�

�

��� O

�

�	�

K

�

J

�

� �CK

�

#

���

If the substitutionis well-de�ned, then
6

� cannotde-
pendon the instancesof termsthat include

6

or variables
thatdependon

6

. Therefore,any solutionis consistentwith
somelinear ordering & on

132 4

� �

�

so that if
6

&

6 �

, then
6

�

��
 �

�

�

�

�

��� O

�

���

suchthat
�

�

�

6 � �

�

���

�

�

�

�

. Weguessthis
orderingby exhaustive enumeration,andset

>




J �

#

�

���

if
'

6 �

� 132 4

�

�

�

��6

O��

6 �

. This ensuresthatany substitution
wecomputeis well-de�ned.

For any term
�

, de�ne �

�

���

to be thesetof all top-level
factorsof

�

, i.e., �

�

���

�

���

!

�

�

���
��� ���

!��

�

�

if
�

�

�

!

�

�

� ����� ���

!��

�

andnoneof
�

�

areheadedwith
�

. Forexample,�

�

@0�

�

���

�

�

�

�7@ �

�

���

�

�

.
Now considerany constraint

(

�3� %	� �
�

�

, andlet �

�
�

�

�

(

�

�

. By Proposition6.8,theproofof
%;�

�

&

(

�

� contains
applicationsof (M) and(I) rulesonly. Therefore,for some
integervalues

�







�

�

�




#5*��
%

(

�

��


�

*5)
%

�

�

�

� �

� �

�
!

�

K

�

�

�

!

%
�

!

Replacingeach
6

O

�

�

�

�

�

.
%	�

� with



�
�

*
�

�

�

�

�

�

���
O

�

���

,
weobtain




��!

�

�

*��
%

�



���

*
�

�

�

�

�

�

���
O

�

�	�

��"

�

�




�

!

�

�

*���% �

�

�

�

��"

�

�




�$#

�

�

*&%

�

�

"

*5)
%

	

�



�
�

*
�

�

�

�

�

�

���
O

�

�	�

� '

�)(

�

� �

�
!

�

�




�

#

�

"

�

*5)
%+*

����� �

)
%

	
�

�

�

��'

�

(

�

� �

�
!

�

�

where
K

�

J

�

� �CK

�

#

�,�

�9K

�

�

�

�

�

�

!

%��

!

Since �

�

��� �;:��

�
�

�
�

Q

���

�
�

�
�

Q

���

�
�

���

, by Propo-
sition 6.3

�

� ���

�

�

� if
�

	�

�

�

, then
�

�

	�

�

�

� . Therefore,
the following equationsmusthold for someinteger values

>




J �

#

� ���







�

�

� ���







�

�

� �

:
�

(

� ��%	���
�

�
�

�

6

O
� 13254

�
�

�
� �

�

�

�

�

���

�
�

�
�

withoutvariablesandproducts
-

O

�C>




J �

#

�

. /10 2

�

-

�

.�/10�2

�

if
6

"

�

O

�

�

�

if
�

"

�

�

�

�

�

3

!54

O

�C>




J �

#

� ���







�

�

�

. /10 2

�

if
6

'

�

O

�

�

�

�
!

���"�
!

� %
�

3

!

�

4

�

� �







�

�

�

�

. /)0 2

if
�

'

�

�

�

�

�

� !

�

���.� !

�

� %	�

where
>




J �

#

� ���







�

�

� ���







�

�

� �

arevariables;
-

O

�

-

�

��4

O

��4

� areintegerconstants;
>




J��

#

�

���

if '

>

� 132 4

�

�

�

�

s.t.
6

O6�

>

(1)



The total numberof equationsof this form is equalto
���

�

�

�

where
�

is thenumberof constraintsin
�

�

,
�

is thenumberof variables,and
�

is thenumberof subterms
otherthanvariablesandproducts.

Running example. Recall that, in our runningexample,
wearesolvingthefollowing

�

�

:
@

�

���

�

@ ���

@��

�

@ �������7@ �������2���

Since ��� �;:��

� �

� �

�

�7@ �������7@ � � �

, we replace
�

with
@

�

�

� �

�

�

�

�

�7@ �����

���

and obtain the following equa-
tions, which must be solvable for some integer values

> ���E>�� �B> ������� ������� ����� ���������

:
@

�

�9@

�

�

���

�

�

�

�

�7@ � � �

���

� �

@ ����� �

�

@��

� �

@ �������

�

�

�

�

�&@ �������

� �

�

�

� �

�

@

�

�

���

�

�

�

�

�7@ �����

���

��� �

�

�

which is equivalent to the following systemof quadratic
Diophantineequations:

�

�

> �

�

��� �

�

> �2�������

�

�����

>��

�

���

� �

>����������

�

�����

�
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Solvingit directly, we obtain:
>��

�

> �

�

� > �

� �

���

�

> �

�����

�

�

�

� > � �����

� �

�����

�

�

�

Thereareanin�nite numberof solutions,all of theform
�

�

@��

�

�

�

� �1�

�

. For example,if
�

�

�

�

, the attacker
constructs

@ �

as
�

@ �����#� �

�

�2���

�

���

�

.

Theorem2 (Soundnessand completeness)Symbolic
constraint sequence

�

has a solution if and only if the
systemof equations(1) hasa solutionin integers.

Decidability of simultaneousquadratic Diophantine
equationsis not known in general(systemsof linear Dio-
phantineequationsare decidable[8]). Thereare various
partial results,listed in standardsurveys. For example,the
two-variableequationcanbe solved completely[11]. The
following quoteis taken from [25, p. 1164]: “There is a
fairly completetheoryof homogeneousquadraticDiophan-
tine equationswith threevariables,andon the basisof re-
sultsfrom theearlyandmid-1900sa�nite procedureshould
in principlebe ableto handlequadraticDiophantineequa-
tions with any numberof variables.(The sameis not true
of simultaneousquadraticDiophantineequations).” As our
runningexampleof Section6 shows, in particularcasesit
may be reasonablyeasyto �nd solutionsdespitethe lack
of a generalalgorithm. We conjecturethat the systemof
equations(1) is decidable.

Corollary 6.9(Decidability with xor ) If
�

is interpreted
as xor (i.e.,

�

�2� �

�

�

�

), thensymbolictracereachabil-
ity is decidable.

Proof: If
�

� �

�

�

�

�

, then
�

� �;:

�

%

�

is a �nite set for
any

%

, and the value of
6

� can be found by exhaustive
enumeration. Also, the
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�

�

� �

variables
of system(1) can only assume

�

or
K

value. Therefore,
solutioncanbefoundby exhaustiveenumeration.

�

Corollary 6.10(Decidability with fr eeterm algebra) In
the absenceof any operators with algebraic properties,
symbolictracereachability is decidable.

Proof: In the absenceof rules (M) and(I), the �rst three
stepsof the reductionprocedureof Section6 give a sound
and complete decision procedurefor solvability of

�

,
resultingin anempty

�

�

if andonly if
�

hasa solution.
�

7. Extensionto Group Dif�e-Hellman

In thissection,weextendtheconstraintsolvingapproach
developedin Section6 to protocolssuchasgroupDif�e-
Hellman [23]. Our extension,however, appliesonly in a
restrictedsetting.We assumethat theAbeliangroup(mul-
tiplication) operatorappearsonly in theexponents.In par-
ticular, exponentialsarenotmultipliedwith eachother, i.e.,
termssuchas �

�

�

�

�

�

�

donotappearin theprotocolspeci�ca-
tion, nor is theattacker permittedto multiply exponentials.
This restrictionis necessaryto preserve decidability, since
it hasbeenshown thatuni�cation (and,therefore,thesym-
bolic analysisproblem)is undecidablein the presenceof
equationaltheoriesfor bothAbeliangroupsandexponenti-
ation [12, 13]. This doesnot affect our ability to analyze
protocolssuchas [23] sincethey satisfy the restriction(a
similar restrictionis adoptedby [19]).

We extend the messageterm constructorsof Figure 1
with terms

�

�
�

�

representingexponentials. We also extend
the rules of Figure 2 with the rules for exponentials,as
shown in Figure4. Therulesof Figure4 wereshown in [15]
to leadto uniquenormalformsup to associativity andcom-
mutativity of the

�

operator.
For theclassof protocolswe areinterestedin, it is typ-

ically assumedthat all exponentiationis ultimately from a
constantbase,that is, the normal form of every exponen-
tial groundterm is �

�

where � is a public constant.Also,
in the protocolsof interest,multiplication, exponentiation
andotherarithmeticis typically performedin a large�nite
�eld. Weassume,asprotocoldesignersdo,thatthediscrete
logarithmproblemis hard,andexponentiationsarethusnot
invertiblein practice.



Rulesof Figure2, and
���
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�

�
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$
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�����

�

Figure 4. Normalization rules for exponentials

Consideraderivationconstraintof theform

�

#

�

�����
���
�1���

� (2)

UndertheComputationalDif �e-Hellman Assumption(it is
not feasibleto compute�

���

from �

�

and �

�

), theonly way
the attacker can computethe neededexponential �

#

is to
take one (and no more than one!) of the exponentialsat
his disposal,i.e., some

�

� �

�

,

(at leastonesuchterm is
available, since �

�

�

�

is the publicly known base)and
raiseit to a power

)-(

suchthat
�

�

,

�

,

#

�

�

#

, providedthat
sucha

)

exists,andthat
)-(

is derivablefrom
�������
��� ���

� .
Hence,everytimeweencounteraconstraintof form (2),

we nondeterministicallychooseone of the exponential
terms�

,

from thetermsetavailableto theattacker, andwe
replacetheconstraint(2) with

) (

�

�����
���
� ���

� wheresome
�

� �

�

,

�

(3)

Theseconstraintsare solved by the procedurein Sec-
tion 6, treating

)

as
) �

�

. However, thereis oneproviso.
When arithmetic is performedmod � , existenceof

)

re-
quiresthat

) )�� K��	��


�

� �

K��

, since�
�

�

�

��K��	��


� .
Sucha

)

doesnot exist for divisors of � �

K

(other than
 ). This meansthat our procedurein Section6, in this
case,may producesomeformal solutionsthat cannotac-
tually beinstantiated.(Thanksto Lida Wangfor notingthat
weshouldmentionthis.)

Our constraintsolving procedureonly appliesto �nite
symbolictraces.Therefore,it canbe usedto analyzeonly
a �nite numberof instancesof groupDif�e-Hellman-based
protocols.This restrictionis inherentin thesymbolicanal-
ysis approach. In fact, protocolanalysiswith unbounded
instancesis known to beundecidableevenin thefree term
algebracase[9, 1], andthuscertainlyundecidableoncethe
equationalpropertiesof multiplication are taken into ac-
count. While symbolicconstraintsolving cannotbe used
to provethata protocolis correctin thegeneralcase,it can
usedfor fully automateddiscoveryof attacksonspeci�c in-
stanceswithout imposingany boundson the sizeof terms
createdby the attacker, or the attacker's ability to exploit
algebraicpropertiesof multiplicationandxor .

7.1. Pereira­Quisquater Example

In [19], PereiraandQuisquater�nd anattackagainstkey
authenticationin anauthenticatedgroupDif�e-Hellman (A-

GDH.2) protocol. Theway thatattackwould be identi�ed
usingtheapproachin this paperis sketchedhere.

The attack involves two key distribution sessions,the
�rst amongfour parties,one of whom is dishonest,and
thesecondamongthreepartiesafterthedishonestpartyhas
beenremovedfrom thegroup. Thedishonestpartycauses
oneof thehonestpartiesto acceptanon-authentic,compro-
misedkey in thesecondsession.

In adecidable�nite-sessioncontext, theanalystchooses
how many strandsof eachrole to consider. It is suf�cient in
this example,involving a four-partygroupof

�

� �

�

� �

�

�

and
���

, to choosetwo instancesof role
�

�

andoneof
���

.
�

�

is ignored,
�

�

is compromised,and
�

�

is thedishonest
party, whoserole is takenoverby theattacker.

Theroleof theintermediateparty
�

�

is this:
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� �

M
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� � �
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where
4��

is asecretnonceand #

�

is
�

�

'ssecretkey, shared
with

�
�

. Theroleof thelastparty
�
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is this:
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'
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�

�

��� � �

�

In the semibundle to be analyzed,noncesare instantiated
in thestrandswherethey aregenerated,sowe will have as
constants

4
�

and
4 �

�

,
4

�

, andthe keys #

�

and #

�

.
6.�B6 � �B> �

,
and

�

�

remainvariables. Primedvariablesare associated
with the secondsession.The second“ � ” nodein the �rst
instanceof

�

�

is not used,but it is included,using
>

�

, in
thesecondinstance.(It is not necessaryto predictthis, but
it simpliesthepresentation.)

The analysisconsidersall the �nite numberof possible
event sequencesconsistentwith the semibundle,in partic-
ular theoneidenti�ed by [19], which yields theconstraint
sequence:
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� �

Theditto mark
� �

meansto repeattheright-handtermsfrom
the constraintjust above. The last constraintsaysthat the
key �

�

�

'

�

�

, which is computedand acceptedas the secret
groupkey by

�

�

, is derivable;this is thevulnerabilitygoal.
All of theconstraintshave anexponentialon theleft, so

we do not have to go throughany of theuni�cation or sub-
term constraintintroductionstepsthat might arisein gen-
eral. For eachof the exponentialson the left we �nd, by
�nite searchor by oracle,theexponentialon theright from



which it is computed. For example, the third constraint
is solved by computing �

�

�

from �

'

�

. With the correct
choices,theexponentialremoval stepleadsto productcon-
straints
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6 � > �
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� �

Here we have omitted exponentialtermson the right be-
causethey will not occurin exponents,and  is implicit as
azerothpower.

Now we solve for the variablesby expressingthemas
productsof unknown powers of the factor terms, all of
whichareconstants.After substitution,theproductson the
left of eachconstraintaresetequalto aproductof unknown
powersof thetermson theright. Thereareno variableson
theright, sotheDiophantineequationswill belinear.

For example,if
6 �
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4
�
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�

4
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� and
� �

�

�

#
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���
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�

� ,
theseventhconstraint(thesecondonewith

6��

) leadsto the
Diophantineequations
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, where
J

is theunknown power of #

�

on theright.
The full setof Diophantineequationshasmany solutions,
including
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, slightly simplerthanthesolution
in [19].

8. Conclusions

Wehavepresentedaconstraintsolvingtechniquethatre-
ducestheproblemof symbolicprotocolanalysisin thepres-
enceof anAbeliangroupoperatorto a systemof quadratic
Diophantineequations.Thesigni�canceof thisresultis that
it enablesformal analysisof a wide classof protocolsthat
cannotbeanalyzedin a free-algebramodel.

Themostimportantquestionfor further investigationis
whetherthe resultingsystemof equationsis decidablein
thegeneralcaseof anAbeliangroupoperator(asopposed
to xor ), and, if so, what is the complexity of solving it?
We conjecturethat it is, in fact,decidable.By comparison,
for both the free algebra[20] and xor [4], the symbolic
analysisproblemhasbeenprovedNP-complete.

Resultspresentedin this paperarebut the �rst stepto-
wardsreducingthegapbetweenformal methodsandmath-
ematicalproofstypically employedin cryptographicanaly-
sisof securityprotocols.Eventhoughwe take into account

some mathematicalpropertiesof the underlying crypto-
graphicprimitives,wearestill analyzinganabstractmodel,
andthuspossiblymissingattacksdueto our idealizedtreat-
ment of cryptography. It would be interestingto know
whethertheresultsof this paper, especiallytheexistenceof
conservative solutions,canbe extendedto algebraictheo-
riesotherthanAbeliangroups,or to richerequationaltheo-
riesthatmoreaccuratelyrepresentpropertiesof therelevant
cryptographicfunctions. At the sametime, recentunde-
cidability resultsfor equationaluni�cation [12, 13] suggest
thatthesymbolicconstraintsolvingproblemis undecidable
in thepresenceof rich equationaltheories.Therefore,it is
very likely that symbolic analysiscanbe fully automated
only for abstractprotocolmodels,or for protocolsthatem-
ploy cryptographicprimitiveswithout visiblemathematical
properties.
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A. Proof of Lemma 3.8

Lemma 3.8 If
�

doesnotsatisfythevariablestabilityproperty,
thenthecorrespondingprotocolis notwell-de®ned:it requiresan
honestparticipantto split a productof two unknownvalues.
Proof: (SKETCH) Suppose��� suchthat

�

� doesnot satisfythe
originationproperty. Let � be thesmallestsuchsubstitution,i.e.,

�������
	�� where
�

�
� satis®esthe origination property and
����� ������� is a one-variablesubstitution. We will show that

�

�
�

�

�

� (and,by inductionover �
� ,

�

) requiresan ill-de®ned
nondeterministiccomputation.

By ourchoiceof
�

� and � , ���������! #"$�%�'& thatdoesnotsatisfy
theoriginationpropertyin

�

�(� . Since ���! #"

�

�)&*�+�,�� -"

�

�.�'&0/

1

�32 , ���4�,�� !"

�

�5& . Let 6879��687�"

�

�)&;:<68=>�?68=8"

�

�5& betheindices
of theconstraintsin which � and � , respectively, appearin

�

� for
the®rst time,andlet 6

�

=

�@6
=

"

�

�
�'& to theindex of theconstraint

in which � ®rst appearsin
�

�.� .

By assumption,both � and � satisfytheoriginationpropertyin
�

�
with respectto someordering A . Therearethreepossibilities:

68=*BC687 , 687DBC68= , or 6879�?68= .
Consider 6E=?B�687 . By choiceof � , it doesnot affect any

constraintsnot involving � . Therefore,F%GHBC6 7 "$IKJML
N3JO&��P�QIKJML

N J . Since 6E=�B�687 , we obtainthat 6��

=

�R68= and ITSVU!�WLXNYS;U��Z�

ITS U LXNYS U . By De®nition 3.6 appliedto � in
�

� , �P�\[8]#"$ITS U &^�

[8]#"$I

S

�

U

& andF%_`�4���! !")NYS U &H�Q�,�� !")N

S
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U

&X_�AC� . Thiscontradicts
our assumptionthat � doesnot satisfytheoriginationpropertyin

�

�(� .
If 687aB�68= , then,by choiceof A , �QAb� . By De®nition 3.6

appliedto � in
�

� , �c�R[E]!"$I S

$

& and F%_@�d���! #")N S

$

&e_@Af� .
Since �?Ab� , F%_�_gA+� . Moreover, by de®nitionof 6 7 and 6 = ,
F%G
B?687>�':<�ih �j�,�� !"$I J L8N J & . SinceNYS

$

�k�@NYS

$ , we obtainthat
���l[E]#"$�%�'&,mW[E]!"$ITS
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�n& andF%_o�����! #")NYS
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�'&%_oAC� . Therefore,
6 �

=

�p6 7 and � satis®esthe originationpropertyin
�

� � , which
contradictsour assumption.

Finally, consider6E=��q687 . Since � doesnot affect any con-
straintspreceding6E= , if �c�r[E]!"$IKS U �'& , then 6E�

=

�s68=W�s687

and the origination property is satis®ed,which contradictsour
assumption. Therefore,it must be that �fh �f[E]!"$ITSVU��'& . Since

�Q�t[8]#"$ITS
U

& , by Proposition3.4 � and � must be entangledin
ITS

U . Let IK7#=u�i[E]#"$ITS
U

& betheminimal subtermof ITS
U in which

� and � areentangled,andobserve that �':v�Ph ��I
7#=

� .
Now considerI

S

�

U

LeN

S

�

U

, i.e., the constraintin which � ap-
pearsfor the ®rst time in

�

�(� . Observe that 6E=\Bp6E�

=

( � does
not affect constraintspreceding6E= ). Since � doesnot satisfythe
originationproperty, therearetwo possibilities: �gh �g[E]!"$I

S

�

U

& , or
�E_o�����! #")N

S

�

U

&Y��Ag_ .
If �qh �w[E]#"$I
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& , it must be that �x�q[8]!")N
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& . Let yI
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LTN
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by substitution� , i.e., yI
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N
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U

& , either � , or �

appearsin asubtermotherthan IT7#= since�':v�Ph ��IK7#=#� . Therefore,
by Lemma3.5, the protocol requiresan ill-de®nedcomputation.
More precisely, it requiressomehonestparticipantto receive a
term in which � and � are entangledand extract either � , or �

from it. Suchprotocolsarenotwell-de®ned,andwe shallexclude
themfrom ourconsideration.
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