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Abstract

We demonstrate that for any well-defined cryptographic protocol, the symbolic
trace reachability problem in the presence of an Abelian group operator (e.g., multi-
plication) can be reduced to solvability of a decidable system of quadratic Diophantine
equations. This result enables complete, fully automated formal analysis of protocols
that employ primitives such as Diffie-Hellman exponentiation, multiplication, andxor,
with a bounded number of role instances, but without imposing any bounds on the size
of terms created by the attacker.

1 Introduction

Conventional formal analysis of cryptographic protocols relies on the so called “Dolev-
Yao” attacker model, which assumes that the attacker can intercept any message and con-
struct or modify messages using a given set of computationaland cryptographic primitives.
Cryptographic operations are treated abstractly as black boxes, in the sense that they are
assumed to have no computational features other than those associated with encryption
and decryption. Black-box cryptographic primitives are characterized using simple axioms
such asdec(enc(x; k); k�1) = x, wherek�1 is the inverse key tok, which might be
eitherk itself for symmetric encryption, or the corresponding private key for public-key
encryption. Sometimes even less is assumed: for example, inthe free algebra modeldec
is not used explicitly (the consequences of this restriction are discussed in [Mil03]).

This rudimentary treatment of encryption is not adequate todeal with primitives such as
xor (exclusive or), multiplication, and Diffie-Hellman exponentiation, which are widely
used in security protocols. The attacker can and will exploit associativity, commutativ-
ity, cancellation, and other properties of these operations. For example, Bull’s recursive
authentication protocol was formally proved correct in a model that treatedxor as an ab-
stract encryption, and then found to be vulnerable once self-cancellation properties ofxor
are taken into account [Pau97, RS98].

We usesymbolic trace reachabilityas the standard representation of the protocol analy-
sis problem for trace-based security properties, which include secrecy and most authentica-
tion properties. This problem has been shown to be undecidable in several general settings�Partially supported by ONR Grants N00014-01-1-0837 and N00014-03-1-0961, and by DARPA contract
N66001-00-C-8014.



(for example, see [DLMS99]). Our approach follows the line of research that makes the
reachability problem decidable by bounding the number of sessions, but allowing an un-
bounded attacker who may create messages of arbitrary depth[AL00, FA01, Bor01, MS01].
Other model checking approaches requirea priori bounds on message complexity or may
fail to terminate. Inductive proof approaches have no finiteness limitations, but require
substantially more human effort per protocol, and are stillsubject to undecidability results.

In symbolic approaches, messages are represented as terms in an algebra generated
by abstract computational primitives. Messages may contain variables, representing data
fields whose value is not known in advance to the recipient. A variable can be viewed as the
attacker’s input to the protocol execution since the attacker can instantiate it with any term
available to him as long as the instantiation is consistent in every term where the variable
appears.

A trace is a sequence of messages sent and received. A trace isreachableif there is a
substitution that instantiates all variables with ground terms such that all messages sent by
the honest parties are consistent with the protocol specification, and all messages received
by the honest parties from the network could have been constructed by the attacker from
the previously sent messages and attacker’s initial knowledge.

A trace is an attack if it violates the security condition – inthe case of secrecy, if a value
that is supposed to remain secret appears in the trace as an unencrypted received message
(i.e., is announced by the attacker). For a bounded number of sessions, the symbolic trace
reachability problem has been shown to be NP-complete [RT01], assuming a free term
algebra.

Our main contribution is to extend the constraint solving approach, first proposed
in [MS01], to handle the algebraic properties of Abelian group operators. For any well-
defined cryptographic protocol, we show that symbolic tracereachability is equivalent to
solvability in integers of a certain system of quadratic equations. We then prove that this
system is decidable. Decidability of the bounded-session protocol insecurity problem for
xor (first shown in [CLS03, CKRT03b]) and for the free attacker algebra without equa-
tional properties (previously proved in [RT01, CCM01, MS01]) follow as special cases.

1.1 Overview

In Section 2, we introduce our formal model and describe how to reduce the protocol anal-
ysis problem to a sequence of symbolic constraints. In Section 3, we posit theorigination
stability condition, which is a necessary property of any well-definedprotocol. In Sec-
tion 4, we summarize the theory of ground term derivability in the presence of an Abelian
group operator, due to Comon-Lundh and Shmatikov [CLS03].

The main technical result of the paper appears in Section 5. If the constraint sequence
has a solution, we prove that it has aconservativesolution. Intuitively, the conservative
solution uses only the structure that is already present in the original sequence. We show
that the substitution for any variable is a product of terms (and their inverses) drawn from
a finite set: the non-variable subterms of the original constraint sequence. The resulting
set of product derivation problems is naturally reduced to asystem of quadratic Diophan-
tine equations, as shown in Section 6. One of the steps along the way is Abelian group
unification, which is known to be decidable [BS01]. We then proceed to demonstrate that
the quadratic system has a solution if and only if a particular linear subsystem has a so-
lution. Since linear Diophantine equations are decidable (e.g., [CD94]), this establishes
decidability of the protocol analysis problem in the presence of an Abelian group operator.
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In Section 7, we extend our approach to protocols with Diffie-Hellman exponentia-
tion, under the restriction that multiplication may appearonly in exponents. We replace
exponentials by a combination of products and uninterpreted functions, which reduces the
symbolic analysis problem for such protocols to the solvability of a symbolic constraint
sequence with an Abelian group operator. Conclusions are inSection 8.

1.2 Related work

Boreale and Buscemi [BB03] and Chevalieret al. [CKRT03a] recently developed decision
procedures for protocol analysis in the presence of Diffie-Hellman exponentiation. Neither
addresses decidability in the presence of an Abelian group operator. The decision procedure
of [BB03] requires ana priori upper bound on the number of factors in each product, but the
paper does not indicate how to compute this bound for a given symbolic trace. In general,
establishing upper bounds on the size of variable instantiations needed for a feasible attack
on a protocol is a highly non-trivial problem and one of the main challenges in proving
decidability. Therefore, the technique of [BB03] cannot beconsidered a complete decision
procedure even for protocols with Diffie-Hellman exponentiation.

Chevalieret al. [CKRT03a] proved that the insecurity problem for a restricted class
of protocols is NP-complete in the presence of Diffie-Hellman exponentiation. They do
not consider Abelian group operators outside exponents, and their result only applies to
protocols in which no more than one new variable is introduced in each protocol message.
Also, they do not permit variables to be instantiated with products. These restrictions are
quite strong, ruling out some well-defined protocols. For example, a protocol in which an
honest participant receivesx � y, then receivesy, and then sendsx is not permitted by the
syntactic restrictions of [CKRT03a] (this protocol may be rewritten so as to satisfy the re-
strictions, but it is not clear whether there exists a general-purpose syntactic transformation
that converts any protocol into one satisfying the restrictions of [CKRT03a]). In contrast,
the results of this paper are directly applicable to any protocol which iswell-definedin the
following sense: an honest participant is not required to output the value of an attacker’s
variablebeforehe has received any message containing that variable.

The technique of [CKRT03a] is more general in its treatment of Diffie-Hellman expo-
nentiation since it allows exponentiation from an arbitrary base, while only constant-base
exponentiation is considered in this paper. See [Shm04] foran extension of our constraint
solving technique to modular exponentiation from an arbitrary base.

Pereira and Quisquater [PQ01] discovered an attack on a group Diffie-Hellman (GDH)
protocol that exploits algebraic properties of Diffie-Hellman exponents. Their approach
is specific to GDH-based protocols, and the attacker model isrestricted correspondingly
(e.g., the attacker is not even equipped with the ability to perform standard symmetric
encryption). They do not attempt to address the general problem of deciding whether a term
is derivable in an attacker algebra with the equational theory of multiplication, or whether
a particular symbolic attack trace has a feasible instantiation. Since they only consider the
problem in the ground case, the resulting system of equations is linear, whereas the system
we obtain in the general case with variables is quadratic (see Section 6). An application of
our approach to one of the Pereira-Quisquater examples is summarized in Section 7.

Recent research by Narendranet al. focuses on decidability of unification modulo the
equational theory of multiplication and exponentiation [MN02, KNW02, KNW03]. While
equational unification is an important subproblem in symbolic protocol analysis, unification
alone is insufficient to decide whether a particular symbolic attack trace is feasible.
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Decidability of symbolic protocol analysis in the presenceof xor has been proved
in [CKRT03b, CLS03]. Chevalieret al. [CKRT03b] showed that the problem is NP-
complete in a restricted protocol model which is very similar to the one proposed in this
paper. Independently, Comon-Lundh and Shmatikov [CLS03] demonstrated decidability of
symbolic protocol analysis withxor in the unrestricted model. This paper lifts the results
of [CLS03] by considering the symbolic analysis problem in the presence of an arbitrary
Abelian group operator, resulting in a substantially more complicated theory than in the
xor case. In contrast, [CLS03] only considers Abelian group operators in the ground case,
and obtains symbolic decidability results forxor only.

Bertolottiet al.[BDSV03] investigated cryptographic protocol analysis inthe presence
of associative and commutative operators. The algebraic theory considered in this paper is
significantly more complicated. In protocols such as group Diffie-Hellman [STW96], the
exponents form an Abelian group. In particular, the attacker can easily compute multiplica-
tive inverses. To discover attacks such as that found by Pereira and Quisquater [PQ01], the
algebraic theory must include inverses and cancellative reductions such ast � t�1 ! 1.
Demonstrating decidability in the presence of an Abelian group operator (rather than mere
associativity and commutativity) is the main technical contribution of this paper.

2 Model

We begin with the strand space model of [THG99]. Astrand is a sequence ofnodesrep-
resenting the activity of one party executing the protocol.Strands are finite and do not
have branching or loops. Associated with each node is a message term with a sign, + or�, indicating that the message is sent or received, respectively. Messages in a strand are
ground terms. However, roles in a protocol can be specified asstrand schemas, in which
message terms may contain variables. A variable can represent either a data field whose
value is supplied externally, or a nonce generated by that role. ¿From the viewpoint of
the receiving strand, an external value cannot be interpreted (e.g., another role’s nonce, or
a ciphertext encrypted with an unknown key). Variables corresponding to external values
can thus be viewed as the attacker’s input in an execution trace of the protocol.

There is a standard set ofpenetratorroles representing primitive computations that an
attacker can perform. Arole strandis a partially (or fully or un-) instantiated strand schema
that is a role; arole instanceis a fully instantiated (ground) role strand.

A protocol specification is a set of roles for legitimate parties in the protocol. Abundle
is a collection of role instances in which the source of each received message is identified.
Thus, nodes in a bundle are partially ordered by their strandsequence and also by the
connection of a send node to a receive node for the same message. Bundles are backward
complete in the sense that the strand predecessor of each (non-initial) node must be present,
and the send node for each receive node must be present. A bundle is essentially a Lamport
diagram [Lam78] in which the processes are strands. (Lamport called this a space-time
diagram, but others renamed it in the context of distributedsystems.)

2.1 Overview of constraint solving

It is shown in [THG99] and elsewhere how security questions can be reduced to questions
about the existence of a bundle that exhibits a security violation. In our constraint solving
approach begun in [MS01], bundle existence is determined bystarting with asemibundle
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consisting of partially instantiated role instances, in which the sources of received mes-
sages are not necessarily determined. (The term “semibundle” comes from the Athena
paper [Son99].) In a semibundle to be analyzed, the number ofinstances of each role has
been chosen, and variables representing nonces (or sessionkeys) have been instantiated
to symbolic constants in the roles that generate them. The remaining variables are, for
purposes of analysis, viewed as chosen or constructed by theattacker.

As in Athena, search for a solution begins with a semibundle that has no penetrator
strands. Athena adds penetrator strands and role strands asnecessary to extend the semi-
bundle until it is a complete bundle. We never add role strands, because we bound the
number of roles upfront to achieve decidability. We never add penetrator strands, because
their purpose is modeled implicitly byderivation constraints. We solve the constraints to
see if the original semibundle can be instantiated to the role strands of a bundle. Unlike
Athena, we solve the problem ininfinitestate space, which includesall possible combina-
tions of penetrator strands.

A different sequence of derivation constraints is generated for each possible trace.
Derivation constraints assert that each received message is derivable, using attacker term-
generation rules, from messages that were previously sent in the trace. A solution instan-
tiates variables in the semibundle so that ground terms representing received messages are
all derivable. If the constraint sequence is not solvable for any of the possible traces, then
an attack bundle does not exist for the given set of role strands (though one might exist for
a larger set).

An efficient method for generating traces and solving a set ofderivation constraints by
applying rules for successive transformations of the constraint sequence is given in [MS01].
One important advance in that paper is the ability to handle non-atomic or constructed
symmetric keys, that is, keys that may be the result of a combination of operations such as
concatenation, encryption, and hashing. Some work was donesubsequently to improve the
efficiency of constraint generation and solving. Corin and Etalle devised an incremental
approach [CE02] that has been adopted and incorporated intoour own software tool. Re-
cently, the AVISPA project made further improvements with a“constraint differentiation”
approach [BMV03].

This paper focuses on the decidability of constraint solving in the extended model with
Abelian group operations. The constraint solving step is different from that of [MS01],
and consists mainly in reducing the constraint solving problem to a choice among a finite
selection of substitutions, followed by solving a system ofsimultaneous linear Diophantine
equations.

The solution approach presented here is aimed only at establishing decidability. An-
alyzing complexity and finding an efficient way to carry out protocol analysis are left to
future work. A practical algorithm similar to that of [MS01]may work by gradual discov-
ery of the right set of substitutions by successive unifications, but unification would have to
be performed modulo equational theory of Abelian groups, followed by solving a system of
linear Diophantine equations. Practical techniques for solving linear Diophantine equations
have already been developed in the context of associative-commutative unification [LC89].

2.2 Term algebra

To focus on decidability in the presence of an Abelian group operator, we use a simplified
term algebra that includes only pairing, symmetric encryption (but not decryption), a one-
argument functionf modeling a one-way hash function, and an Abelian group operator

5



written as multiplication. There are also assumed to be an unlimited number of variables
and free constants (zero-argument functions). This is almost a free algebra, that is, one with
no valid equations between terms (other than identities). But our term algebra is not free
because multiplication forms an Abelian group, with unit1 and a multiplicative inverse.
The notation for these operations is shown in Fig. 1.

As in prior work with free algebras, there is no explicit decryption operator. Decryption
is performed implicitly by protocol participants. The attacker’s ability to extract compo-
nents of a pair, or to decrypt an encrypted term when he knows the decryption key is
modeled by separate attacker inference rules, which are discussed in Section 2.4.

The overall algebraic structure is described as the disjoint combination of a free theory
and the Abelian group theory, following [SS89]. In this context, “disjoint” means that each
relation involves only functions (and constants) from one theory at a time, in this case the
group theory. However, any term is acceptable as an argumentto any function. One way
of viewing this is that all terms are untyped (or share a common base type, or sort). In
particular, we do not distinguish between keys and other kinds of messages.

Actual cryptographic operators do have requirements on their arguments, at least on
their size in bits, and in many cases more subtle restrictions. Protocol implementations
depend on observing these restrictions. For example, our algebra would allow a term likeftghk;k0i, but a protocol would normally have to apply a type coercion operator (a hash or
truncation, perhaps) tohk; k0i before it could be used as a key. Moreover, when the Abelian
group operator is applied to a compound term (e.g., a pair), in the actual implementation
the corresponding bitstring must be interpreted as an element of the right group, which
may or may not be possible. We trust the protocol specification in this respect. If terms
appearing in the abstract protocol specification involve application of the Abelian group
operator to compound terms, we assume that such terms can be mapped into the group.
Nevertheless, due to our abstract treatment of cryptographic functions, our analysis may
generate unimplementable attacks,e.g., those involving application of the Abelian group
operator to ciphertexts encrypted with a symmetric key,etc.These spurious attacks can be
recognized with by static inspection and discarded.

It is natural to ask here about the relationship between ground terms in our term algebra
and the bitstrings they are mapped to in the protocol implementation. This is not an easy
question to answer because of the level of abstraction of ourmodel (and all Dolev-Yao-
style [DY83] models in general). For example, regarding encryption as a free operator
means that the infinite sequence of termst; ftgk; fftgkgk; : : : are all distinct, whereas in
practice the bitstring values would all have the same lengthand could not all be distinct.
Thus, there are additional relations in reality, and this implies that there may be more
attacks on the real protocol than on the abstract version. Such concerns are addressed in
work on computationally sound formal models, which is beyond the scope of this paper.
The Abadi-Rogaway paper [AR02] is a good introduction to this issue.

We describe an extension with exponentials in Section 7, forapplication to protocols
using Diffie-Hellman key agreement. Other extensions are possible with no conceptual
difficulty. Abstract public key encryption can be handled ina way similar to symmetric
encryption, using a pair of functionspk(a) and sk(a) to generate a pair of keys for a
principal a. Variations and extensions of pairing could also be added without affecting
decidability, such asn-tuples for some or alln > 2, or associative concatenation.

The associative and commutative properties of our multiplicative group allow us to
regard the product as an operator on a set of any number of terms, as suggested by the
extended product notationt1 � : : : � tn.
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ht1; t2i Pairing of termst1 andt2.ft1gt2 Termt1 encrypted with termt2
using a symmetric algorithm.t1 � : : : � tn Product of terms (associative and commutative).t�1 Multiplicative inverse of termt.f(t) Any free function.

Figure 1: Message term constructorst � 1 ! tt � t�1 ! 1(t�1)�1 ! t(t1 � t2)�1 ! t2�1 � t1�1
Figure 2: Normalization rules for products and inverses

Terms can be put innormal formby applying the reduction rules given in Fig. 2. A
term is in normal form if no further reductions are possible,even after rearranging products
using associativity and commutativity. Normalization also includes “flattening” products,
so that(a �b) �
will be normalized toa �b �
. The normal form is unique up to permutations
of the extended product. Thus, for example,(a�b)�(a�1 �
) reduces to eitherb�
 or 
�b, and
these two productss are regarded as equal. We assume that terms are always normalized.

A term with a positive integer exponent is defined in the expected way; for example,a2 = a � a. A term with a negative exponent, liket�n, is an abbreviation for an inverse
with a positive exponent, like(t�1)n.

2.3 Unification

There is a unification algorithm that can be applied to any twotermst1 andt2 constructed
using the syntax of Fig. 1, by combining conventional structural unification on the free
operators and Abelian Group (AG-) unification modulo associativity and commutativity of
the� operator and normalization rules of Fig. 2. If both terms to be unified are not products,
we use conventional unification by structural recursion, treating all constructors of Fig. 1
as free functions. If at least one of the terms is a product, unification is performed modulo
AG, which is known to be decidable [BS01] and which produces afinite number of most
general unifiers. In the rest of the paper, we useMGUAGF(t1; t2) notation for the finite
set of most general unifiers oft1 andt2. Note that because a non-product term may contain
products as inner subterms,t1 andt2 may have more than one most general unifier even if
neither is a product.
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Unpairing (UL, UR) Decryption (D)T ` hu; viT ` u T ` hu; viT ` v T ` fugv T ` vT ` u
Pairing (P) Encryption (E)T ` u T ` vT ` hu; vi T ` u T ` vT ` fugv

Function (F) Inversion (I)T ` uT ` f(u) T ` uT ` u�1
Multiplication (M)T ` u1 : : : T ` unT ` u1 � : : : � un

Figure 3: Attacker’s capabilities

2.4 Attacker model

We use the standard attacker model augmented with rules concerning products and inverses
(an extension to exponentials can be found in Section 7). Theattacker’s ability to derive
terms is characterized as a term closure under the inferencerules of Fig. 3. The sequentT ` umeans thatu is derivable (computable) from the terms in the setT . The term closure
of T is the set of all terms derivable fromT (including members ofT ).

2.5 Constraint generation

Suppose we are given a protocol specified as a set of roles (strand schemas). We first
choose a finite set of role strands for the semibundle. (Thereis no algorithm to determine
how many of each are needed.) Each role may be instantiated zero or more times. In each
role strand, any nonce variable generated by that role is instantiated with a distinct symbolic
constant.

As an example, consider the protocol with two roles+x and�x+ fygx, wherex andy are nonces, and the security policy is to keepy secret. In the semibundle pictured below,x has been instantiated witha in the first role strand, which generates it, andy has been
instantiated withb.

The third strand (node 4) is an artificial “test” strand introduced to detect compromise
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of b. If b can be received (in the clear) by the test party, thenb has been compromised.

?>=<89:;1 +a
//

�x
//?>=<89:;2

��

?>=<89:;4 �b
oo ?>=<89:;3+fbgx

oo

No variables remaining in a semibundle should occur in more than one strand. Even
though role specifications may use the same variable likeA orK in different roles because
the value is expected to be the same, there is no guarantee that corresponding variables will
be instantiated with the same value during execution.

We generate all possible node orderings, or traces, that areconsistent with the given
strands. This is a finite set that grows exponentially with the number of strands. (Some
traces can be discarded safely, but for proving decidability we may as well assume that we
have all of them.) Each trace yields a sequence of derivationconstraints.

In general, ifu1; : : : ; uk is the sequence of receive-node messages, andTi is the set of
messages sent in nodes prior to the node in whichui is received, then the constraints are
just the sequence C = fTi � uig:
Each individual constraintTi � ui can be interpreted as “at stepi, the attacker knows
messages inTi and needs to generate messageui.” We will refer to ui as thetarget term
of the constraint, andTi as thesource setof the constraint. Bothui and messages inTi
may contain variables. We assume thatT1 contains terms that are initially known to the
attacker, such as constants specific to the protocol and the attacker’s own long-term keys.
It is usually not necessary to include the constant1, since ifT1 contains any termt, the
attacker can derive1 ast � t�1.

The properties of protocol-generated sequences are discussed in Section 3.
Our example semibundle has traces corresponding to all nodeorderings that respect

the ordering of nodes 2 and 3. Note also that the only traces ofinterest are attacks, which
end with node 4. Thus, the complete set of orderings to examine is 1234, 124, 14, 2134,
2314, 214, 24, 4. (One can show that it is sufficient to examine1234 and 14, since any
attack possible with a different ordering is possible with one of these.) The ordering 1234
generates the constraint sequencea� xfa; fbgxg� b:

For convenience, we simplify the notation for source sets byregarding a list as a union.
Thus,fa; fbgxg�u may be writtena; fbgx�u andT [ fag� umay be writtenT; a� u.

We say that� is asolutionof T � u (written� 
 T � u) if � is a ground substitution
such that eitheru� 2 T�, or T� ` u� is derivable using the inference rules of Fig. 3.
Given a constraint sequenceC = fTi � uig, � is a solution of the constraint sequence
(� 
 C) if � simultaneously solves every constraintTi � ui.

The constraint sequence arising from the trace 1234 in the example can be satisfied with
the substitutionx 7! a, since the attacker’s Decryption rule (D) can be applied to satisfy
the second constraint.
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2.6 Subterms and product closures

We introduce a few definitions for convenience. IfT is a finite set of terms, letSt(T ) be
the set ofsubtermsof T , which is the least set of terms such that:� If t 2 T thent 2 St(T )� If hu; vi 2 St(T ) thenu; v 2 St(T )� If fugv 2 St(T ) thenu; v 2 St(T )� If f(u) 2 St(T ) thenu 2 St(T )� If u1 � : : : � un 2 St(T ) thenui 2 St(T ) for eachi
Note thatu1 � u2 is not considered a subterm ofu1 � u2 � u3. For an individual termt,St(t) = St(ftg). We say thatt is asupertermof u if u 2 St(t).

Define PC(T ) def= ft1 � : : : � tn j (8i) ti 2 T or ti�1 2 TgSt(C) def= STi�ui2C St(Ti [ fuig)Var(C) def= Var(St(C))Var(T ) def= fx 2 St(T ) j x is a variablegS(C) def= St(C) nVar(C)�S(C) def= PC(S(C))
Thus,S(C) is the set of all non-variable subterms ofC, and �S(C) is the closure of this set
under product (�) and inverse.

3 Well-Defined Protocols and Constraint Sequences

We start by defining two properties of constraint sequences that are essential for establish-
ing decidability:monotonicityandorigination. Conceptually, these properties are similar
to those defined for the constraint solving method of [MS01].Informally, monotonicity
means that the attacker’s knowledge never decreases as the protocol progresses: all mes-
sages intercepted by the attacker are simply added to the setof terms available to him.
Originationmeans that each variable appears for the first time in some message generated
by the attacker (recall that in the symbolic analysis approach, variables model attacker’s
input to the protocol execution).

Our proof of decidability requires that monotonicity and origination be preserved by
any partial substitution (this is a technical difference from [MS01]). In this section, we
argue that this is true for any symbolic constraint sequenceassociated with awell-defined
protocol. Our notion of well-definedness is formalized below, but it can be informally
understood as follows. For any choice of attacker’s inputs to the protocol execution, the
protocol should never require an honest participant to generate a message containing an
attacker’s inputbeforethe attacker sent any message with that input.

Although a constraint sequence must be solved by a ground substitution, the substiti-
tions we work with below are not always ground substitutions. We do assume, for con-
venience, that all substitutions areidempotent. An idempotent substitution eliminates ev-
ery variable it instantiates. That is, if we define the domainD(�) = fxjx� 6= xg, then
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y 2 St(x�) impliesy =2 D(�). Furthermore, a substitution does not introduce new vari-
ables in the context of a constraint sequence:Var(C�) � Var(C).
3.1 Monotonicity and origination

LetC = fT1 � u1; : : : ; Tn � ung be any constraint sequence generated from a protocol.

Definition 3.1 (Monotonicity) C satisfies themonotonicity propertyif j < i implies thatTj � Ti.
This property means that the attacker does not “forget” terms. As the protocol pro-

gresses, the set of the terms available to the attacker does not decrease. The constraint
generation procedure described in Section 2.5 produces monotonic constraint sequences.
Furthermore, this property is preserved by substitutions.

To understand the origination property, recall that variables represent the attacker’s
input to the protocol execution. Therefore, each variable must appear for the first time in
some message generated by the attacker,i.e., in some messagereceivedby an honest party.

Definition 3.2 (First occurrence) Given a constraint sequenceC = fTi � uig, definekx(C) for any variablex 2 Var(C) to be the index of the constraint in whichx appears
for the first time,i.e., x 2 Var(Tkx � ukx), but8i < kx x =2 Var(Ti � ui). WhereC is
clear from the context, we will refer tokx(C) simply askx.

Definition 3.3 (Origination) A constraint sequenceC = fTi � uig satisfies theorigina-
tion propertyif 8y 2 Var(Tkx) ky < kx.

Origination implies that the first occurrence of a variable is in a target term, since, ifx 2 Var(Tkx), we would havekx < kx, which is impossible.
In order to ensure this property for the initial constraint sequence generated from a

protocol specification, we observe two conventions. First,nonces generated by a role are
instantiated with new symbolic constants in that role. Thisensures (in a free constant
context) that all nonces are different. Second, we require that any other variables chosen
by a role, such as the choice of responder principal made by aninitiator, and the choice of
initiator as well, are either instantiated with constants (for the strand containing a shared
secret), or are placed in a prior received message, as if the attacker chose these values. This
is artificial, but it makes sense for analysis, since we want to find attacks in which these
values are chosen in a worst-case way, and we may as well assume that the attacker has
chosen them.

For example, the one-message protocolA ! B : A;N would have an additional
messageE ! A : A;B inserted (E for enemy or attacker). We assume that the attacker
initially knows constantsa; b; e representing principals’ names. We can model this with
another, earlier messageA! E : hha; bi; ei. The two role strand schemas are thenA : +hha; bi; ei � hxa; xbi+ hxa; xni andB : �hya; yni.
In a semibundle with oneA strand and oneB strand, the nonceN would be instantiated inA’s role, producing the constraint sequencea; b; e� hxa; xbia; b; e; xa; n� hya; yni:
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(In this example we assumed that constantsa; b; e are known initially to the attacker, andn
is a new constant for the nonce generated byA.)

3.2 Well-defined protocols

For subsequent results, we need the property that origination is preserved by substitutions.
This property will follow from a condition, defined below, called well-definedness, which is
intuitively equivalent to requiring that honest participants makeno undetermined choices.
If a protocol is presented in a way that allows an undetermined choice, we want to analyze
the protocol as though the attacker made the choice.

To explain our notion of an ill-defined protocol, suppose a protocol specification re-
quires an honest participant to receivex � y at a point in the protocol where he has never
received any messages containingx or y before, and then returnx. This is an undetermined
choice, because an honest recipient needs to split a productof two unknown values. Recall
that the attacker has complete control over the values ofx andy. Suppose the attacker
choosesx andy so thatx = y�1 in some execution of the protocol. Then, in this execution
of the protocol, the honest participant will receive1 (sincey�1 � y = 1), and will then have
to returny�1, even though he has not received any prior message containing y and thus
has no way of knowing what value was chosen by the attacker fory. In this example, the
protocol is not implementable as specified, since there is noway for the honest participant
to determine which value ofy the attacker had in mind.

We stress that non-implementability of this protocol is unrelated to hardness of factor-
ization. Even ifx � y had unique factorization and the honest participant hadunlimited
computational power, he would still have no way of determining which of the two factors
was chosen by the attacker asx (because� is commutative, values ofx andy are completely
symmetric). In this case, the honest participant has to makean undetermined choice be-
tween two candidates, which means that the protocol cannot be implemented as specified.

In contrast, suppose a protocol specification requires an honest participant to receivex � y, then receivey, and then returnx. The correct choice ofx is then determined and
computable asx = (x � y) � y�1. This protocol is well-defined.

The ability of an honest participant to compute the messageshe is required to send
by the protocol specification is no different in principle from the ability of the attacker to
compute the messages received by honest participants (although honest participants may
have access to term generation rules other than those of Fig.3). The honest participants’
computations required by the protocol are, roughly, the mirror image of the attacker’s com-
putations. Thus, if a constraint sequenceC is generated from a trace of a well-defined
protocol, each attacker term setTi must be computable from terms previously received
by honest participants, namelyfuj jj < ig, plus any initial knowledge of honest partic-
ipants such as their own secret keys. (At each step, an honestparticipant needs only to
generate the differenceTi n Ti�1.) This observation will lead us to the formal definition of
well-definedness below.

We start by definining the honest participants’knowledgeat each step of the symbolic
protocol trace. EachKi is a set of terms. Even though there may be more than one honest
participant, we combine all honest participants’ knowledge into one set, because this is
sufficient for our purpose.

Definition 3.4 LetC = fTi � uig be a constraint sequence generated from the protocol,
and letK0 be the set of terms collectively known to honest participants before the start of
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protocol execution. For alli such that1 � i � jCCj, defineKi = K0 [ fuj jj < ig.
Note thatK0 does not contain any terms with variables with them. The reason for this

is the origination property, which requires that every variable must appear for the first time
in some message sent by the attacker, and no messages had beensent before the protocol
started.

Consider the computation that the honest participants mustexecute according to the
protocol specification. In a sense, it is the mirror image of the attacker computation. Recall
that each constraintTi � ui means that the attacker needs to generateui from terms inTi. For honest participants, the reverse is true: they must generate terms inTi from their
knowledgeKi.

Informally, a protocol is well-defined if it does not requirehonest participants to output
a message containing a variable that they have never observed before. Moreover, this condi-
tion must hold foranyvalue of variables. Since variables are controlled by the attacker and
represent the attacker’s input to the protocol execution, the protocol must be well-defined
for any choice of these values. Intuitively, this means thata participant’s behavior in the
protocol must be well-defined regardless of how other participants choose their nonces,
what they send in lieu of ciphertexts encrypted by unknown keys, and so on.

Definition 3.5 (Well-defined protocol) A protocol iswell-definedif every symbolic con-
straint sequenceC = fTi � uig generated from its specification satisfies the following
property: for anyi, for any partial substitution�, Var((Ti n Ti�1)�) � Sj<i Var(uj�),

As mentioned above, an example of an ill-defined protocol is aprotocol in which an
honest participant receivesx � y and is then required to sendx. This means that honest par-
ticipants must producex from their knowledgeK0 [ fx � yg whereVar(K0) = ;. Observe
that there exist variable values (modeled as partial substitutions),e.g., � = [y 7! x�1℄,
such that in the resulting concrete protocol execution the honest participant’s knowledge
is K0 [ f1g and he is required to outputx even though he has never seen any terms con-
tainingx before. This protocol is not well-defined. On the other hand,a protocol in which
an honest participant is required to outputx when his knowledge isK0 [ fx � yg [ fyg is
well-defined. Under any partial substitution�, Var(x�) � Var(fx� � y�; x�g).

We argue that any protocol that does not force honest participants to make undeter-
mined choices satisfies Definition 3.5. Otherwise, the behavior of some honest participant
is not defined for some values of attacker’s inputs. For thosevalues, the honest participant
is expected to output the value of an attacker’s variable before the attacker has sent any
messages containing that value.

If a protocol designer wishes to check whether his protocol specification is well-defined,
Definition 3.5 may be difficult to verify to practice because,for each constraint sequence
generated from the protocol specification, it quantifies over all possible substitutions. In ap-
pendix A, we explain how to check whether a constraint sequence satisfies Definition 3.5
by considering only a finite number of substitutions (namely, those that may lead to can-
cellation of variables in the knowledge of honest participants).

We now prove a simple auxiliary lemma that will help demonstrate stability of origina-
tion under any partial substitution.

Lemma 3.6 If the protocol is well-defined according to Definition 3.5, andC = fTi�uig
is the corresponding symbolic constraint sequence, then, for any partial substitution�,8i Var(Ti�) � Sj<i Var(uj�).
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Proof: Proof is by induction over all constraints inC. By Definition 3.3,Var(T1) = ;,
thus the lemma is satisfied vacuously. Suppose the lemma holds for allTj �uj 2 C wherej < i. ConsiderTi � ui. By Definition 3.5,Var((Ti n Ti�1)�) � Sj<i Var(ui�). By
the induction hypothesis,Var(Ti�1�) � Sj<i�1 Var(uj�) � Sj<i Var(uj�). ThereforeVar(Ti�) = Var((Ti n Ti�1)�) [ Var(Ti�1�) � Sj<i Var(uj�). This completes the in-
duction. 2
3.3 Stability of monotonicity and origination

This section contains the results which are used in the rest of the paper.

Theorem 3.7 (Stability of monotonicity) LetC = fT1 � u1; : : : ;Tn � ung be a con-
straint sequence generated from a protocol. Thenj < i impliesTj� � Ti�.
Proof: Observe that for allt0 2 Tj� there existst 2 Tj such thatt0 = t�. SinceC is
generated from the protocol, it satisfies Definition 3.1. Therefore, if j < i, then for allt 2 Tj); t 2 Ti, and for allt0 2 Tj�, there existst00 2 Ti� such thatt0 = t00 = t�. There-
fore,Tj� � Ti�. 2
Theorem 3.8 (Origination stability) LetC = fT1�u1; : : : ;Tn�ung be a constraint se-
quence generated from a well-defined protocol. For any partial substitution�,C� satisfies
the origination property.

Proof: Stability of origination under any substitution follows directly from Lemma 3.6.
As described in Section 3.3,C satisfies the origination property by construction. Consider
any partial substitution�, let x be some variable occurring inC� and letkx be the in-
dex of the constraint in which it occurs for the first time. By Lemma 3.6,Var(Tkx�) �Sj<i Var(uj�). Therefore, for any variabley 2 Var(Tkx�), y occurs in someuj� wherej < i. We conclude thatky < kx, and the origination property is satisfied. 2
4 Ground Derivability

In this section, we outline the theory of ground term derivability in the attacker model with
an Abelian group operator due to Comon-Lundh and Shmatikov [CLS03]. We only state
the key lemmas. Proofs can be found in [CLS03]. Note that in [CLS03], Abelian groups
were considered only in the ground case. In contrast, this paper is devoted to solving the
problem in thesymboliccase.

The normalization property stated in Lemma 4.5 may appear superficially similar to
the analysis-followed-by-synthesis closure previously established for the free attacker al-
gebra [Pau98, CJM00]. Normalization results of [Pau98, CJM00] do not apply, however,
to attacker models with non-atomic encryption keys and equational theories with cancel-
lation, requiring development of a new proof normalizationtheory such as [CLS03]. For
example,a cannot be derived fromT = ffaghk;ki; kg by any sequence in which analysis
steps are followed only by synthesis steps.
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Definition 4.1 (Ground proof) A proof of T ` u is a tree labeled with sequentsT ` v
such that all terms inT , u andv are ground and:� Every leaf is labeled withT ` v such thatv 2 T� Every non-leaf node labeled withT ` v has parentss1; : : : sn such that

s1 � � � snT ` v
is an instance of one of the inference rules of Fig. 3� The root is labeled withT ` u

Thesizeof a proof is the number of its nodes.
Informally, there exists a proof ofT ` u if and only if the attacker can construct termu from the term setT using its capabilities as defined by the rules of Fig. 3.

Lemma 4.2 If there is a minimal size proofP of one of the following forms:

...T ` hu; viT ` u ...T ` hv; uiT ` u ...T ` fugv ...T ` vT ` u
thenhu; vi 2 St(T ), hv; ui 2 St(T ), or fugv 2 St(T ), respectively.

Proof: This lemma was proved in [CLS03]. 2
Definition 4.3 (Proof composition) If Pi is a proof ofT ` vi for i = 1; : : : ; n andC is a
proof offviji = 1; : : : ; ng ` u, then thecompositionC[P1; : : : ;Pn℄ is the proof ofT ` u
constructed by putting proofsPi together in the obvious way.

Definition 4.4 (Normal ground proof) A ground proofP of T ` u is normalif� eitheru 2 St(T ) and every node ofP is labeledT ` v with v 2 St(T ),� or P = C[P1; : : : ;Pn℄ where every proofPi is a normal proof of someT ` vi withvi 2 St(T ) and proofC is built using the inference rules (P),(E),(F),(M),(I) only.

Lemma 4.5 (Existence of normal ground proof) If there is a ground proof ofT ` u, then
there is a normal ground proof ofT ` u.

Proof: This lemma was proved in [CLS03] for an attacker theory whichis identical to that
of Fig. 3, but without (F) rule. The proof can be trivially extended to account for (F). 2
Lemma 4.6 If there exists a proof ofT ` t and 
(u; v) 2 St(t), where
(u; v) is eitherhu; vi, hv; ui, or fugv, then either� 
(u; v) 2 St(T ), or
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� there exist normal proofs ofT ` u andT ` v in which no nodes are labeled withT ` 
(u; v).
Proof: We prove the lemma forhu; vi (the proofs forhv; ui andfugv are similar).

Supposehu; vi 2 St(t), buthu; vi =2 St(T ). Consider the minimal size normal proof ofT ` t (such a proof must exist by Lemma 4.5). By Definition 4.4, thisproof has the formC[P1; : : : ;Pn℄ wherePi is the proof of someui 2 St(T ), and contextC is built using the
inference rules (P),(E),(F),(M),(I) only.

By assumption, for alli, hu; vi =2 St(ui) (otherwise, there is a contradiction withhu; vi =2 St(T ) sinceui 2 St(T ), thusSt(ui) � St(T )). Consider thefirst inference inC
that results in the appearance ofhu; vi, i.e.,

T ` t1 : : : T ` tkT ` t0 such thathu; vi 2 St(t0)
but for allj, hu; vi =2 St(tj). LetPj be the subproof ofT ` tj . By minimality of the proof,8tj , no node in the subproof ofT ` tj is labeled withT ` hu; vi.

For rules (E),(F),(M),(I), ifhu; vi 2 St(t0), then there existsj such thathu; vi 2 St(tj).
The condition(8j)hu; vi =2 St(tj) can hold only if (i) the inference rule in question is (P),

and (ii) t0 = hu; vi. Therefore, the inference has the form
T ` u T ` vT ` hu; vi . In this case,u = t1. Therefore, no node of the subproof ofT ` u is labeled withT ` hu; vi. 2

5 Conservative Solutions

We will use the ground derivability results of [CLS03] as summarized in Section 4 to
reason about solutions of symbolic constraint sequences. Our main insight is that, assuming
the symbolic constraint sequenceC is generated from a well-defined protocol and has a
solution, there exists aconservativesolution that uses only the structure already present
in C. Even though variables may need to be instantiated, in the conservative solution all
instantiations are products of subterms (and their inverses) that are already present in the
original sequenceC.

To illustrate by example, consider the following constraint sequence, wherex andy are
variables: 1; a� x;1; a; hx; bi� hy; bi;1; a; hx; bi; fx � ygk � fagk

One solution of this sequence is the substitution� = [x 7! a � ha; ai; y 7! ha; ai�1℄.
This solution, however, is not conservative, since theha; ai term is not among the subterms
of the original (uninstantiated) constraint sequence. We demonstrate that if the constraint
sequence is solvable, then it also has a conservative solution — in this case,�� = [x 7!a; y 7! 1℄. We can then reduce the protocol analysis problem to the search for conservative
solutions of the corresponding constraint sequence.

Lemma 5.1 St(T�) � St(T )� [Sx2Var(T ) St(x�).
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Proof: It is sufficient to show that, for allt 2 T�; St(t�) � St(t)� [ Sx2Var(t) St(x�).
The proof is by induction on the depth oft’s structure. For the induction basis, consider
the case when the depth oft is 0, i.e., t = a for some constanta, in which caseSt(t�) =St(a) = a 2 St(t)�, or t = x for some variablex, in which caseSt(t�) = St(x�). Now
supposeSt(t�) � St(t)� [Sx2Var(t) St(x�) for anyt of depth less than or equal toi, and
considert of depthi + 1. If t = hu; vi, thenSt(hu; vi�) = hu�; v�i [ St(u�) [ St(v�).
Observe thathu�; v�i = hu; vi� 2 St(t)�, and, since the induction hypothesis holds
for u andv, St(u�) � St(u)�Sx2Var(u) St(x�); St(v�) � St(v)�Sx2Var(v) St(x�).
BecauseSt(u); St(v) � St(hu; vi) andVar(u) [ Var(v) = Var(hu; vi), we obtain thatSt(hu; vi�) = St(hu; vi)� [ Sx2Var(hu;vi) St(x�). The proofs fort = fugv; f(u); u�1,
andu1 � : : : � un are identical. 2
Lemma 5.2 (Instantiation doesn’t introduce structure) LetC be a constraint sequence
generated from a protocol, and letTi be some term set such thatTi � ui 2 C. If, for some
termu, there is a minimal size normal proofP of one of the following forms:

...Ti� ` hu; viTi� ` u ...Ti� ` hv; uiTi� ` u ...Ti� ` fugv ...Ti� ` vTi� ` u
Thenhu; vi 2 St(Ti)� (resp.hv; ui 2 St(Ti)�, resp.fugv 2 St(Ti)�).

Proof: We prove the lemma forhu; vi. The proofs forhv; ui andfugv are similar.
By Lemma 4.2 and Lemma 5.1,hu; vi 2 St(Ti�) � St(Ti)� [ Sx2Var(Ti) St(x�).

If Var(Ti) is empty, the lemma follows trivially. SupposeVar(Ti) is not empty. SinceC
is generated from a well-defined protocol,C satisfies the origination stability property by
Theorem 3.8. Construct a linear ordering� onVar(C) consistent with the order of first
occurrence, so thatkx < ky impliesx � y. Arrange variablesx1; : : : ; xn 2 Var(Ti) so
thatx1 � : : : � xn.

We prove the lemma by induction over the size ofVar(Ti). More precisely, we will
show, ifxk 2 Var(Ti), then if hu; vi 2 St(xk�), thenhu; vi 2 St(Ti)� [ St(x1�) [ : : : [St(xk�1�).

By the origination property (Definition 3.3), there existsj < i such thatxk 2 Var(uj)
andy 2 Var(Tj) impliesy � xk . Observe thatSt(Tj�) = St(Tj)� [Sy2Var(Tj) St(y�).
By the monotonicity property (Definition 3.1),Tj � Ti (in fact, sincexk 2 Var(Ti)
andxk =2 Var(Tj), Tj � Ti). Therefore,St(Tj)� � St(Ti)� andVar(Tj) � Var(Ti).
Sincey 2 Var(Tj) implies y � xk, it must be thaty = xl 2 Var(Ti) wherel < k.
Therefore, for ally 2 Var(Tj); St(y�) � St(x1�) [ : : : [ St(xk�1�). We conclude thatSt(Tj�) � St(Ti)�[St(x1�)[: : :[St(xk�1�). To complete the induction step, it remains
to show thathu; vi 2 St(Tj)�.

Sincexk 2 St(uj) (by the origination property) andhu; vi 2 St(xk�) (by assumption),hu; vi 2 St(uj�). We apply Lemma 4.6 to the proof ofTj� ` uj�. If hu; vi 2 St(Tj�),
we are done.

Now supposehu; vi =2 St(Tj�). By Lemma 4.6, there must exist a proof ofTj� ` u
such that no node is labeled withT ` hu; vi. SinceTj� � Ti�, this proof can also serve
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as the proof ofTi� ` u. But this contradicts the assumption that the minimal size normal
proof ofTi� ` u relies onTi� ` hu; vi. We conclude thathu; vi 2 St(Tj�). 2
Lemma 5.3 If t = hu; vi 2 �S(C)� (resp.fugv 2 �S(C)�, f(u) 2 �S(C)�), then there
existst0 = hu0; v0i 2 St(C) (resp.fu0gv0 2 St(C); f(u0) 2 St(C)) such thatt0� = t.
Proof: Observe thatSt(u1 � : : : � un) = fu1 � : : : � ung [Si St(ui), andSt(u�1) = St(u).
Therefore, it follows immediately from the definition�S(C)� = PC(St(C) n Var(C))�
that hu; vi 2 �S(C)� if and only if hu; vi 2 St(C)�. This implies that there existshu0; v0i 2 St(C) such thathu0; v0i� = hu; vi. The proofs forfugv andf(u) are iden-
tical. 2
Lemma 5.4 SupposeP is a proof by Definition 4.1, and let

T ` v1 [T ` v2℄T ` v3 be an

inference inP which is an instance of some rule other than (M) or (I) (theT ` v2 premise
may be absent). Fori 2 f1; 2; 3g, if vi 2 �S(C)� for some�, thenvi 2 St(C)�.

Proof: If the rule is (P), thenv3 = hv1; v2i. By assumption,v3 2 �S(C)�. By Lemma 5.3,
there existshv01; v02i 2 St(C) such thatvi = v0i� for i 2 f1; 2g. Therefore,v3 2 St(C)�
and, sincev0i 2 St(C) by definition fori 2 f1; 2g, vi 2 St(C)�. If the rule is (UL), thenv1 = hv3; v0i for some termv0. By assumption,v1 2 �S(C)�. By Lemma 5.3, this implies
that v1 2 St(C)�, and, by the same reasoning as above,v3 2 St(C)�. The proofs for
(UR),(D),(E),(F) are similar. 2
Definition 5.5 (Conservative substitution) Substitution� is conservativeif(8x 2 Var(C)) St(x�) � �S(C)�

Intuitively, a conservative substitution does not introduce any structure that was not
already present in the original symbolic sequenceC. We will prove that if there exists
some solution� 
 C, then there exists a conservative solution�� 
 C.

Define transformation�C on normalized ground terms as follows:�C(
) = � 
 if 
 2 �S(C)�1 otherwise�C(hu; vi) = � h�C(u); �C(v)i if hu; vi 2 �S(C)�;1 otherwise�C(fugv) = � f�C(u)g�C(v) if fugv 2 �S(C)�;1 otherwise�C(f(u)) = � f(�C(u)) if f(u) 2 �S(C)�;1 otherwise�C(u1 � : : : � uk) = �C(u1) � : : : � �C(uk) (k > 1)�C(u�1) = �C(u)�1
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Then define substitution�� asx�� = �C(x�). Essentially,x�� is the same asx�,
except that all subterms ofx� that are not in�S(C)� have been eliminated by the transfor-
mation�C.

In our choice of�C, we use1 as the replacement for any subterm whose structure was
not already present in the original constraint sequence. This choice is arbitrary. In fact,any
value computable by the attacker would work just as well. Theessence of our argument
in the rest of this section is that if there exists some attack(i.e., some instantiation of
variables that makes the symbolic trace feasible), then there is an equivalent attack which
can be constructed without using these terms at all. Therefore, it does not matter what these
subterms are replaced with, as long as the replacement valuecan be feasibly computed by
the attacker.

Lemma 5.6 If v 2 Var(C) or v 2 �S(C), thenv�� = �C(v�).
Proof: If v 2 Var(C), thenv�� = �C(v�) by definition of��. Otherwise, by induction
on the structure ofv. If v = 
 2 �S(C), 
 is a constant, then�C(v�) = �C(
�) = �C(
) =
 = 
�� = v��. For the induction hypothesis, assume that the lemma is truefor v1; : : : ; vk.
For the induction step, we need to show that it holds forhv1; v2i, fv1gv2 , f(u), v1�1 andv1 � : : : � vk.

Considerv = hv1; v2i 2 �S(C). This implies thatv� 2 �S(C)�. Observe thatv� =hv1�; v2�i 2 �S(C)�, andv�� = hv1��; v2��i. By the induction hypothesis,�C(vi�) =vi��. Given thatv� 2 �S(C)�, by definition of�C, �C(v�) = h�C(v1�); �C(v2�)i =hv1��; v2��i = v��.
The proofs forfv1gv2 , f(u), v1�1 andv1 � : : : � vk are similar. 2

Lemma 5.7 �� is a conservative substitution.

Proof: Consider anyx 2 Var(C). By definition, x�� = �C(x�). We prove thatSt(�C(x�)) � �S(C)� by induction on the structure of�C(x�).
If �C(x�) = 
 where
 is a constant, then, by definition of�C, it must be that
 2�S(C)�. For the induction hypothesis, suppose�C(x�) = ht1; t2i or ft1gt2 or f(t1) ort1 � : : : � tk or t1�1, andt1; : : : ; tk 2 �S(C)�.
First, consider the case when�C(x�) = ht1; t2i (theft1gt2 andf(t1) cases are similar).

If ht1; t2i =2 �S(C)�, then, by definition of�C(x�), it must be the case thatht1; t2i =�C(x�) = 1, and we obtain a contradiction. Therefore,ht1; t2i 2 �S(C)�.
Now consider the case when�C(x�) = t1 � : : : � tk or �C(x�) = t1�1 and, by the

induction hypothesis,ti 2 �S(C)� for all i. Since �S(C)� is closed under� and inverse,�C(x�) 2 �S(C)�. 2
Lemma 5.8 GivenT � u 2 C and some ground termt, if there exists a proof ofT� ` t,
then there exists a proof ofT�� ` �C(t).
Proof: Let P be the normal proof ofT� ` t using the inference rules of Fig. 3. Such a
proof exists by Lemma 4.5. We prove the lemma by induction over the structure ofP .

For the induction basis, suppose thatP consists of a single leaf nodeT� ` t such thatt 2 T�. This implies that there existsv 2 T such thatt = v�. Either v 2 Var(C),
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or v 2 T n Var(C) � �S(C). In either case, by Lemma 5.6,v�� = �C(t). Therefore,�C(t) 2 T��, and the proof ofT�� ` �C(t) consists of a single nodeT�� ` �C(t).
Consider one inference ofP of the form

T� ` t1 [: : : T� ` tk℄T� ` t (theT� ` ti
premises fori > 1 may be absent) and assume as the induction hypothesis that for all i
there exist proofsPi of T�� ` �C(ti). To complete the induction, it is sufficient to show
that for any inference rule, there exists a proof ofT�� ` �C(t).

If the rule is (D), thent1 = ftgtk , t2 = tk for some termtk. By Lemma 5.2,ftgtk 2St(T )�, i.e., there existsfv1gv2 2 T such thatv1� = t; v2� = tk. Sincefv1gv2 =2 Var(T ),
we obtain thatfv1gv2 2 S(T ) � �S(C). Therefore,ftgtk 2 �S(C)�, thus�C(ftgtk) =f�C(t)g�C(tk). By the induction hypothesis,P1 is the proof ofT�� ` �C(ftgtk) andP2
is the proof ofT�� ` �C(tk). The proof ofT�� ` �C(t) is then constructed as follows:P1T�� ` f�C(t)g�C(tk) P2T�� ` �C(tk)T�� ` �C(t)
A similar argument applies for rules (UL),(UR).

If the rule is (P), thent = ht1; t2i. According to the definition of�C, there are two
possibilities. If�C(ht1; t2i) = 1, then�C(ht1; t2i) 2 T��, and the proof ofT�� `�C(ht1; t2i) consists of one nodeT�� ` 1. If �C(ht1; t2i) = h�C(t1); �C(t2)i, the proof
of T�� ` �C(ht1; t2i) is constructed as follows:P1T�� ` �C(t1) P2T�� ` �C(t2)T�� ` �C(ht1; t2i)

A similar argument applies for rules (E),(F),(M),(I). 2
Theorem 5.9 (Existence of conservative solution)If there exists a solution� 
 C, then
there exists a conservative solution�� 
 C.

Proof: Let � 
 C be a solution ofC. Define substitution�� with domainVar(C) byx�� = �C(x�). By Lemma 5.7,�� is a conservative substitution. To show that�� 
 C,
consider any constraintT � u 2 C. Since� 
 C, there exists a proof ofT� ` u�.
Eitheru 2 Var(C), or u 2 St(C) n Var(C) � �S(C). In either case, by Lemma 5.6,u�� = �C(u�). By Lemma 5.8, there exists a proof ofT�� ` �C(u�) = u��. Therefore,�� 
 C. 2
Lemma 5.10 If � is a conservative substitution, thenSt(C)� � �S(C)�.

Proof: First, observe thatSt(C)� � S(C)� [Sx2Var(C) St(x�). By definition ofS(C),S(C)� � �S(C)�. By Definition 5.5,(8x 2 Var(C))St(x�) � �S(C)�. Therefore,St(C)� � �S(C)�. 2
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Definition 5.11 (Conservative proof) GivenT � u 2 C and a substitution�, a proofP
of T� ` u� is conservativeif, for every node ofP labeledT� ` v,� eitherv 2 St(C)�, or� nodeT� ` v is obtained by (M) or (I) inference ruleandis only used as a premise

of an (M) or (I) rule.

Lemma 5.12 (Existence of conservative proof)If �� 
 C = fTi�uig is a conservative
solution, then there exists a conservative proof ofTi�� ` ui�� for eachi.
Proof: Let �� be the conservative solution ofC. Consider any constraintTi � ui. Since�� 
 C, by Lemma 4.5 there exists a normal proofPi of Ti�� ` ui��. Let T̂i = Ti [fuig, and letVi = Var(T̂i) � Var(C). ¿From Definition 4.4 of normal proofs, it follows
that every node ofPi is labeledTi�� ` v wherev 2 St(T̂i��). SinceT̂i � St(C), by
Lemma 5.10v 2 �S(C)��.

Any inference inPi other than (M) or (I) must have the form
T ` v1 [T ` v2℄T ` v3 .

Sincev1;2;3 2 �S(C)��, by Lemma 5.4v1;2;3 2 St(C)��. 2
6 Decision Procedure for Symbolic Constraints

In this section, we present a decision procedure for symbolic constraint sequences associ-
ated with well-defined protocols. The essence of our decidability result is the proof that
for each symbolic constraint sequenceC, there exists afinite number of systems of si-
multaneous Diophantine equations such that (i) each systemis decidable, and (ii)C has a
solution if and only if at least one of the systems has a solution in integers. We emphasize
that our goal is a theoretical decidability result. Therefore, we are concerned only with
showing finiteness of our procedure and decidability of a particular class of Diophantine
equations. In future work, we plan to investigate an efficient constraint solving procedure
based on [MS01] that can be applied to practical protocol analysis.

Our decision procedure starts with twofinite, nondeterministicsteps;1 and;2, fol-
lowed by two deterministic steps;3 and;4. LetC0 be the initial constraint sequence
generated from the protocol specification. For each step;i, we show that (i) there are
finitely manyCi such thatCi�1 ;i Ci, and (ii)Ci�1 has a solutionif and only if at least
oneCi has a solution. This guarantees soundness and completeness. Soundnessmeans
that if any member of the set of sequences obtained by a particular step has a solution, then
the original sequence has a solution.Completenessmeans that if the original sequence has
a (conservative) solution, then at least one of the sequences obtained at each step has the
same solution. Performing the steps does not requirea priori knowledge of the solution. If
a solution exists, it will be discovered by exhaustively enumerating all possible sequences
produced by our procedure and checking whether each one has asolution.

For each of the constraint sequencesC4 produced by the last step, we show thatC4 has
a solution if and only if a special system of quadratic Diophantine equations has a solution.
Quadratic Diophantine equations are undecidable in general, but the system obtained in
our case is solvable if and only if a particular linear subsystem is solvable. Since linear
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Diophantine equations are decidable, this establishes that the symbolic protocol analysis
problem is decidable in the presence of an Abelian group operator.

Following Theorem 5.9, we limit our attention to conservative solutions. Our decision
procedure consists in the following steps:

1. Guess subterm equalities.

2. For each constraint, guess all subterms derivable from the set of terms available to
the attacker, and add them to this set.

3. Remove all constraints in which the derivation involves inference rules other than
(M) or (I).

4. Substitute all target terms that introduce new variables.

5. For each of the resulting sequences, solve a system of linear Diophantine equations
to determine whether the sequence has a solution or not.

Running example. We will use the following symbolic trace as an (artificial) running
example to illustrate our decision procedure. An eventA �! t is a+t node in anA-role
strand,etc. 1: A �! a � b 4: B  � fY gb2: B  � a �X � Y 5: B �! b �X3: A �! fagb 6: A  � a6

Recall that the goal of symbolic protocol analysis is to determine whether this trace is
feasible, i.e., whether there exists an instantiation of variablesX andY such that every
term sent from the network and received by an honest participant (i.e., every term of the
form P  �) is derivable using the rules of Fig. 3. This is equivalent todeciding whether
the corresponding symbolic constraint sequenceC has a solution:a � b� a �X � Y ;a � b; fagb � fY gb ;a � b; fagb; b �X � a6
6.1 Determine subterm equalities

SupposeC has some solution�. In the first step;1, we guess the equivalence relation
on St(C) induced by substitution�. As we argue below, there are only finitely many
possibilities to consider, and one of them is the right one. Of course, we don’t know�
beforehand. Therefore, to discover which equivalence relation is the right one, we will
need to enumerate all possible relations and perform the remaining steps of the decision
procedure for each one to determine whether it leads to a solvable sequence. IfC does
not have a solution, it will not matter which equivalence relation we choose, since none of
them will lead to a solvable sequence.

More precisely, for allsi; sj 2 St(C), we guess whethersi� = sj� or not. SinceSt(C) is finite, there are only a finite number of possible equivalence relations to consider.
Each equivalence relation represents a set of unification problems modulo associativity and
commutativity of� and normalization rules of Fig. 2 (see Section 2.3). There are finitely
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many most general unifiers consistent with any given equivalence relation. Let� be the
finite set of candidate unifiers. For each� 2 �, letC1 = C�.

Observe that foranysubstitution�, there exists a partial substitution� 2 � such thatsi� = sj� if and only if si� = sj�. Therefore, any� = � Æ �0 for some� 2 �.

Lemma 6.1 (Soundness:) For anyC1 such thatC ;1 C1, if there exists a solution�1 
C1, then there exists a solution� 
 C.
(Completeness:) If there exists a solution� 
 C, then9C1 such thatC ;1 C1 and� 
 C1.

Proof: To prove soundness, suppose some�1 
 C1 whereC1 = C� for some� 2 �.
This means that8Ti � ui 2 C, Ti��1 ` ui��1 is derivable. Choose as� any substitution
of the form� Æ �0 such that8s 2 St(C) s� = s�1. Observe that8Ti � ui 2 C Ti� ` ui�
is derivable. Therefore,� 
 C.

To prove completeness, observe that, by our definition of;1, for any substitution�
there exists a unifier� 2 � such that� = � Æ �0. Therefore, for any� such that� 
 C,
there existsC1 = C� such that� 
 C1. 2
Lemma 6.2 Suppose� 
 C. ConsiderC1 such thatC ;1 C1 and� 
 C1, and anys; s0 2 St(C1). If s 6= s0, thens� 6= s0�.

Proof: By construction ofC1, for all s; s0 2 St(C1), there exist̂s; ŝ0 2 St(C) such thatŝ� = s; ŝ0� = s0. Since� = � Æ �0, ŝ� = s� andŝ0� = s0. By choice of�, if ŝ� = ŝ0�,
thenŝ� = ŝ0�. Therefore, ifs� = s0�, thens = s0, or, reversing the order of implication,
if s 6= s0, thens� 6= s0�. 2
Running example. In our running example, we guess that the only subterm equality isfY gb = fagb, giving us partial substitution[Y 7! a℄ and producing the followingC1:a � b� a2 �X ;a � b; fagb � fagb ;a � b; fagb; b �X � a6
6.2 Determine order of subterm derivation

In the second step;2, we nondeterministically choose one of the candidate sequencesC1
produced by;1. AssumingC1 has a solution�, we (1) guess which subterms ofC1�
can be derived by the attacker using inference rules of Fig. 3, and (2) add each derivable
subterms to every constraintTi � ui 2 C1 such thats� is derivable fromTi�.

In the resulting constraint sequence, every constraint is solved either by application of
asingleinference rule, or the derivation involves only rules (M) and (I). In the former case,
we can discover the right rule by syntactic inspection. In the latter case, only multiplicative
operations are used, and we will convert the constraint solving problem into a system of
simultaneous Diophantine equations.

Since we don’t know� in advance, we need to exhaustively try all possible combina-
tions of subterms and constraints. If the chosenC1 has a solution, one of the candidate

23



combinations will be the right one. If the chosenC1 doesnothave a solution, all candidate
sequences will be unsolvable.

Formally, the;2 step consists in the following sub-steps:

1. GuessS` = fs 2 St(C1) j 9Ti � ui 2 C1 such that there exists a proof ofTi� `s�g, i.e., S` is the set of subterms that are derivable fromsometerm set available to
the attacker. This terminates, since there are only finitelymany subsets ofSt(C1) to
consider.

2. For alls 2 S` guessjs 2 f1; :::; ng such that there exists a proof ofTjs� ` s�, but
there is no proof ofTjs�1� ` s�. In other words,js is the index of the first constraint
in C1 from whose source term sets can be constructed. This terminates, sinceS` is
finite, and, for each member ofS`, there are only finitely many constraints inC1 to
consider.

3. By definition of the normal proof, for any solution� 
 C1, any term setT such thatT � u 2 C1, anys; s0 2 S`, if the minimal size normal proof ofT� ` s� contains
a node labeledT� ` s0�, then the minimal size normal proof ofT� ` s0� does not
contain a node labeledT� ` s�. Therefore,� is consistent with at least one linear
ordering� onS` that satisfies the following property:� If s � s0, then the normal proof ofT� ` s� does not contain any node labeled

with T� ` s0�.

Of all possible orderings onS` that satisfy this property, we pick one that also satis-
fies� If js < js0 , thens � s0.
This is possible sincejs < js0 means that there does not exist a proof ofTjs� ` s0�.
Therefore, the proof ofTjs� ` s� cannot have a node labeledTjs� ` s0�.

Intuitively,� is the order in which members ofS` are derived. Since there are only
finitely many possible linear orderings onS` to consider, we find� by exhaustive
enumeration.

4. We arranges1; : : : ; sk 2 S` according to the ordering�, and insert eachsi in the
constraint sequence immediately before theTsi �usi constraint. More precisely, we
replaceC1 with T1 � u1;: : :Tjs1�1 � ujs1�1;Tjs1 � s1;Tjs1 ; s1 � ujs1 ;: : :Tn; s1 � un
Call the resulting sequenceC(1)1 , and repeat this step fors2; : : : ; sk 2 S`. GivenC(i�1)1 ,C(i)1 is constructed by insertingT�si immediately beforeT�ujsi 2 C(i�1)1
and addingsi to the term sets of all subsequent constraints.
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LetC2 = C(k)1 . Without loss of generality, assume that all duplicated constraints are
removed fromC2.

In the following lemma, we useC; C2 as a shorthand forC;1 C1 ;2 C2.
Lemma 6.3 (Soundness:) For anyC2 such thatC ; C2, if there exists a solution�2 
C2, then there exists a solution� 
 C.

(Completeness:) If there exists a solution� 
 C, then9C2 such thatC ; C2 and� 
 C2.
Proof: To prove soundness, observe that for every constraintT � u 2 C1 there existsT̂ � u 2 C2 such thatT � T̂ . Consider all subtermss1; : : : ; sk 2 T̂ n T . By construction
of C2, 8sj Tsj � sj 2 C2, Ts1 = T , andTsj+1 n Tsj = sj . Because�2 
 C2, there
exists a proof ofT�2 ` s1�2. By induction overfs1; : : : ; skg, there exists a proof ofT�2 ` sj�2 8sj . Since�2 
 C2, there also exists a proof of̂T�2 ` u�2. Therefore, for
all T � u 2 C1, there exists a proof of(T̂ n fs1; : : : ; skg)�2 = T�2 ` u�2. We conclude
that�2 
 C1. By Lemma 6.1, this implies that there exists a solution� 
 C.

Completeness follows directly from the construction ofC2. For any substitution� such
that� 
 C1, there exists a finite set of derivable subtermsS`. Also, for each derivable
subterms 2 S`, there exists some constraintTjs � ujs 2 C1 such thats� is derivable
from Tjs�, but not from the precedingTi�. Since we consider all candidate sequencesC2
associated with all possible values ofS` andjs, there existsC2 such thatC1 ;2 C2 and� 
 C2. Completeness then follows from Lemma 6.1. 2
Lemma 6.4 Suppose� 
 C. ConsiderC2 such thatC ; C2 and� 
 C2, and anys; s0 2 St(C2). If s 6= s0, thens� 6= s0�.

Proof: Follows from Lemma 6.2 sinceSt(C2) = St(C1). 2
Lemma 6.5 8sr 2 S` C(r)1 = T1 � t1;: : :Tl � tl;Tjsr [ fs0js0 � srg� sr;Tjsr [ fs0js0 � srg� ujsr ;: : :Tn [ fs0js0 � srg� un;
whereT1 � t1; : : : Tl � tl 2 C(r�1)1 ; Tjsr � ujsr ; : : : Tn � un 2 C1.
Proof: Proof is by induction overi 2 f1; :::; rg. If i = 1, C(1)1 satisfies the lemma by

construction. Suppose the result holds forC(i�1)1 .
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By construction, C(i)1 = T1 � t1;: : :Tl � tl;T 0jsi � si;T 0jsi [ fsig� ujsi ; : : :T 0n [ fsig� un
whereT1 � t1; : : : Tl � tl 2 C(i�1)1 .

By the induction hypothesis,m > jsi�1 implies T 0m = Tm [ Ss0�si�1fs0g whereTm � um 2 C1. By our choice of ordering,si�1 � si andjsi > jsi�1 . Therefore,T 0jsi = Tjsi [ [s0�si�1fs0g = Tjsi [ [s0�sifs0g
and8m � jsi T 0m [ fsig = Tm [ [s0�si�1fs0g [ fsig = Tm [ [s0�sifs0g
. 2
Lemma 6.6 (8sr 2 S`)(8i � r) Tjsr [fs0js0 � srg�sr appears inC(i)1 beforeT �ujsi .
Proof: The proof is by induction overi � r. For the induction basis, consider thatTjsr [fs0js0 � srg� sr 2 C(r)1 and appears beforeT � ujsr by Lemma 6.5. Suppose the result

holds forC(i)1 and considerC(i+1)1 .

By the induction hypothesis,Tjsr [ fs0js0 � srg� sr appears inC(i)1 beforeT � ujsi .
Sincejsi < jsi+1 , this means thatTjsr[fs0js0 � srg�sr appears inC(i)1 beforeT�ujsi+1 .

By Lemma 6.5,8Tl� tl 2 C(i)1 such thatTl� tl appears beforeT �ujsi+1 , Tl� tl appears

inC(i+1)1 beforeT �ujsi+1 . Therefore,Tjsr [ fs0js0 � srg� sr appears inC(i+1)1 beforeT � ujsi+1 . 2
Lemma 6.7 If T � u 2 C2 ands 2 S` such thats0 � u, thens 2 T .

Proof: By construction ofC2, u 2 S`. By Lemma 6.6,Tjs[fs0js0 � sg�s 2 C(k)1 = C2.2
The most important property of our construction is that every constraint inC2 is either

solved withonerule application, or the proof involves only multiplicative rules (M) and
(I).

Lemma 6.8 Let � be any solution such that� 
 C2 for someC2 such thatC ; C2.
Consider anyT � u 2 C2 and the last inference of the proof ofT� ` u�.� If u� 2 T�, thenu 2 T .
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� If u� is obtained by (UL), thenhu; t0i 2 T for some termt0.� If u� is obtained by (UR), thenht0; ui 2 T for some termt0.� If u� is obtained by (D), thenfugt0 2 T for some termt0.� If u� is obtained by (P), thenu = hu1; u2i andu1;2 2 T for some termsu1;2.� If u� is obtained by (E), thenu = fu1gu2 andu1;2 2 T for some termsu1;2.� If u� is obtained by (F), thenu = f(t0) andt0 2 T for some termt0.
Proof: Consider anyT�u 2 C2. Since� 
 C2 is a conservative solution, by Lemma 5.12,
there exists a conservative proof ofT� ` u�.

If u� 2 T�, then there existst 2 T � St(C2) such thatt� = u�. ¿From Lemma 6.4,
it follows thatu = t 2 T . We conclude that, wheneveru� 2 T�, T � u 2 C2 is such thatu 2 T .

If u� =2 T�, consider thelast inference of the conservative proof ofT� ` u�. It must
have the form T� ` v1 [: : : T� ` vk℄T� ` u�
(theT� ` vi premises fori > 1 may be absent). If this inference is an instance of any rule
other than (M) or (I), theni � 2 and, by Definition 5.11,v1;2 2 St(C2)�, i.e., there existsv01;2 2 St(C2) such thatv01� = v1 andv02� = v2.

Since there exist proofs ofT� ` v01;2�, it must be thatv01;2 2 S`. Since the proof ofT� ` u� contains nodes labeledT� ` v01;2�, by definition of ordering� it must be thatv01;2 � u. By Lemma 6.7,v01;2 2 T . We conclude that the proof ofT� ` u� consists of
one inference: T� ` v01� 2 T� [T� ` v02� 2 T�℄T� ` u�

Consider all possible cases for this inference rule other than (M) or (I).
If the rule is (UL), thenv01� = hu�; ti for some termt. By Lemma 5.10,v01� 2 �S(C)�.

By Lemma 5.3, this means that there existshu0; t0i 2 St(C2) such thathu0; t0i� = v01�. By
Lemma 6.4, this implies thatv01 = hu0; t0i. Sinceu0; u 2 St(C2), Lemma 6.4 also implies
thatu0 = u. Therefore,v01 = hu; t0i 2 T . We conclude that, wheneveru� is obtained by
(UL) rule,T � u 2 C2 is such thathu; t0i 2 T . The proofs for (UR) and (D) is similar.

If the rule is (E), thenu� = fv1�gv2�. By Lemma 5.10,u� 2 �S(C)�. By Lemma 5.3,
there existsu0 = fv01gv02 2 St(C2) andu� = u0�. Sinceu 2 St(C2) by Definition 5.11,
Lemma 6.4 impliesu0 = u. We conclude that, wheneveru� is obtained by (E) rule,u = fu1gu2 andT � fu1gu2 2 C2 whereu1;2 2 T . The proofs for (P) and (F) are similar.2
Running example. In our running example, we guess that no subterms (other thanthose
already appearing as target terms) are derivable. Therefore, after removing duplicated con-
straints fromC2,C2 = C1.
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6.3 Eliminate all inferences other than (M) or (I)

In the third step;3, we eliminate all constraints which can be satisfied by a single ap-
plication of an inference rule other than (M) or (I). This step is deterministic. Lemma 6.8
implies that all such constraints can be found by syntactic inspection. LetC3 be the result-
ing constraint sequence.

In the following lemma, we useC; C3 as a shorthand forC;1 C1 ;2 C2 ;3 C3.
Lemma 6.9 (Soundness:) For anyC3 such thatC ; C3, if there exists a solution�3 
C3, then there exists a solution� 
 C.

(Completeness:) If there exists a solution� 
 C, then9C3 such thatC ; C3 and� 
 C3.
Proof: To prove soundness, suppose�3 
 C3. By Lemma 6.8, for every constraintT � u
eliminated by;3, there exists a one-step proof ofT� ` u� for anysubstitution�. This
means that there exists a proof ofT�3 ` u�3 for every constraintT � u 2 C2 n C3.
By our assumption that�3 
 C3, there exists a proof ofT�3 ` u�3 for every constraintT � u 2 C3. Therefore,�3 
 C2. Using Lemma 6.3, this is sufficient to demonstrate
soundness.

To prove completeness, observe thatC3 � C2. Therefore, if� 
 C2, then� 
 C3.
Then apply Lemma 6.3. 2
Lemma 6.10 If � 
 C3, then8T � u 2 C3, the proof ofT� ` u� uses (M) and (I) rules
only.

Proof: Consider a minimal size conservative proof ofT� ` u� and suppose it contains an
inference T� ` v1 2 T� [T� ` v2 2 T�℄T� ` v
that is an instance of a rule other than (M) or (I). By construction ofC3, this cannot be the
last inference, therefore,v 6= u. By Definition 5.11 of a conservative proof, it must be thatv 2 St(C3)� � St(C2)�, i.e., there existsv0 2 St(C2) such thatv0� = v. By definition
of �, it must be thatv0 � u. By Lemma 6.7, this implies thatv0 2 T . This contradicts
minimality of the proof. Therefore, the proof ofT� ` u� does not contain any inferences
other than (M) or (I). 2
Lemma 6.11 If x 2 Var(C3) let Tkx � ukx 2 C3 be the constraint in whichx occurs for
the first time. Thenu = xqx �Qj�0 ukxj whereqx is an integer,ukxj are not headed with�, andx =2 St(Tkx [ fukxj jj � 0g).
Proof: By the variable origination property (Definition 3.3),x =2 St(Tkx). Supposex 2St(ukxj) for somej andukxj 6= xqx . Lemma 6.10 implies that there existst 2 St(Tkx)
such thatt� = ukxj�. SinceSt(C3) � St(C2), Lemma 6.4 implies thatt = ukxj . This
means thatx 2 St(Tkx), and contradicts the variable origination property. 2
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Definition 6.12 DefineQmax = Qx2Var(C3) qx whereqx is the power ofx in the con-
straint in which it occurs for the first time.

Running example. In our example, we guess the first and third constraints were obtained
by application of rules (M) and (I) only. We eliminate the second constraint, obtaining the
followingC3: a � b� a2 �X ;a � b; fagb; b �X � a6
6.4 Substitute target terms that introduce new variables

In the fourth step;4, we take each target term in which some variable occurs for the
first time and introduce a new variable, substituting theentire term in question. This step
is deterministic. For example, ifx occurs for the first time in constraintTi � a � x2, let�i = [x 7! x̂ 12 � a� 12 ℄ wherex̂ is a new variable, and apply�i to the entire constraint
sequence. In the resulting constraint sequence, each variable x̂ occurs for the first time in
some constraint of the formTi � x̂.

In the definition below, a term with a fractional exponenttmn represents a termu such
thatun = tm. Obviously, taking a root of some element of a finite field requires that the
root in question exist. Our definition of̂x guaranteesthe existence of all newly introduced
roots since the value of every rational exponent introducedby ;4 appears explicitly in
the protocol specification. For example, if we replacex2 with x̂, thenx̂m2 will appear in
the constraint sequence if and only ifxm appears in the protocol specification (note thatxm = (x2)m2 ).

Recall from Definition 3.3 thatkx is the index of the constraintTi�ui in which variablex occurs for the first time, and that, by Lemma 6.11,ui = xqx �Qj�0 uij for some integerqx.

Definition 6.13 If Ti � ui 2 C3, define�i = ( [x 7! x̂ 1qx �Qu� 1qxij ℄ if i = kx for somex; x̂ is a fresh variable; otherwise

If more than one variable appears for the first time inui, any one of them may be chosen.

LetC4 = C3�1 : : : �N3 whereN3 is the number of constraints inC3. Although only
integer powers appear inC3,C4 may contain rational powers.

Assume that term setsTi appearing inC4 have been ordered,i.e., Ti = fti1; ti2; : : : g.
Definition 6.14 C4 is well-orderedif i < i0 implies thattij = ti0j 2 Ti0 whenj � jTij.

Informally, Definition 6.14 means that term setsTi are consistently ordered so that if
the same term appears in multiple sets, it always appears in the same position. Due to the
monotonicity property of constraint sequences (Definition3.1), if i < i0, thenTi � Ti0 .
Without loss of generality, we can assume thatC4 is well-ordered.

Lemma 6.15 For any rationalr appearing as a power of some term inC4, r � Qmax is an
integer.
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Proof: Follows directly from Definitions 6.12 and 6.13. 2
Lemma 6.16 If T � u 2 C4, the proof ofT� ` u� uses (M) and (I) rules only.

Proof: Follows from Lemma 6.10 and construction ofC4. 2
Lemma 6.17 If x 2 Var(C4), x occurs for the first time in some constraint of the formT � x 2 C4 wherex =2 St(T ).
Proof: Follows from Definition 6.13 and construction ofC4. 2

In the following lemma, we useC ; C4 as a shorthand forC ;1 C1 ;2 C2 ;3C3 ;4 C4.
Lemma 6.18 There exists a solution� 
 C if and only if there exists a solution�4 
 C4
for someC4 such thatC; C4.
Proof: Substitution 6.13 is simply a renaming of terms inC3 and does not introduce or
lose any solutions. The result follows directly from Lemma 6.9. 2
Running example. In our example,�1 = [X 7! X̂ � a�2℄; �2 = ;. Therefore,C4 =C3�1�2 is: a � b� X̂ ;a � b; fagb; b � X̂ � a�2 � a6
6.5 Derive a system of quadratic Diophantine equations

In the last step of the constraint solving procedure, we convert each constraint sequenceC4
into a system of quadratic Diophantine equations which is solvable if and only if� 
 C4
for some�.

Diophantine equations are polynomial equations in any number of variables with inte-
ger coefficients, where only integer solutions are permitted. There is no general procedure
for determining the solvability of a Diophantine equation or finding a general solution; that
was Hilbert’s Tenth Problem. A system of Diophantine equations must be solved in com-
mon by the same substitution. One can reduce a single Diophantine equation of any degree
to a system of quadratic equations by introducing variables. For example, in the equationx3 = 27 one can lety = x2, reducing the original equation toxy = 27. The system of the
latter two equations is equivalent to the first. Hence the solvability of systems of quadratic
Diophantine equations is also undecidable.

To solve the protocol analysis problem, we generate a systemof quadratic Diophantine
equations. In our case, we can demonstrate that the system weget is solvable if and only
if a particularlinear subsystem is solvable. Luckily, solvability of systems of linear Dio-
phantine equations is decidable (see,e.g., [CD94]). This problem is equivalent to solving
an integer linear programming problem, which is known to be intractable in general, but
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there are efficient solution techniques that work well most of the time (just as the simplex
method works well for real linear programming).

The key to this result is Lemma 6.19. Intuitively, we prove that, for every constraintT � u 2 C4, the target termu� must be equal to some product of integer powers of
non-variableterms appearing in setT . We then simply represent each power as an integer
variable, and convert the constraint satisfaction problemfor each constraint into a system
of linear Diophantine equations.

There is a complication along the way. In addition to the linear system corresponding
to the solvability of a givenT � u constraint, the integer variables in question must also
satisfy a special system ofquadraticequations. We show that this quadratic systemalways
has a solution. Therefore, only the linear system needs to besolved to determine whether
the constraint is satisfiable. Any solution of the linear system will automatically satisfy the
quadratic system.

For any termt, define�(t) to be the set of all top-level factors oft. If t = tr11 � : : : � trnn
where none ofti are headed with� and allti are distinct, then�(t) = ftr11 ; : : : ; trnn g. For
example,�(a�2 �b 32 ) = fa�2; b 32 g. Define	(t) = ftrii 2 �(t) j ti 6= x 2 Var(C4)g to be
the set of all non-variable factors oft. Let (t) =Qf2	(t) f , i.e.,  (t) is t with all factors

of the formxr removed. For example, (a � (fxgk)3 � x 25 ) = a � (fxgk)3. Obviously, ift
does not contain variables among top-level factors, then (t) = t.
Lemma 6.19 If x 2 Var(C4), let kx be the index of the constraint in which variablex
occurs for the first time. Then if� 
 C4 andTi � ui 2 C4ui� = Ytij2Ti( (tij)�)ẑ[i;j℄ (1)

such that ẑ[i; j℄ = z[i; j℄ + jTijXj0>j( Xxr2�(tij0 )(ẑ[kx; j℄ � r � z[i; j0℄)) (2)

for some integerŝz[i; j℄; z[i; j℄, where1 � i � jC4j, and by convention ifj > jTkx j thenẑ[kx; j℄ = 0.

Before we begin the proof, it is helpful to give a small example that gives some insight
into how the exponents are computed.

Consider the constraintst11 � x and ti1; t0i2 � x � ui, wherex is a variable and the
other terms do not contain variables. Each target term is a product of powers of the terms
on the right. Thus, we may writex = tz[1;1℄11 and ẑ[1; 1℄ = z[1; 1℄. We also haveui =tz[i;1℄i1 � (t0i2 � x)z[i;2℄. To find ẑ[i; j℄, we substitute forx and also note thatt11 = ti1 becauseC4 is well-ordered. Hence, ui = tz[i;1℄+ẑ[1;1℄�z[i;2℄i1 � t0z[i;2℄i2
Thereforeẑ[i; 1℄ = z[i; 1℄ + ẑ[1; 1℄ � z[i; 2℄. This expression should be recognizable as a
special case of equation (2).
Proof:(of Lemma 6.19) The proof is by induction over the length of the constraint se-
quence. For the induction basis, considerT1 � u1 2 C4. By Lemma 6.16, the proof of
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T1� ` u1� contains only rules (M) and (I). Therefore,u1� =Qt1j2T1(t1j�)z[1;j℄ for some
integersz[1; j℄, where1 � j � jT1j. By Lemma 6.17, no variables occur inT1. Therefore,
for all j; t1j =  (t1j) and for allx 2 Var(C4); j0, andr; xr =2 �(t1j0 ). Then for allj; ẑ[1; j℄ = z[1; j℄, and we obtainu1� = Qt1j2T1( (t1j)�)ẑ[1;j℄ This completes the base
case.

Now suppose the lemma is true for all constraints up to and including Ti�1 � ui�1,i � 2. To complete the induction, we need to prove it forTi � ui. Applying Lemma 6.10
to Ti � ui, we obtain that ui� = Ytij02Ti(tij0�)z[i;j0 ℄ (3)

Now consider anytij0 from the above product, and fix it. By definition of (tij0 ), tij0 = (tij0 ) � xr11 � : : : � xrmm for some variablesx1; : : : ; xm and rational constantsr1; : : : ; rm
wherem � 0. Consider any variablex 2 fx1; : : : ; xmg, and letkx be the index of the
first constraint in whichx occurs. By Lemma 6.17, the fact thatx occurs inTi implies
thatTi � ui cannot be the first constraint in whichx occurs. There must exist a preceding
constraint of the formTkx � x 2 C4 andkx < i. The induction hypothesis holds for
this constraint, thusx� = Qtkxj2Tkx ( (tkxj)�)ẑ[kx;j℄. By monotonicity (Definition 3.1),Tkx � Ti. Since all setsTi are ordered according to Definition 6.14, this means that(8j � jTkx j) tkxj = tij . Moreover, sincex occurs intij0 , Lemma 6.17 implies thatjTkx j < j0. We setẑ[kx; j℄ = 0 for all j > jTkx j, and we replace eachtkxj with the
correspondingtij , obtaining x� = Yj<j0( (tij)�)ẑ[kx;j℄ (4)

Substituting values forx1�; : : : ; xm� given by equation (4) into equation (3), we obtain
that ui� = Ytij02Ti(  (tij0 )� � Yxr2�(tij0 )(Yj<j0( (tij)�)ẑ[kx;j℄�r) )z[i;j0℄

Distributing the exponentz[i; j0℄, obtainui� = Qtij02Ti( ( (tij0 )�)z[i;j0 ℄ �Qxr2�(tij0 )(Qj<j0 ( (tij)�)ẑ[kx;j℄�r�z[i;j0℄) )= Qtij02Ti( (tij0 )�)z[i;j0 ℄ �Qtij02Ti( Qxr2�(tij0 )( Qj<j0 ( (tij)�)ẑ[kx;j℄�r�z[i;j0℄ ))= Qtij2Ti( (tij)�)z[i;j℄ �Qtij02Ti( Qj<j0 ( ( (tij)�)Pxr2�(tij0 )(ẑ[kx;j℄�r�z[i;j0℄) ))
Observing that

Qtij02Ti(Qj<j0 f(: : : tij : : : )) = Qtij2Ti(Qj0>j f(: : : tij : : : )), we
obtain
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ui� = Qtij2Ti( (tij)�)z[i;j℄ �Qtij2Ti( Qj0>j( ( (tij)�)Pxr2�(tij0 )(ẑ[kx;j℄�r�z[i;j0℄) ))= Qtij2Ti( ( (tij)�)z[i;j℄ � ( (tij)�)Pj0>j(Pxr2�(tij0 )(ẑ[kx;j℄�r�z[i;j0℄)) )= Qtij2Ti( (tij)�)z[i;j℄+Pj0>j(Pxr2�(tij0 )(ẑ[kx;j℄�r�z[i;j0℄))
This completes the induction. 2

6.6 Convert into a system of linear Diophantine equations

We now convert each constraint into an equivalent system of linear Diophantine equations.
If this system is unsolvable, the constraint cannot be satisfied and the entire constraint
sequence does not have a solution. If, on the other hand, there exist some values of̂z[i; j℄
that solve the linear Diophantine system, we will demonstrate that quadratic equations (2)
are guaranteed to have a solution.

Consider anyTi � ui 2 C4. By Lemma 6.19,ui� = Qtij2Ti( (tij)�)ẑ[i;j℄. By
definition, (tij) does not contain any variables as top-level factors. It is possible thatxpkk 2 �(ui) for some variablexk and rationalpk. Applying Lemma 6.17 and Lemma 6.19,
for all xk 2 Var(C4) we obtain thatxk� = Qtkxj2Tkx ( (tkxj)�)ẑ[kx;j℄. Therefore,
equation (1) can be rewritten asQxpkk 2�(ui)(Qtkxj2Tkx ( (tkxj)�)ẑ[k;j℄)pk �Quil2	(ui) uil� =Qtij2Ti( (tij)�)ẑ[i;j℄ (5)

For any variablexk occurring inui, it must be thatkx � i sincekx is the index of the
first constraint in whichxk occurs. By Definitions 3.1 and 6.14,tkxj = tij . Dividing the
right-hand side of equation (5) byYxpkk 2�(ui)( Ytkxj2Tkx( (tkxj)�)ẑ[kx;j℄)pk
we obtain Yuil2	(ui)uil� = Ytij2Ti( (tij)�)y[i;j℄ (6)

where y[i; j℄ = ẑ[i; j℄� Xxpkk 2�(ui) pk � ẑ[kx; j℄ (7)

Recall that̂z[kx; j℄ = 0 if j > jTkx j.
LetFa
(C4) = STi�ui2C4(	(ui)[Stij2Ti 	(tij)) be the set of all factors appearing

in equations (6). SinceFa
(C4) � St(C4) � St(C2), by Lemma 6.4, ift; t0 2 Fa
(C4)
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andt 6= t0, thent� 6= t0�. Therefore, ifw 2 Fa
(C4) andTi � ui 2 C4, the following
system of linear equations must hold:q|{z} = Ptij2Ti qj � y[i; j℄| {z }

if wq 2 	(ui); if wqj 2 	(tij);0 otherwise 0 otherwise

(8)

wherey[i; j℄ are integer variables (i ranges over the length of the constraint sequence, and,
for eachi, j ranges from1 to jTij), andq; q1; : : : ; qjTij are rational constants. We multiply
both sides of each equation (8) by the lowest common multiplier of the denominators ofq; q1; : : : ; qjTij, and obtain a system of linear Diophantine equations overy[i; j℄.
Lemma 6.20C4 has a solution if and only if the system of equations (8) has a solution in
integers.

Proof: It follows immediately from the reduction in this section that if system (8) doesnot
have a solution in integers, thenC4 does not have a solution, either. To complete the proof,
it is the necessary to show that if system (8) has a solution inintegers, then system (7) and,
especially, the quadratic system (2) also have a solution.

Let fy[i; j℄g be any solution of system (8). First, sety[kx; j℄ = 0 for all x 2 C4 and allj. Since	(ukx) = 	(x) = ;, equation (8) degenerates into0 = Ptkxj2Tkx qj � y[kx; j℄
and, clearly, is still satisfied. By Lemma 6.17,ukx = xk. Therefore,Xxpkk 2�(ukx ) pk � ẑ[kx; j℄ = ẑ[kx; j℄
andy[kx; j℄ = ẑ[kx; j℄� ẑ[kx; j℄ = 0. System (7) is thus satisfied byy[kx; j℄ = 0 as well.

Now, set ẑ[kx; j℄ = Qmax for all x 2 C4 and all j. Recall from Definition 6.12
and Lemma 6.15 thatQmax is an integer constant suchr � Qmax is an integer for any
rational powerr appearing inC4. We need to demonstrate that, providedẑ[kx; j℄ = Qmax ,
systems (7) and (2) are solvable in integers.

First, consider system (7). Ifi = kx for somekx, it degenerates into0 = Qmax�Qmax
(see above). If for allkx; i 6= kx, it becomesy[i; j℄ = ẑ[i; j℄�Pxpkk 2�(ui) pk � Qmax , and
is solved simply by settinĝz[i; j℄ = y[i; j℄ +Pxpkk 2�(ui) pk � Qmax . This works since by
Lemma 6.15pk � Qmax is an integer.

It remains to show that the quadratic system (2) has a solution in integers. Pick anyTi � ui 2 C4 and fix it. Proof is by induction over all values ofj from jTij to 1. For
the base case, considerj = jTij. In this case, there are noj0 > j, and we simply setz[i; j℄ = ẑ[i; j℄.

Now suppose the lemma is true forz[i; j + 1℄; : : : ; z[i; jTij℄. To complete the proof,
it is sufficient to show that there exists an integer value forz[i; j℄ that satisfies equa-
tion (2). Observe thatz[i; j0℄ is an integer for allj0 > j (by the induction hypothesis),
andẑ[kx; j℄ � r = Qmax � r is an integer for allx such thatxr 2 �(tij0 ) (by Lemma 6.15).
Therefore,z[i; j℄ = ẑ[i; j℄�Pj0>j(Pxr2�(tij0 )(ẑ[kx; j℄ �r �z[i; j0℄)) is an integer solution
for equation (2). This completes the induction and proves that, assuming linear system (8)
has an integer solution fory[i; j℄, systems (7) and (2) are solvable in integers, too. 2
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Running example. In our running example, we are solving the followingC4:a � b� X̂ ;a � b; fagb; b � X̂ � a�2 � a6
Applying equation (6),C4 has a solutioniff the following system is solvable in integers:1 = (a � b)y[1;1℄a6 = (a � b)y[2;1℄ � (fagb)y[2;2℄ � (b � a�2)y[2;3℄
Note that	(u1) = ;, therefore,

Qu1l2	(u1) u1l� = 1, and (b � X̂ � a�2) = b � a�2.
We sety[1; 1℄ = 0 sincekx = 1, and convert the second equation into an equivalent

system of linear Diophantine equations (8), treating non-atomic terms such asfagb as
constants: 6 = y[2; 1℄� 2 � y[2; 3℄0 = y[2; 2℄0 = y[2; 1℄ + y[2; 3℄

This system has the following integer solution:y[2; 1℄ = 2; y[2; 2℄ = 0; y[2; 3℄ = �2.
Therefore, the constraint sequence has a solution. In this example,Qmax = 1, therefore,ẑ[1; 1℄ = 1, andX̂ = (a � b)ẑ[1;1℄ = a � b. Reconstructing the values of original variables,
we obtainX = X̂ � a�2 = a�1 � b.
Theorem 6.21 (Soundness and completeness)Symbolic constraint sequenceC has a so-
lution if and only if the system of linear equations (8) has a solution in integers for someC4 such thatC; C4.
Proof: Follows immediately from lemmas 6.18 and 6.20. 2
Corollary 6.22 (Decidability with xor) If � is interpreted asxor (i.e., t�1 = t), then
symbolic trace reachability is decidable.

Corollary 6.23 (Decidability with free term algebra) If there are no operators with al-
gebraic properties, symbolic trace reachability is decidable.

7 Extension to Group Diffie-Hellman

In this section, we extend the constraint solving approach developed in Section 6 to pro-
tocols such as group Diffie-Hellman (GDH) [STW96]. Our extension, however, applies
only in a restricted setting. We assume that the Abelian group (multiplication) operator ap-
pearsonly in the exponents. In particular, exponentials are not multiplied with each other,
i.e., terms such asgx1 � gy2 do not appear in the protocol specification, nor is the attacker
permitted to multiply exponentials. This restriction is necessary to preserve decidability,
since it has been shown that unification (and, therefore, thesymbolic analysis problem) is
undecidable in the presence of equational theories forbothAbelian groups and exponen-
tiation [KNW02, KNW03]. This does not affect our ability to analyze protocols such as
GDH since they satisfy the restriction (a similar restriction is adopted by [PQ01]).
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t1 ! t(tu)v ! tu�v
Figure 4: Normalization rules for exponentials

We extend the message term constructors of Figure 1 with terms tu representing expo-
nentials. We also extend the rules of Figure 2 with the rules for exponentials, as shown in
Figure 4. The rules of Figure 4 were shown in [MN02] to lead to unique normal forms up
to associativity and commutativity of the� operator.

In this paper, we consider only protocols in which all exponentiation is ultimately from
a constant base, that is, the normal form of every exponential ground term isgt whereg is a
public constant. For purposes of specification and analysis, exponentials are regarded as a
separate type. If a variablex is of type exponential, we replace it with a termgx0 wherex0
is a new variable that cannot be an exponential or have an exponential subterm. Products
of exponents arise from reductions of the form(gx)y = gx�y.

In GDH, exponential terms are integers modp for some primep. The multiplicative
subgroup ofZp has orderp � 1. The baseg is chosen to generate the cyclic subgroup of
some prime orderq that dividesp � 1. Sincegq � 1 � g0 mod p, exponents ofg are
effectively reducible modq. Thus, non-zero exponents lie in the multiplicative subgroup
of Zq .

For protocols with exponentials, we apply the basic constraint solving procedure of
Section 6 with a modification. We begin as usual withC, but when we arrive atC3 we find
some constraints of the form t1; : : : ; tm � gu (9)

Under the Computational Diffie-Hellman Assumption (it is not feasible to computegxy
from gx andgy), theonly way the attacker can compute the needed exponentialgu is to
take one (and no more than one!) of the exponentials at his disposal,i.e., someti = gv (at
least one such term is available, sinceg = g1 is the publicly known base) and raise it to a
powerw such that(gv)w = gu, provided thatw is derivable fromt1; : : : ; tm. In particular,
we may writew = v�1 � u.

Hence, every time we encounter a constraint of form (9), we nondeterministically
choose one of the exponential termsti = gv from the term set available to the attacker,
and replace the constraint (9) witht1; : : : ; tm � v�1 � u: (10)

This gives us a constraint sequenceC03 with no exponential target terms, and we con-
tinue withC4 and solving linear Diophantine equations as in Section 6.

7.1 Pereira-Quisquater example

In [PQ01], Pereira and Quisquater find an attack against key authentication in an authen-
ticated group Diffie-Hellman (A-GDH.2) protocol of [STW96]. In this section, we sketch
how to discover this attack using our approach.
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The attack involves two key distribution sessions. The firstsession has four parties, one
of which is compromised. The second session occurs among three of those parties after
the compromised party has been removed from the group. The attacker, who knows the
secret shared keys of the compromised party, causes one of the legitimate parties to accept
a non-authentic, compromised key in the second session.

In a decidable finite-session context, the analyst chooses how many strands of each role
to put in the semibundle. In this example, involving a four-party group ofM1;M2;M3 andM4, it is sufficient to choose two instances of roleM2 and one ofM4. The behavior ofM1
is ignored (it does not matter for the purposes of discovering the attack),M2 is the party
being attacked, andM3 is the compromised party, whose role is taken over by the attacker.

The object of the protocol is to construct a group key of the form gr1r2r3r4 whereg is a
constant and theri are secret random contributions from the group members. In the second
session, the group key should begr01r02r04 , where eachr0i is a new random contribution of theith group member. In each session, partial exponentials are passed up the chain to the last
party, who multicasts a message whoseith component is used by theith party to construct
the common key.

The role of the intermediate partyM2 is this:�hg; gx21i + hgr2 ; gx21 ; gx21r2i � hx22; gx23k24 ; x24i
wherekij is a long-term secret key shared byMi andMj , andxij are variables used in the
specification of theMi role (i.e., values that are not known toMi in advance).M2 assumes
thatgx23 = gr1r3r4 and computes the group key as(gx23k24)k�124 r2 .

The role of the last partyM4 in the first (four-party) session is this:�hgx41 ; gx42 ; gx43 ; gx44i + hgx41r4k14 ; gx42r4k24 ; gx43r4k34i
Our analysis procedure considers all possible event sequences consistent with the semi-

bundle (there are a finite number of possibilities), including the one identified by [PQ01],
which yields the following constraint sequenceC. Primed random numbers and variables
are those associated with the second session.g; k34 � hg; gx21i00; hgr2 ; gx21 ; gx21r2i � hgx41 ; gx42 ; gx43 ; gx44i00; hgx41r4k14 ; gx42r4k24 ; gx43r4k34i � hg; gx021i00; hgr02 ; gx021 ; gx021r02i � hx022; gx023k24 ; x024i00 � gx023r02

The ditto mark00 stands for repetition of the source terms from the constraint immedi-
ately above. The source terms in the first constraint are constants known to the attacker.
The first session would normally generate a constraint for the message received byM2 fromM4, but this message reception is omitted because it is not necessary for the attack. The
last constraint is the security objective: it says that the termgx023r02 , which is computed and
accepted as the secret group key in the second session byM2, is derivable by the attacker.C1 is derived fromC by guessing subterms that will be unified. The only subterms
appearing inC are exponentials. We can identify unifiable exponentials atthis stage, but
we do not need to because those unifications will occur as a byproduct of solving the
multiplication-only constraints generated later.

To deriveC2, we note that all exponential subterms can be derived simplyby extracting
them from the concatenated messages in which they appear.C3 will then discard the
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concatenations and retain only the exponentials. The variablesx022 andx024 are not used
and we have dropped the constraints on them.g; k34 � gx2100; gr2 ; gx21 ; gx21r2 � gx4100 � gx4200 � gx4300 � gx4400; gx41r4k14 ; gx42r4k24 ; gx43r4k34 � gx02100; gr02 ; gx021 ; gx021r02 � gx022k2400 � gx022r02

To obtainC03, for each of the target exponentials we find, by exhaustive search, the
exponential in the source set from which it is computed. For example, the second constraint
is solved by computinggx41 from gr2 . With the correct choices, the exponential removal
step leads to the following product-only constraints. Exponential terms have been removed
from the source sets because exponential terms cannot occurin exponents.k34 � x21k34 � r�12 x41k34 � r�12 x42k34 � r�12 x43k34 � r�12 x44k34 � x�143 r�14 k�134 x021k34 � x�142 r�14 x023k34 � x0�121 x023

The last step is to introduce variablesx̂41, etc.so that each target term contains at most
one variable. This leads to substitutionsx4i 7! r2x̂4i i = 1; 2; 3; 4x021 7! r2x̂42r4k34x̂021x023 7! r2x̂42r4x̂023
and constraints k34 � x21; x̂4i; x̂021; x̂023k34 � k�134 x̂0�121 x̂023

In general, we would have to convert these to Diophantine equations by expressing
each variable as a product of powers of non-variable subterms. This particular system can
be solved by inspection; we can set every variable in the constraints to 1, so that after
substitution we have the solutionx21 = 1, x4i = r2 for i = 1; 2; 3; 4, x021 = r2r4k34, andx023 = r2r4. This solution is slightly simpler than the solution in [PQ01].

8 Conclusions

We have presented a constraint solving technique that reduces the problem of symbolic
protocol analysis in the presence of an Abelian group operator to a finite set of systems of
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quadratic Diophantine equations. Each system has a solution if and only if a certain linear
subsystem has a solution. Since linear Diophantine equations are decidable, the problem
of symbolic protocol analysis with Abelian groups is thus decidable. The significance of
this result is that it enablesfully automatedformal analysis of a wide class of protocols that
cannot be analyzed in a free-algebra model.

Results presented in this paper are but the first step towardsreducing the gap between
formal methods and mathematical proofs typically employedin cryptographic analysis of
security protocols. Even though we take into account some mathematical properties of the
underlying cryptographic primitives, we are still analyzing an abstract model, and thus pos-
sibly missing attacks due to our idealized treatment of cryptography. It would be interesting
to know whether the results of this paper, especially the existence of conservative solutions,
can be extended to algebraic theories other than Abelian groups, or to richer equational the-
ories that more accurately represent properties of the relevant cryptographic functions. At
the same time, recent undecidability results for equational unification [KNW02, KNW03]
suggest that the symbolic constraint solving problem is undecidable in the presence of
rich equational theories. Therefore, it is very likely thatsymbolic analysis can be fully
automated only for abstract protocol models, or for protocols that employ cryptographic
primitives without visible mathematical properties.
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A Checking whether a constraint sequence is well-defined

Our “well-definedness” condition on constraint sequences formalized in Definition 3.5
quantifies over all possible substitutions, and may be difficult to check directly. In this
section, we give a finite procedure for checking whether a constraint sequence is well-
defined. We start by considering substitutions which may cause a variable to disappear
from a term without explicitly substituting it. For example, substitution� = [y 7! x�1℄
causesx to disappear from(x � y)�, even though� does not substitutex. Recall thatD(�)
is the domain of substitution�.
Lemma A.1 Supposex 2 Var(t) in some termt, and let� be some substitution such thatx =2 D(�). If x =2 Var(t�), then, for every occurrence ofx in t, there exists a subtermv
such that: : : tx � : : : �v : : : 2 St(t), the occurence ofx is contained intx, andtx� = (v�)�1.
Proof: The only rule in Fig. 2 that can cause a variable to disappear is the cancellation rule
for the Abelian group operator:t �t�1 ! 1. Therefore, for every occurrence ofx in t, there
must be a supertermtx such that: : : tx � : : : � v : : : 2 St(t) for somev, andtx� � v� ! 1.
Therefore,tx� = (v�)�1. 2

Lemma A.1 says that a variablex can disappear from a term whenanothervariable is
substituted only if every occurrence ofx is contained in a subtermtx which is multiplied
with another subtermv which the substitution turns into the inverse oftx. We will call such
substitutionseliminatorsof x.

In the rest of this section, we will usex(i) notation to distinguish different occur-
rences ofx. Recall from Section 2.3 that termst1; t2 have a set of most general unifiersMGUAGF(t1; t2) (if the terms cannot be unified, the set is empty).

Definition A.2 (Eliminators) Let t be a term such thatx 2 Var(t). For each occurrencex(i) in t, define the set ofeliminatorsE(x(i); t) = f� j x =2 D(�) and for sometx; v,� 2 MGUAGF(tx; v�1))g, where: : : tx � : : : � v : : : 2 St(t), and the occurrencex(i) is
contained intx.

Observe that for any termt and any occurrencex(i), the setE(x(i); t) is finite. There
are only a finite number of possibilities for subtermstx containing this occurrence ofx,
eachtx is multiplied with at most a finite number of termsv, and unification produces a
finite number of most general unifiers (see Section 2.3), of which the subset that does not
substitutex is selected.

For example, consider the following term:t = hhx(1); ai; fx(2) � zgk � fygz�1i. For
the first occurrence ofx, there is no supertermtx which is multiplied with another term,
therefore,E(x(1); t) = ;. For the second occurrencex, there are two superterms which are
multiplied with another term. The first superterm isx itself, which is multiplied withz. The
unifier which does not substitutex but will causex to disappear is[z 7! x�1℄. The second
superterm isfx(2) �zgk, which is multiplied withfygz�1. The unifier which will causex to
disappear is[y 7! x � k; z 7! k℄. Therefore,E(x(2); t) = f[z 7! x�1℄; [y 7! x � k; z 7! k℄g.

We now describe how to merge two substitutions�1 and�2, producing a finite set of
their most general common instances.
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Definition A.3 LetD(�1) [ D(�2) = fx1; : : : ; xkg. Definemerge(�1; �2) = MGUAGF( h�1(x1); h�1(x2); h: : : ; �1(xk)i : : :ii;h�2(x1); h�2(x2); h: : : ; �2(xk)i : : :ii )
Of course, substitutions�1 and�2 may disagree on some variables, in which casemerge(�1; �2) = ;. We now extend Definition A.3 to any finite number of substitutions in

the obvious way.

Definition A.4 Definemerge�(�) inductively as follows:
- For � = f�1; �2g;merge�(�) = merge(�1; �2);
- For j�j > 1 and� =2 �;merge�(f�g [�) = Sifmerge(�; �i) j �i 2 merge�(�)g.

This definition enables us to extend the notion of eliminators to entire term sets rather
than single occurrences.

Definition A.5 Let T be a set of terms such thatx 2 Var(T ), let x(1); : : : ; x(k) be all
occurrences ofx in T , and lett1; : : : ; tk 2 T be the respective terms in whichx occurs
(sincex may occur in a term more than once, it is possible thatti = tj for somei 6= j).
DefineE(x; T ) = S8�fmerge�(�) j (8i)j� \ E(x(i); ti)j = 1g.

By construction,E(x; T ) is a finite set of substitutions that eliminateall occurrences ofx from term setT , but don’t substitutex explicitly. Each element ofE(x; T ) is the result
of merging a set of substitutions with one representative from eachE(x(i); ti).

Of course, for some term setsE(x; T ) may be empty. In particular, if there is even one
occurrencex(i) such thatE(x(i); t) = ; for somet 2 T (e.g., if x is not contained within
any products), thenE(x; T ) = ; because there is no most general common substitution
produced bymerge�.

The setE(x; T ) is complete in the following sense.

Lemma A.6 Supposex 2 Var(T ) for some set of termsT . If x =2 D(�), andx =2 Var(T�),
then there exists a partial substitution� 2 E(x; T ) such that� = � Æ �0 for some�0.
Proof: According to Lemma A.1,everyoccurrencex(i) of variablex must be contained
within some subtermtx such that: : : tx � : : : �v : : : 2 St(t) wheret 2 T , andtx� = (v�)�1.
Therefore,� is an instance of one of the most general unifiers oftx andv�1, or, more
precisely, for every occurrencex(i), � = �i Æ �0i for some�i 2 MGUAGF(tx; v�1). By
Definition A.2, this implies that�i 2 E(x(i); t) for all i. Therefore,� must be compatible
with at least one�i from each setE(x(i); t). By Definition A.5, this means that� = � Æ �0
for some� 2 E(x; T ). 2

We are now ready to prove that it is possible to check whether aconstraint sequence
satisfies Definition 3.5 by considering only a finite number ofsubstitutions.

Lemma A.7 Let C be the constraint sequence generated from a protocol, and suppose
there exists a substitution� such thatC� does not satisfy the property in Definition 3.5,
or, more precisely, there exists a variablex and constraintTi � ui 2 C such thatx 2Var((TinTi�1)�), butx =2 Sj<i Var(uj�). Then� = �Æ�0 for some� 2 E(x; fuj jj < ig).
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Proof: First, observe thatx =2 D(�) becausex 2 Var((Ti n Ti�1)�). Then note thatx 2 Sj<i Var(uj) becauseC satisfies the origination property, butx =2 Sj<i Var(uj�).
By Lemma A.6, this means that� = � Æ �0 for some� 2 E(x; fuj jj < ig). 2
Theorem A.8 SupposeC is a constraint sequence generated from a protocol. Checking
whetherC is well-defined according to Definition 3.5 is decidable.

Proof: We construct a decision procedure as follows. For every variablex 2 Var(C), every
constraintTi � ui 2 C such thatx 2 Var(Ti n Ti�1), computeE(x; fuj jj < ig). Then,
for every� 2 E(x; fuj jj < ig), check whetherC� satisfies the property in Definition 3.5,
that is, check whether8i Var((Ti n Ti�1)�) � Sj<i Var(uj�).

If there exists a variablex, indexi, and substitution� such that the property is violated,
thenC is not well-defined. Set� = �.

If the property is satisfied for allx, i and�, thenC is well-defined. We prove this
by contradiction. SupposeC is not well-defined. Then there existx, i and� such thatx 2 Var((Ti n Ti�1)�), but x =2 Sj<i Var(uj�). By Lemma A.7,� = � Æ �0 for some� 2 E(x; fuj jj < ig). By definition ofE(x; fuj jj < ig), x =2 Sj<i Var(uj�). Because�
is a refinement of� andx 2 Var((Ti n Ti�1)�), x 2 Var((Ti n Ti�1)�). This contradicts
our assumption that8x; i; � 2 E(x; fuj jj < ig) Var((Ti n Ti�1)�) � Sj<i Var(uj�).
This concludes the proof. 2
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