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Abstract

We demonstrate that for any well-defined cryptographic qaol; the symbolic
trace reachability problem in the presence of an Abeliamgroperator €.g, multi-
plication) can be reduced to solvability of a decidableaysof quadratic Diophantine
equations. This result enables complete, fully automateadl analysis of protocols
that employ primitives such as Diffie-Hellman exponentiatimultiplication, ancor ,
with a bounded number of role instances, but without imppsimy bounds on the size
of terms created by the attacker.

1 Introduction

Conventional formal analysis of cryptographic protocabes on the so called “Dolev-
Yao” attacker model, which assumes that the attacker carciept any message and con-
struct or modify messages using a given set of computatanhtryptographic primitives.
Cryptographic operations are treated abstractly as blagkd) in the sense that they are
assumed to have no computational features other than ttssseiated with encryption
and decryption. Black-box cryptographic primitives aramtterized using simple axioms
such asdec(enc(xz, k), k') = =, wherek! is the inverse key td, which might be
eitherk itself for symmetric encryption, or the corresponding ptérkey for public-key
encryption. Sometimes even less is assumed: for examplee ifiee algebra modelec

is not used explicitly (the consequences of this resttictie discussed in [Mil03]).

This rudimentary treatment of encryption is not adequatketd with primitives such as
xor (exclusive or), multiplication, and Diffie-Hellman exponi&tion, which are widely
used in security protocols. The attacker can and will ex@ssociativity, commutativ-
ity, cancellation, and other properties of these operatidror example, Bull's recursive
authentication protocol was formally proved correct in adelghat treateckor as an ab-
stract encryption, and then found to be vulnerable oncecseltellation properties ofor
are taken into account [Pau97, RS98].

We usesymbolic trace reachabilitys the standard representation of the protocol analy-
sis problem for trace-based security properties, whicludesecrecy and most authentica-
tion properties. This problem has been shown to be undeeidtabeveral general settings
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(for example, see [DLMS99]). Our approach follows the lifgesearch that makes the
reachability problem decidable by bounding the number s$isas, but allowing an un-
bounded attacker who may create messages of arbitrary fddpf, FAO1, Bor01, MSO01].
Other model checking approaches requaingriori bounds on message complexity or may
fail to terminate. Inductive proof approaches have no firates limitations, but require
substantially more human effort per protocol, and arestiiject to undecidability results.

In symbolic approaches, messages are represented as teansalgebra generated
by abstract computational primitives. Messages may conaiiables, representing data
fields whose value is not known in advance to the recipientaable can be viewed as the
attacker’s input to the protocol execution since the atackn instantiate it with any term
available to him as long as the instantiation is consistemt/ery term where the variable
appears.

A trace is a sequence of messages sent and received. A treeeligmblef there is a
substitution that instantiates all variables with grougnirts such that all messages sent by
the honest parties are consistent with the protocol spatidit, and all messages received
by the honest parties from the network could have been amistt by the attacker from
the previously sent messages and attacker’s initial krayéde

Atrace is an attack if it violates the security condition -tie case of secrecy, if a value
that is supposed to remain secret appears in the trace aeaorypted received message
(i.e. is announced by the attacker). For a bounded number obsssshe symbolic trace
reachability problem has been shown to be NP-complete [RT@&buming a free term
algebra.

Our main contribution is to extend the constraint solvingragach, first proposed
in [MS01], to handle the algebraic properties of Abelianugr@perators. For any well-
defined cryptographic protocol, we show that symbolic tne@ehability is equivalent to
solvability in integers of a certain system of quadraticaens. We then prove that this
system is decidable. Decidability of the bounded-sessiotopol insecurity problem for
xor (first shown in [CLS03, CKRTO03b]) and for the free attackeyeddra without equa-
tional properties (previously proved in [RT01, CCM01, M$Tdllow as special cases.

1.1 Overview

In Section 2, we introduce our formal model and describe lworeduce the protocol anal-
ysis problem to a sequence of symbolic constraints. In &e&j we posit th@rigination
stability condition, which is a necessary property of any well-defipeatocol. In Sec-
tion 4, we summarize the theory of ground term derivabilitytie presence of an Abelian
group operator, due to Comon-Lundh and Shmatikov [CLS03].

The main technical result of the paper appears in SectiohtBe Iconstraint sequence
has a solution, we prove that it hacanservativesolution. Intuitively, the conservative
solution uses only the structure that is already presertdrotiginal sequence. We show
that the substitution for any variable is a product of terargd(their inverses) drawn from
a finite set: the non-variable subterms of the original aaist sequence. The resulting
set of product derivation problems is naturally reduced $gstem of quadratic Diophan-
tine equations, as shown in Section 6. One of the steps alnwgay is Abelian group
unification, which is known to be decidable [BS01]. We theageed to demonstrate that
the quadratic system has a solution if and only if a particlifear subsystem has a so-
lution. Since linear Diophantine equations are decidablg,([CD94]), this establishes
decidability of the protocol analysis problem in the preseaf an Abelian group operator.



In Section 7, we extend our approach to protocols with Diffillman exponentia-
tion, under the restriction that multiplication may appealy in exponents. We replace
exponentials by a combination of products and unintergritections, which reduces the
symbolic analysis problem for such protocols to the solitgthdf a symbolic constraint
sequence with an Abelian group operator. Conclusions gsedtion 8.

1.2 Related work

Boreale and Buscemi [BB03] and Cheval@ral.[CKRT03a] recently developed decision
procedures for protocol analysis in the presence of DiffeghHan exponentiation. Neither
addresses decidability in the presence of an Abelian grpapator. The decision procedure
of [BB03] requires arm priori upper bound on the number of factors in each product, but the
paper does not indicate how to compute this bound for a giyatbslic trace. In general,
establishing upper bounds on the size of variable instémtisneeded for a feasible attack
on a protocol is a highly non-trivial problem and one of theinmzhallenges in proving
decidability. Therefore, the technique of [BB03] cannotbesidered a complete decision
procedure even for protocols with Diffie-Hellman exponatidin.

Chevalieret al. [CKRT03a] proved that the insecurity problem for a restittlass
of protocols is NP-complete in the presence of Diffie-Hellngxponentiation. They do
not consider Abelian group operators outside exponents tlair result only applies to
protocols in which no more than one new variable is introdunesach protocol message.
Also, they do not permit variables to be instantiated witbdurcts. These restrictions are
quite strong, ruling out some well-defined protocols. Faraple, a protocol in which an
honest participant receives: y, then receiveg, and then sends is not permitted by the
syntactic restrictions of [CKRT03a] (this protocol may lesvritten so as to satisfy the re-
strictions, but it is not clear whether there exists a gdrauigpose syntactic transformation
that converts any protocol into one satisfying the restnt of [CKRT03a]). In contrast,
the results of this paper are directly applicable to anyqootwhich iswell-definedn the
following sense: an honest participant is not required tipoithe value of an attacker’s
variablebeforehe has received any message containing that variable.

The technique of [CKRT03a] is more general in its treatmémiffie-Hellman expo-
nentiation since it allows exponentiation from an arbitdaase, while only constant-base
exponentiation is considered in this paper. See [Shm04rdaxtension of our constraint
solving technique to modular exponentiation from an aabjtbase.

Pereira and Quisquater [PQO01] discovered an attack on g @ifie-Hellman (GDH)
protocol that exploits algebraic properties of Diffie-He#in exponents. Their approach
is specific to GDH-based protocols, and the attacker modelsisicted correspondingly
(e.g, the attacker is not even equipped with the ability to penfatandard symmetric
encryption). They do not attempt to address the generalgmobf deciding whether a term
is derivable in an attacker algebra with the equationalhedbmultiplication, or whether
a particular symbolic attack trace has a feasible instaotiaSince they only consider the
problem in the ground case, the resulting system of equatidimear, whereas the system
we obtain in the general case with variables is quadrati &stion 6). An application of
our approach to one of the Pereira-Quisquater examplesimauized in Section 7.

Recent research by Narendretnal. focuses on decidability of unification modulo the
equational theory of multiplication and exponentiatiorNOR, KNWO02, KNWO03]. While
equational unification is an important subproblem in syrdqmiotocol analysis, unification
alone is insufficient to decide whether a particular synmbattack trace is feasible.



Decidability of symbolic protocol analysis in the presemdexor has been proved
in [CKRTO3b, CLS03]. Chevalieet al. [CKRT03b] showed that the problem is NP-
complete in a restricted protocol model which is very simitathe one proposed in this
paper. Independently, Comon-Lundh and Shmatikov [CLS@&jahstrated decidability of
symbolic protocol analysis witkor in the unrestricted model. This paper lifts the results
of [CLS03] by considering the symbolic analysis problemhe presence of an arbitrary
Abelian group operator, resulting in a substantially maseplicated theory than in the
xor case. In contrast, [CLS03] only considers Abelian groupaioes in the ground case,
and obtains symbolic decidability results faor only.

Bertolottiet al.[BDSV03] investigated cryptographic protocol analysistie presence
of associative and commutative operators. The algebra@yhconsidered in this paper is
significantly more complicated. In protocols such as groiffidoHellman [STW96], the
exponents form an Abelian group. In particular, the attacke easily compute multiplica-
tive inverses. To discover attacks such as that found byiraered Quisquater [PQO01], the
algebraic theory must include inverses and cancellatidagons such as-¢t=! — 1.
Demonstrating decidability in the presence of an Abeliaugroperator (rather than mere
associativity and commutativity) is the main technicaltcitrution of this paper.

2 Model

We begin with the strand space model of [THG99]s#andis a sequence afodesrep-
resenting the activity of one party executing the protocsitands are finite and do not
have branching or loops. Associated with each node is a medsam with a sign, + or
—, indicating that the message is sent or received, respéctiMessages in a strand are
ground terms. However, roles in a protocol can be specifiestrand schemasn which
message terms may contain variables. A variable can regreber a data field whose
value is supplied externally, or a nonce generated by tHat rgFrom the viewpoint of
the receiving strand, an external value cannot be intexgrietg, another role’s nonce, or
a ciphertext encrypted with an unknown key). Variablesegponding to external values
can thus be viewed as the attacker’s input in an executioe wathe protocol.

There is a standard set pénetratorroles representing primitive computations that an
attacker can perform. fole strandis a partially (or fully or un-) instantiated strand schema
that is a role; aole instances a fully instantiated (ground) role strand.

A protocol specification is a set of roles for legitimate pin the protocol. Aundle
is a collection of role instances in which the source of eadeived message is identified.
Thus, nodes in a bundle are partially ordered by their stegience and also by the
connection of a send node to a receive node for the same need3agdles are backward
complete in the sense that the strand predecessor of eaclinjtial) node must be present,
and the send node for each receive node must be present. felisiedsentially a Lamport
diagram [Lam78] in which the processes are strands. (Latgadlied this a space-time
diagram, but others renamed it in the context of distribstiestems.)

2.1 Overview of constraint solving

It is shown in [THG99] and elsewhere how security questi@arsize reduced to questions
about the existence of a bundle that exhibits a securityatian. In our constraint solving
approach begun in [MSO01], bundle existence is determinestdnying with asemibundle



consisting of partially instantiated role instances, inickhthe sources of received mes-
sages are not necessarily determined. (The term “semi®undmes from the Athena
paper [Son99].) In a semibundle to be analyzed, the numbieste#nces of each role has
been chosen, and variables representing nonces (or séssisnhave been instantiated
to symbolic constants in the roles that generate them. Timaireng variables are, for
purposes of analysis, viewed as chosen or constructed lattdeker.

As in Athena, search for a solution begins with a semiburitée has no penetrator
strands. Athena adds penetrator strands and role stram#sassary to extend the semi-
bundle until it is a complete bundle. We never add role ssahécause we bound the
number of roles upfront to achieve decidability. We nevet pdnetrator strands, because
their purpose is modeled implicitly byerivation constraints\We solve the constraints to
see if the original semibundle can be instantiated to the stiands of a bundle. Unlike
Athena, we solve the problem infinite state space, which includedi possible combina-
tions of penetrator strands.

A different sequence of derivation constraints is generdte each possible trace.
Derivation constraints assert that each received messat@ivable, using attacker term-
generation rules, from messages that were previously sehgitrace. A solution instan-
tiates variables in the semibundle so that ground term&septing received messages are
all derivable. If the constraint sequence is not solvabtefty of the possible traces, then
an attack bundle does not exist for the given set of role dgétihough one might exist for
a larger set).

An efficient method for generating traces and solving a sedeofation constraints by
applying rules for successive transformations of the cairgtsequence is givenin [MS01].
One important advance in that paper is the ability to handie-atomic or constructed
symmetric keys, that is, keys that may be the result of a coattain of operations such as
concatenation, encryption, and hashing. Some work was sldmeequently to improve the
efficiency of constraint generation and solving. Corin analg& devised an incremental
approach [CEO0Z2] that has been adopted and incorporatedumtown software tool. Re-
cently, the AVISPA project made further improvements witltanstraint differentiation”
approach [BMVO03].

This paper focuses on the decidability of constraint sgwmthe extended model with
Abelian group operations. The constraint solving step ffedint from that of [MS01],
and consists mainly in reducing the constraint solving [@ebto a choice among a finite
selection of substitutions, followed by solving a systersiofultaneous linear Diophantine
equations.

The solution approach presented here is aimed only at edtady decidability. An-
alyzing complexity and finding an efficient way to carry outfmcol analysis are left to
future work. A practical algorithm similar to that of [MSO@jay work by gradual discov-
ery of the right set of substitutions by successive unificegj but unification would have to
be performed modulo equational theory of Abelian grougiieed by solving a system of
linear Diophantine equations. Practical techniques fimiisg linear Diophantine equations
have already been developed in the context of associabiwerutative unification [LC89].

2.2 Term algebra

To focus on decidability in the presence of an Abelian gropgrator, we use a simplified
term algebra that includes only pairing, symmetric endoypfbut not decryption), a one-
argument functionf modeling a one-way hash function, and an Abelian group ¢pera



written as multiplication. There are also assumed to be dimitad number of variables

and free constants (zero-argumentfunctions). This is stliaéree algebra, that is, one with
no valid equations between terms (other than identitieslt. dir term algebra is not free
because multiplication forms an Abelian group, with uhiand a multiplicative inverse.

The notation for these operations is shown in Fig. 1.

As in prior work with free algebras, there is no explicit dgaiion operator. Decryption
is performed implicitly by protocol participants. The aftar's ability to extract compo-
nents of a pair, or to decrypt an encrypted term when he knbeslécryption key is
modeled by separate attacker inference rules, which acastied in Section 2.4.

The overall algebraic structure is described as the dispaimbination of a free theory
and the Abelian group theory, following [SS89]. In this caxtt “disjoint” means that each
relation involves only functions (and constants) from dmeory at a time, in this case the
group theory. However, any term is acceptable as an argutmemy function. One way
of viewing this is that all terms are untyped (or share a comipase type, or sort). In
particular, we do not distinguish between keys and othatkof messages.

Actual cryptographic operators do have requirements oin #figuments, at least on
their size in bits, and in many cases more subtle restristidProtocol implementations
depend on observing these restrictions. For example, gebed would allow a term like
{t} .1y, but @ protocol would normally have to apply a type coerciparator (a hash or
truncation, perhaps) tk, k') before it could be used as a key. Moreover, when the Abelian
group operator is applied to a compound tearg( a pair), in the actual implementation
the corresponding bitstring must be interpreted as an elewfethe right group, which
may or may not be possible. We trust the protocol specifindgtiahis respect. If terms
appearing in the abstract protocol specification involvgliaption of the Abelian group
operator to compound terms, we assume that such terms camjygedhinto the group.
Nevertheless, due to our abstract treatment of cryptogedphctions, our analysis may
generate unimplementable attackgy, those involving application of the Abelian group
operator to ciphertexts encrypted with a symmetric kéy, These spurious attacks can be
recognized with by static inspection and discarded.

Itis natural to ask here about the relationship betweenrgtéerms in our term algebra
and the bitstrings they are mapped to in the protocol impigat®on. This is not an easy
guestion to answer because of the level of abstraction ofrmadel (and all Dolev-Yao-
style [DY83] models in general). For example, regardingrgption as a free operator
means that the infinite sequence of termg }«, {{t}«}x, ... are all distinct, whereas in
practice the bitstring values would all have the same leagth could not all be distinct.
Thus, there are additional relations in reality, and thiplies that there may be more
attacks on the real protocol than on the abstract versionh Sancerns are addressed in
work on computationally sound formal models, which is beytime scope of this paper.
The Abadi-Rogaway paper [ARO02] is a good introduction ts iksue.

We describe an extension with exponentials in Section 7application to protocols
using Diffie-Hellman key agreement. Other extensions asipte with no conceptual
difficulty. Abstract public key encryption can be handledainvay similar to symmetric
encryption, using a pair of functionst(a) and sk(a) to generate a pair of keys for a
principal a. Variations and extensions of pairing could also be addeHowt affecting
decidability, such as-tuples for some or alk > 2, or associative concatenation.

The associative and commutative properties of our mut@pive group allow us to
regard the product as an operator on a set of any number o tersnsuggested by the
extended product notatign - .. . - ¢,,.



(t1,t2) Pairing of termg; andt,.
{t1}+, Termt, encrypted with term.
using a symmetric algorithm.
t1-...-t, Productofterms (associative and commutative).
t~!  Multiplicative inverse of ternt.
f(&) Any free function.

Figure 1: Message term constructors
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(tl '252)7 — t271 '25171

Figure 2: Normalization rules for products and inverses

Terms can be put imormal formby applying the reduction rules given in Fig. 2. A
termis in normal form if no further reductions are possiblen after rearranging products
using associativity and commutativity. Normalizationacaiscludes “flattening” products,
so that(a - b) - ¢ will be normalized ta: - b - ¢. The normal form is unique up to permutations
of the extended product. Thus, for examgle ) - (a ' -¢) reduces to eithér-c or c-b, and
these two productss are regarded as equal. We assume thaiater always normalized.

A term with a positive integer exponent is defined in the exgubavay; for example,
a’® = a-a. Aterm with a negative exponent, like ", is an abbreviation for an inverse
with a positive exponent, liké—1)™.

2.3 Unification

There is a unification algorithm that can be applied to anytevmst;, and¢, constructed
using the syntax of Fig. 1, by combining conventional stuugk unification on the free
operators and Abelian Group (AG-) unification modulo assidty and commutativity of
the- operator and normalization rules of Fig. 2. If both termséaibified are not products,
we use conventional unification by structural recursiogating all constructors of Fig. 1
as free functions. If at least one of the terms is a produdfication is performed modulo
AG, which is known to be decidable [BS01] and which producéaite number of most
general unifiers. In the rest of the paper, we M€ U rcr(t1,t2) notation for the finite
set of most general unifiers of andt,. Note that because a non-product term may contain
products as inner subterntg,and¢, may have more than one most general unifier even if
neither is a product.



Unpairing (UL, UR) Decryption (D)

T+ (u,v) T+ (u,v) TH{u}, Thruo
TFu TFw TFu
Pairing (P) Encryption (E)
TFu Thko TFu TlFw
T+ (u,v) T+ {u},
Function (F) Inversion (1)
TkFu TkFu
Tt f(u) Tru!

Multiplication (M)
TFu; . TkFu,

ThFup-...-up,

Figure 3: Attacker’s capabilities

2.4 Attacker model

We use the standard attacker model augmented with rulegaidng products and inverses
(an extension to exponentials can be found in Section 7). aftaeker’s ability to derive
terms is characterized as a term closure under the infereihe of Fig. 3. The sequent
T + u means that is derivable (computable) from the terms in the’BefThe term closure
of T' is the set of all terms derivable frof (including members of).

2.5 Constraint generation

Suppose we are given a protocol specified as a set of rolesgsschemas). We first
choose a finite set of role strands for the semibundle. (Tisare algorithm to determine
how many of each are needed.) Each role may be instantiate@zenore times. In each
role strand, any nonce variable generated by that roletiartiated with a distinct symbolic
constant.

As an example, consider the protocol with two roles and—x + {y}., wherez and
y are nonces, and the security policy is to kgegecret. In the semibundle pictured below,
z has been instantiated within the first role strand, which generates it, antlas been
instantiated wittb.

The third strand (node 4) is an artificial “test” strand intnged to detect compromise



of b. If b can be received (in the clear) by the test party, thbas been compromised.

@

No variables remaining in a semibundle should occur in mioag@ tone strand. Even
though role specifications may use the same variabledike K in different roles because
the value is expected to be the same, there is no guaranteathesponding variables will
be instantiated with the same value during execution.

We generate all possible node orderings, or traces, thataargstent with the given
strands. This is a finite set that grows exponentially witt ttumber of strands. (Some
traces can be discarded safely, but for proving decidgbilé may as well assume that we
have all of them.) Each trace yields a sequence of derivatiostraints.

In general, ifuy, ... ,uy is the sequence of receive-node messages/ aisthe set of
messages sent in nodes prior to the node in whicis received, then the constraints are
just the sequence

C= {Tz > Uz}

Each individual constraint; > u; can be interpreted as “at stépthe attacker knows
messages iff; and needs to generate messagé We will refer to u; as thetarget term
of the constraint, and’; as thesource sebf the constraint. Bothu; and messages i
may contain variables. We assume tfiatcontains terms that are initially known to the
attacker, such as constants specific to the protocol andtdnekar’s own long-term keys.
It is usually not necessary to include the constnsince if 77 contains any term, the
attacker can derivé ast - t 1.

The properties of protocol-generated sequences are detirs Section 3.

Our example semibundle has traces corresponding to all amtirings that respect
the ordering of nodes 2 and 3. Note also that the only tracederest are attacks, which
end with node 4. Thus, the complete set of orderings to exaisii234, 124, 14, 2134,
2314, 214, 24, 4. (One can show that it is sufficient to exarh@®4 and 14, since any
attack possible with a different ordering is possible witte @f these.) The ordering 1234
generates the constraint sequence

alx

{a,{b}.} > b.

For convenience, we simplify the notation for source setelgarding a list as a union.
Thus,{a, {b}.} > u may be writteru, {0}, > v andT U {a} > u may be writteril", a > w.

We say that is asolutionof T' > u (writteno I+ T > u) if o is a ground substitution
such that eithens € T'o, or T'oc - uo is derivable using the inference rules of Fig. 3.
Given a constraint sequen€® = {T; > u;}, o is a solution of the constraint sequence
(o IF C) if o simultaneously solves every constralit> u;.

The constraint sequence arising from the trace 1234 in theaple can be satisfied with
the substitutiorz — a, since the attacker’s Decryption rule (D) can be appliecatsgy
the second constraint.



2.6 Subterms and product closures

We introduce a few definitions for convenienceIlfis a finite set of terms, 18t(7") be
the set osubtermsf T', which is the least set of terms such that:

e If t € T thent € St(T)

o If (u,v) € St(T') thenu,v € St(T)

o If {u}, € St(T) thenu,v € St(T')

e If f(u) € St(T') thenu € St(T)

o Ifuy-... u, € St(T) thenu; € St(T") for eachi

Note thatu; - us is not considered a subterm of - us - u3. For an individual ternt,
St(t) = St({t}). We say that is asupertermof u if u € St(¢).

Define
PC(T) ¥ (4. t, |(Vi)tieTort; ' eT)
SUC) Y Uppuec SUT U {ui})
Var(C) ¥ Var(st(C))
Var(T) {2z €St(T)|zis avariablé
sc) “ st(c)\ var(C)
s 2 Pos(o)

Thus,S(C) is the set of all non-variable subterms@f andS(C) is the closure of this set
under product-j and inverse.

3 Well-Defined Protocols and Constraint Sequences

We start by defining two properties of constraint sequentatsare essential for establish-
ing decidability:monotonicityandorigination. Conceptually, these properties are similar
to those defined for the constraint solving method of [MSOtformally, monotonicity
means that the attacker’s knowledge never decreases asotheq progresses: all mes-
sages intercepted by the attacker are simply added to thef setms available to him.
Origination means that each variable appears for the first time in somsagegenerated
by the attacker (recall that in the symbolic analysis apphno&ariables model attacker’s
input to the protocol execution).

Our proof of decidability requires that monotonicity andgaration be preserved by
any partial substitution (this is a technical differencenfr[MS01]). In this section, we
argue that this is true for any symbolic constraint sequasseciated with aell-defined
protocol. Our notion of well-definedness is formalized belbut it can be informally
understood as follows. For any choice of attacker’s inpothée protocol execution, the
protocol should never require an honest participant to gdaea message containing an
attacker’s inpubeforethe attacker sent any message with that input.

Although a constraint sequence must be solved by a grourstisitlon, the substiti-
tions we work with below are not always ground substitutiol¢e do assume, for con-
venience, that all substitutions a@areempotent An idempotent substitution eliminates ev-
ery variable it instantiates. That is, if we define the dom@{@) = {z|z6 # z}, then
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y € St(z6) impliesy ¢ D(#). Furthermore, a substitution does not introduce new vari-
ables in the context of a constraint sequenéa:(C6) C Var(C).

3.1 Monotonicity and origination

LetC = {11 > uy; ... ; Tn > u,} be any constraint sequence generated from a protocol.

Definition 3.1 (Monotonicity) C satisfies thenonotonicity propertyf j < i implies that
T; CT;.

This property means that the attacker does not “forget” seris the protocol pro-
gresses, the set of the terms available to the attacker diedenrease. The constraint
generation procedure described in Section 2.5 producestmoic constraint sequences.
Furthermore, this property is preserved by substitutions.

To understand the origination property, recall that vdealyepresent the attacker’s
input to the protocol execution. Therefore, each variablistrappear for the first time in
some message generated by the attackerin some messageceivedby an honest party.

Definition 3.2 (First occurrence) Given a constraint sequend®@ = {T; > u;}, define
k. (C) for any variablex € Var(C) to be the index of the constraint in whighappears
for the first timej.e, z € Var(T}, > uy, ), butVi < k, ¢ Var(T; > u;). WhereC is
clear from the context, we will refer t, (C) simply ask,.

Definition 3.3 (Origination) A constraint sequendc€ = {T; > u;} satisfies therigina-
tion propertyif Vy € Var(Ty,) ky < k,.

Origination implies that the first occurrence of a varialsléni a target term, since, if
x € Var(Ty, ), we would have:, < k., which is impossible.

In order to ensure this property for the initial constraiajsence generated from a
protocol specification, we observe two conventions. Fitetjces generated by a role are
instantiated with new symbolic constants in that role. Tdmsures (in a free constant
context) that all nonces are different. Second, we regh@médny other variables chosen
by a role, such as the choice of responder principal made lnyitéator, and the choice of
initiator as well, are either instantiated with constaritg the strand containing a shared
secret), or are placed in a prior received message, as iftdekar chose these values. This
is artificial, but it makes sense for analysis, since we wairind attacks in which these
values are chosen in a worst-case way, and we may as well agbatrithe attacker has
chosen them.

For example, the one-message protadol» B : A, N would have an additional
messagedy — A : A, B inserted f for enemy or attacker). We assume that the attacker
initially knows constants, b, e representing principals’ names. We can model this with
another, earlier message— E : ((a,b), e). The two role strand schemas are then

A:+{a, by, e) — (xq,xp) + (x40, x,) and
B —(Ya, yn)-

In a semibundle with ond strand and on& strand, the nonc& would be instantiated in
A’s role, producing the constraint sequence

a, bae > <'7:[L7:I;b>
a, baeawa:n > <ya7yn>-
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(In this example we assumed that constants e are known initially to the attacker, and
is a new constant for the nonce generatediby

3.2 Well-defined protocols

For subsequent results, we need the property that origimétipreserved by substitutions.
This property will follow from a condition, defined below, Iz well-definednessvhich is
intuitively equivalent to requiring that honest partiaipsmakeno undetermined choices
If a protocol is presented in a way that allows an undeterchatmice, we want to analyze
the protocol as though the attacker made the choice.

To explain our notion of an ill-defined protocol, suppose atpeol specification re-
quires an honest participant to receivey at a point in the protocol where he has never
received any messages containingr y before, and then return This is an undetermined
choice, because an honest recipient needs to split a profiwad unknown values. Recall
that the attacker has complete control over the values afidy. Suppose the attacker
chooseg andy so thatr = y~! in some execution of the protocol. Then, in this execution
of the protocol, the honest participant will receivésincey ! - y = 1), and will then have
to returny—!, even though he has not received any prior message corgajrdand thus
has no way of knowing what value was chosen by the attackey.for this example, the
protocol is not implementable as specified, since there isayofor the honest participant
to determine which value of the attacker had in mind.

We stress that non-implementability of this protocol iselated to hardness of factor-
ization. Even ifz - y had unique factorization and the honest participant inaldnited
computational power, he would still have no way of determgnivhich of the two factors
was chosen by the attackeragbecauseis commutative, values af andy are completely
symmetric). In this case, the honest participant has to raakendetermined choice be-
tween two candidates, which means that the protocol carembplemented as specified.

In contrast, suppose a protocol specification requires aestarticipant to receive
z - y, then receivey, and then returz. The correct choice af is then determined and
computable ag = (x - y) - y . This protocol is well-defined.

The ability of an honest participant to compute the messageis required to send
by the protocol specification is no different in principlerin the ability of the attacker to
compute the messages received by honest participanteyghthonest participants may
have access to term generation rules other than those o8)-ighe honest participants’
computations required by the protocol are, roughly, theenimage of the attacker’s com-
putations. Thus, if a constraint sequends generated from a trace of a well-defined
protocol, each attacker term sgf must be computable from terms previously received
by honest participants, name{y:;|j < i}, plus any initial knowledge of honest partic-
ipants such as their own secret keys. (At each step, an hpadsgtipant needs only to
generate the differen& \ 7;_,.) This observation will lead us to the formal definition of
well-definedness below.

We start by definining the honest participarkebwledgeat each step of the symbolic
protocol trace. Eaclt; is a set of terms. Even though there may be more than one honest
participant, we combine all honest participants’ knowkedlgto one set, because this is
sufficient for our purpose.

Definition 3.4 LetC = {T; > u;} be a constraint sequence generated from the protocol,
and letK, be the set of terms collectively known to honest participaefore the start of
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protocol execution. For all such thatl < i < |CC|, definelC; = Ko U {u;]j < i}.

Note that/Cy does not contain any terms with variables with them. Theaeé&ar this
is the origination property, which requires that every &ale must appear for the first time
in some message sent by the attacker, and no messages hastbebafore the protocol
started.

Consider the computation that the honest participants exestute according to the
protocol specification. In a sense, it is the mirror imagénefattacker computation. Recall
that each constrairif; > «; means that the attacker needs to genesatieom terms in
T;. For honest participants, the reverse is true: they mustrgésterms irf; from their
knowledgeiC;.

Informally, a protocol is well-defined if it does not requirenest participants to output
a message containing a variable that they have never olokeef@re. Moreover, this condi-
tion must hold foranyvalue of variables. Since variables are controlled by tteckér and
represent the attacker’s input to the protocol executios protocol must be well-defined
for any choice of these values. Intuitively, this means thatrticipant’s behavior in the
protocol must be well-defined regardless of how other ppeitts choose their nonces,
what they send in lieu of ciphertexts encrypted by unknowskeand so on.

Definition 3.5 (Well-defined protocol) A protocol iswell-definedif every symbolic con-
straint sequenc€ = {T; > u;} generated from its specification satisfies the following
property: for anyi, for any partial substitutio, Var((7; \ T;-1)60) C U, ; Var(u;6),

As mentioned above, an example of an ill-defined protocolpsaiocol in which an
honest participant receives y and is then required to sead This means that honest par-
ticipants must produce from their knowledgeCo U {z - y} whereVar(Ky) = 0. Observe
that there exist variable values (modeled as partial sulistis),e.g, = [y — z~!],
such that in the resulting concrete protocol execution theebt participant’s knowledge
is Ko U {1} and he is required to outpateven though he has never seen any terms con-
tainingz before. This protocol is not well-defined. On the other hanpirotocol in which
an honest participant is required to outpuvhen his knowledge i€, U {z - y} U {y} is
well-defined. Under any partial substituti@nVar(z6) C Var({z6 - y4,z0}).

We argue that any protocol that does not force honest paatits to make undeter-
mined choices satisfies Definition 3.5. Otherwise, the biehaf some honest participant
is not defined for some values of attacker’s inputs. For tivagges, the honest participant
is expected to output the value of an attacker’s variablereethe attacker has sent any
messages containing that value.

If a protocol designer wishes to check whether his protqoetsication is well-defined,
Definition 3.5 may be difficult to verify to practice becaufar, each constraint sequence
generated from the protocol specification, it quantifies allgossible substitutions. In ap-
pendix A, we explain how to check whether a constraint secgieatisfies Definition 3.5
by considering only a finite number of substitutions (namtigse that may lead to can-
cellation of variables in the knowledge of honest partinigi

We now prove a simple auxiliary lemma that will help demoatgtistability of origina-
tion under any partial substitution.

Lemma 3.6 If the protocol is well-defined according to Definition 3.50C = {T; > u;}

is the corresponding symbolic constraint sequence, th@mariy partial substitutiord,
Vi Var(136) C (J;; Var(u;0).
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Proof: Proof is by induction over all constraints @®. By Definition 3.3,Var(T}) = 0,
thus the lemma is satisfied vacuously. Suppose the lemma fwldll T, > u; € C where
j < i. ConsiderT; > u;. By Definition 3.5, Var((T; \ T;-1)0) C |J;.,; Var(u;8). By
the induction hypothesi&/ar(T;_16) C (J;_; , Var(u;0) C U, Var(u;6). Therefore
Var(T;0) = Var((T; \ T;—1)0) U Var(T;_10) C U,_, Var(u;0). This completes the in-
duction. O

3.3 Stability of monotonicity and origination

This section contains the results which are used in the felsegaper.

Theorem 3.7 (Stability of monotonicity) Let C = {T\ > wuy;...;T, > u,} be a con-
straint sequence generated from a protocol. Then: impliesT;6 C T;6.

Proof: Observe that for alt’ € 76 there existg € T such that’ = tf. SinceC is
generated from the protocol, it satisfies Definition 3.1. réfare, if j < i, then for all
t € T;),t € T;, and for allt’ € T;6, there exists" € T;6 such that' = ¢" = ¢f. There-
fore, T;0 C T;6. O

Theorem 3.8 (Origination stability) LetC = {1y >uy;... ; T, >u,} be aconstraint se-
guence generated from a well-defined protocol. For any phstibstitutiord, C6 satisfies
the origination property.

Proof: Stability of origination under any substitution followsrectly from Lemma 3.6.
As described in Section 3.8; satisfies the origination property by construction. Coesid
any partial substitutiod, let x be some variable occurring €6 and letk, be the in-
dex of the constraint in which it occurs for the first time. Bgrama 3.6, Var(7}, 60) C
U, Var(u;6). Therefore, for any variablg € Var(7},#), y occurs in some;6) where

j < i. We conclude that, < k,, and the origination property is satisfied. O

4 Ground Derivability

In this section, we outline the theory of ground term deriltgtin the attacker model with
an Abelian group operator due to Comon-Lundh and Shmati€hspP3]. We only state
the key lemmas. Proofs can be found in [CLS03]. Note that ind@3], Abelian groups
were considered only in the ground case. In contrast, tlpeipia devoted to solving the
problem in thesymboliccase.

The normalization property stated in Lemma 4.5 may appeger§cially similar to
the analysis-followed-by-synthesis closure previoustaklished for the free attacker al-
gebra [Pau98, CIMO00]. Normalization results of [Pau98, GJMIo not apply, however,
to attacker models with non-atomic encryption keys and tguoal theories with cancel-
lation, requiring development of a new proof normalizatibeory such as [CLS03]. For
examplea cannot be derived frof' = {{a} ry, k} by any sequence in which analysis
steps are followed only by synthesis steps.
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Definition 4.1 (Ground proof) A proofof T' I w is a tree labeled with sequents - v
such that all terms if’, v andv are ground and:

e Every leafis labeled witl" - v such thaw € T

S.l PR STL
e Every non-leaf node labeled with v has parents;, . .. s,, such that
TrHwo
is an instance of one of the inference rules of Fig. 3

e The rootis labeled with" -

Thesizeof a proof is the number of its nodes.
Informally, there exists a proof d@f + w if and only if the attacker can construct term
u from the term sef’ using its capabilities as defined by the rules of Fig. 3.

Lemma 4.2 If there is a minimal size prod® of one of the following forms:

T+ (u,v) TF (v,u) T+ {u}, TkFwo

ThFu ThFu ThFu
then(u, v) € St(T), (v,u) € St(T'), or {u}, € St(T'), respectively.

Proof: This lemma was proved in [CLS03]. |

Definition 4.3 (Proof composition) If P; is a proof ofI"' - v; fori = 1,... ;nandC is a
proof of{v;|i = 1,... ,n} I u, then thecompositiorC[P;, . .. , P,] is the proof ofl' F u
constructed by putting proof8; together in the obvious way.

Definition 4.4 (Normal ground proof) A ground proofP of T' F w is normalif
¢ eitheru € St(T") and every node dP is labeledT I- v with v € St(T"),

e or P = C[Py,...,P,] where every prodP; is a normal proof of som& + v; with
v; € St(T") and proofC is built using the inference rules (P),(E),(F),(M),(l) gnl

Lemma 4.5 (Existence of normal ground proof) If there is a ground proof df' - u, then
there is a normal ground proof @ F w.

Proof: This lemma was proved in [CLS03] for an attacker theory wiigakentical to that
of Fig. 3, but without (F) rule. The proof can be trivially extded to account for (F). O

Lemma 4.6 If there exists a proof df' - ¢t andc¢(u,v) € St(t), wherec(u,v) is either
(u,v), {(v,u), or {u},, then either

e c(u,v) € St(T), or
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e there exist normal proofs &f + « andT" F v in which no nodes are labeled with
T+ ¢(u,v).

Proof: We prove the lemma fofu, v) (the proofs for(v, u) and{u}, are similar).

Supposéu,v) € St(t), but(u,v) ¢ St(T"). Consider the minimal size normal proof of
T + t (such a proof must exist by Lemma 4.5). By Definition 4.4, irigof has the form
C[P1,...,P,] whereP; is the proof of somes; € St(T'), and context is built using the
inference rules (P),(E),(F),(M),(l) only.

By assumption, for al, (u,v) ¢ St(u;) (otherwise, there is a contradiction with
(u,v) ¢ St(T') sinceu,; € St(T"), thusSt(u;) C St(T")). Consider thdirst inference inC

Tkt ... TF
that results in the appearance(of v), i.e, such that{u, v) € St(t')
TH

butforall j, (u,v) ¢ St(t;). LetP; be the subproof df I- ¢;. By minimality of the proof,
Vt;, no node in the subproof df - ¢; is labeled withT" F (u, v).

For rules (E),(F),(M),(), iu, v) € St(t'), then there existgsuch tha{u, v) € St(t;).
The condition(Vj)(u, v) ¢ St(¢;) can hold only if (i) the inference rule in question is (P),

TFu Tlruo
and (ii)¢' = (u,v). Therefore, the inference hastheform . Inthis case,
T+ {u,v)
u = t1. Therefore, no node of the subproofBt u is labeled withT" F (u, v). O

5 Conservative Solutions

We will use the ground derivability results of [CLS03] as suarized in Section 4 to
reason about solutions of symbolic constraint sequena@smain insight is that, assuming
the symbolic constraint sequen€eis generated from a well-defined protocol and has a
solution, there exists aonservativesolution that uses only the structure already present
in C. Even though variables may need to be instantiated, in theegwative solution all
instantiations are products of subterms (and their ing@r$et are already present in the
original sequence€.

To illustrate by example, consider the following consttaequence, wheteandy are
variables:

1,ab> x;
1,a,(z,b) > (y,b);
1,a,(z,b),{z -y} > {a}s

One solution of this sequence is the substitutios: [z — a - (a,a),y — (a,a)"!].
This solution, however, is not conservative, since(the) term is not among the subterms
of the original (uninstantiated) constraint sequence. Amahstrate that if the constraint
sequence is solvable, then it also has a conservative@oldti in this caseg™® = [z —
a,y — 1]. We can then reduce the protocol analysis problem to thelséar conservative
solutions of the corresponding constraint sequence.

Lemma 5.1 5t(T'o) C St(T)o U U, evar(r) St(zo).
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Proof: Itis sufficient to show that, for all € T'o, St(to) C St(t)o U U, evar(s) St(z0).
The proof is by induction on the depth 8§ structure. For the induction basis, consider
the case when the depthofs 0,i.e,, t = a for some constant, in which casest(to) =
St(a) = a € St(t)o, ort = x for some variable:, in which caset(to) = St(zo). Now
supposst(to) C St(t)o U UIGVM“) St(zo) for anyt of depth less than or equal tpand
considert of depthi + 1. If ¢t = (u,v), thenSt((u, v)o) = (uo,vo) U St(uo) U St(vo).
Observe thafuo,vo) = (u,v)o € St(t)o, and, since the induction hypothesis holds
for u andv, St(uo) C St(u)o U, cvar(w) St(x0),St(vo) C St(v)o U, cvar() St(z0o).
BecauseSt(u), St(v) C St({u,v)) andVar(u) U Var(v) = Var((u,v)), we obtain that
St((u,v)o) = St({u,v))o U U, cvar((u,0)) St(za). The proofs fort = {u}y, f(u),u™",
andu; -...-u, areidentical. O

Lemma 5.2 (Instantiation doesn’t introduce structure) Let C be a constraint sequence
generated from a protocol, and I1&t be some term set such tHgt> u; € C. If, for some
termu, there is a minimal size normal pro®f of one of the following forms:

Tio + (u,v) Tio + (v, u) Tio - {u}, Tio ko

Tial—u Tz'Ul_’LL Tz(T'_U
Then(u,v) € St(T;)o (resp.(v,u) € St(T;)o, resp.{u}, € St(T;)o).

Proof: We prove the lemma fofu, v). The proofs fofv, u) and{u}, are similar.

By Lemma 4.2 and Lemma 5.1y, v) € St(Tio) C St(T3)o U U, evar(r,) St(zo).
If Var(T;) is empty, the lemma follows trivially. Suppo3&r(7;) is not empty. Since
is generated from a well-defined protoc@,satisfies the origination stability property by
Theorem 3.8. Construct a linear orderirgon Var(C) consistent with the order of first
occurrence, so that, < k, impliesz < y. Arrange variables,... .z, € Var(T;) so
thatz, < ... < z,.

We prove the lemma by induction over the sizeVefr(7;). More precisely, we will
show, ifz;, € Var(T;), then if (u, v) € St(zyo), then(u,v) € St(T;)o U St(z10)U... U
St(a:k,1 U).

By the origination property (Definition 3.3), there exigts: i such thatc;, € Var(u;)
andy € Var(T;) impliesy < x;. Observe tha$t(T;o) = St(T})o U UygVar(T,-) St(yo).
By the monotonicity property (Definition 3.1); C T; (in fact, sincez; € Var(T;)
andzy ¢ Var(Tj), T; C T;). ThereforeSt(T;)o C St(T;)o andVar(T;) C Var(T;).
Sincey € Var(Tj) impliesy < zj, it must be thay = z; € Var(T;) wherel < k.
Therefore, for ally € Var(T}),St(yo) C St(z10) U ... U St(z,_10). We conclude that
St(T;o) C St(T;)oUSt(z10)U. . .USt(zr_10). To complete the induction step, it remains
to show thatiu,v) € St(T})o.

Sincez;, € St(u; ) (by the origination property) an@:, v) € St(zxo) (by assumption),
(u,v) € St(ujo). We apply Lemma 4.6 to the proof Gfo - ujo. If (u,v) € St(T}0),
we are done.

Now suppos€u,v) ¢ St(T;o). By Lemma 4.6, there must exist a proofBfo - u
such that no node is labeled witht- (u, v). SinceT;jo C T;o, this proof can also serve
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as the proof ofl;o F «. But this contradicts the assumption that the minimal smenal
proof of T;o I u relies onTo + (u,v). We conclude thafu, v) € St(T}0). O

Lemma5.3If t = (u,v) € S(C)o (resp.{u}, € S(C)o, f(u) € S(C)o), then there
existst’ = (u',v') € St(C) (resp.{u'}, € St(C), f(u') € S‘r( )) such that'o = t.
(

Proof: Observe thabt (u; - ... u,) = {uy - ... up} UJ; St(u;), andSt(u=t) = St(u).
Therefore, it follows immediately from the deflnltlofh( Jo = PC(St(C) \ Var(C))o
that (u,v) € S(C)o if and only if (u,v) € St(C)o. This implies that there exists
(u',v") € St(C) such that(u',v"Yo = (u,v). The proofs for{u}, and f(u) are iden-
tical. O

ThHuwv [TF v
Lemma 5.4 SupposéP is a proof by Definition 4.1, and let be an
TFws
inference inP which is an instance of some rule other than (M) or (1) (#he v, premise
may be absent). Fare {1, 2, 3}, if v; € S(C)o for somer, thenv; € St(C)o.

Proof: If the rule is (P), thems = (v;,vs). By assumptiony; € S(C)o. By Lemma 5.3,
there existgv],vy) € St(C) such thab; = vjo fori € {1,2}. Thereforep; € St(C)o
and, sincev; € St(C) by definition fori € {1,2}, v; € St(C)o. If the rule is (UL), then
v = (v, v') for some term’. By assumptiony; € S(C)o. By Lemma 5.3, this implies
thatuv; € St(C)o, and, by the same reasoning as abayec St(C)o. The proofs for
(UR),(D),(E),(F) are similar. |

Definition 5.5 (Conservative substitution) Substitutions is conservativéf
(Vz € Var(C)) St(zo) C S(C)o

Intuitively, a conservative substitution does not introdwany structure that was not
already present in the original symbolic sequefite We will prove that if there exists
some solutiow IF C, then there exists a conservative solutont C.

Define transformationc on normalized ground terms as follows:

¢ ifceS(C)o
ve(e) { 1 otherwise

(vc(u),vc(v)) if (u,v) € S(C)o,
ve((u,v) { 1 © ¢ otherwise

{ve(W) oo if {u}, € S(C)a,

({u}o) - { 1 © . otherwise
_ flvc(u) if f(u) € S(C)o,

ve (f(u)) - { 1 otherwise
ve(w ug) ve(ur) - ... ve(ug) (k>1)
ve(u™t) ve(u) ™!
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Then define substitution* aszo* = vc(xo). Essentiallyzo* is the same aso,
except that all subterms afr that are not inS(C)o have been eliminated by the transfor-
mationvc.

In our choice ofvc, we usel as the replacement for any subterm whose structure was
not already present in the original constraint sequencis. dftoice is arbitrary. In facgny
value computable by the attacker would work just as well. &sence of our argument
in the rest of this section is that if there exists some ati{aek some instantiation of
variables that makes the symbolic trace feasible), theretisean equivalent attack which
can be constructed without using these terms at all. Thergfaloes not matter what these
subterms are replaced with, as long as the replacement eafuke feasibly computed by
the attacker.

Lemma 5.6 If v € Var(C) orv € S(C), thenvo* = vc(va).

Proof: If v € Var(C), thenvo* = v (vo) by definition ofo*. Otherwise, by induction
on the structure of. If v = ¢ € S(C), cis a constant, thenc (vo) = vc(co) = ve(c) =
¢ = co* = vo*. Forthe induction hypothesis, assume that the lemma ifdrug, . . . , vy.
For the induction step, we need to show that it holds(fet v2), {v1 }4.,, f(u), v1 " and
V1" evn Vg

Considers = (vy,v5) € S(C). This implies thawo € S(C)o. Observe thabto =
(v10,v20) € S(C)a, andve* = (v;0*,va0*). By the induction hypothesig (v;o) =
v;o*. Given thatvo € S(C)o, by definition ofve, va(ve) = (ve(vio), ve(v2o)) =
(no*,v90*) = vo*.

The proofs for{v, },,, f(u),v1 "t andv; - ... - vy are similar. |

Lemma 5.7 o* is a conservative substitution.

Proof: Consider anyr € Var(C). By definition, zo* = vc(xzo). We prove that
St(vc(zo)) C S(C)o by induction on the structure of: (zo).

If vc(zo) = ¢ wherec is a constant, then, by definition o, it must be that €
S(C)o. For the induction hypothesis, suppagg(za) = (t1,t2) or {1 }s, or f(¢1) or
t-...-tport; Y andty,. ..t € S(C)o.

First, consider the case wheg(zo) = (t1,t2) (the{t, },, andf(¢,) cases are similar).
If (t1,t2) ¢ S(C)o, then, by definition ofyc(x0), it must be the case that,,t,) =
vc(zo) = 1, and we obtain a contradiction. Therefofa,, t2) € S(C)o.

Now consider the case whes: (zo) = t - .ty Or ve(zo) = ¢! and, by the
induction hypothesisi; € S(C)o for all i. SinceS(C)o is closed under and inverse,
ve(zo) € S(C)o. O

Lemma 5.8 GivenT > u € C and some ground term) if there exists a proof df'oc  t,
then there exists a proof @fo* + v (t).

Proof: Let P be the normal proof of'o + ¢ using the inference rules of Fig. 3. Such a
proof exists by Lemma 4.5. We prove the lemma by induction twe structure of°.

For the induction basis, suppose tffatonsists of a single leaf nodé& + ¢ such that
t € To. This implies that there exists € T such that = vo. Eitherv € Var(C),
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orv € T\ Var(C) C S(C). In either case, by Lemma 5.6¢* = vc(t). Therefore,
ve(t) € To*, and the proof of 'o* - v () consists of a single nodBo* - v (t).
Tobty [...Tot tg]
Consider one inference @@ of the form (theTo + t;
Totkt
premises fori > 1 may be absent) and assume as the induction hypothesis thait fo
there exist proof®; of To* + v (t;). To complete the induction, it is sufficient to show
that for any inference rule, there exists a proofof* - vc(t).

If the rule is (D), thent; = {t}.,, to = t;, for some term;,. By Lemma 5.2{t};, €
St(T)o, i.e, there exist§v; },, € T suchthabv o = t, va0 = t;. Since{v; },, ¢ Var(T),
we obtain thaf{v; },, € S(T') C S(C). Therefore{t};, € S(C)o, thusve({t}:,) =
{vc(t)}ue(ty)- BY the induction hypothesi®; is the proof ofT'o* F vc({t}:,) andP,
is the proof ofl'o* - vc(t). The proof of 'o* - v (t) is then constructed as follows:

P, P,
To* {VC(t)}uc(tk) To* Uc(tk)

To* - ve(t)

A similar argument applies for rules (UL),(UR).

If the rule is (P), thert = (¢;,%2). According to the definition ofc, there are two
possibilities. Ifvc((t1,12)) = 1, thenve((t1,12)) € To*, and the proof ofl'o*
vc((t1,t2)) consists of one nod€c* F 1. If vc((t1,t2)) = (vc(th), ve(ts)), the proof
of To* F vc((t1,t2)) is constructed as follows:

P Po
To* Fvc(th) To* F ve(ts)

To* l/(j(<t1,t2>)

A similar argument applies for rules (E),(F),(M),(l). |

Theorem 5.9 (Existence of conservative solutionlf there exists a solution I+ C, then
there exists a conservative solutieh I- C.

Proof: Let s IF C be a solution ofC. Define substitutiorw* with domainVar(C) by
zo* = ve(zo). By Lemma 5.7¢* is a conservative substitution. To show thétl- C,
consider any constrairf > u € C. Sinceos IF C, there exists a proof df'c + uo.
Eitheru € Var(C), oru € St(C) \ Var(C) C S(C). In either case, by Lemma 5.6,
uc* = ve(uo). By Lemma 5.8, there exists a proof B5* + v¢(uo) = uoc*. Therefore,
o*IF C. O

Lemma 5.10 If o is a conservative substitution, thén(C)s C S(C)o.

Proof: First, observe theit(C)o C S(C)o U U, cvar(c) St(zo). By definition ofS(C),
S(C)o C S(C)o. By Definition 5.5,(Vx € Var(C))St(zo) C S(C)o. Therefore,

St(C)o C S(C)o. O
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Definition 5.11 (Conservative proof) GivenT' > v € C and a substitutiorr, a proofP
of T'o F uo is conservativéf, for every node of? labeledT's + v,

e eitherv € St(C)o, or

e nodeT's + v is obtained by (M) or (1) inference rulandis only used as a premise
of an (M) or (1) rule.

Lemma 5.12 (Existence of conservative proof)f o* IF C = {T; > u; } is a conservative
solution, then there exists a conservative prodfef* F u;0* for eachi.

Proof: Leto* be the conservative solution €f. Consider any constraifff; > u;. Since
o* Ik C, by Lemma 4.5 there exists a normal prggfof T;0* + u;0*. Let T, = T; U
{u;}, and letV; = Var(T;) C Var(C). ¢From Definition 4.4 of normal proofs, it follows
that every node oP; is labeledT;o* + v wherev € St(Tio—*). SinceT; C St(C), by
Lemma5.1® € S(C)o*.

Thov [TF v

Any inference inP; other than (M) or (I) must have the form

TF uvs
Sincev; 2 3 € S(C)o*, by Lemma 5.4 5 3 € St(C)o*. O

6 Decision Procedure for Symbolic Constraints

In this section, we present a decision procedure for syraloolnstraint sequences associ-
ated with well-defined protocols. The essence of our deditlatesult is the proof that
for each symbolic constraint sequenCe there exists dinite number of systems of si-
multaneous Diophantine equations such that (i) each syistelecidable, and (ilC has a
solution if and only if at least one of the systems has a swiuti integers. We emphasize
that our goal is a theoretical decidability result. Therefove are concerned only with
showing finiteness of our procedure and decidability of dipalar class of Diophantine
equations. In future work, we plan to investigate an effic@mstraint solving procedure
based on [MS01] that can be applied to practical protocdlyaisa

Our decision procedure starts with tfinite, nondeterminististeps~; and~»,, fol-
lowed by two deterministic steps3 and~»,. Let Cy be the initial constraint sequence
generated from the protocol specification. For each stgpwe show that (i) there are
finitely manyC; such thaiC; | ~»; C;, and (ii) C;_; has a solutionf and only if at least
one C; has a solution. This guarantees soundness and completé®@ssdnesmeans
that if any member of the set of sequences obtained by a plattistep has a solution, then
the original sequence has a soluti@ompletenessieans that if the original sequence has
a (conservative) solution, then at least one of the seq@esizined at each step has the
same solution. Performing the steps does not reguinéori knowledge of the solution. If
a solution exists, it will be discovered by exhaustively eunating all possible sequences
produced by our procedure and checking whether each onedudstion.

For each of the constraint sequen€gsproduced by the last step, we show thiathas
a solution if and only if a special system of quadratic Diapiiree equations has a solution.
Quadratic Diophantine equations are undecidable in gernmrathe system obtained in
our case is solvable if and only if a particular linear subsysis solvable. Since linear
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Diophantine equations are decidable, this establishéghbasymbolic protocol analysis
problem is decidable in the presence of an Abelian groupatper

Following Theorem 5.9, we limit our attention to conservatolutions. Our decision
procedure consists in the following steps:

1. Guess subterm equalities.

2. For each constraint, guess all subterms derivable frenseh of terms available to
the attacker, and add them to this set.

3. Remove all constraints in which the derivation involvefeience rules other than
(M) or (I).

4. Substitute all target terms that introduce new variables

5. For each of the resulting sequences, solve a system af IDiephantine equations
to determine whether the sequence has a solution or not.

Running example. We will use the following symbolic trace as an (artificialhning
example to illustrate our decision procedure. An evént— ¢ is a+¢ node in anA-role
strandetc.

. A — a-b 4. B +—— {Y}h
22 B «— a-X'Y 5. B — b-X
3. A — {a} 6. A +— af

Recall that the goal of symbolic protocol analysis is to detee whether this trace is
feasible i.e., whether there exists an instantiation of variablé@andY such that every
term sent from the network and received by an honest paatitifpe., every term of the
form P <) is derivable using the rules of Fig. 3. This is equivalendéziding whether
the corresponding symbolic constraint seque@deas a solution:

a-b>a-X-Y;
a-b{atpy >{Y}y;
a-b {a}y,b- X > a®

6.1 Determine subterm equalities

SupposeC has some solution. In the first stepv;, we guess the equivalence relation
on St(C) induced by substitutior. As we argue below, there are only finitely many
possibilities to consider, and one of them is the right oné.c@urse, we don’t knows
beforehand. Therefore, to discover which equivalenceioglas the right one, we will
need to enumerate all possible relations and perform thairéng steps of the decision
procedure for each one to determine whether it leads to alsiehsequence. € does
not have a solution, it will not matter which equivalence relative choose, since none of
them will lead to a solvable sequence.

More precisely, for alls;, s; € St(C), we guess whethef;oc = s;o or not. Since
St(C) is finite, there are only a finite number of possible equivederelations to consider.
Each equivalence relation represents a set of unificatiol@ms modulo associativity and
commutativity of- and normalization rules of Fig. 2 (see Section 2.3). Theefiaitely
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many most general unifiers consistent with any given egenad relation. Le® be the
finite set of candidate unifiers. For eatl ©, let C, = C6.

Observe that foany substitutiono, there exists a partial substitutiéne © such that
sil = s;0 if and only if s;,0 = s;0. Therefore, any = 6 o 6’ for somef € 6.

Lemma 6.1 (Soundness:) For an€; such thatC ~»; Cy, if there exists a solution; I+
C,, then there exists a solutienlt C.

(Completeness:) If there exists a solution- C, then3C; such thatC ~»; C; and
(2 H’ C] .

Proof: To prove soundness, suppose saméd- C; whereC; = C6 for somef € 0.
This means that'T; > u; € C, T;001 - u;00; is derivable. Choose asany substitution
of the formé o ¢’ such thaw's € St(C) so = so;. Observe that'T; > u; € C T;o F u;o
is derivable. Therefore; I+ C.

To prove completeness, observe that, by our definition»gf for any substitutions
there exists a unifie? € O such thaty = 6 o §'. Therefore, for any such thatr I+ C,
there exist®C; = C# such thav I+ C;. O

Lemma 6.2 Supposer I+ C. ConsiderC; such thatC ~»; C; ando I+ Cy, and any
s,s" € St(Cy). If s # ¢, thenso # s'o.

Proof: By construction ofCy, for all s,s" € St(C,), there exist, §' € St(C) such that
30 = 5,80 = s'. Sincec = Ao b, 50 = soc ands'c = s'. By choice off, if 30 = §'o,
thensd = §'6. Therefore, ifsc = s'o, thens = ', or, reversing the order of implication,
if s # s, thenso # s'o. O

Running example. In our running example, we guess that the only subterm eguali
{Y'}» = {a}s, giving us partial substitutioft” — «a] and producing the following; :

a-b>a®-X;
a-b{a}y > {a}s;
a-b {a}y,b- X > a®

6.2 Determine order of subterm derivation

In the second step»-, we nondeterministically choose one of the candidate sexps€,
produced by~;. AssumingC; has a solutiorr, we (1) guess which subterms @f, o
can be derived by the attacker using inference rules of Fignd (2) add each derivable
subterms to every constraint; > u; € C; such thatso is derivable fronil;o.

In the resulting constraint sequence, every constrairtglied either by application of
asingleinference rule, or the derivation involves only rules (Migh. In the former case,
we can discover the right rule by syntactic inspection. ml¢tter case, only multiplicative
operations are used, and we will convert the constraintirsglproblem into a system of
simultaneous Diophantine equations.

Since we don’t knowsr in advance, we need to exhaustively try all possible combina
tions of subterms and constraints. If the cho§&nhas a solution, one of the candidate
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combinations will be the right one. If the chos€n doesnothave a solution, all candidate
sequences will be unsolvable.
Formally, the~», step consists in the following sub-steps:

1. GuessS. = {s € St(Cy) | 3T; > u; € C; such that there exists a proof 6fc +
so},i.e, Sy is the set of subterms that are derivable freometerm set available to
the attacker. This terminates, since there are only finitedyy subsets d&t(C; ) to
consider.

2. Foralls € S- guessj; € {1,...,n} such that there exists a proof Bf,o - so, but
there is no proof of;, 10 I so. In other wordsj, is the index of the first constraint
in C; from whose source term setan be constructed. This terminates, sifcas
finite, and, for each member 6f, there are only finitely many constraints@y to
consider.

3. By definition of the normal proof, for any solutieni- C,, any term sef’ such that
T u € Cyq,anys,s’ € S, if the minimal size normal proof df'o - so contains
a node labeled's F s'o, then the minimal size normal proof &fo + s'c does not
contain a node labelétlo - so. Thereforeg is consistent with at least one linear
ordering< on Sy that satisfies the following property:

e If s < &', then the normal proof df'o + so does not contain any node labeled
with T'o + s'o.

Of all possible orderings ofi.- that satisfy this property, we pick one that also satis-
fies

o If j, < jg,thens < s'.
This is possible sincg, < j, means that there does not exist a prodfgir +- s'o.
Therefore, the proof df;, o - so cannot have a node label&t o - s'o.

Intuitively, < is the order in which members 6t are derived. Since there are only
finitely many possible linear orderings ¢f to consider, we findk by exhaustive
enumeration.

4. We arrange, ... ,s; € Si according to the ordering, and insert each; in the
constraint sequence immediately beforeThe> u,, constraint. More precisely, we
replaceC; with

T > uqg;
Tj,, -1 D uj,, —1;
1j,, > su;
T}, ,51 D> uj, ;
Ty, s1 > uy,
Call the resulting sequenc(égl), and repeat this step fep,... ,sx € S-. Given

Cgi’]), Cgi) is constructed by insertirgr> s; immediately beford'>u;, € Cgi’l)
and addings; to the term sets of all subsequent constraints.
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LetC, = Cgk). Without loss of generality, assume that all duplicatedst@ints are
removed fronCs.

In the following lemma, we us€ ~» C, as a shorthand fa€ ~»; C; ~»5 Cs.

Lemma 6.3 (Soundness:) For an€, such thatC ~ C,, if there exists a solutioa I+
C,, then there exists a solutienit C.

(Completeness:) If there exists a solutien+ C, then3iC, such thatC ~ C, and
oIk Cs.

Proof: To prove soundness, observe that for every constfaintu € C; there exists
T > u € Cy such thafl’ C 7. Consider all subterms ;... , s, € 7'\ 7. By construction
of Cy, Vs; Ty, > s; € Cy, T, = T, andTy,,, \ T, = s;. Becauser, IF C,, there
exists a proof ofl'o» + sj09. By induction over{s;,...,s;}, there exists a proof of
To, F sjoq Vsj. Sinceo, IF Cy, there also exists a proof Gfos + uos. Therefore, for
all T > u € Cy, there exists a proof qff \ {s1,...,8c})o2 = Toy F uoy. We conclude
thatos IF C;. By Lemma 6.1, this implies that there exists a solutioh C.
Completeness follows directly from the constructiorf For any substitutioa such
thato I C;, there exists a finite set of derivable subterfias Also, for each derivable
subterms € S, there exists some constralfif, > u;, € C; such thatso is derivable
from T}, o, but not from the precedirfjio. Since we consider all candidate sequerCes
associated with all possible values$)f andj, there exist, such thatC; ~», C, and
o IF Cy. Completeness then follows from Lemma 6.1. |

Lemma 6.4 Supposer I C. ConsiderC, such thatC ~ C, ando I+ Cs,, and any
5,8 € St(Cy). If s # ¢, thenso # s'o.

Proof: Follows from Lemma 6.2 sinc&t(C») = St(Cy). O

Lemma6.5Vs, € S
Ty > tq;
Ty >t
c) = Ty, U{s]s' <5} s
Tj,, U{s'[s" < sr} > uj,
T, U{s'|s" < 8} D> up;
whereT, > ty,...Ti>t € CY’”,TM >y, ... Ty > up € Cy.

Proof: Proof is by induction ovei € {1,...,r}. If i = 1, Cgl) satisfies the lemma by
construction. Suppose the result holdstfd?’l).
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By construction,

T; > t;

T >ty

Tj, > si;

TJI% U{Sz} D> uj, ;..
T, U{si} > up

c) =

whereT; > ty,...T) >t € Cﬁiil).
By the induction hypothesisp > j,, , impliesT;, = T, U J, <,  {s'} where
T, > u,, € Cq. By our choice of orderings; 1 < s; andj,, > j,,_,. Therefore,

7, =T, u | =T, u U

s'<si—1 s’ <s;

andvm > js,

Ty, Uf{si} =TnU [(J {sTU{si} =Tmu |J {5}

s'<si_1 s'<s;

Lemma 6.6 (Vs, € S-)(Vi > r) T;, U{s'|s' <s5,}>s, appearsinCﬁ“ beforeT >u;, .

Proof: The proof is by induction over > r. For the induction basis, consider thgt U
{s'|s' < s} > s, € CY) and appears befofe > u;, by Lemma 6.5. Suppose the result
holds forC!{” and conside€!"*").

By the induction hypothesi§;;, U{s'|s’ < s, } > s, appears irCﬁ“ beforeT o> u;, .
Sincejs; < js

.11, thismeans that;, U{s'[s' < s,}D>s, appears irCSi) beforel'>u;,, .

By Lemma 6.5VT;>t;, € CE") such thaff; > ¢, appears beforé > Ujo\ T, > t, appears
in C{"*") beforeT > u;, . ThereforeT}, U{s'|s' < s,} > s, appearsirC{"") before
T> (I O

Lemma 6.7 If T > u € C, ands € Si such thats’ < u, thens € T.

Proof: By construction olCs, u € S-. By Lemma6.67;, U{s'|s' < s}>s € Cgk) = C,.
O

The most important property of our construction is that gwemnstraint inC, is either
solved withonerule application, or the proof involves only multiplicagivules (M) and

).

Lemma 6.8 Let o be any solution such that I+ C, for someC, such thatC ~» C,.
Consider anyl" > u € C, and the last inference of the proof 86 F uo.

e Ifuo € To,thenu € T.
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e If uo is obtained by (UL), theKu, t') € T for some ternt’.

e If uo is obtained by (UR), theft’, u) € T for some term’.

e If uo is obtained by (D), theku}, € T for some ternt'.

e If uo is obtained by (P), then = (u;,us) anduy » € T for some terms; ».
e If uo is obtained by (E), then = {u; },, andu; » € T for some terms ».
e If uo is obtained by (F), them = f(t') andt’ € T' for some ternt'.

Proof: Considerany/'>u € C,. Sinces IF Cs is a conservative solution, by Lemma5.12,
there exists a conservative proofbé + uo.

If uo € To, then there existse T' C St(Cs) such thato = uo. ¢From Lemma 6.4,
it follows thatu = ¢t € T. We conclude that, wheneves € T'o, T > u € C, is such that
ueT.

If uo ¢ To, consider thdastinference of the conservative proof 6t - uo. It must

have the form
Totwvy [...TokF v

To b uo

(theTo F v; premises foi > 1 may be absent). If this inference is an instance of any rule
other than (M) or (1), ther < 2 and, by Definition 5.11y, » € St(C,)o, i.e, there exists
v} 5 € St(Cy) such thato = v; andvho = v,.

* Since there exist proofs dfo - v/ ,o, it must be thaw! , € Si-. Since the proof of
To F uo contains nodes labelédo I—'viga, by definition of ordering< it must be that
vy, < u. By Lemma6.7p;, € T. We conclude that the proof @fo - uo consists of
one inference:

Tokrvic€eTo [Tol vio € Tol

To b uo

Consider all possible cases for this inference rule othen {M) or ().

If the rule is (UL), then| o = (uo, t) for some ternt. By Lemma5.10y} o € S(C)o.
By Lemma 5.3, this means that there exists ') € St(C,) such thaf{u',t')o = vjo. By
Lemma 6.4, this implies that, = (u/,t'). Sinceu',u € St(C,), Lemma 6.4 also implies
thatu' = u. Thereforep; = (u,t') € T'. We conclude that, wheneves is obtained by
(UL) rule, T > u € Cy is such thatu,t') € T'. The proofs for (UR) and (D) is similar.

If the rule is (E), themuo = {v10},,,. By Lemma5.10u0 € S(C)o. By Lemma5.3,
there exists:’ = {v}},, € St(Cz) anduo = u'c. Sinceu € St(C) by Definition 5.11,
Lemma 6.4 impliess’ = u. We conclude that, whenever is obtained by (E) rule,
u = {u1 }y, andT > {u1 },, € C, Whereu; » € T'. The proofs for (P) and (F) are similar.
O

Running example. In our running example, we guess that no subterms (otherttitse
already appearing as target terms) are derivable. Thexedtier removing duplicated con-
straints fromC,, C, = C;.
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6.3 Eliminate all inferences other than (M) or (1)

In the third step~3, we eliminate all constraints which can be satisfied by alsiag-
plication of an inference rule other than (M) or (l). Thisgsie deterministic. Lemma 6.8
implies that all such constraints can be found by syntantipéction. LeC3 be the result-
ing constraint sequence.

In the following lemma, we us€ ~» Cj as a shorthand fd€ ~»; C; ~»3 Cy ~3 Cs.

Lemma 6.9 (Soundness:) For an€; such thatC ~» Csg, if there exists a solutions I+
C3, then there exists a solutienl+ C.

(Completeness:) If there exists a solutien+ C, then3iC; such thatC ~ C3 and
o IF Cg.

Proof: To prove soundness, suppaselt C3. By Lemma 6.8, for every constraifitt> u
eliminated by~»3, there exists a one-step proof’B6 + uo for any substitutions. This
means that there exists a proofBé; + uos for every constrainf’ > v € C, \ Cs.
By our assumption that; I Cs, there exists a proof df o3 F uos for every constraint
T > u € Cs. Thereforegs IF C,. Using Lemma 6.3, this is sufficient to demonstrate
soundness.

To prove completeness, observe that C C,. Therefore, ifo I+ Cs, theno I+ Cs.
Then apply Lemma 6.3. |

Lemma 6.10 If o I+ C3, thenVT > u € Cs, the proof ofl's + uo uses (M) and (l) rules
only.

Proof: Consider a minimal size conservative prooflof - uo and suppose it contains an

inference
TokFuvieTo [TU"’UQETO’]

Totw

that is an instance of a rule other than (M) or (). By condinrcof Cg, this cannot be the
last inference, therefore,# u. By Definition 5.11 of a conservative proof, it must be that
v € St(C3)o C St(Cy)o, i.e, there existy’ € St(C,) such thaw'c = v. By definition

of <, it must be that' < uw. By Lemma 6.7, this implies that € T'. This contradicts
minimality of the proof. Therefore, the proof @fc F uo does not contain any inferences
other than (M) or (1). |

Lemma 6.11 If z € Var(Cjy) let Ty, > ug, € Cs be the constraint in whick occurs for
the first time. Them = z% - Hj>0 ug, ; Whereg, is an integeruy, ; are not headed with
- andz ¢ St(Tx, U {ug, ;|7 > 0}).

Proof: By the variable origination property (Definition 3.3),¢ St(7},). Suppose: €
St(us, ;) for somej anduy, ; # z%. Lemma 6.10 implies that there exists St(T%, )
such thato = wuy, 0. SinceSt(Cs) C St(Cs,), Lemma 6.4 implies that = uy, ;. This
means that € St(T}, ), and contradicts the variable origination property. O
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Definition 6.12 Define Q0 = Ha:EVar(Cg) q. Whereg, is the power of: in the con-
straint in which it occurs for the first time.

Running example. In our example, we guess the first and third constraints wetamed
by application of rules (M) and () only. We eliminate the sed constraint, obtaining the
following Cj:

a-b>a? X ;
a-b,{a}p,b- X >a®

6.4 Substitute target terms that introduce new variables

In the fourth stepv»,4, we take each target term in which some variable occurs fr th
first time and introduce a new variable, substituting ¢héreterm in question. This step
is deterministic. For example, if occurs for the first time in constraifft > a - 22, let

0; = [z — iz - (f%] wherez is a new variable, and appl; to the entire constraint
sequence. In the resulting constraint sequence, eactblatiaccurs for the first time in
some constraint of the forff; > z.

In the definition below, a term with a fractional exponéfit represents a term such
thatu™ = ¢™. Obviously, taking a root of some element of a finite field ieggithat the
root in question exist. Our definition afguaranteeshe existence of all newly introduced
roots since the value of every rational exponent introdumed», appears explicitly in
the protocol specification. For example, if we replaéewith &, thenz > will appear in
the constraint sequence if and onlyzif* appears in the protocol specification (note that
™ = (2%)%).

Recall from Definition 3.3 thak,, is the index of the constraiffi; > w«; in which variable
x occurs for the first time, and that, by Lemma 6.41= 2% - ]'[j20 u;; for some integer
e -

Definition 6.13 If T; > u; € Cs, define

1

9 — { [z & - [Tu;*] ifi=k, for somer; i is a fresh variable

(¢ otherwise

If more than one variable appears for the first time.f any one of them may be chosen.

LetCy = Cs36, ...0n, WhereNjs is the number of constraints i@;. Although only
integer powers appear (@3, C, may contain rational powers.
Assume that term sef§ appearing inC,4 have been orderede., T; = {t;1, tio, - - . }.

Definition 6.14 C, is well-orderedf i < ' implies thatt;; = t;; € Ty whenj < |T;].

Informally, Definition 6.14 means that term sé&isare consistently ordered so that if
the same term appears in multiple sets, it always appeahng isame position. Due to the
monotonicity property of constraint sequences (DefiniBoh), if i < i', thenT; C T.
Without loss of generality, we can assume t@atis well-ordered.

Lemma 6.15 For any rationalr appearing as a power of some termah, r - Q4. iS an
integer.
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Proof: Follows directly from Definitions 6.12 and 6.13. |

Lemma 6.16 If T > u € Cy, the proof ofl'c - uo uses (M) and (1) rules only.

Proof: Follows from Lemma 6.10 and construction©f. O

Lemma 6.17 If - € Var(C,), = occurs for the first time in some constraint of the form
T >z € Cy wherez ¢ St(T).

Proof: Follows from Definition 6.13 and construction @f;. O

In the following lemma, we us€ ~» C,4 as a shorthand fo€ ~»; C; ~y Cy ~3
Cg Y C4.

Lemma 6.18 There exists a solutiom I- C if and only if there exists a solution, I+ C4
for someC, such thatC ~» C4.

Proof: Substitution 6.13 is simply a renaming of terms@3 and does not introduce or
lose any solutions. The result follows directly from Lemm®.6 |

Running example. In our examplef; = [X — X - a?],65 = 0. Therefore,Cy =
C301 04 is:

a-bl>X;
a-b{a}y,b-X-a2p>af

6.5 Derive a system of quadratic Diophantine equations

In the last step of the constraint solving procedure, we edmach constraint sequercCe
into a system of quadratic Diophantine equations which ligatde if and only ifo I C4
for someo.

Diophantine equations are polynomial equations in any rarrobvariables with inte-
ger coefficients, where only integer solutions are perigitiéhere is no general procedure
for determining the solvability of a Diophantine equatiatfinding a general solution; that
was Hilbert’s Tenth Problem. A system of Diophantine equagimust be solved in com-
mon by the same substitution. One can reduce a single Ditipleaquation of any degree
to a system of quadratic equations by introducing variatfes example, in the equation
23 = 27 one can ley = 2, reducing the original equation tg; = 27. The system of the
latter two equations is equivalent to the first. Hence theaulity of systems of quadratic
Diophantine equations is also undecidable.

To solve the protocol analysis problem, we generate a systemadratic Diophantine
equations. In our case, we can demonstrate that the systegetvi® solvable if and only
if a particularlinear subsystem is solvable. Luckily, solvability of systemsio€hr Dio-
phantine equations is decidable (seg}, [CD94]). This problem is equivalent to solving
an integer linear programming problem, which is known torgeactable in general, but
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there are efficient solution techniques that work well mddhe time (just as the simplex
method works well for real linear programming).

The key to this result is Lemma 6.19. Intuitively, we provatthfor every constraint
T > u € Cy, the target termuoc must be equal to some product of integer powers of
non-variableterms appearing in sé&t. We then simply represent each power as an integer
variable, and convert the constraint satisfaction protfieneach constraint into a system
of linear Diophantine equations.

There is a complication along the way. In addition to thedingystem corresponding
to the solvability of a give¥" > u constraint, the integer variables in question must also
satisfy a special system qfiadraticequations. We show that this quadratic systdways
has a solution. Therefore, only the linear system needs solved to determine whether
the constraint is satisfiable. Any solution of the lineartegswill automatically satisfy the
guadratic system.

For any terny, define®(¢) to be the set of all top-level factors oflf ¢t = ¢7* ... ¢I»
where none of; are headed withand all¢; are distinct, the(¢) = {¢7*,... ,t'»}. For
example®(a 2-b2) = {a 2,b% }. DefineW(t) = {t* € ®(t) |t; # z € Var(Cy)} to be
the set of all non-variable factors tfLet s (t) = [ ey (4 f11-€. ¥(2) ist with all factors
of the forma" removed. For example;(a - ({z}x)? - 25) = a - ({x}4). Obviously, if¢
does not contain variables among top-level factors, thgh = ¢.

Lemma 6.19 If z € Var(C,), letk, be the index of the constraint in which variahte
occurs for the first time. Thendf IF C, andT; > u; € Cy

wio = ] (W(tiy)e)* (1)
such that
|T: |
2lig) = zli gl + Y (D (Elkasd] 72l 47) )

J'>j amed(t; )

for some integers|i, j], z[i, 7], wherel < i < |Cy4|, and by convention if > |T}, | then
2k, 3] = 0.

Before we begin the proof, it is helpful to give a small exaeplat gives some insight
into how the exponents are computed.

Consider the constraints; > x andt;;, t}, - « > u;, wherez is a variable and the
other terms do not contain variables. Each target term i®dyat of powers of the terms

on the right. Thus, we may write = ¢:1""" and2[1,1] = 2[1,1]. We also haves; =

ezl (- 2)2l2), To find 2]i, j], we substitute for: and also note that, = t;; because
C, is well-ordered. Hence,

T A e I L
Thereforez[i, 1] = z[i, 1] + 2[1,1] - z[i, 2]. This expression should be recognizable as a
special case of equation (2).
Proof:(of Lemma 6.19) The proof is by induction over the length o ttonstraint se-
guence. For the induction basis, considen> u; € C4. By Lemma 6.16, the proof of
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Tyo + uyo contains only rules (M) and (1). Therefore,o = HtueT1 (t1;0)*17] for some
integersz[1, j], wherel < j < |T1|. By Lemma 6.17, no variables occurlh. Therefore,
for all j, t1; = ¢¥(t1;) and for allz € Var(C,),j', andr,z” ¢ ®(t1;). Then for all
J: 2[1,j] = 2[1,j], and we obtaini;o = ][, cr, (1 (t1;)0)*1*7] This completes the base
case.

Now suppose the lemma is true for all constraints up to anldidig 75 _; > u; 1,
i > 2. To complete the induction, we need to prove itT¢r> u;. Applying Lemma 6.10
to T; > u;, we obtain that

wo = [ (tiyo) ] (3)

tij’ €T;

Now consider any;; from the above product, and fix it. By definition ¢{¢;;), ti; =
Y(tij) -zt - ... xi= for some variables, ... , z,, and rational constants, ... ,r,
wherem > 0. Consider any variable € {z1,...,z,}, and letk, be the index of the
first constraint in whichr occurs. By Lemma 6.17, the fact thatoccurs in7; implies
thatT; > u; cannot be the first constraint in whieghoccurs. There must exist a preceding
constraint of the forn},, > x € C4 andk, < i. The induction hypothesis holds for
this constraint, thuso = [, 7, (4(tx,;)o)**=-7l. By monotonicity (Definition 3.1),
Ty, C T;. Since all setd; are ordered according to Definition 6.14, this means that
(Vj < |Tw,]) tx,; = ti;. Moreover, sincer occurs int;;;, Lemma 6.17 implies that
Ty, | < j'. We setzlk,,j] = 0forall j > |T,|, and we replace eadh, ; with the
corresponding;;, obtaining

w0 = ] @t;)e) - )

i<y’

Substituting values fot, o, . . . | z,,,0 given by equation (4) into equation (3), we obtain
that

wo= [ (oo T (] @(tiyo) =) )]

i €T a7 €D (ti;0) §<J'
Distributing the exponent[s, '], obtain
u;o = Htij,e:r;-( ("/}(tij,)o—)z[i;jl]'Hmreq;.(tijl)(nj<jl (1/)(tij)o.)é[km7j].r.z[i7jf]) )
HtijrETi(w(tij’)U)Z[i’jl]
HtierTi( HZT€<I>(tij,)( Hj<j, (1/)(ti],)o)é[km,]’].T.Z[i’jz] )
- HtijeTi(w(tij)U)z[iﬂ
[ em C Ty ( (1/)(151'7')0)2““’%'WA[’“W]'“Z[LJ’]) )

Observing thafll, ,cr, (IT;<j F(---tij- ) = Tli,er,([s; FC- -t --)), we
obtain
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wio = HtijeTi(i/)(tij)U)Z“*j]
Yerca, ) (Elka ] r2]ig'])
HtijeTi( H]'>]( (w(tl])a) €2 ( ij ) ))

"y S5 s (Sareai, ) Glka.dlrzlini'])
[T, em ( (@(ti)o) )= ((tig)o) =7 > rmertan )

Hf - (1/)(tij)o_)z[iﬁj]+z]‘/>]‘(Z.—ﬂe@(tij,)(é[kmvj]""‘z[ivj,]))
tij €15

This completes the induction. |

6.6 Convertinto a system of linear Diophantine equations

We now convert each constraint into an equivalent systeimeat Diophantine equations.
If this system is unsolvable, the constraint cannot be feadisand the entire constraint
sequence does not have a solution. If, on the other hand, &x&st some values d@f, j]
that solve the linear Diophantine system, we will demonstifaat quadratic equations (2)
are guaranteed to have a solution.

Consider anyl’; > u; € C4. By Lemma 6.19u;0 = HtijeT,- (q/,(tij)g)é[zyj]_ By
definition, ¢ (¢;;) does not contain any variables as top-level factors. It ssiide that
zi* € ®(u;) for some variable:, and rationap,.. Applying Lemma6.17 and Lemma 6.19,
for all z; € Var(Cy) we obtain thatryo = [1,, o7, ((tx,;)o)**7.. Therefore,
equation (1) can be rewritten as o

Hz:k eq)(Ui)(Htk“ET’“m (w(t’“ﬂ)o)é[k’j})pk . HuuG‘I’(ui) ujo =
Htij eT; ("/}(tz’j)(j)i[i:]’]

For any variabler;, occurring inu;, it must be thak, < i sincek, is the index of the
first constraint in whiche;, occurs. By Definitions 3.1 and 6.14,,; = t;;. Dividing the
right-hand side of equation (5) by

H ( H (10(1516”)0)5[%:7’])”

TR €@ (u;) thai €1k,

®)

we obtain
I wio= ] @ti)o)¥ (6)
ui €W (u;) ti; €T
where
yli.gl =291 = D i 2lka, ] (7)

Tk e®(u;)

Recall that[k,,j] = 0if j > |Tx,|-
LetFac(C4) = Uz, p o, ec, (Y(ui) U Ut,-,-eTi U (t;;)) be the set of all factors appearing
in equations (6). SincBac(C4) C St(C4) C St(C,), by Lemma 6.4, ift, ¢’ € Fac(Cy)
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andt # t', thento # t'c. Therefore, ifw € Fac(C,) andT; > u; € Cy, the following
system of linear equations must hold:

q = ZtijeTi qj y[zaj]
if w? e ¥(u;), if w¥ € (t;;), (8)
0 otherwise 0 otherwise

wherey|i, j] are integer variableg (anges over the length of the constraint sequence, and,
for eachi, j ranges fromi to |T;[), andq, ¢, - . . , q/7;| are rational constants. We multiply
both sides of each equation (8) by the lowest common mudtigf the denominators of
4,4q1,--- 91, and obtain a system of linear Diophantine equations gjiey].

Lemma 6.20 C4 has a solution if and only if the system of equations (8) hadisn in
integers.

Proof: It follows immediately from the reduction in this sectioratlif system (8) doesot
have a solution in integers, th€, does not have a solution, either. To complete the proof,
it is the necessary to show that if system (8) has a solutiamégers, then system (7) and,
especially, the quadratic system (2) also have a solution.

Let {y[i, 7]} be any solution of system (8). First, ggk.., j] = 0 forall z € C, and all
j. Since¥(uy, ) = ¥(z) = (), equation (8) degenerates irto= Ztmem q; - Ylkz, 7]
and, clearly, is still satisfied. By Lemma 6.%i, = x. Therefore, )

> e ke, §] = 2[ka, 4]
z:’“ €D (ur, )
andylk,, j] = z[kz, j] — z]kz,j] = 0. System (7) is thus satisfied byk.., j] = 0 as well.

Now, setz[k,,j] = Qmas for all z € C4 and allj. Recall from Definition 6.12
and Lemma 6.15 tha®,,.., is an integer constant sueh- Q,,., is an integer for any
rational power appearing irC,. We need to demonstrate that, providékl,, j] = Q.au.
systems (7) and (2) are solvable in integers.

First, consider system (7). if= k, for somek,, it degenerates int0 = Q,,0: — Qmaz
(see above). If for alk,,, i # k., it becomes[i, j| = [i, 5] — ink@(m) Pk Qmagz, and
is solved simply by setting|:, j| = yli, j] + Zzik@(“” Pk * Qmag- This works since by
Lemma 6.1%, - Q... iS an integer.

It remains to show that the quadratic system (2) has a salutiontegers. Pick any
T; > u; € C4 and fix it. Proof is by induction over all values ¢ffrom |T;| to 1. For
the base case, considgr= |T;|. In this case, there are nd > j, and we simply set
2li, 4] = 2[i. 4.

Now suppose the lemma is true fefi, j + 1],... , z[i, |T;|]]. To complete the proof,
it is sufficient to show that there exists an integer value #gr j] that satisfies equa-
tion (2). Observe that[i, j'] is an integer for allj’ > j (by the induction hypothesis),
andz(k,, j] - 7 = Qmaas - r is an integer for all: such that:” € ®(¢;;) (by Lemma 6.15).
Thereforez[i, j] = 2[i, j1 =355 ; (X orcar,, ) (Blka. 417 2[i, j'])) is an integer solution
for equation (2). This completes the induction and provas tissuming linear system (8)
has an integer solution fafi, j], systems (7) and (2) are solvable in integers, too. O
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Running example. In our running example, we are solving the followify:

a-bl>X;
a-b{a}y,b-X-a2p>af

Applying equation (6)C,4 has a solutiofiff the following system is solvable in integers:

1 = (a-by1
a = (a-b)V2U . ({a}y)¥22 - (b a2)¥28

Note that® (u,) = 0, therefore]],,  cq(,,) 1o = 1, andy(b - X-a?)=b-a?2

We sety[1,1] = 0 sincek, = 1, and convert the second equation into an equivalent
system of linear Diophantine equations (8), treating ntumséc terms such aga}, as
constants:

6 = y[2,1]—2-y[2,3]
0 = y[2=2]
0 = y[2,1]+y[2,3]

This system has the following integer solutign2, 1] = 2,y[2,2] = 0,y[2,3] = —2.
Therefore, the constraint sequence has a solution. In Xaisple,Q,,... = 1, therefore,
2[1,1] = 1,andX = (a - b)*"') = 4 - b. Reconstructing the values of original variables,
weobtainX = X -a2=qa"'-b.

Theorem 6.21 (Soundness and completenesSymbolic constraint sequen€ehas a so-
lution if and only if the system of linear equations (8) halugon in integers for some
C, such thatC ~» C,.

Proof: Follows immediately from lemmas 6.18 and 6.20. |

Corollary 6.22 (Decidability with xor) If - is interpreted asxor (i.e, t~! = t), then
symbolic trace reachability is decidable.

Corollary 6.23 (Decidability with free term algebra) If there are no operators with al-
gebraic properties, symbolic trace reachability is deditia

7 Extension to Group Diffie-Hellman

In this section, we extend the constraint solving approastelbped in Section 6 to pro-
tocols such as group Diffie-Hellman (GDH) [STW96]. Our exdie@m, however, applies
only in a restricted setting. We assume that the Abeliang(owltiplication) operator ap-
pearsonly in the exponents. In particular, exponentials are not mligtil with each other,
i.e, terms such ag?® - g¥ do not appear in the protocol specification, nor is the aétack
permitted to multiply exponentials. This restriction isceesary to preserve decidability,
since it has been shown that unification (and, thereforesyh#olic analysis problem) is
undecidable in the presence of equational theoriebdth Abelian groups and exponen-
tiation [KNW02, KNWO03]. This does not affect our ability toalyze protocols such as
GDH since they satisfy the restriction (a similar restantis adopted by [PQO1]).
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Figure 4: Normalization rules for exponentials

We extend the message term constructors of Figure 1 withstérmepresenting expo-
nentials. We also extend the rules of Figure 2 with the rudegkponentials, as shown in
Figure 4. The rules of Figure 4 were shown in [MNO02] to lead migue normal forms up
to associativity and commutativity of theperator.

In this paper, we consider only protocols in which all expatiaion is ultimately from
a constant base, that is, the normal form of every exporigntand term ig;* whereg is a
public constant. For purposes of specification and analgggnentials are regarded as a
separate type. If a variableis of type exponential, we replace it with a tegrh wherez’
is a new variable that cannot be an exponential or have amexpial subterm. Products
of exponents arise from reductions of the fofgi)¥ = g* .

In GDH, exponential terms are integers mpdor some primep. The multiplicative
subgroup ofZ,, has ordep — 1. The basey is chosen to generate the cyclic subgroup of

some prime ordeq that dividesp — 1. Sinceg? = 1 = ¢” mod p, exponents of; are
effectively reducible mod@. Thus, non-zero exponents lie in the multiplicative sulogro
of Z,.

For protocols with exponentials, we apply the basic comdtisolving procedure of
Section 6 with a modification. We begin as usual wWithbut when we arrive af 5 we find
some constraints of the form

byt > g* 9)

Under the Computational Diffie-Hellman Assumption (it ist fieasible to computg™?
from g* andg¥), theonly way the attacker can compute the needed expongyitia to
take one (and no more than one!) of the exponentials at hiesii,i.e., somet; = g¥ (at
least one such term is available, since- ¢! is the publicly known base) and raise it to a
powerw such thatg?)¥ = g%, provided thatw is derivable fromt,, ... ,t,,. In particular,
we may writew = v~! - u.

Hence, every time we encounter a constraint of form (9), wedeterministically
choose one of the exponential terms= ¢¥ from the term set available to the attacker,

and replace the constraint (9) with
t,oo st > o (20)
This gives us a constraint sequer€g with no exponential target terms, and we con-
tinue withC, and solving linear Diophantine equations as in Section 6.
7.1 Pereira-Quisquater example

In [PQO1], Pereira and Quisquater find an attack against k#hyeatication in an authen-
ticated group Diffie-Hellman (A-GDH.2) protocol of [STWQ6h this section, we sketch
how to discover this attack using our approach.
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The attack involves two key distribution sessions. The §iesision has four parties, one
of which is compromised. The second session occurs amogg tifrthose parties after
the compromised party has been removed from the group. Thekat, who knows the
secret shared keys of the compromised party, causes one lefjitimate parties to accept
a non-authentic, compromised key in the second session.

In a decidable finite-session context, the analyst choas&sany strands of each role
to put in the semibundle. In this example, involving a foarty group ofM;, M,, M5 and
My, it is sufficient to choose two instances of rdle and one of\/,. The behavior of\/;
is ignored (it does not matter for the purposes of discogttie attack) M- is the party
being attacked, andi/; is the compromised party, whose role is taken over by thelata

The object of the protocol is to construct a group key of thenfg™ 273"+ whereg is a
constant and the; are secret random contributions from the group memberselsécond
session, the group key shouldgye"4, where each! is a new random contribution of the
ith group member. In each session, partial exponentialsassep up the chain to the last
party, who multicasts a message whabecomponent is used by thith party to construct
the common key.

The role of the intermediate parfy, is this:

—(g,9"*") + (9", 9", g"'"™) — (222, g7, 224)

wherek;; is a long-term secret key shared b and/;, andz;; are variables used in the
specification of thél/; role (i.e., values that are not known td; in advance) M, assumes
thatg®= = g™ and computes the group key @gzskz2s )kai 2

The role of the last party/, in the first (four-party) session is this:

_<g:€41 ) 91427914379144> + <g:€417’4k14=g$427“4k247gw437’4k34>

Our analysis procedure considers all possible event sega@onsistent with the semi-
bundle (there are a finite number of possibilities), inahgdihe one identified by [PQO01],
which yields the following constraint sequen€e Primed random numbers and variables
are those associated with the second session.

g ksa > (g,9"")
”} <g7“2 , g:€21 , g:€217“2> > <g$41 $42 $43 , gw44)
”} <g$417“4k14=g$427’4lk247lgw437"11k3?> > <g ngl)
"(g"2, g%, g% 1"2) D> (X9, 97 2 24733’24)
N gx'23r'2

The ditto marK’ stands for repetition of the source terms from the condtmaimedi-
ately above. The source terms in the first constraint aretaotssknown to the attacker.
The first session would normally generate a constraint fontessage received By, from
M,, but this message reception is omitted because it is nosaanefor the attack. The
last constraint is the security objective: it says that eenty®2s"2, which is computed and
accepted as the secret group key in the second sessibf hig derivable by the attacker.

C, is derived fromC by guessing subterms that will be unified. The only subterms
appearing inC are exponentials. We can identify unifiable exponentiathiatstage, but
we do not need to because those unifications will occur as sobypt of solving the
multiplication-only constraints generated later.

To deriveCs, we note that all exponential subterms can be derived sitmpéxtracting
them from the concatenated messages in which they apg@amwill then discard the
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concatenations and retain only the exponentials. Theblesa!,, andz}, are not used
and we have dropped the constraints on them.

21

g, ksa > g
//7 gT2 , gm21 , gmzﬂ’z > gz41
n l> g]:42
" > 9143
n [> 9144
”} gw417“4k14 , 9142T4k24 , gw437“4k34 > gwlgl
"oty gThr gThTh > Ty koa
9 2,972, 9 g
! 1
"o gFaaT>

To obtainC}, for each of the target exponentials we find, by exhaustieecke the
exponential in the source set from which it is computed. kangple, the second constraint
is solved by computing®+ from ¢g"2. With the correct choices, the exponential removal
step leads to the following product-only constraints. Engrttial terms have been removed
from the source sets because exponential terms cannotiocexponents.

k3s D> mo

kss D> T5]$41

k3s > 7"271-?742

kaa > 7y ' Taz

k3s D> 7"271-?744

k34 > .7323] ’I"Z]k?;l].’l/'lgl
kss D> 37;2 ’I“Z 37’23
kss D x5 w'es

The last step is to introduce variablig , etc. so that each target term contains at most
one variable. This leads to substitutions
Ty > Tola 1=1,2,3,4
’I'IZ] — 7"2.’?5427"4]634.’?5(2]
515/23 — 7"2.’2'427"4.’2"23

and constraints

ksa D> a1, B4, By, Ty
~—1
kas D> ks @'y @y
In general, we would have to convert these to Diophantinetgus by expressing
each variable as a product of powers of non-variable sulstefnis particular system can
be solved by inspection; we can set every variable in thetcainss to 1, so that after

substitution we have the solutian; = 1, z4; = ro fori = 1,2,3,4, x4, = rorskss, and
xhy = rory4. This solution is slightly simpler than the solution in [PT)0

8 Conclusions

We have presented a constraint solving technique that esdilne problem of symbolic
protocol analysis in the presence of an Abelian group opetata finite set of systems of
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guadratic Diophantine equations. Each system has a solfitmd only if a certain linear
subsystem has a solution. Since linear Diophantine equeatice decidable, the problem
of symbolic protocol analysis with Abelian groups is thugidable. The significance of
this resultis that it enabldally automatedormal analysis of a wide class of protocols that
cannot be analyzed in a free-algebra model.

Results presented in this paper are but the first step towedtdging the gap between
formal methods and mathematical proofs typically emplaoyectyptographic analysis of
security protocols. Even though we take into account sontbenaatical properties of the
underlying cryptographic primitives, we are still analygian abstract model, and thus pos-
sibly missing attacks due to our idealized treatment of wrgpaphy. It would be interesting
to know whether the results of this paper, especially theterce of conservative solutions,
can be extended to algebraic theories other than Abeliarpgt@r to richer equational the-
ories that more accurately represent properties of thgaetecryptographic functions. At
the same time, recent undecidability results for equationdication [KNW02, KNWO03]
suggest that the symbolic constraint solving problem isegidhble in the presence of
rich equational theories. Therefore, it is very likely tlsgmbolic analysis can be fully
automated only for abstract protocol models, or for prootioat employ cryptographic
primitives without visible mathematical properties.
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A Checking whether a constraint sequence is well-defined

Our “well-definedness” condition on constraint sequenaemaélized in Definition 3.5
guantifies over all possible substitutions, and may be diffiom check directly. In this
section, we give a finite procedure for checking whether asttamt sequence is well-
defined. We start by considering substitutions which mayeaavariable to disappear
from a term without explicitly substituting it. For exampkubstitutiord = [y — =]
causes to disappear fronfx - y)d, even thougl¥ does not substitute. Recall thatD(6)

is the domain of substitutiof

Lemma A.1 Suppose: € Var(t) in some ternt, and letd be some substitution such that
x ¢ D(9). If x ¢ Var(t6), then, for every occurrence afin ¢, there exists a subterm
suchthat..,-...-v... € St(t), the occurence of is contained irt,,, and¢, 6 = (v6) .

Proof: The only rule in Fig. 2 that can cause a variable to disappaei cancellation rule
for the Abelian group operatot:t—! — 1. Therefore, for every occurrence:ofn t, there
must be a superterm such that..t, -...-v... € St(t) for somev, and¢, 6 - vf — 1.
Thereforef, 6 = (v6) . O

Lemma A.1 says that a variahlecan disappear from a term whanothervariable is
substituted only if every occurrence ofis contained in a subterm which is multiplied
with another subterm which the substitution turns into the inverse of We will call such
substitutionseliminatorsof z.

In the rest of this section, we will use() notation to distinguish different occur-
rences ofr. Recall from Section 2.3 that termsg, ¢, have a set of most general unifiers
MGU agr (t1,t2) (if the terms cannot be unified, the set is empty).

Definition A.2 (Eliminators) Lett be a term such that € Var(t). For each occurrence
2 in t, define the set oéliminators&(z(" ) = {6 | = ¢ D(#) and for some,, v,
6 € MGU agr(tz,v "))}, where...t, -...-v... € St(t), and the occurrence(?) is
contained int,.

Observe that for any termand any occurrence'?, the set€ (9, t) is finite. There
are only a finite number of possibilities for subtertgscontaining this occurrence af,
eacht, is multiplied with at most a finite number of termas and unification produces a
finite number of most general unifiers (see Section 2.3), d€lwthe subset that does not
substituter is selected.

For example, consider the following term:= ((z("), a), {z? - 2}, - {y}.~"). For
the first occurrence af, there is no superterm. which is multiplied with another term,
therefore£(x("),t) = 0. For the second occurrengethere are two superterms which are
multiplied with another term. The first superternxigself, which is multiplied withz. The
unifier which does not substitutebut will causer to disappear i§z — = ~!]. The second
supertermigz(?) -z}, which is multiplied with{y} . ~". The unifier which will cause to
disappear i$y — = - k, z — k|. Thereforeg(z? ) = {[z = 2z '], [y = 2 - k,z — k]}.

We now describe how to merge two substitutiansand ., producing a finite set of
their most general common instances.
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Definition A.3 LetD(my) UD(my) = {x1,... ,x}. Define

merge(my, ) = MGU agr( (m1(z1), (m1(m2), (... ,m1(zr)) .. ),

Of course, substitutions; andm may disagree on some variables, in which case
merge(m,m2) = (). We now extend Definition A.3 to any finite number of substitns in
the obvious way.

Definition A.4 Definemergex(II) inductively as follows:
-ForII = {1, w2}, mergex(I1) = merge(my, m);
-For [T} > 1 andn ¢ II, mergex({n} UII) = | J,{merge(m, 7;) | m; € mergex(II)}.

This definition enables us to extend the notion of eliminatorentire term sets rather
than single occurrences.

Definition A.5 Let T be a set of terms such that € Var(T), letz("), ... z(*) be all
occurrences of: in 7', and letty, ... ,t; € T be the respective terms in whiahoccurs
(sincez may occur in a term more than once, it is possible that ¢; for somei # j).
Define€ (z,T) = Uy {mergex(IT) | (Vi)|TIN E(zD), ;)| = 1}.

By constructiong (z, T') is a finite set of substitutions that eliminati occurrences of
x from term setl’, but don’t substitute: explicitly. Each element of (z, T") is the result
of merging a set of substitutions with one representativmfeacht (=9, t;).

Of course, for some term sef$x, T') may be empty. In particular, if there is even one
occurrencer?) such that (z(V), t) = () for somet € T (e.g, if z is not contained within
any products), thed (z,T) = B because there is no most general common substitution
produced bymergex.

The setf(z, T') is complete in the following sense.

Lemma A.6 Suppose € Var(T') for some set of terniB. If z ¢ D(0), andx ¢ Var(T6),
then there exists a partial substitutianc £(z,T") such tha® = = o 7’ for somer’.

Proof: According to Lemma A.leveryoccurrencer(!) of variablez must be contained
within some subterm, suchthat..t,-...-v... € St(t) wheret € T, andt,0 = (v8) .
Therefored is an instance of one of the most general unifierg, 0ndv—!, or, more
precisely, for every occurrenaé?, § = ; o w} for somen; € MGU agr(tz,v1). By
Definition A.2, this implies that; € £(z?), t) for all i. Thereforef must be compatible
with at least oner; from each se€ (¥, t). By Definition A.5, this means théit= 7 o 7’
for somer € E(z,T). O

We are now ready to prove that it is possible to check whethmmatraint sequence
satisfies Definition 3.5 by considering only a finite numbeswbstitutions.

Lemma A.7 Let C be the constraint sequence generated from a protocol, apgcae
there exists a substitutiofi such thatC# does not satisfy the property in Definition 3.5,
or, more precisely, there exists a variabteand constraintT; > u; € C such thatz €
Var((13\T;-1)0), butz ¢ |, _,; Var(u;6). Therf = mor' for somer € &(z, {u;[j < i}).
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Proof: First, observe that ¢ D(#) becauser € Var((T; \ T;—1)#). Then note that
z € U;,; Var(u;) becauseC satisfies the origination property, but¢ (J;_; Var(u;0).
By Lemma A.6, this means thét= 7 o 7' for somer € £(x, {u;|j < i}). O

Theorem A.8 SupposeC is a constraint sequence generated from a protocol. Chegckin
whetherC is well-defined according to Definition 3.5 is decidable.

Proof: We construct a decision procedure as follows. For everplbei € Var(C), every
constraintl; > u; € C such thate € Var(T; \ T;—1), computeS(z, {u;|j < i}). Then,
for everyr € £(z, {u;]j < i}), check whethe€r satisfies the property in Definition 3.5,
thatis, check whetheti Var((T; \ T;—1)7) C U, ; Var(u;m).

If there exists a variable, indexi, and substitutiomr such that the property is violated,
thenC is notwell-defined. Sefl = .

If the property is satisfied for alt, i andx, thenC is well-defined. We prove this
by contradiction. Suppos€ is not well-defined. Then there exist : andf such that
z € Var((T; \ Ti—1)0), butz ¢ J,_; Var(u;#). By Lemma A.7,6 = 7 o ' for some
m € E(x, {u;]j < i}). By definition of € (z, {u;]j < i}), = ¢ U, ., Var(u;m). Becausd
is a refinement ofr andx € Var((T; \ T;—1)8), « € Var((T; \ T;—1)=). This contradicts
our assumption thatz, i, 7 € &(z,{u;]j < i}) Var((T; \ Ti-1)7) C U, Var(u;m).
This concludes the proof. |

44



