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Abstract

The emergence of complex safety-critical systems such
as integrated modular avionics challenges the limits of tra-
ditional process-based assurance methods based on what
DO-178B calls “reviews.” The problem is that interaction
between subsystems produces too many possible behaviors.
Assurance for these cases needs support from what DO-
178B calls “analyses”; in particular, tool-supported cal-
culation of (properties of) all possible system behaviors.
These calculations can be performed by automated formal
methods, but have been infeasible in the past due to inade-
quate tools and absence of suitable descriptions of the prod-
ucts. Recent advances have produced much more capable
tools, and the emergence of “model based” approaches to
system development has made suitable product descriptions
available.

1. The Challenge

Assurance is about providing evidence that we know the
consequences of the system’s behavior in every possible cir-
cumstance, and that those consequences are acceptable in
some appropriate sense. Knowing the consequences of the
system’s behavior in every possible circumstance does not
necessarily mean that we need to have detailed knowledge
of its behavior in every possible circumstance: for exam-
ple, we may not need to know all the ways an engine con-
troller can get into an overspeed situation if there is a sep-
arate overspeed protection mechanism that can shut off the
fuel. But as systems become more intimately connected to
other systems, and are themselves composed of interacting
subsystems, so the provision of easily understood protection
mechanisms becomes less feasible and itdoesbecome nec-
essary to comprehend all possible behaviors of the system
concerned.

Many process-based certification methods rest on what
DO-178B, the guidelines for certification of airborne soft-
ware [3], calls reviews: that is, “processes that depend on
human judgment and consensus.” Certainly, human judg-
ment is crucial for many grave decisions, but it is a pre-
cious resource, and a fallible one. It is particularly falli-
ble when confronted by huge numbers of possibilities—and
this is exactly what arises when systems interact. Tradi-
tional aircraft systems were “federated,” meaning that each
“function” (autopilot, autothrottle, yaw damper, etc.) was
largely self-contained and had limited interaction with the
others. In this architecture, it was sound and feasible to un-
derstand each functional subsystem independently, and to
comprehend the consequences of their mutual interaction
be means of reviews. But as the industry moves toward “In-
tegrated Modular Avionics” (IMA), so the feasibility and
trustworthiness of an approach based on reviews becomes
questionable.

In an IMA architecture, the “integration” aspect means
that functions that were previously federated now interact
more intensively and that functions are “deconstructed” into
interacting subsystems that share resources; the “modular”
aspect means that there is a desire to develop standardized
components that can be “qualified” (meaning they are pro-
vided with an approved form of “local” assurance) so that
system development is accomplished by combining com-
ponents and assurance is based on a similar combination of
their qualification data. Both these aspects pose significant
challenges to the traditional process and review-based ap-
proaches to assurance.

Some of the more recent guidelines for assurance of
aircraft systems and software recognize the new chal-
lenges posed by IMA. For example, ARP-4754 is focussed
on “Certification Considerations for Highly-Integrated or
Complex Aircraft Systems” and states the issue as follows
[5, page 12].



“Highly-integrated and complex systems present
greater opportunities for development error (re-
quirements determination and design errors) and
undesirable, unintended effects. At the same time
it is generally not practical (and may not even be
possible) to develop a finite test suite for highly-
integrated and complex systems which conclu-
sively demonstrates that there is no development
error residue. Since these errors are generally not
deterministic and suitable numerical methods for
characterizing them are not available, other qual-
itative means should be used to establish that the
system can satisfy safety objectives.”

However, the methods for “development assurance” de-
scribed in ARP-4754 do not differ greatly from those con-
sidered standard in the industry: the main stress is on Func-
tional Hazard Assessment, System Safety Analysis, and
Common Cause Analysis. While these methods can help
structure reviews of complex systems, they do not, to my
mind, directly tackle the main challenge to assurance of
these systems: the huge number of potential behaviors that
become possible when (sub)systems interact, and that can
cause “locally correct” subsystems to combine to produce
system failure (as in the first launch of Ariane V). In my
opinion, a direct assault on this challenge requires us to ex-
amine the actual products (i.e., system and subsystem re-
quirements, specifications and designs), and systematically
to examine their interactions and collective behavior. Such
an examination cannot be based on human review: the huge
number of cases to be considered requires the assistance
of tools and hence a shift from reviews to what DO-178B
callsanalyses: that is, “processes that can be repeated and
checked by others, and potentially so by machine.”

The kinds of analyses I have in mind are those based
on mechanized formal methods: that is, methods that calcu-
late properties of the behaviors of systems through symbolic
analysis of their formal design descriptions (i.e., require-
ments, specifications, algorithms, and programs). These
methods include static analysis, model checking, automated
test-case generation, and formal verification. The great ad-
vantage of formal methods is that they can, subject to im-
portant caveats, considerall possiblesystem behaviors (in-
cluding those of interacting systems).

2. The Opportunity

Automated formal methods have long been advocated,
and even accepted in principle (e.g., both DO-178B and
DO-254 allow their use), but their uptake in industries such
as aerospace has been slow. In part, this can be attributed
to inadequate tools (lacking automation and requiring spe-
cialized skill), but a bigger obstacle has been lack of suit-

able artifacts in the traditional design lifecycle to which for-
mal methods of analysis can be applied directly. The tra-
ditional lifecycle begins with (possibly several levels of)
requirements documents written in natural language, pro-
ceeds through (again, possibly several levels of) specifica-
tion documents also written in natural language, and then
makes the leap to program code. None of these are par-
ticularly suitable for formal analyses: the requirements and
specification documents are not formal, and the actual soft-
ware code is too large and at too low a level of abstraction.
Technology transfer experiments have successfully trans-
lated requirements or specification documents into the for-
mal languages supported by various tools and have demon-
strated the utility of formal analyses (e.g., [2]), but practi-
tioners have shown little enthusiasm for adopting those lan-
guages.

Recently, however, something of a paradigm shift has
occurred as industry has adopted methods based onmodel-
based developmentat a surprisingly rapid pace. Model-
based development uses a single model of the system (and
its environment) as the focus for all design and develop-
ment activities. The suite of tools from MathWorks is
the most widely-used model-based design environment, but
there are others based around UML, and SCADE for safety-
critical applications. The attractions are that the model-
ing environments have a strong graphical element (e.g.,
Simulink/Stateflow in the MathWorks tools), and they pro-
vide very effective simulation and visualization capabilities
and, more recently, code generation. This encourages en-
gineers to develop models of their systems very early in
the lifecycle, and to maintain them throughout the devel-
opment. The notations employed in model-based develop-
ment environments (e.g., Stateflow) often have complex and
clumsy semantics and may not be what formal methods de-
velopers would wish for, but they are able to support formal
analyses.

I therefore see a promising convergence: as the complex-
ity of IMA and similar systems overwhelms review-based
methods of assurance and creates a need for product-based
assurance using automated forms of analysis, so the shift to-
ward model-based development is creating an environment
in which it is feasible to deploy effective tools for formal
analysis. Among the many remaining challenges are to de-
velop those effective tools (such as bounded model checkers
and test case generators for systems specified over mathe-
matically rich domains [1, 6]), and to develop methods for
composing formal certification arguments in a modular way
[4].
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