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Abstract

Today’s research testbeds are organized as multi-tenant, virtualized
clouds with researchers as tenants. While the typical use of logically
isolated resources provides tenants with flexibility for their experi-
ments, isolation abstractions complicate the diagnosis of network
issues. Ultimately, debugging might require researchers to obtain
support from testbed operators—a scarce resource.

This paper introduces Crinkle, a network debugging approach
for such virtual environments that does not require operator sup-
port or underlaymodifications. Crinkle leverages two ideas: (1) con-
trolled placement of nodes for debugging, and (2) partial packet
provenance (3P), which we introduce to reason about observations.
3P provides an expressive foundation for a debugging API that
tenants use to obtain insights into network behavior. A Crinkle
prototype was developed using DPDK and evaluated on the state-of-
the-art FABRIC and SPHERE testbeds. The prototype is evaluated
through performance benchmarks and case studies to assess the sys-
tem’s usability and effectiveness. The benchmarks demonstrate that
the prototype’s monitors operate at up to 55 Gbps and 15.6 Mpps.

CCS Concepts

• Networks → Network monitoring; Cloud computing; • Ap-
plied computing→ Evidence collection, storage and analysis.
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Figure 1: Crinkle mitigates the restricted vantage that tenants have

when debugging their network. Crinkle works by controlling the

behavior of opportunistic, ephemeral virtual resources for network

debugging—here, VMs labeled as “CM” (for Crinkle Monitor).

1 Introduction

Today’s state-of-the-art shared testbeds use network virtualization
to accommodate the need of simultaneous researchers to flexibly
define their own topology across the testbed’s resources. Such
testbed networks can be seen as multi-tenant cloud networks (with
researchers as tenants) that support the creation of logically isolated
overlays with allocations of resources to different tenants [51].

Multi-tenant research testbeds have a strong need for observabil-
ity and debugging capabilities, yet current testbeds provide little to
no dedicated support for debugging. A survey we conducted among
FABRIC users found that researchers primarily rely on low-level di-
agnostic tools—such as ping, traceroute, and packet captures—to
troubleshoot their experiments [77]. While these tools are useful
for basic connectivity testing, they provide limited support for
diagnosing complex problems that arise in multi-tenant networks.

Unlike production cloud tenants, researchers often develop pro-
totypes that evolve over months, requiring repeated debugging as
the systems mature. In addition, research testbeds are explicitly
designed to support novel systems and experiments that push in-
frastructure beyond conventional operating conditions. As a result,
researchers must often determine whether a discrepancy between
observed and expected behavior stems from a bug in their prototype
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or experiment, or from factors external to the experiment. For ex-
ample, prior work has shown that Linux kernels lacking specific
modules can incorrectly report packet drops [65], while another
study identified a communication bottleneck in the testbed archi-
tecture that degraded storage performance [64]. Distinguishing
between such underlay-induced effects and genuine experiment
bugs is thus a recurring challenge for researchers on these testbeds.

Network problems in such testbeds can be rooted in individual
tenants’ virtual networks or in the underlay that is shared by tenants.
As we know from multi-tenant cloud networks, such problems in-
clude transient congestion conditions and microbursts [11], persis-
tent problems such as router or service misconfiguration [37, 38, 44],
and dynamic service chain compositions that apply incorrect fil-
tering, tunneling headers, or isolation, and obscure traffic prove-
nance [30]. Regardless of the type of problem, diagnosing and de-
bugging network behavior on such networks requires access to
vantage points in the network to localize and observe behaviors of
interest. A testbed network operator has privileged access to the
network, and thus can access any vantage point—including both
virtualized and direct access to hosts and switches (Figure 1). In
contrast, a tenant is limited to vantage points among the virtualized
resources they control—i.e., their “slice”. Even with the operator’s
vantage, it takes time and painstaking effort to debug “gray fail-
ures” [43] that present partial and inconsistent error indications.

To underscore the similar designs of clouds and of testbeds like
FABRIC, note that FABRIC relies on common, cloud-oriented build-
ing blocks such as OpenStack for VM management [27], standards-
based network virtualization [26], and separate management and
data networks [61]. As in commercial clouds, FABRIC tenants only
control their overlay, which includes virtual machines and hard-
ware attached to them like smart NICs, FPGAs, and GPUs. The
operator controls the underlay hardware: the servers running the
virtual machines, the switches connecting them, and the links be-
tween components and sites. Tenant resources are connected by
virtualized network services over the underlay, and they may use
overlay resources that serve as network elements within their vir-
tual topology like routers, load balancers, or firewalls, as is possible
in commercial clouds [63]. This cloud-inspired design is versatile—
thousands of researchers and students have used FABRIC with
many different workloads and configurations, for research on novel
network architectures [14, 74], programmable networking [7, 10,
33, 49], teaching [75], distributed systems [57, 62], network man-
agement [48], distributed storage [55], network monitoring [65, 71],
middleboxes [56], and reproducing research [13, 21, 73].

Given their similar designs, canwe borrow debugging tech-

niques from commercial cloud networks and adapt them for

cloud testbed networks? The answer is no: we found that there
is a lack of tenant-driven debugging techniques on cloud networks,
and therefore this necessitates research into designing such tech-
niques for testbed networks. As future work, these techniques could
be ported over to commercial cloud networks, but the evaluation
in this paper is scoped on research testbeds and their users.

Today’s debugging and diagnosis techniques assume operator-
level network access, and we lack virtualization-aware techniques
for tenants. That is, while tenants are operators in their own virtual
networks, network problems might be rooted in underlay resources,
as described earlier. A virtualization-aware, tenant-usable network

debugger that does not require operator-level visibility (such as
knowledge of internal topologies or network controllers) would
empower tenants with capabilities that conserve operator effort.
Section 2 surveys related work.

We envision an architecture where tenants in testbeds (1) are
provided with dedicated, specialized tooling for network diagnosis
and debugging; (2) this tooling is simple to activate and it provides
convenient, programmable observability across the tenant’s experi-
ment network; (3) use of this tooling incurs a predictable impact on
latency and throughput. This tooling is designed to give researchers
more autonomy in debugging their virtual networks, and can inde-
pendently gather information that helps them decide whether to
escalate a network problem to the operator and to vector the oper-
ator to the cause of their problem based on collected information.
This vision and research problem are analyzed in Section 3.

Towards realizing that vision, this paper introduces Crinkle, a
network debugging approach that provides testbed tenants with re-
sources that have restricted capabilities (specialized for debugging)
and are placed in the network according to tenants’ needs. On those
resources, Crinkle provides an interface for flexible yet controlled
diagnosis and debugging tasks. Crinkle is hardware agnostic and
works with non-programmable network equipment. It is designed
conservatively to work on existing systems—we validated Crinkle
on two virtualized networks that we do not operate.

Intuition. Figure 1 shows how tenants can place Crinkle mon-
itors (configurable observation VMs) between existing virtual re-
sources that might be distributed across physical infrastructure.
Tenants would not have direct access to the underlay, but observa-
tions from the monitors provide tenants with information about
their traffic’s handling. Thus Tenant 1 can determine whether traffic
traveling from VM 1.1 to VM 1.2 is being affected by the underlay,
and the operator could then consider if the problem lies with the
physical switch. Similarly, Tenant 2 can determine whether their
virtual router is misconfigured or affected by the underlay.

Example. Figure 2 demonstrates a real research topology used
on a cloud testbed. When running an evaluation workload, a failure
event occurs that causes traffic to be rerouted. Crinkle provides
the researcher with the ability to quickly observe the path traffic
was taking before and after the failure, and through this localize
the failing node. They can retrieve the histories of packets that
traversed the network before and after the failure with a single
API call (Section 4.2). Further case studies showing exactly how
Crinkle assists with debugging are shown in Section 7.2.

Foundation. To balance the operator’s needs for resource man-
agement and the tenants’ needs for expressive debugging, Crinkle
introduces the notion of Partial Packet Provenance (3P) to enable rig-
orous and expressive network debugging. 3P builds on earlier work
on packet provenance [16, 84] and related techniques [59] with an
ability to select links to provide packet information, filtering accord-
ing to packet properties and stateful network conditions. Crinkle,
through 3P, also leverages the ability to specify VM placement
with host-level granularity in current testbeds, like FABRIC [8] and
SPHERE [46], to reason about underlay issues.

Debugger. Building on 3P, Crinkle provides a high-level API
that exposes detailed insights into network behavior. The implemen-
tation of this API is designed to provide tenants with control over
network debugging. This approach exceeds the typical link-level or
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Figure 2: A butterfly topology [40] used for research on FABRIC—the

largest-known single-experiment topology on the testbed. Crinkle

is used to easily verify the flow of traffic before and after a failure

of a switch, and identify that the stage 2 switch is the failure.

element-level scope of today’s network debugging techniques, and
it can be used to debug both correctness and performance. Crinkle
can also collect measurements over time to observe impacts from
background traffic from other tenants [72].
Prototype and Evaluation. We build an open-source, functional
Crinkle prototype that is contributed to the public API for FAB-
RIC [8], an international, state-of-the-art, network-oriented [29]
research testbed that uses industry-grade infrastructure for cloud
environments [18, 53]. Crinkle is evaluated on FABRIC through
performance benchmarks and a user study. The Crinkle prototype
uses DPDK and operates at up to 55 Gbps and 15.6 Mpps, with a
median latency inflation of 8.21 µs per monitor. We further verified
the functionality of Crinkle on the SPHERE testbed [46].

In summary, this paper makes the following contributions:
• Section 4: The design of Crinkle which enables tenant-
driven network debugging by providing restricted resources
for tenants to carry out network diagnosis and debugging in
virtualized, multi-tenant testbed networks.

• Section 5: The Partial Packet Provenance (3P) specification
provides our foundation for reasoning about network debug-
ging and placement. 3P is used to characterize frequently
occurring network faults. By weakening the requirement to
observe all packets across all links, 3P generalizes earlier
provenance techniques that were used in networking, and
allows control over vantage placement.

• Section 6: The Crinkle prototype, which has been made
available in FABRIC’s public API. Crinkle-related FABRIC
artifacts have been downloaded over 1,100 times. This paper
describes the requirements for the network to support this
prototype, for porting to other testbeds and networks.

• Section 7: The prototype is evaluated on the FABRIC testbed,
a virtualized, multi-tenant network. The evaluation targets
the performance, overhead, and applicability of Crinkle.

2 Related Work

Network debugging is a mature research area but relatively little
research attention has been devoted to developing techniques that
are virtualization aware, and even less into tenant-driven techniques
for multi-tenant, virtualized networks.

This section discusses how Crinkle is related to other research
on virtualization-aware network debugging techniques (Section 2.1).
Since the source of network problems might be in a tenant’s virtu-
alized network, and not in the underlay, we discuss how Crinkle
compares with broader research on network debugging (Section 2.2).
Most existing techniques are intended for network operators be-
cause those techniques require complete access to the network and
hardware.We further compare our underlying formalization, Partial
Packet Provenance, to existing provenance work (Section 2.3).

2.1 Virtualization-aware Debugging

Virtualization-aware debugging uses knowledge of the network
overlay and underlay to localize a network problem and understand
its causes. To the best of our knowledge, VND [78] and NetHint [17]
are the only research on tenant-facing, virtualization-aware network
debugging. Virtualization platforms run by hyperscalers implement
debugging interfaces that provide diagnostics, counters, tcpdump-
based packet capture, and latency measures, but these are only
queryable by the network operator [3, 19, 23, 31].

VND describes an extension to a virtualized network architec-
ture to provide a shared service for network tenants to observe and
analyze network behavior in their overlays. VND is embedded in
the underlay, and is able to see all tenants’ traffic. Tenants’ queries
are expressed in an SQL-like language, and the system filters away
underlay information when presenting answers to tenants. In com-
parison, Crinkle is embedded in each tenant’s overlay—this avoids
the problem of potentially leaking information about the underlay
or other tenants. Crinkle augments the tenant’s network with
bump-in-the-wire measurement nodes that are themselves VMs
allocated to the tenant. The tenant is able to bypass the Crinkle
API and directly run SQL queries on the database.

NetHint [17] exposes virtual topology and underlay link capaci-
ties to tenants, enabling them to diagnose performance problems
that stem from underlay congestion. NetHint is mostly intended to
optimize the orchestration of cloud resources for big data processing
by tenants. Meanwhile, Crinkle measures runtime behavior using
controlled placement of monitor nodes and packet histories [41].

2.2 Debugging Tenant-level Network Problems

We now discuss how Crinkle compares with related work for net-
work problems rooted in the tenant’s virtual network—not in the un-
derlay. Network debugging is a research area that spans techniques
that use active probing [34, 86], passive observation [6, 59, 67, 68,
80], timing and replay [34, 42], runtime checking [58], packet histo-
ries [4, 36, 41], and leverage programmable hardware [16, 35, 82, 85].
Crinkle combines all but programmable hardware to localize faults
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and measure latency, and makes this functionality available to ten-
ants. In contrast with the work cited earlier, Crinkle supports
placement of restricted monitors to help tenants determine whether
the underlay is contributing to the symptoms that tenants are ob-
serving. To avoid constraining tenant network workloads or target
deployment environments, Crinkle does not use in-band teleme-
try [79] and does not require programmable network switches.
Crinkle gathers similar metadata to that of PathDump [67] across
the specialized monitoring VMs that are distributed in the tenant’s
network, but does not require changes to the tenant’s VMs.

2.3 Provenance

Finally, we compare our Partial Packet Provenance (3P) to existing
work. Provenance is concerned with explaining how something
occurs using a history of causal relations, often through directed
graphs. The most related bodies of work are from the declarative
networking and distributed host-based provenance communities.

Secure Packet Provenance (SPP) [16] hails from the declarative
networking community. It assumes that a set of networking events
(rules being added or removed, links going up or down, and send-
ing or receiving packets) are represented by graph vertices; causal
dependencies between events are modeled as edges. While no host
in the system is assumed to have the complete graph, all relevant
events must be observed at some host. In contrast, 3P can operate
with incomplete reporting—that is, as a packet traverses a path, an
intermediate link may not have a monitor. Because the packet iden-
tifiers observed at all traversed monitors will be identical, 3P can
trace the path back from the downstream monitor to the upstream
one despite the absence of observations at intermediate points. (In
the case of SPP, the absence of reporting at an intermediate point
would break the causal tracing.) From a systems view, Crinkle
does not have strong security guarantees like SPP, but these are
not required for the network problems targeted by Crinkle (Sec-
tion 3.3) and would add hardware constraints and runtime overhead
(to support the cryptographic primitives used by SPP at line rate).

Distributed host provenance is exemplified in SPADE’s [32]
Audit-based Open Provenance Model (OPM) [47] representation
and DARPA Transparent Computing’s (TC’s) [20] Common Data
Model (CDM) [39]. These report network activity at the coarser
granularity of flows, rather than packets. Graph vertices denote
network artifacts (in SPADE’s OPM) or netflow objects (in TC’s
CDM) and system processes. Edges denote data exchanged between
processes and network flows. (Intra-host provenance also covers
other relations, such as those that arise from inter-process commu-
nication and process interaction with the filesystem.) As with SPP,
OPM/CDM graphs of distributed provenance require every flow
edge in a path to be reported for the provenance of downstream
network data to be tracked to an upstream source. The absence of
a single OPM / CDM edge will create a false negative response in a
corresponding distributed provenance query. As explained in the
SPP description above, 3P is robust to this.

3 Tenant-driven Network Debugging

In our setting, as in commercial clouds, tenants have full control
of their overlay resources and no control over or visibility into
the underlay beyond what the operator can optionally provide for

leasing resources, such as proximal placement (Section 4.1). Fig-
ures 1 and 3 illustrate the difference between tenant and operator
visibility. An unfortunate consequence of network virtualization is
that testbed tenants are exposed to the union of problems that are
rooted in (1) individual tenants’ (logically isolated) overlays, and
(2) their common underlay. Symptoms of network problems involve
unexpected observations related to network traffic. For example,
packets might fail to reach their destination [87] or might be de-
layed [5, 59] and violate Service Level Objectives (SLOs) [15]. More
mysteriously, some types of packets may arrive but not others [34],
and packets may be forwarded along unexpected paths [70].

3.1 Research Problem

How can tenants of a shared testbed effectively diagnose and debug
network problems without operator support, while preserving virtual-
ization abstractions and privilege restrictions?

While tenants are empowered to diagnose and debug network prob-
lems within their virtual networks—where tenants appear as net-
work operators—tenants today are unable to determine whether
the network problems that they perceive are rooted in the underlay,
nor can they localize or mitigate those problems.

3.2 Network Debugging by Tenants

Tenant-driven Network Debugging seeks to empower the tenant
with more autonomy to diagnose and debug network problems
that are rooted in the underlay or in the tenant’s virtual network.
Just as with operator-driven network debugging, it involves asking
questions and making observations that lead to understanding
network problems and enabling their localization [66]. For example:
“Which [virtualized] paths does the traffic follow? Is the network-
wide latency acceptable? Is traffic load-balanced as expected?” [70]
“Did a drop happen at this link? Is application RPC latency unusually
high at this [virtual] host?” [59] Moreover, is the observed behavior
transient or persistent? Does it occur across the virtual network,
or around specific VMs?

While tenants may never have direct visibility into underlying
causes, tenants do not need full root-cause information to take
meaningful action. For example, if tenants can at least localize the
problem within their topology and characterize the problem (packet
loss, delays, incorrect forwarding, etc) then they can narrow down
the potential problem sources in their overlay—such as misconfigu-
rations. If no problems can be found with the overlay, then tenants
can escalate a more detailed error report to the network operator.

3.3 Example Problems for Debugging

By reviewing the literature, we derive a set of network debugging
problem classes. These problems can be encountered in non-virtual
networks, but in virtualized networks these problems are exacer-
bated by the virtual-to-physical network address mappings between
resources [81], multi-path underlay topologies, and the layered,
load-balanced design of virtual networks [45, 80].
Pr1: Packet loss and reachability—addressed in 007 [6], Pingmesh [34],
and NetBouncer [69], which are operator-specific techniques that
require underlay switch access or using specific protocols like ICMP.
Pr2: Performance anomalies—addressed in NetHint [17] (discussed
in Section 2.1), SwitchPointer [68], DETER [42], and Pingmesh [34],
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which rely on protocol-specific or switch-provided metadata that
is not accessible by tenants.
Pr3: Correct forwarding, loop detection, and path conformance—
related work includes Stroboscope [70], Trumpet [50], and Path-
Dump [67], which rely on access to underlay switches or end-point
extensions (to tenant VMs).
Pr4: Opaque and complex causes—the difficulty of carrying out root-
cause analysis has motivated the use of provenance information
to gather rich packet history that is used to track packets across
network elements that might mutate packets. Motivation and net-
work operator-oriented solutions to this problem are provided by
dShark [80], SPP [16], and DTaP [84]. dShark distributes the ef-
fort of gathering and analyzing packets by using a setup similar
to MapReduce [22] that is invoked by the network operator, and
relies on port mirroring of raw traffic at switches.

3.4 Tenant-driven Debugging Requirements

Enabling tenant-driven network debugging is challenging because
it should not disrupt the multi-tenant network. This section decom-
poses the problem into a set of requirements.
R1: Security and Privacy. A tenant’s debugging capability must not
put at risk the security and privacy of other stakeholders—including
that of the operator and other tenants.
R2: Modification-free. The debugger should be usable on tenants’
production traffic, and should not require tenants to modify their
workloads, topologies, VM images, or software.
R3: Scaling. The debugging system must scale to (1) large networks
of individual tenants and (2) simultaneous and independent debug-
ging being carried out by different tenants.
R4: Flexibility. The debugging system must help localize the range
of different problems described in Section 3.3.
R5: Transparent Measurement. Since the background conditions
of the underlay change over time, the performance and jitter of
virtualized networks can vary. To understand this variation and de-
termine whether it is contributing to problems, the debugger must
report measurements that characterize the state of the network.

4 Design of Crinkle

Crinkle provides a debugging system that enables tenants to di-
agnose and debug network problems in their virtualized networks
without requiring operator support. It uses specialized virtual ma-
chines that uniquely tag frames and relay observations to a database
that stores per-frame histories by these unique tags.

Figure 3 provides a high-level view of how Crinkle works. Ten-
ant flows start out as shown in the top (hatched) path—traveling
from VM 1.1 to VM 1.2, and where the tenant only has visibility into
stages A and E . The placement of Crinkle monitor VMs allows
the tenant to make observations of that traffic flow at different
points, as shown in the bottom (solid) path. These points occur at
Crinkle nodes at B (that is placed on the same server as A ), C
(on a different server from B but in the same rack), and D (on the
same server as E ). These are bump-in-the-wire nodes that bisect
virtual links. These links might exist within a single host or span
several links between the hosts containing the VMs.

Server

SwitchVirtual Switch

Rack

VM
1.1 CM CM

A

(Only visible to
the Operator)

B C D

(Visible to the Tenant)

CM VM
1.2

E

Link

(Network Core)

Figure 3: Crinkle nodes decompose virtual links to obtain granular

observations about packet propagation. The lower part of the figure

shows infrastructure that is only visible to the testbed operator, but

whose configuration and behavior affects the testbed’s users.

4.1 Network Architecture

Crinkle is designed to function on existing network architectures,
without relying on programmable hardware or operator support.
There are two assumptions that Crinkle relies on—these are nor-
mally provided by cloud networks: The first is that the network
preserves Crinkle’s frame tagging scheme (Section 6.1), which
enables precise and durable provenance information to be tracked.
Our evaluation shows that this is preserved in many cases. The
second is that there is adequate time synchronization between a
tenant’s VMs; this ensures that the tenant’s latency measurements
are accurate. To assist tenants with localizing problems and explore
the full capabilities of Crinkle, we work with the assumption that
tenants can specify proximal placement of their resources. With
it, they can place overlay resources onto hardware in relation to
other overlay elements; for example, one VM not co-located with
another VM. Without this feature, or if the operator cannot honor
it due to load, Crinkle can still debug the overlay network. If the
tenant verifies their overlay is functioning correctly, then by elim-
ination they can reason and justify to the operator that the issue
is likely underlay-induced. The lost capability is that they cannot
reliably localize faults within the underlay topology.

4.2 Debugging using Crinkle’s API

Table 1 shows the primary interface for Crinkle. With this API,
tenants add Crinklemonitors to their topology, query them, and re-
play traffic to carry out additional observations. The API translates
filters (on pcap expressions, timestamps, and frame IDs), formalized
in Section 5, to the specific commands to build provenance graphs.

The resulting graphs conform to the Open Provenance Model
(OPM) [47], which was designed to capture provenance in a domain-
agnostic structure. The OPM specification explains how cycles can
arise. These can be eliminated by versioning vertices (based on
edge temporal annotations) to “unroll” the cycles. The result is
a directed acyclic graph. Figure 4 uses OPM notation and shows
a packet bouncing between two routers, indicating unintended
forwarding—likely because of a misconfiguration. In that figure,
the blue rectangle vertices represent the network interfaces of the
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id:r7
type:Agent

id:r8
type:Agent

id:r7-r7p0-p1
type:Process

id:r8-r8p1-p1
type:Process

type:WasControlledBy

type:WasControlledBy

eth.type:…
ip.dst:…
ip.src:…

type:Artifact

eth.type:…
ip.dst:…
ip.src:…

type:Artifact

pkt_id:…
epoch:…
time:…
size:…

pkt_id:0-1-1749094002606392663
epoch:…
time:…
size:…

pkt_id:…
epoch:…
time:…
size:…

pkt_id:0-1-1749094002606392663
epoch:…
time:…
size:…

Figure 4: Crinkle-produced provenance graph with most values

elided to reduce clutter. Read from top-left to bottom-right, the graph

indicates that r7 is forwarding packets from r8 back towards r8. This

example is referenced and explained in Section 4.2.

nodes, which are represented by red octagons. Following prove-
nance graph convention, the edges point backwards in time. The
figure can be read as packets arriving at r8’s interface originate
from r7, and they are the same packets that arrived at r7 from r8
since they have the same packet IDs. Using this information, the
tenant can infer a forwarding problem.

4.3 Design Goals

This section describes how Crinkle satisfies the design require-
ments from Section 3.4. Tenants are unable to violate the security
or privacy of the underlay or other tenants (R1) since the visibility
of tenants and the added trailers remain contained within the virtu-
alization abstractions of the testbed. To the tenant’s workloads, the
topology is unchanged (R2) but the links monitored by Crinkle
allow tenants to observe their network’s data plane and replay traf-
fic selectively, to perform surgical tests without running the entire
workload. Instead of relying on underlay switches or end-point
extensions, Crinkle adds bump-in-the-wire VMs to monitor the
network and analyze the (repeated) occurrence of packets.

The placement of Crinkle nodes takes place without modifying
the applications that are running on A and E in Figure 3. Crinkle
uses the operator’s placement API and does not require special
permissions or support to operate. Crinkle does not grant tenants
additional access to the operator’s or other tenants’ resources. It
is hardware-agnostic as it can treat every node in the network
as a black box. Crinkle is designed to work for arbitrary tenant
traffic—it is not restricted to working with ICMP or TCP traffic.
Crinkle does not rely on switch-provided metadata; instead, it
uses (tenant-level, virtual) links as identifiers for traffic locations.

The scalability of Crinkle reduces to that of the virtualized
network (R3) since it uses existing resource primitives that the
operator provides to tenants. Additionally, Crinkle provides an
API to place those monitoring nodes relative to the tenant’s existing
VMs, to provide them with a range of complementary vantage
points. The API is also used to control the behavior of monitoring
nodes, to capture, filter, and replay traffic, thus supporting a range

of different usage scenarios (R4) described in Section 4.2, and which
will be detailed further in Section 5.

Crinkle provides high-precision, portable, record-and-replay
functions to determine delays and jitter that take place along paths
in the network (R5). Such delays and jitter might be caused by
problems in the virtualized resources or in the underlay. By using
Crinkle, the tenant can obtain precise measurements that can help
them fix a problem in their (overlay) network, or help vector the
operator to a problem in the underlay.

4.4 Filtering Network Provenance

Use of packet-level provenance tracking can yield extremely large
and dense graphs. Each captured packet is mapped to a prove-
nance vertex, and its metadata is linked through multiple edges to
hosts, processes, and other artifacts. For long-running workloads
or high-throughput links, the number of vertices and edges can
grow rapidly, making downstream analysis expensive. The issue is
compounded by the presence of routine protocol-level traffic that
contributes limited semantic value in the context of experiment-
specific communication patterns or application behavior.

To address the challenge of graph bloat, we use a combination
of filtering strategies. Filtering is available in two phases: (1) In-
network filtering:Applied within the packet capture pipeline, this
strategy allows real-time discarding or abstraction of traffic before
it is logged. (2) Post-capture transformation: Applied within
provenance graph construction, this method performs structural or
semantic filtering on logged events before final graph building.

4.5 Limitations

Crinkle focuses on tracking frames and has no visibility into
control-plane changes—such as updates to flow tables. These limita-
tions are out of scope for this project—overcoming them to provide
a more integrated debugger is left for future work. For instance,
Crinkle nodes could parse routing protocol messages to correlate
them with updates to flow tables. More generally, Crinkle could
interpose controller messages to track how the data plane responds
to configuration changes. Finally, Crinkle has no visibility into
VM or host-level faults—such as memory depletion or running out
of storage space—which can pre-empt or explain network problems.
However, Crinkle can be used to localize the fault to an unrespon-
sive VM. Issues occurring due to Crinkle nodes can be localized
as an underlay issue at the relevant point of the virtual topology.

5 Partial Packet Provenance (3P)

This section defines the provenance relation that gathers tenant
traffic observations into a queryable database.

It defines a provenance model that is focused on the following
principles: (1) events only consist of the occurrence of frames and do
not include network configuration events [16, 84]; (2) this formalism
is entirely based on the observation of frames on monitored links.
Links are straightforward to decompose to introduce additional
vantage points. This model is partial in terms of (1) visibility of
the topology and (2) filtering of packets (limiting packet history).
Compared to the introduction of Packet Histories in NetSight [36]
and the Datalog-based formal model in DTaP [84], 3P provides a
more abstract model to reason about packet propagation when
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Table 1: An example Crinkle API, portraying operations enabled by the design (Section 4).

Function, Parameters, and Description

monitor_link(link, locality):Modify the network topology to monitor a link and place it in a locality as the operator supports, such as on the same host as a VM, on a host
on the same rack as a given VM, or on a rack that is a bounded distance from a VM’s host.
get_provenance(filters): Get provenance stored in the analyzer’s database, filtered using a pcap expression, time, and/or frame identifier. Output as a graph, table, or
dictionary.
probe(function, iface): Craft a packet by calling a user-provided function, and pass the packet to a specified monitored interface.
trace_ping(src_ip, dst_ip, iface): Craft an ICMP Echo Request that will directly enter a specified monitored interface. Returns a graph showing the Request’s history.
dump_counters(): Retrieves the RX and TX packet counters for each interface in the virtual network, then returns a dictionary of the results.
missing_frames(l1, l2): Given two links, list frames that arrive at one but not the other.
reordered_frames(l1, l2): Given two links, list frames that reach them in a different order.
delay_gt(l1, l2, th): Given two links, list frames whose recorded times to appear on l2 after l1 are greater than a threshold.
path_of(id): Given a packet identifier, show the list of links it traverses. Alternatively, given a link, list the links traversed by frames that are egressed by the link.
state_when(id, t1, t2): Given a packet identifier and two time thresholds, list other packets that traversed a link within that time window.

querying Crinkle. Compared to switch-based postcard generation
inNetSight, Crinkle emits postcard-like information from arbitrary
virtual links in the topology.

Let 𝜙 denote a frame in the network. Each frame observed by a
Crinkle node is assigned a distinct identifier “name(𝜙)” by that
node. This function is idempotent and deterministic—therefore
different Crinkle nodes assign the same name to the same frame
and its derivatives when the frame is forwarded onto other links. If
a frame is forwarded by a device, then the identifier of that frame is
preserved. In contrast, two frames with identical contents (𝜙 = 𝜙 ′)
that are first observed at different times are given distinct identifiers:
name(𝜙) ≠ name(𝜙 ′). In its implementation, Crinkle attaches a
trailer to frames to encode this identifier as described in Section 6.

Associated with each frame 𝜙 is a history hist(𝜙) that serializes
the links ⊆ 𝐿 (the set of the tenant’s virtual links) over which 𝜙

flowed, times at which the frame was observed at each link, and
the changes on 𝜙 as it moved through links. Thus hist(𝜙) is a set
of triples of frames, timestamps, and links: hist(𝜙) ⊆ Φ × Time × 𝐿.
History information is accumulated and analyzed in response to
debugging queries, as will be explained later. If hist(𝜙) = ∅ then
𝜙 was never observed in the network. The statement hist(𝜙) =

{(𝜙, 𝑡1, 𝑙1), (𝜙 ′, 𝑡2, 𝑙2)} (where 𝜙 ≠ 𝜙 ′ are frames with different
content and 𝑡1 < 𝑡2) means that 𝜙 is first observed on link 𝑙1 at
time 𝑡1, and then appeared as 𝜙 ′ when it was observed on 𝑙2 at
𝑡2. It is implicit in this model that 𝑙1 and 𝑙2 might connect to a
network element that forwarded 𝜙 and transformed it into 𝜙 ′. In
this case, 𝜙 ′ is a frame that is derived from 𝜙 ; although 𝜙 ≠ 𝜙 ′,
name(𝜙) = name(𝜙 ′), so 𝜙 ′ can be placed in hist(𝜙). One example
of this is a device decrementing a time-to-live (TTL) field.

Let 𝑙 ∈ 𝐿 denote a (virtual) link in the network, where 𝐿 is a
finite set of unique link identifiers in a tenant’s topology. For a finite
time, a sequence of frames ®𝜙 is associated with a link. A link can
be monitored, in which case the link extends the histories of frames
that cross that link. Links are monitored by bisecting them with
a monitoring node. If a link 𝑙 is not monitored, then mon(𝑙) = ∅,
otherwise mon(𝑙) = (𝑙1, 𝑙2) where 𝑙1 and 𝑙2 are the two “halves” of
the link being monitored.

5.1 Provenance Primitives for Debugging

This section formalizes the primitives that characterize the prob-
lems described in Section 3.3.
Intended Reachability of 𝑙 by 𝜙 : The negation of this property is
commonly called a drop. We define (with set comprehensions [25])

the reachability predicate of link 𝑙 by frame 𝜙 as a multiset of every
appearance of 𝑙 in the third ordinate among the elements of hist(𝜙):

Reach(𝜙, 𝑙) def
= {𝑙 ′ : (_, _, 𝑙 ′) ∈ hist(𝜙); 𝑙 ′ = 𝑙}

Then we formalize intended reachability as: Reach(𝜙, 𝑙) ≠ ∅.
Unintended Reachability of 𝐹 by 𝜙 : this captures the property where
a frame reaches links in the network that should not be reached.
This property is formalized as the reachability for a given set of
“forbidden” links 𝐹 : ∀𝑙 ∈ 𝐹 . Reach(𝜙, 𝑙) = ∅.
Loops involving 𝜙 in 𝑙 : We approximate loop detection by formaliz-
ing multiple copies of a frame flowing through the same link:

Repeat(𝜙, 𝑙) def
= |Reach(𝜙, 𝑙) | > 1

This is a necessary, though not sufficient, condition of a forwarding
loop. It is not sufficient since the multiple frame copies might result
from duplication, which is formalized next.
Duplication of 𝜙 from 𝑙 to 𝐿′: Reachability and loops alone are too
weak to capture correctness since they are unable to count increases
in frame observations. For example, if a frame is duplicated, it is
possible to have two instances of intended reachability (if both
copies reach their destination), or even both intended and unin-
tended reachability (if one copy reaches its destination, and the
other copy is forwarded to a forbidden part of the network). For a
network element whose links are represented by the set {𝑙} ∪ 𝐿′,
then for 𝜙 arriving over 𝑙 we define:

Duplicate(𝜙, 𝑙, 𝐿′) def
= |Reach(𝜙, 𝑙) | < Σ𝑙 ′∈𝐿′ |Reach(𝜙, 𝑙 ′) |

This formalizes the observation that more copies of a frame were
forwarded than expected.

5.2 Debugging using Packet Provenance

To debug problems Pr1–Pr4 from Section 3.3, a tenant instantiates
monitors as illustrated in Figure 3, filters observations at those
monitors for specific traffic of interest (Section 4.4) and applies
queries to their Crinkle nodes to localize and better understand a
network problem. These queries reduce to the Reach, Repeat, and
Duplicate primitives introduced earlier.

Packet loss (Pr1) uses Reach to determine the path(s) followed
by the tenant’s traffic and detect where packets are going missing,
as well as how frequently the loss is occurring. Crinkle does not re-
quire the tenant to inject extra traffic into their topology—the Crin-
kle nodes can use the tenant’s existing traffic flows. Latency and
jitter (Pr2) are detected by making accurate timing measurements
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along network path(s), and identifying anomalous delays. Crin-
kle’s implementation uses commonly available high-precision time
synchronization and user-space networking primitives to achieve
quasi-deterministic behavior. Loops, packet duplication, and in-
correct forwarding (Pr3) are detected by finding patterns of un-
wanted traffic in the network—this involves using Reach, Repeat,
and Duplicate. Crinkle uses 3P (Pr4) to capture debugging-related
queries for Pr1–Pr3. Crinkle can track traffic that flows through
(and is modified by) network elements to provide tenants with a
detailed picture of network behavior. Crinkle does not require the
tenant to tag or identify their traffic—that would be burdensome
and error-prone for tenants. Instead, Crinkle adds custom trailers
(to encode packet identifiers) to tenant frames. Even if a frame’s
header stack or its field values were to change, the tag would be
preserved as long as the network respects a slightly lower practical
MTU and avoids fragmentation. This provides a best-effort tracking
of packets across different processing stages in their network. In
our implementation (Section 6), tags are added as 16-byte trailers.

6 Implementation

Crinkle’s implementation of the concepts from Sections 4 and 5
consists of three parts: the tenant-facing API, the code running
on the monitor VMs, and the code running on an analyzer VM.
The implementation has been contributed to FABlib [28] (FABRIC’s
management API). Crinkle’s tenant-facing API extends that of
FABlib and consists of 1,500 lines of Python. In turn, it uses FABlib’s
API functions to create and access virtualized resources. Similar
functions were used for Crinkle’s port to SPHERE.

The Crinkle prototype uses SPADE [32], a provenance tracker,
to manage the provenance database. Crinkle adds a Python script
to parse the data from the monitors and send it to SPADE. The
Crinkle API handles transforming tenant debugging queries into
SPADE queries by creating successive graph operations, one for
each filter type, which reduce the database to the desired prove-
nance graph. The provenance graph that SPADE builds conforms
to the Open Provenance Model, described earlier in Section 4.2.

Crinkle nodes run a C program (1,000 lines) that uses the Data
Plane Development Kit (DPDK) API [24] to handle adding frame
IDs and crafting the packets that relay data for analysis. Analysis
data consists of metadata about the frame—the trailer, size, location,
and time. Crinkle can also be configured to clone and store some or
all of a packet. The DPDK application has threads dedicated to each
of the two ports that connect with tenant links—providing a bump-
in-the-wire function. Adding the trailer and crafting the analyzer
packets is left to a tenant-chosen number of worker threads. The
number of worker threads can be scaled up for increased perfor-
mance. This setup, using the DPDK “soring” object, guarantees that
packets are transmitted in the order they are received. This ensures
that Crinkle nodes cannot introduce reordering, and they behave
more deterministically than if they used Receive-Side Scaling (RSS)
to spread the work across cores. The latency introduced by this
setup has a median of under 9 µs and is evaluated in Section 7.1.1.

6.1 Frame Identifiers

In a virtualized network, packets might undergo changes that make
it difficult to understand the source of traffic or the path that it took.

Figure 5: Demonstration of TCP flow abstraction. The filtering col-

lapses multiple packet edges into a single flow-level edge.

For example, Section 3.3 references the network address mappings
that are common in a cloud datacenter (as the virtual IP address of
a server is translated to its real IP address in the network [9]).

Crinkle preserves the identity of packets by tagging each frame
that crosses a monitored link. A tag consists of a unique 16-byte
identifier that is added as a trailer without incrementing the length
fields of the frame’s payload. Since the tag is added as a trailer,
and most network traffic consists of IP packets, these trailers are
discarded by the destination host’s network stack. This tag is added
when a frame first crosses a monitored link, and it is observed and
preserved when a tagged frame next crosses a monitored link. From
empirical evaluation (Section 7.4) we found tags are preserved on
non-monitored links and by virtual and physical network elements.

The 16-byte tag is structured as follows. The first 8 bytes are a
64-bit timestamp, the next 2 bytes are the unique monitor ID, the
next 2 bytes are the ingress port identifier, the next 2 bytes are
the 7th and 8th bytes of the timestamp, and the final 2 bytes are
hard-coded as the hexadecimal value 0x6587. This tag is designed
to both be both unique and recognizable, since the system needs to
be able to parse the trailer both to avoid adding endless trailers, and
also to notice that a packet with a certain trailer passed through.

6.2 Filtering Mechanisms

As raised in Section 4.4, capturing all network traffic quickly pol-
lutes the provenance store with information. Thus, our implemen-
tation has filtering mechanisms for both in-network filtering (us-
ing DPDK) and post-capture transformation (using SPADE). These
mechanisms target two common patterns: TCP flows, which bene-
fit from semantic abstraction, and IPv6 Neighbor Discovery (ND)
messages, which are protocol-specific control packets of limited de-
bugging value. Figure 5 illustrates the effect of filtering mechanisms
on provenance graph structure.

6.3 Research Reproducibility

Crinkle is already available to the research community in FAB-
RIC’s public API1. The participants of the user study described in
Section 7.3 reproduced the work described in this paper and used
the network debugging API described in this paper. We share arti-
facts that provide a short overview2 of Crinkle and the 11-node
topology3 that is used in Section 7.2. Other researchers can also use
the repo and artifacts to adapt and evaluate the Crinkle debugger
in other virtualized network environments.
1https://github.com/fabric-testbed/fabrictestbed-extensions/tree/main/
fabrictestbed_extensions/fablib/crease
2https://crease.cs.iit.edu/knit11/artifact
3https://crease.cs.iit.edu/knit11/large-artifact

https://github.com/fabric-testbed/fabrictestbed-extensions/tree/main/fabrictestbed_extensions/fablib/crease
https://github.com/fabric-testbed/fabrictestbed-extensions/tree/main/fabrictestbed_extensions/fablib/crease
https://crease.cs.iit.edu/knit11/artifact
https://crease.cs.iit.edu/knit11/large-artifact
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7 Evaluation

This section evaluates the scalability, applicability, robustness, and
measurement sensitivity of the Crinkle prototype. This evalua-
tion was carried out on the FABRIC [8] testbed, a multi-tenant,
virtualized infrastructure that spans the continental US and loca-
tions in Asia and Europe. FABlib is the API that is used by FABRIC
researchers to reserve and control their virtual networks. Our evalu-
ation used FABlib v1.9.2 and DPDK v25.07. We have also confirmed
that Crinkle works on the SPHERE testbed [46].

7.1 Scalability

7.1.1 Monitor Performance. To measure the throughput and la-
tency of a monitor, we used a dedicated Mellanox ConnectX-6 for
each “in-band” port (which links to nodes in the tenant’s topology),
while its “out-of-band” port (which links to the Crinkle analyzer)
and all other VMs used SR-IOV virtual functions on ConnectX-6s.
To ensure precise measurements, we were the only tenant using
the physical hardware on the testbed during this experiment. The
monitor was allocated 1 GB of RAM and 6 CPU cores: 1 core is
allocated to each of the monitor’s two ports that connect to the
tenant’s network, and 4 additional cores are used as worker cores
(for trailer and analyzer packet generation). As DPDK fully utilizes
a core even when idle, we did not measure core utilization.

We measured the latency introduced by the code by sampling
the time after a burst was transmitted and subtracting the receive
time of the oldest packet in that burst. We sampled one out of every
1,024 bursts for approximately 35 seconds, producing 6,692 records.
This experiment was repeated in two environments: (1) a quiet
environment where the monitor was the only VM on the physical
hardware and (2) a noisy environment where 30 VMs (using 2 cores,
5.2 GB RAM)were doingmatrix multiplications on a 15,000 × 15,000
matrix in an endless loop. On the physical host, this represented
46.88% of total core usage and 32.63% of total memory usage. The
distribution of this latency in the noisy environment is shown in
Figure 6, with a mean of 8.68 µs (𝜎 3.87 µs) and 24 outliers beyond
22 µs. In the quiet environment, the distribution was similar but
with only 6 outliers beyond 22 µs and a mean of 7.2 µs (𝜎 3.1 µs).

For throughput, the monitor was connected between two VMs, a
generator and a receiver. The generator VM would create traffic of
varying packet sizes into one port and the throughput wasmeasured
at the receiver VM, both using Pktgen-DPDK [54]. We recorded
the highest throughput which had less than 0.1% packet loss. To
evaluate the worst-case scenario for processing, no filtering was
employed; therefore, every packet that crossed the monitor was
also cloned and sent out the analyzer port. The results are shown
in Figure 7. The Crinkle prototype supports 10 Gbps of any frame
size, even in this worst-case scenario. We record peak bandwidths
of 55 Gbps and 15.6 Mpps (millions of packets per second).

Contrast with status quo. To put Crinkle’s performance into
context, we find that leading commercial cloud providers limit
instances up to 25 Gbps [2]. Further, today’s cloud testbed users
usually make do with tcpdump for network debugging [77]. We
carried out an experiment to measure how tcpdump compares to a
Crinkle monitor, using the same setup described above. We found
that tcpdump supported only 3.800–3.912 Gbps with 1,280-byte
frames and 0.242–0.250 Gbps with 64-byte frames.
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Figure 6: Latency distribution of sampled packets in a noisy environ-

ment, with a median of 8.21 µs. Shown is the median of 7 µs for the
same setup in a quiet environment, which had a similar sub-22 µs
distribution but fewer outliers.
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Figure 7: The throughput of themonitor at different frame sizes. The

throughput is measured in Gigabits per second on the left y-axis,

and in Millions-of-packets per second on the right y-axis.

7.1.2 Resource Usage. In the current prototype, monitors use a
minimum of 1 GB of RAM and 4 CPU threads.4 The cost of the
analyzer(s) would depend on how much traffic is being captured
by the tenant—as in NetSight [36], multiple databases can be used
to handle traffic capture. The cost scales linearly with the number
of monitors. Quantifying the number of monitors that are needed
to accurately debug a problem depends on the topology, workload
size, and the problem’s frequency. To start, assume the total time
to debug a problem that appears with frequency 𝐹 is 𝐷 = 𝐹 ×
𝑐 , with 𝑐 some constant of the time taken to analyze and debug
each issue after it appears. Pessimistically, for a topology with 𝐿

links, monitors would be deployed over all 𝐿 links. Given each
analyzer node handles some 𝐴 bandwidth and an average captured
bandwidth 𝐶 for each monitor, then the cost is O

(
𝐿
(
1 + 𝐶

𝐴

)
𝐷
)
as

the captured traffic is evenly balanced across the analyzers.

4One core for each “half” of a bisected link, and two worker threads.
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7.1.3 Filtering-based Abstraction. Table 2 shows the impact of the
filtering from Section 6.2 across different applications. The original
query response graph size is characterized as𝑉raw vertices and 𝐸raw
edges, while the abstracted version contains 𝑉filtered vertices and
𝐸filtered edges. In all cases that we analyzed, filtering substantially
reduces both the vertex and edge counts of the provenance graphs,
reflecting the abstraction of TCP flows and elimination of neighbor
discovery traffic. Applications such as ssh, netcat, wget, and ab
exhibit similar filtered graph sizes, since each establishes a single
TCP connection, leading to a consistent set of retained flow-level
entities. By contrast, iperf3 produces a noticeably larger filtered
graph. This is because, in this example, iperf3 establishes two TCP
connections during execution (one for control messaging, and the
other for data transfer), thereby preserving additional handshake
and flow-confirmation subgraphs.

Table 2: A Crinkle provenance graph consists of two classes of

elements—those induced by the underlying network topology, and

those resulting from packet traversals. The graph’s size is lower-

bounded by the former: 39 vertices and 28 edges in our setting.

App. |𝑉raw | |𝐸raw | |𝑉filtered | |𝐸filtered |
iperf3 89 504 51 52
ssh 73 600 45 40
netcat 63 172 45 40
wget 62 152 45 40
ab 61 164 45 40

7.2 Case Studies

To evaluate applicability, we describe case studies that demonstrate
how Crinkle can be used to logically debug problems belonging
to the classes of network problems described in Section 3.3. These
studies demonstrate the following features:

• Querying using spatial (topological) and temporal constraints
over the occurrence of network traffic. This is shown in Sec-
tion 7.2.1, and gives an important convenience for debugging.

• The ability of Crinkle to work with arbitrarily encapsulated
data—such as packets that are tunneled across the network.
This is shown in Section 7.2.2 and relies on tagging (Sec-
tion 6.1) to provide resilient metadata for debugging.

• Detecting problems in the underlay or in hosts shared with
“noisy neighbors” that affect the performance of a tenant’s
workload—demonstrated in Section 7.2.3. This allows tenants
in multi-tenant, virtualized cloud networks to infer problem
causes outside of their overlay.

Each case study is drawn from the literature and features a mal-
functioning network element or link. Figure 8 shows the overlay
topology that is used in every case study. It consists of two VM
endpoints (h1 and h2) separated by multiple paths across VMs run-
ning BMv2 [12] software routers (r𝑋 ). In total, there are 6 possible
6-hop paths from h1 to h2, and traffic can be forwarded across all
paths.5 A monitor was inserted in every link of this topology.

5Two examples of such paths are h1 → r1 → r2 → r3 → r4 → r5 → h2 and
h1→r1→r2→r9→r4→r5→h2.
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Figure 8: An abstract topology of two endpoints separated by mul-

tiple routers and paths, used for the case studies and user study. It

balances complexity (6 paths across 9 routers) with size (11 nodes).

7.2.1 Case Study 1 (Pr1 and Pr3): Incorrect Forwarding [70]. In
this case, router r7 has an incorrect forwarding rule that leads to
packets from r8 being forwarded back to r8 instead of on to r6,
causing those packets to be dropped at r8. This initially appears as
an intermittent reachability failure between h1 and h2, as whenever
the packet is forwarded along that path it is dropped but it otherwise
succeeds. To troubleshoot this problem, we use monitors to record
traffic until there is a reachability error.We then query the data store
using the timestamp of the packet that leaves h1 to get the packet’s
ID, which we can use to filter the output further—particularly if a
large quantity of trafficwas captured—and trace that packet through
the network.

A log shows a packet was dropped at time 1760427464.6503992,
which could represent any communication failure that is logged at
an end-host or othermonitoring system (e.g. a failed TCP handshake
or corrupted packet). The next packet at time 1760427464.6512332
succeeds. We execute a single get_provenance command with
these start and end times to get the provenance of this packet as a
table by looking at the time range the missing packet could have
been in the network. In this case, due to the low traffic, this is the
only filtering query needed, as the returned provenance contains
just a single packet record. Table 3 shows the retrieved provenance
in this case, as an example of the output. If it contained too many
packets, we could tighten the time range to get just the sent packet,
then use the packet ID to get the full provenance.

The provenance shows the packet’s path: h1→ r1→ r8→ r7
→ r8. The provenance graph of that packet shows it leaving h1
going to r1, then on to r8, then to r7 and back to r8.

This indicates that the packet is dropped at r8, as all paths out of
it are monitored yet the provenance ends. Our suspicion therefore
turns to r8, and we examine its forwarding rules. Piecing together
information, we see that the error actually arose from r7 since it
created a loop by forwarding back towards r8. Using the provenance
history, we localize the problem to r7 because of its forwarding
behavior. This r7-to-r8 forwarding loop in the provenance graph
is akin to what is shown in Figure 4.

Indeed, this error arises from a subtle typo in r7’s forwarding
rules that send traffic destined towards h2 out of port 1 (towards
r8) rather than port 0 (towards r6). As the tenant, we can solve this
issue ourselves by patching the misconfiguration.
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Packet ID TX Interface RX Interface Size Timestamp (Epoch) Ether Type IP Protocol

0-1-1760427464650399347 h1-eth0-p1 r1-eth2-p1 98 1760427464.6503992 0x800 1
0-1-1760427464650399347 r1-eth1-p1 r8-eth0-p1 98 1760427464.6512332 0x800 1
0-1-1760427464650399347 r8-eth1-p1 r7-eth0-p1 98 1760427464.6714187 0x800 1
0-1-1760427464650399347 r7-eth0-p1 r8-eth1-p1 98 1760427464.6725268 0x800 1

Table 3: Provenance of a dropped packet. The highlighted column shows the identifier of the receiving interface of the packet. The packet is

incorrectly forwarded from r7 to r8 and dropped. Packet content provenance (like source and destination IP and port) is excluded for brevity.

The host names appear underlined in the network interface identifiers—such as “h1” in “h1-eth0-p1”.

7.2.2 Case Study 2 (Pr4): Incorrect Headers [80]. In this case, pack-
ets between r1 and r5 are encapsulated in a GTP-U [83] tunnel,
which consists of an outer IP, UDP, and 8-byte GTPv1 header. Router
r9 is faulty and does not emit the GTP header, which causes r1 and
r5 to produce packets with corrupted IP headers as they mistak-
enly strip the first 8 bytes due to the missing GTPv1 header when
decapsulating. As in the previous case study, this would appear as
a reachability issue where traffic is intermittently lost between the
endpoints. To troubleshoot this, we query the database for one of
the faulty transmissions, as in the previous case study.

We probe the path between h1 and h2with ping packets until one
fails, then use the same timestamp technique to retrieve provenance
of the failed ping. In this case, there are two packet IDs, representing
the ping request which succeeds and the response which fails. We
find that the response does arrive at h1, but the IP information
is clearly corrupted with a protocol of 0 and incorrect addresses.
Tracing it back towards the source, we find the response packet
enters r9 with a size of 134 bytes and exits with a size of 126 bytes.
This is our evidence that r9 is manipulating the packet. Then we
investigate r9 and find that its configuration is faulty and is not
emitting an 8-byte tunneling header. When the whole set of tunnel
headers is removed from the packet at r1, the front 8 bytes of the
lower headers are removed, producing the corrupted packet. The
problem is revealed once the packet’s header stack is examined. As
the tenant, we solve this issue by fixing the configuration on r9.

7.2.3 Case Study 3 (Pr2): Latency Anomalies [17]. In this case
study, the underlay server that hosts the router VM r3 between
r2 and r4 is heavily loaded. To tenants, the symptom consists of
packets occasionally having unusual latency spikes. Rather than
missing packets, we are detecting volatility in the latency of the
packet arrivals. With pings, we see some pings take less than a
second to return, while others can take over 3 seconds. To trou-
bleshoot this, we again query the database for the transmission of
interest. Inspecting the provenance table of a high-latency ping can
help localize the problem. We call get_provenance to retrieve the
provenance of the discrepant ping’s lifespan.

The provenance reveals that the time taken for packets to pass
through r3 is noticeably higher than for other network elements.
We can follow the flow of the ping response packet to r3, where it
leaves over two seconds after arrival, contributing the vast majority
of the latency. Inspection of the forwarding program in r3 doesn’t
reveal any errors, so we can conclude that the underlay is either
faulty or under load from another tenant.

At this point, as the tenant, we would either adapt our virtual
network to the noisy underlay conditions—by increasing timeout
values, for example—or reach out to the operator.

7.3 Pilot Deployment: User Study

We conducted a study using 22 external participants (17 profes-
sionals, 5 students) to determine if Crinkle was more effective
than alternative tools that are commonly used by FABRIC tenants
(generally a mix of ping and tcpdump). The full results of the study,
as well as details on methodology and motivation, are published
in a stand-alone article [77]. We timed how long it took the par-
ticipants to localize the fault to one of the routers, with half using
Crinkle and half using their free choice of method. Among partic-
ipants with middling experience of FABRIC and general network
debugging who completed both exercises (3 professionals each for
Crinkle/non-Crinkle), we observed some gains in time to solve
problems. The non-Crinkle participants (who used ping and tcp-
dump) took 110, 72.2, and 131 (average 104) minutes on Case Study
1 and 39.1, 1.07, and 36.9 (average 25.7) minutes on Case Study 2.
Meanwhile, the Crinkle participants took 155, 21, and 56.8 (aver-
age 77.7) minutes on Case Study 1 and 40.5, 5.38, and 2.2 (average
16) minutes on Case Study 2.

Other experience bands returned less useful data; in many cases,
they were unable to finish due to unfamiliarity with FABRIC or de-
bugging or due to a lack of time. We share the results of the medium
experience sample since it indicates there is potential for Crinkle
to be more effective than traditional techniques, but a larger study
is necessary to determine the true extent. This pilot deployment has
seen Crinkle integrated into the API for the FABRIC testbed, and
we have evaluated it to be compatible with the SPHERE testbed.

7.4 Robustness of Tag Preservation

For Crinkle to accurately track frames across a network, it is also
necessary that the frame IDs be preserved. If a frame were to cross a
link and lose its unique ID, then the provenance history would pre-
maturely end. While all upstream provenance would be untouched,
downstream provenance would be under a new ID. To evaluate
the durability of the trailer tag over different types of network el-
ements, we sent packets containing the tag across the elements
that are shown in Table 4. The results confirm that the tag was
durable to any layer-2 service or architecture, including bridging
in Linux/BSD, Open vSwitch [1], and a Tofino2 P4-programmable
switch. On FABRIC and SPHERE, the trailer was preserved across
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Figure 9: The run-to-run variation in packet IATs (inter-arrival times)

at 40 Gbps when there is no other tenant traffic (“Quiet”) and when

there is a varying 35–50 Gbps of other-tenant traffic on a 100 Gbps

link (“Noisy”). Measured on FABRIC using hardware timestamping

of a Mellanox ConnectX-6 SR-IOV virtual function, which was syn-

chronized via PTP through the VM to a GPS time source [52].

all virtual network services. This included FABRIC “Facility Ports”
connecting FABRIC to researcher institutions [60].

Element Pres. Element Pres.

Linux Bridge ● FABRIC/SPHERE L2 ●

Linux IP Fwd ⃝ FABRIC/SPHERE L3 ●

BSD Bridge ● FABRIC Fac. Port ●

BSD IP Fwd ⃝ Open vSwitch ●

Alveo-to-NIC ● Tofino2 ●

Table 4: Forwarding elements where the trailer was preserved. Tested

on Linux kernel 5.15.0-143-generic (FABRIC) and 5.15.184 (local);

FreeBSD using kernel 14.0-RELEASE-p6; FABRIC using FABlib v1.9.2;

SPHERE using mergexp v0.3.0; Open vSwitch version 2.17.9.

7.5 Measurement Sensitivity

We evaluated the monitor’s sensitivity to underlay activity by re-
playing a buffer of packets with carefully controlled sending and
timing. Figure 9 shows how the performance of a virtual network
can become more inconsistent when FABRIC’s shared underlay
network is noisy with other tenant traffic. This inconsistency is
observed through the variation in Inter-Arrival Times (IATs) be-
tween packets. Using Crinkle, tenants can accurately replay traffic
from monitors to characterize the consistency of the network over
time. By being able to characterize the network’s consistency, ten-
ants can debug issues that arise from network nondeterminism
by measuring whether the network has high jitter or delays, and
localize virtual links that are behaving non-deterministically. This
was investigated more fully in a stand-alone paper about network
consistency across testbeds [76], and this section limits itself to pro-
viding the key observation on Crinkle’s deployment environment.

8 Future Work

Directions for future research include porting Crinkle to other
research testbeds, reporting on the evolution of the API to use fea-
tures that are unevenly available across testbeds, and documenting
the preservation of tags used by Crinkle in different environments
and over different equipment, building on Section 7.4.

Another direction of future work consists of porting Crinkle to
run on a commercial cloud network. We believe this to be almost
entirely feasible, except that existing cloud providers do not (yet)
provide placement primitives that could be used by Crinkle to
diagnose underlay problems, as discussed in Section 4.1.

Future work could also extend Crinkle to overcome the lim-
itations described in Section 4.5, and investigate the following:
(1) extending Crinkle with primitives for debugging in multi-
cloud environments, (2) automating placement decisions for moni-
tors based on tenant-, cross-tenant, and operator-provided heuris-
tics to quickly localize faults, and (3) aggregating monitors and
load-balancing across them to support higher bandwidth. These
directions rely on further research into how to coordinate across
resources—including across different clouds and across monitors in
the same or different clouds—to avoid inferring incorrect results or
introducing bugs in the monitored networks.

9 Conclusions

This paper motivates the need for tenant-driven debugging tools in
cloud testbeds, and argues that these tools could also be useful in
cloud networks more generally. In cloud testbeds, each researcher
is a separate tenant. This paper proposes a simple architecture for
a cloud network that can provide better debugging features for
tenants—including the ability to diagnose problems in the network
underlay. We found that this architecture can be realized in existing
cloud testbeds, and described the design and implementation of
Crinkle to provide tenants with convenience and autonomy.

Crinkle provides tenants with configurably placed monitoring
resources. Monitors are frugally resourced and serve to create, ob-
serve, and record traffic tags. This approach builds on ideas such as
those in NetSight [36] but does not rely on programmable hardware,
and targets a multi-tenant cloud network rather than bare-metal
access to hardware. The resulting system was evaluated rigorously
through a systems-oriented evaluation that measured the perfor-
mance and overhead of Crinkle’s infrastructure, and through an
initial usability evaluation involving volunteers from the testbed
community, including professional network engineers.
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