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Abstract—Peer-to-peer overlays are being used for domain revocation succeeds. Reduciagor increasings improves

name resolution, massive multiplayer games, cooperativepam
filtering, content sales and distribution, digital librari es, and data
storage. As a result, applications often have conflicting aess
control needs. For example, an interactive game that needast
response times for permission requests may prefer a capalbii-
based access control subsystem (since the capabilities wbibe
replicated). On the other hand, a digital library would choose an
access control list approach (since it needs the ability toewoke
permissions efficiently). Overlay designers are forced toither
make an a priori choice for all applications, or to provide no
access control functionality.

We introduce DAAL (Decentralized Authentication and Au-
thorization Layer) to allow application designers and uses to
select differing access control characteristics for each bject.
This allows a developer to use capability-like characterigcs
for objects whose access requests must complete quickly, ikh
employing access control list-like functionality for othe objects
whose access needs to be efficiently revocable. Further, tsean
trade the efficiency of permission request and revoke operains
for each object by adjusting its access control parametersWe
empirically identify a simple criterion for parameter selection
that guarantees good performance in the face of any predefine
fraction of malicious peers in the overlay.

I. INTRODUCTION

the rate of finding sufficient fragments for an access request
to complete. Decreasing3 — «) increases the probability
of successfully revoking a right. By tuning and 3, the
efficiency of granting, revoking, and requesting a right can
be traded. Selecting and 5 so that% exceedsu, the fraction

of subverted nodes in the overlay, ensures that accessotontr
operations are effected with high reliability.

II. MOTIVATION

Current peer-to-peer authorization mechanisms fall Hyoad
into two classes. Either they adapt access control lists to
operate in wide area networks, like CRISIS [2], or they pdevi
traditional capability semantics in a distributed envirent,
like Sirius [8]. The two classes have different benefits and
limitations. For example, capabilities can be easily agikd
to increase their availability, thereby decreasing theetiin
takes for a permission request to complete. However, once
they have been granted, they cannot be revoked. This is not a
problem when content is sold since rights are never revoked,
but would be an issue if an object was on loan from a digital
library. Access control lists enable revocation, but dffibis

Peer-to-peer protocols have been part of the Internetficfabby requiring all requests to go to a reference monitor. In a
for several decades. For example, NNTP (Network Nevpeer-to-peer environment, a centralized service can becom
Transfer Protocol), ICP (Internet Cache Protocol), BGPr{Boa single point of failure, a performance bottleneck, or halt
der Gateway Protocol), OSPF (Open Shortest Path First), angerations when network partitions occur. Such perforraanc
DNS (Domain Name Service) zone transfers are completdigitations would be a significant problem for an applicatio
decentralized. File sharing programs, such as Napster dhdt did DNS lookups. Thus, current security subsystencefor
Gnutella, pioneered the paradigm for end user applicatiothe overlay designer to maka priori choices about which
almost a decade ago. In the intervening years, structurggkerations to optimize. Since the underlying overlay igstia
peer-to-peer overlay networks have become widely deployetiat is needed is an access control mechanism that is flexible
as a substrate for a broad range of applications. To wénough to address conflicting application needs.

OpenDHT [16] provides public access to a 200-node overlayTable | illustrates the variation in the performance reguir
distributed across the world using Planetlab [14]. Regentiments for three access control operations used by five peer-t
a broad range of applications has been developed using pleer applications. The bounds listed are weak. In praciice,
peer-to-peer framework. OverCite [28] provides citatiarfs application may need significantly better performance. B8D
scientific publications. CoDNS [12] facilitates DNS loolaup was created to speed up name resolution operations. Therefo
Chord has been used to locate objects in a multi-player gamben a DNS query occurs, requests for permission to access
[6]. Peer-to-peer sales of digital content have been egplordata must complete rapidly. Similarly, when a program needs

[24]. SpamWatch [27] performs cooperative email filteriAg.

to determine if a piece of email should be marked as spam,

the applications grow in variety, their needs begin to djeer or objects need to be located during a multiplayer game,
In particular, their data access control requirements niiégrd permission requests must complete within seconds sincera us

significantly.

may be interacting with the programs in real time. On theothe

DAAL parameterizes access control operations by splittifgand, when digital content is borrowed online, the perraissi
each permission int@ fragments, of whichy are required for request occurs just once before the user proceeds to use the
access to an object. As long §% — o+ 1) can be removed, object for a long duration. In such a setting, users canatder



TABLE |

OPERATION TIMEFRAME at least some known fraction of the time or that at any given
time, a known fraction of the nodes is operating correctly.
| ___|[ Grant | Revoke | Requesi] Identity administration is effected offline, exemptingrioiin

Name resolution || Minute | Minute | Second consideration as a target of attack. However, autherticati
Spam filtering Minute | Hour Second L. . .
Digital library Minute | Day Minute and authorization occur as part of the online operation ef th
Content sales Second| Never | Second overlay. They can be implemented in one of two ways. The
Multiplayer game || Second| Minute | Second first method implicitly performs them as part of the data asce

protocol itself, typically through the use of cryptographi
. . . rimitives. The second approach is the use of explicit commu
the operation taking a minute to complete. In the case of SOR o with authentication or authorization servicesctsan
applications, a new permission is granted occasionallgh Su, o0 ch requires distributed and decentralized progocol
as when a user is given the right to resolve names in a eWn principle, even the operation for creating new subjects

domain, starts using information from another user for SPAWn be altered so each subject can create itself without any

f||ter|tng, or tt_)orrpvx_/sfd|g|tal i:onger:t frofm a .I'br?“f/' Smtﬁi' central intervention, as with PGP [15]. However, in thisecas
grantoperation s Inirequent, a delay of a minute from ! each subject must create an identity for every other subject
it is granted to when a user can utilize it would be accepte[gfila

. S . -that it wishes to grant access rights to. Though this impases
When users are interacting in an online game, or they ha_lv/e YMBministrative burden on users, in practice there existaries
Ipald fc;]r conteni,hthey e>t<pect tc;.get raplﬁi daccezst to thea.l dt here it is worthwhile. In particular, it is useful when teer
n sucd ca;es,ll (tahgran ogergﬂ;oni.wr?u nee t'o comp et%&s not exist any common root of trust, such as a shared bank,
seccln s. Finaty, e;_pee with which a rfvoc? lon op;na Iemployer, university, government, or other institutiom.such
Must occul’ varies. since games are interactive an na%eses, prior to granting access to an object, the grantor and
resolution is used in security protocols, revocation fagsth

o o , grantee need to establish a trust relationship. This canlibe
applications must complete within minutes. If a user’s asce

. leveraged so they can simultaneously create identitiesdoh
to spam metadata or library content exceeds the targetcpen&h er

the consequences are limited. Hence it would tolerablesf th
revocation takes an hour or a day, respectively. Access to
content that has been purchased never needs to be revoké?ﬂ.

When designing the system, our aims include explicit trade-
offs that need to be made because of the constraints of peer-
A. Assumptions to-peer environments.

Every peer has equivalent functionality. Subjects canestor ~ a) Parameterizing the protocoBandwidth, storage, and

and retrieve objects using the overlay’s insertion and ssce&omputational resources of the nodes in a peer-to-peeonetw
mechanism. To effect access control, our system must allg@ry widely. When one resource is scarce, it may be possible
a user to specify which subjects should have read or write continue operating correctly by using more of another
access to each object that they insert into the overlay. Trgsource. However, detecting where the optimal tradedff wi
confidentiality of the data must be retained regardless @fre/h lie depends on global knowledge of the overlay. Without
the data and any associated metadata are stored in theyovetias information, a choice can be made by the application
Only users with read permission must be able to see it. Whéhat is using the access control system. For example, using
a valid user effects a write operation, it can be verified agore network bandwidth and overlay storage when granting
legitimate by other users. However, since the storage myst8 permission could increase the likelihood of a subsequent
is oblivious to the access control mechanism, users who @ecess request completing within a given interval of time.
not have write permission for an object may still be able tbither the user or the application could set configuration
delete, append, or otherwise alter it. These changes mustpagameters to yield the desired performance profile.
detectable as fraudulent. For example, if an object is dtate b) Establishing trust: There are three primary method-
a malicious peer, the node can modify it. An authorized uselogies for establishing trust. The first is the use of a
who retrieves the object and tries to decrypt it will detdat t reputation-based system. Each subject in the system mgnito
unauthorized changes. Versioned storage can be used o alloe behavior of others with which it interacts. Such a scheme
users to retrieve previous commits from alternate nodes. does not require anw priori mutual introduction between

Peer-to-peer systems are designed to be scalable. So nussts by a third party. However, it is particularly susdalptio
their security mechanisms. In general, peers are assumedSypbil attacks” [5]. Also, if the identifiers are not permantly
operate in good faith. However, as more nodes turn maliciolmund to subjects, a malicious user's negative record is los
the system’s security guarantees should degrade gracdfull when it leaves the system and subsequently returns after
particular, no single node or small clique should be able # suitable timeout. If the profile persists in the overlay, a
subvert the entire system’s assurances, including thesacomalicious user can repeatedly reconnect till they become
control protection mechanisms. A robust model of trust fattached to a profile that has a positive record, and can then
peer-to-peer systems assumes that each node operateslgorrexploit the imbued trust.

Goals

IIl. DESIGN



A variant of the above methodology is the web of trushe created before its access rights can be defined. Further, a
which is a formal representation of a multirooted graph v$tr subject typically retrieves an object prior to making a resfu
relationships. Each user acts as its own certification aityho for rights to access it. However, this ordering is not slyict
issuing credentials to others that it believes are trudtwoin necessary. In principle, it is possible to treat the openatias
addition, a user having an established trust relationship wcommutative. The flexibility afforded by doing this is uskifu
another user can accept that user’s attestations regattttngpeer-to-peer environments. For example, consider thelgmob
trustworthiness of previously untrusted users. Such itieas of a subject wishing to grant a permission to another user.
relations allow proofs of trustworthiness to be constrdctdf the recipient was required to first have a certified idgmntit
in the absence of a central certification authority. PGP [18jen it would be necessary for the object’s owner to ensure
popularized this approach and it is the basis of SDSI's linkéhat this property held by either contacting a directorywiger
local namespaces [1]. Since identities can be clearly d&finer requesting a public key certificate from the recipientisTh
“Sybil attacks” are difficult to mount. The absence of dokup can be avoided by allowing the permission to be
central authority makes the scheme useful for peer-to-p@enstructed and distributed with a cryptographic constrai
environments. However, it has weaknesses as well. If agilustmposed on it. The check would allow the permission to be
peer is subverted, its attestations can no longer be refied u used only by a subject that has subsequently been certified as
until that peer is able to reestablish its veracity and rger the legitimate recipient. Making identity and rights cieat
its previous statements. This can disrupt the trust redatipp commutative thus reduces the subset of the network thasneed
between any pair of users that used the subverted onetdrbe reachable for these operations to complete.
their certification chain. In the interim, while the subwett
user’s revocation propagates through the system, the trust
can also be abused. Further, the overhead of bootstrapping User can opt to control access to an object by using
trust in this model is significantly higher than when a singlPAAL. This involves two steps. In the first, the object is
root certification authority exists. Nevertheless, it pdes a transformed into a protected format of the form in Figure 1. A
compromise between the convenience of the first model agigned hash of the object is computed. The signing key will be
the security of the next model. This makes it useful for dertaused as a capability for granting write permission. The ctbje
applications and DAAL aims to support it. is then encrypted with a symmetric cipher. The encryption

The third alternative is to use a single logical root okey used will serve as a capability to limit read access to the
trust. The certification is recursive, forming a hierarethic object. A signed version of the hash is prepended to the bbjec
certification tree. Verifying the trustworthiness of a nade SO its integrity can be verified after decryption. A certified
accomplished by checking the chain of certificates from ttggnature verification key is prepended. Next, two positive
node to the root of the tree. Such a system is unsuitable foteger parameters and3 are selected and prepended before
peer-to-peer environments where all nodes have equivalgit hash. ¢ must be strictly less thap.) § characterizes
functionality. DAAL provides the described underlying stu the extent to which DAAL can continue to service requests
relationship without requiring a hierarchy of network s in the face of subverted overlay nodes. Finally, the obgect’

c) Authorizing users, not nodedn a peer-to-peer net- name and owner are prepended. The name is used as part of
work, the same access control subject may appear to conriBgtprotocol for requesting the access rights of the objeue.
to the rest of the overlay from a number of points. This magwner is used in the process of verifying the object's iritggr
be due to the way the overlay manages nodes joining andl'he second step is invoked when the object’s owner wishes
leaving the network. When the same host computer reconndétsgrant access to another user. Access control metadata is
and reintroduces itself into the overlay, it may receive & necreated as shown in Figure 2. This is done once for each user
node identifier each time. Alternatively, a user may be nebithat the owner wishes to delegate read or write permissions
and reconnect the host at a different point in the underlyirig. It must be repeated for each object for which permissions
network with the result that the overlay node identifier magre to be granted. The read and write capabilities consiiuct
change. Finally, the user may wish to connect to the overlay
from a different host but still have access to remote data
which that user is authorized to use. In such a scenario, Object Name | Owner | a| B
the subject’s connections will be coming from a different
overlay node. As a result, it is important to ensure that an
object’s owner grants access rights to a subject, not afgpeci

IV. ARCHITECTURE

Verfication Key | Signed Hash

other node in the overlay. These rights should be usable by Enc;rypted
the subject independently from the overlay node from which gb{ect
ata

access requests are made.

d) Allowing unordered access control operatiorngadi-
tional access C(.)ntr'olllmple_mgntatlons require an adnmatist Fig. 1. Sealing an object encrypts it and prepends the dhjaeme and
to create a subject’s identity in the system before any pmrméwner, the share parametessand 3, a certified verification key, and a hash
sions can be delegated to the subject. Similarly, an objest mof the plaintext.
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Fig. 2. Read and write capabilities are encrypted with tleeiver's identity,
and then a hash of them is signed using the sender’s ideRtigyresult is split
using a secret sharing scheme. Each piece is inserted afeeedtflocation
in the overlay.

Request

Retrieves .-~

during the object’'s encryption are encrypted withidentity-

based ciphef3]. This allows the recipient’s public key to be _ . . A .
. . . . Fig. 3. Granting a permission results i® shares being inserted in the

derived without a pUb!'c key 'nfrastrl_"Cture' The key Use(_j Rructured peer-to-peer overlay. Requesting a permisgiquires at least

selected so only the intended recipient of the access righitares to be retrieved.

can decrypt the capabilities. A data structure with space fo

both the sealed read and write capabilities is construdfed.

read permission is to be granted, the appropriate capabil{Se" h{:\shes the. new version of the object, signs the hash with
is filled in. Otherwise, the field is left empty. Similarly, lgn the write capability, and replaces the hash in the encrypted

if write permission is to be granted is the relevant Capab”iobject’s header. The user then encrypts the new versioreof th

inserted. The data structure is now transformed jhtpieces °Piect and replaces the encrypted object data with this.
using verifiable secret sharingL3]. These are dispersed over R€VOKINg a permission stops a user from being able to

the overlay as illustrated in Figure 3. Finally, the owneikem 92in access to an object. This is done by the removal of
a note of the delegation. This is needed for revocation. "€ relevant shares from the overlay. As long as at least

. . — a) nodes comply with the deletion request, it will no
A user who gains access to the object can reverse the abpve : - o
. T o anger be possible for the revoked user to utilize the reingin
process to obtain permissions. The object’'s header, shown 1 o A .
. ) . . leces to reconstruct the capability. This differentidd@sAL
Figure 1, contains enough information for the user to be alle . _ > )
) ) -~ 1rom previous distributed capability systems that either d
to locate all3 pieces because each fragment’'s name in the . . .
. . g . ., not provide revocation or require every node to run a trusted
overlay is the catenation of the delegatee’s identity, thieat's reference monitor, which is clearly untenable in a peepder
name, and the fragment’s index number (that determineswhic " ' y P
; . . . .~ environment.
of the 8 pieces it contains). Only of the S pieces are required

to reconstruct the capabilities. The user retrieves thesa f V. IMPLEMENTATION
the overlay as illustrated in Figure 3. The pieces are psBES \\e have prototyped DAAL with a combination of the
with the inverse of the algorithm used to split the capabgit 34,4 Cryptography Architecture, an implementation of Bene
Pedersen’s verifiable secret sharing scheme includes a witanklin identity-based encryption using the modified Tate
ness with each share. If a set of peers provides fraudulgyliring [7], Pedersen’s verifiable secret sharing [13], &rel
shares, then when the capabilities are being reconstjttted Bamboo [16] distributed hash table running on Planetlale Th
witness information suffices to determine which peers weggderlying platform of each DAAL peer was Mac OS 10.4.3
responsible for supplying incorrect shares. Trust man&g¢mon a 1.2 GHz PowerPC. The remaining peers are varied but
schemes can utilize the outcome of these checks to scggform to the Planetlab node specification.
peers. Since DAAL checks each share, it does not need tverlay operations are effected by contacting random
establish trust profiles of peers. If at leastpeers provided known Bamboo nodes (to prevent a single gateway from
legitimate shares, the interpolation step of Pederseiierse becoming a central point of failure). Objects are inserted i
will produce a correct capability set as its output. the overlay with a unique key that is needed for their removal
The output is then decrypted using a key that only thHEhis prevents unauthorized users from revoking permission
intended recipient knows. If the read capability field is not Java applications use DAAL through the programming
null, it can be used to decrypt the object. The signed hastierface defined in thdaal.Acces<lass and shown in Figure
in the object's header is verified to ensure that it was ndt The Globals class contains a number of global constant
modified without authorization. If the check fails, an earli values for the identity-based encryption and verifiableetec
version of the object is retrieved. A user who wishes to moditharing cryptographic computations. An instance of thescla
the object can do so if the write capability field is filled. Thenust be created when the overlay initializes. Thereaftat th



static void grant (G obal s gl obal s,

Del egati on del egation, User owner on the insertion time since alf fragments must be put into

String user, String fil ename, the overlay. These factors dictate that batland 8 should be
bool ean grant Read, bool ean grantWite, minimized to speed up grant operations.
int al pha, int beta);
Revoke
static void revoke(d obals globals, Revoking a permission requires that at leg8t— o + 1)

Del egati on del egati on, User owner,
String user, String fil enane,
int al pha, int beta);

fragments must be deleted from the overlay (since this essur

that o fragments can no longer be found and reassembled).

This requires fragment deletion requests to be sent to the

static Capabilities request(d obals globals, appropriate peers. No cryptographic computation is n@cess
User user, String filenane, In principle, only(3 — a+ 1) network connections need to be
int alpha, int beta); made. Therefore, minimizing and maximizinga will speed

up the rate of revocations.

As 3 increases, so does the number of network connections
needed for revocation. Since the remove request takes only

a few bytes, theevoke()operation is not bandwidth limited.

instance _is pass_ed to all DAAL methods. It can be stored Astead. the constraint is the latency of the slowestr 1)
any pub_llc location since none of the values are secret. T Sers if the message is sent to Alpeers holding fragments.
Delegationclass acts as a key store. Thus, each user has ath practice, the latency for deleting an object from a remote

instance of it. \t/)\_/hen a user g(rjant; permllfsmn;c;‘ragnothe'r Usdde depends on several factors. Peers may be unreachable
to access an object, DAAL adds the new keys tod@legation  ,oq5,/se of a partition in the underlying network. Remoteshos

glstznlce pstseld to U@ﬂint(zj?pelrla_tlc_)n.l'l;]he coknstru_ctors forzmay simply be powered off or disconnected from the network.
obals andDelegationhandle all initial housekeeping, suc Finally, we must account for the fact that some fraction &f th

as creating the necessary large prlmes.and hash tak_"es- overlay may consist of adversarial nhodes, intent on digmgpt
The User class encapsulates the private cred,entlals oftRe protocol by refusing to cooperate. We model the coltecte
user. These are transparently created by the class’s Botwstr .h4vior by assuming that a peer performs correctly with

Since the user may have multiple roles, each with its Whobability (1 — 4). We can then derive, coore (v, 3), the
credentials, the appropriate instance of er class must be o iajlity of a revocation operation, as a functionefnd 3:
explicitly provided. Each permission being granted, rechk

or requested is associated with a specific data object. The = B —i
object’s filename must be passed to thgrant(), revoke() Prevoke (o 3) = Z () 1=w"" p
or request()method. The object'sx and 5 parameters must

also be provided. These can be retrieved from the metadgt%qUESt
of an object. Thegrant() operation takes two Boolean flags When an application requests permission to read or write
indicating whether to delegate read, write, or both perimiss  an object, the appropriate capabilities must be consiuye

to an explicitly nameduser. revoke()and request()methods retrieving o fragments from the overlay. The cryptographic
do not require any other parameters. Tequest()operation reassembly of the permission is effected by interpolating
returns an instance of th@apabilities class that contains athe pieces of data recovered from the fragments. If each
key to decrypt the object if read permission has been grani@i§ce came from a cooperating peer, the computation time is

Fig. 4. DAAL's Java API

=0

and a signing key if writes are permitted. proportional tow. In this scenario, the value ¢gfis immaterial
since DAAL has sufficient data to complete the request after
V1. PROPERTIES network connections. Therefore, minimizimgwill decrease

the completion time for a permission request.

Peers in the overlay may malfunction for a variety of
We now consider the effect of varying the parameters reasons. When this happens, some of théragments may
and 3 on the access control operations’ properties. Whenba corrupted or irretrievable. As before, we model this by
new permission is being granted to a user, a larger value afsuming that a peer will be unreachable, malfunctioning or
B results in more fragments. Since they are created usinglicious with probability.. We refer to a node in this state as
cryptographic secret sharing, their construction cann®t bompromisedWhen a permission’s fragments are distributed,

parallelized. Therefore, the time to effect a grant operati they are routed to a random set of nodes. If more fftan a)
increases ag} becomes larger. Each fragment's size is oshares are stored at nodes that are compromised when atreques
the order of a kilobyte. If they are being inserted over & made, then it will fail. We can compute..quest(c, 3),
limited bandwidth connection, such as a dialup line, thengrathe reliability with which authorized permission requesit
operation takes even longer for larger values (bf Over succeed, as a function of and 3:

Grant

broadband lines, latency dominates the insertion timeywatig B 5
the fragment_s to be inserted in parallel. Increasingnakes prequest (e, ) = Z <> (1—p)P=t
the computation of each fragment take longer but has noteffec —o



P Requestwithg = 20, u=a/p P Request witha =5, u=a/B

1 1
0.8 0.8
0.6 0.6
0.4 0.4
0.2 0.2
2 4 6 8 10 12 14 8 10 12 14 16 18 20 p
Fig. 5. pis §. « is varied while 3 is 20. The reliability of requesty ~ Fig. 6. s is &. o is held constant a. 3 is varied. Again, the reliability>
oscillates around;. oscillates around}.

Intuitively, finding and retrievinga: fragments of a per- 1) Request: We first examined the reliability of access
mission becomes progressively easier as the total numbgguests when and s were selected so that they mirrored the
of pieces distributed in the overlay increases. Similaifly, fraction of compromised nodes in the overlay. We found that
fewer fragments are required to reconstruct a permissiangid not matter what specific values afand 8 we chose. In
the likelihood of finding enough of them increases. Thus, igure 5, the reliability of requests is plotted witfixed at 20.
addition to minimizinga, we can increas¢ to speed up Regardless of the value chosen forwhich we varied from

permission requests. 2 to 15, if the fraction of compromised nodes in the overlay
was the same as the fracti%q then the reliability oscillated
VIl. PARAMETER SELECTION around%. Similarly, Figure 6 plots the effect of fixing at 5

and using different values fa#, ranging from 5 to 20. The
reliability is very similar to that observed whenwas varied

The criteria that yield the fastest access requests confiéth a fixed 5. Further examination shows that whén= p,
with those that optimize permission revocation. Keepirtigegi  there is a balance between the cooperating and compromised
o or 3 constant and varying the other one forces a tradedrces in the overlay. Larger values afmean that there are
between the rates at which access and revocation requéd@se cooperative nodes from which legitimate shares can be
complete. However, this does not constrain application detrieved. However, to complete an operation, more shaees a
velopers from optimizing the performance of both operatiord!so then required. Similarly, i is larger, the likelihood of a
simultaneously. This is analytically possible since thayeh Particular share being corrupt or unreachable is lowerieriet
the freedom to adjust two variables (the parameteend3) are simultaneously more shares that can potentially be. used
given two constraints (minimizing the time for requests and
revocations). Intuitively, the value ef can be increased while o
it yields fast enough request completion times. Then theeval B=20, —=ku, k=1.2,1.5,1.8
of 3 can be adjusted so that revocations are fast enough. Note B
that increasing? may reduce request times but will never make

A. Performance

them worse. 1
0.8
B. Reliability
0.6

In practice, parameter selection is complicated by the fact
that it affects the reliability of request and revoke opierss. 0.4
Thereforeq and cannot be selected to optimize performance (.2
alone. Using the equations in Section VI, we can infer that
altering o and 3 has a complex effect on the reliability of 2 4 6 8 10 12 @
the access control operations. The reliability charasties are
dependent on a third variablg, over which the application Fig. 7. 2 is chosen to bel.2, 1.5 and 1.8 times p, the fraction of
developer and individual user have little control. Howewlee compromised nodes. As the multiple increases, the retiamf requestsp
value of s (which represents the fraction of overlay nodeEAcly MPIEves,n each plf s held consant ) whie o % vared
that are unreachable, malfunctioning or malicious) can B&esult, the reliability is higher. Thus, the= 1.2 is the lowest plot, while
estimated empirically. k = 1.8 is the top line.
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Fig. 8. Again, the reliabilityp grows as% increases ovep, giving DAAL  Fig. 9.  Revocation reliability asv is varied with3 = 20. % = 2uis
an advantage over the compromised nodes. Heseheld constant & while  significantly higher thar% =pu.

(3 is varied. As before, increased valueskofield higher reliability. & = 1.2

plot is the lowest, while thé& = 1.8 plot is the top line.)

When the parameters were varied, they had inverse effects

Thus it is important to seleet and 3 so that the cooperating on the performance of request and revoke operations. There-
peers have an advantage over the compromised ones. fore, since boosting improved the reliability of requests, we

With an understanding of the relationship@fand 3 to , may expect the need to reduce it to improve the reliability of
we can now test our hypothesis that we need to seleti revocation. However, this is not the case since revocatam a
be large enough to overcome the effect of the compromiskglies on having sufficient nodes that cooperate. Revatatio
nodes. We can do this by selectingand 3 so that the ratio requires(8 — o + 1) nodes holding a share to cooperate.
is larger thany, the fraction of compromised nodes in thelherefore, asa’s value draws closer t@3, the number of
overlay, by a factork. In Figure 7, the reliability of accesscooperating nodes needed drops quickly and revocation re-
request operations is plotted as a functioncgf which is liability grows commensurately. Thus, a higher value fof
varied from 1 to 12. In all cases, each permission is fragatenimproves revocation reliability. We selected parameterthat
among 20 nodes, that i = 20. Whenk is 1.2, the reliability 5 is twice the fraction of compromised nodes, The upper
rises gradually as grows. Since the fraction of compromisedplot in Figure 9 shows the reliability of revocation whenis
nodes trackgi a higher value ofx (with a fixed 5) means varied from 1 to 14 while3 is fixed at 20. The same behavior
there are more compromised nodes. Despite this, the réljabiis observed whers is varied from 8 to 20 whilex is held
increases withn. As k increases, so does the reliability. Thigonstant at 5, as can be seen in the upper plot in Figure 10.
can be seen from the plots fdr = 1.5 and &k = 1.8 in Compared to the case wheke= 1, the reliability drastically
Figure 7, which have successively higher values. Thus, if i@proves whermy and 3 are selected so that= 2.
wish to boost the reliability of request operations, for gegi 3) Optimization: The criteria determined in Sections
fraction of compromised nodes and a fixed valuegofwe VII-B1 and VII-B2 can be collected into a greedy determin-
should use a higher value of. Figure 8 shows the result ofistic algorithm that yields values far and 3 that satisfy a
varying the total number of fragments that a permission isser’'s performance criteria. It is shown in Algorithm VIJ.1
split into, that is3, from 10 to 20, while requiring a fixed
number of fragments (i.eq = 5) to reconstruct a permission.
Regardless ofs's value, a higher value ok ensures higher Revoke witha = 5, e _ ku, k=1,2
request reliability. Thuse needs to be increased to the point

Where% is sufficiently larger than the empirical estimate of

H- 0.8
2) Revoke:We now consider the effect ok and 8 on

the reliability of revocation. As before, we first examine 0.6
the behavior when the parameters are selected to mirror the
fraction of compromised nodes, that%s: u. Figure 9 shows

the reliability when the number of permission shargs,is 0.2
fixed at 20 while the threshold of recovery, is varied from )
1 to 14. The lower plot in that figure correspondsite= 1, B
whered = p. We see that the revocation fails with significant 8 10 12 14 16 18 20
probability. Similar results are found when we fixat 5 and

vary 3 from 7 to 20, as shown in the lower plot of Figure 1(rig. 10. Revocation reliability ag is varied witha = 20. Agam < =2u
(wherek = 1). is higher thanf = pu.




where the maximum latency tolerable for permission regueshe initial bootstrapping procedure. The latter consists o
and revocation operations is denoted byquest;n .shota  downloading source or binary code to implement the protocol
and revocationipreshoid, respectively. Thel'ime() function and a list of seed nodes with which to initialize routing. §hi
measures how long it takes to execute the operation pastadlitated a rapid growth in the number of deployed nodes in
as a parameter. We assume that an estimaje isfavailable systems like Gnutella [17]. However, it also had unwantdéd si
and thatk has been selected to provide a sufficient margin effects such as queries that frequently failed or resuttddrig
reliability for the application. response times and excessive network traffic from message
flooding. Structured peer-to-peer overlays, typicallyngsa
distributed hash table, like Chord [22] are able to amet®ra
these problems. They implicitly require all participatingdes
to follow a uniform, predefined protocol for operations sash
choosing which neighbor to route each message to. Since thes
overlays operate in the absence of any prior trust relatipss
between nodes, the system becomes vulnerable to attacks
by malicious nodes that are willing to violate the central
specification.

Sit and Morris examined the underlying assumptions of

Algorithm VIL.1: SELECT(w, )

a—1,0+2

while Time(request(a, 8)) < requestipreshold

a++
do {5++

while Time(revoke(a, 3)) < revokeinreshold

do B++ distributed hash table-based structured peer-to-peeragve
systems [20]. They found that it was possible to disrupt the
Bo — B correct operation of the overlays in a variety of ways. Peten

tially, the network could be partitioned, messages could be

while § <= k.u misdirected during routing, routing tables could be cotedp

do 3-- availability guarantees through replication could be afted,
malicious nodes could not be identified reliably, garbage in
if 3< Ao messages could result in computation power denials ofc®rvi

rapid node churn could create network bandwidth denials
of service, and responses could be forged. They suggested
alternate designs to address the issues. Douceur argued tha
verifiable node identification is necessary to avoid “Sybil”
attacks [5], those that can be launched by a single node
The algorithm starts with the smallest possible values f?rﬁasquerading as many. Further, if the maximum degree of
« and 3, where a permission is split into two shares, eithg{ node in the overlay graph is bounded, then it is possible
of which suffices for gaining access. The required and totg prevent “eclipse” attacks [19] where most of a victim’s
number of shares is increased in lockstep as long as acGgsghbors act maliciously to control the traffic flow between
requests do not start taking too much time. When this pointjis gnd the rest of the overlay. Using appropriate choices
reached, the threshold for reconstructing a permissiorelid h[20], secure routing between nodes can be effected [4]. In
constant and the total number of shares is increased ustil Hyrticular, nodes need to obtain identity certificates fram
time for revocation grows too long. At this point the ratiqrysted authority, updates to routing table entries mutisfga
3 is continuously increased by decreasipgintil it is larger protocol-specific constraints, and routing success idiedrby
than the fraction of compromised nodgs, by the required checking that the mean distance between destination asplic
margin of reliability, . If 3 is reduced to the point whereypes not cross a predefined threshold. The latter test ¢ealua

the performance constraints are violated, then the algorit yhether the destination set is likely colluding, in whictsea
is deemed to have failed at finding parameters that satisfy gundant routing is used.

user’s criteria. Otherwise, the values @fand 8 are output.
An application developer needs to run this only once peisclaBistributed Authorization

of objects that needs particular access control charatiteyi Traditional distributed storage systems [25], [9] had &edif
The values are added to the object metadata when it is creaigd trust model from current peer-to-peer networks. Wiite t
Thereafter these values are transparently utilized. users were not trusted, the client hosts from which they con-
nected were assumed to be running system software that was
] controlled by administrators. As the size of the deployraent
Peer-to-peer Security increased, ensuring the integrity of every machine’s saféw
Systems providing remote access to data using centralizetame more difficult. Athena and Andrew [18] addressed this
services have existed for several decades. For examplexXeby redefining the trusted computing base to exclude all soft-
PARC's Interim File Server was operational in 1975 [23)ware running on workstations. Kerberos’s [21] autheniteat
Unstructured peer-to-peer overlay networks do not depeadd authorization services ran on a few machines where users
on such online centralized services after the completion obuld not log in. CRISIS [2] was designed to provide the same

then Optimization Failed
else Output(«, 3)
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