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Abstract

The decoupling of the control and data planes in software-defined
networking (SDN) has enabled flexible and high-performance net-
work designs. At the same time, advances in data-plane programma-
bility—most notably through languages such as P4—allow complex,
stateful network functions to execute directly in the data plane.
While powerful, this shift introduces new security risks: data-plane
programs can make routing and policy decisions independently of
centralized controllers, evading traditional monitoring, auditing,
and analysis tools. These decisions may also have delayed or sys-
temic effects on network behavior, without a clear record of how
they were produced.

To address these limitations, we present PROvP4, a provenance-
based cross-plane observer designed to observe and analyze stateful
data plane attacks in programmable networks. PRovP4 includes a
data plane provenance event collection module, a querying mech-
anism, and extensible analysis algorithms that collectively offer a
unified view of network activities. Our evaluation demonstrates
that PRovP4 imposes minimal overhead in terms of storage and
performance, while significantly enhancing security analysis ca-
pabilities. We further validate PRovP4 through three case studies,
highlighting its effectiveness and coverage in enabling detailed
attack investigation and forensic analysis.
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1 Introduction

Software-defined networking (SDN) has revolutionized network
design by enabling programmatic control over configurations, facili-
tating dynamic adaptation to evolving threats. In recent years, atten-
tion has shifted toward making the SDN data plane programmable.
This shift emerged from the limitations of static configurability,
prompting efforts to embed more intelligent decision-making capa-
bilities directly into the data plane, which can process traffic at line
rate and avoid the control plane’s slower path.

One prominent example is Programming Protocol-independent
Packet Processors (P4) [25], a data plane programming language
that enables developers to specify how packets should be parsed,
processed, and forwarded. The net effect is that control plane intel-
ligence extends into the data plane via data plane programs that
now handle functions once performed solely by the SDN controller.
This makes the data plane a compelling target for attackers and
is particularly vulnerable because the control plane processes un-
trusted input from the data plane (e.g., packets from hosts) that can
influence trusted control decisions [79, 81, 82, 90].

Unfortunately, understanding the attack surface in programmable
data planes (PDPs) has not kept pace with this evolution. We identify
several key trends and barriers to advancing this understanding:

1) The data plane is a black box. Unlike SDN controllers that run
on commodity servers, switches! are often resource-constrained
devices. Data plane programs are not typically designed to generate
logs for understanding attacks, and their decision-making logic is
highly dependent on incoming packets and internal state memory.
This makes post-incident analysis difficult because there are often
no observability mechanisms in place for trustworthy reasoning.

2) Cross-plane interactions are poorly understood. There is an
incomplete understanding of how decision-making is distributed
across and influenced by the interplay between the control plane
and the increasingly complex data plane. While the control plane
can push rules into the data plane, decisions made in the data
plane are not always communicated back to the controller. Prior
work [82, 90] has demonstrated that SDNs can be exploited through
these cross-plane interactions. Information flows that affect the
controller’s view of the network may not reflect actual data plane
behavior. Without visibility into the data plane, it is impossible
to trace such dependencies. Existing network diagnosis tools that
leverage network provenance fail to adequately capture the com-
plexity of PDP programs written in P4 [80, 81, 85].

'We use “switch” and “target” (P4 terminology) interchangeably to refer to generic
network forwarding devices that process and forward packets in a network.
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3) Traditional observability does not scale. Naively implement-
ing existing logging and dependency tracking mechanisms and
approaches would be ineffective due to scale and performance con-
straints. The data plane must process vast volumes of packets at
high speed and throughput. Tracking metadata for every event
would introduce unacceptable overhead.

Overview. We present PROVP4, an approach for observing and di-
agnosing attacks on P4 programmable data planes. PRovP4 enables
network and security operators to understand the root causes of
attacks that exploit both the control and data planes of P4-enabled
SDN. ProvP4 is designed to function as a network reference moni-
tor for secure auditing to ensure that P4 programs cannot bypass
or tamper with PRovP4’s provenance collection mechanisms.

ProvP4 leverages network provenance techniques that track
metadata to capture the dependencies and evolution of the net-
work’s behavior over time. This approach helps in understanding
the processes involved in the generation, use, and derivation of
network state (e.g., forwarding rules, topology, switch memory
state), and for attributing responsibility to specific system principals.
Provenance precisely identifies historical actions that contributed
to an observed effect, making it invaluable for attack investigations.

Several technical challenges arise in designing and building
ProvP4. First, capturing a complete view of both planes must be
done in a way that ensures completeness and security over metadata.
Second, provenance modeling must be amenable to attack inves-
tigation, which requires minimizing false dependencies. PRovP4
optimizes for collecting provenance only on packets that meaning-
fully alter the data plane state. To ensure provenance collection
that supports useful queries, PRovP4 employs program analysis
and targeted instrumentation to collect only relevant provenance
and repurposes unused switch memory for storage.

We demonstrate PRovP4’s efficacy through three case studies
of diagnosing attacks against P4-based network defense systems,
selected to illustrate PRovP4’s broad applicability across different
types of data plane functionality. NETHCF [55] emphasizes control-
data plane interactions, while SECAP [74] implements functionality
almost entirely within the data plane. We show how various attacks
can be carried out against such security-focused systems and how
PrROVP4 can be used to successfully diagnose their root causes.

In addition, we conduct a performance evaluation to assess
ProvP4’s impact on overhead costs. We find that PrRovP4 imposes
minimal performance penalties (up to 3.8 ms) on round-trip latency,
while providing observability and diagnostic capabilities previously
unavailable in programmable data plane architectures.

Contributions. Our paper makes the following contributions:

(1) the design of a programmable data plane provenance model
that captures P4 semantics;

(2) the design and implementation of PRovP4, a tool to observe
and reason about security attacks against programmable
data planes; and

(3) acomprehensive security and performance evaluations demon-
strating the efficacy of our approach.

2 Background and Motivation

The P4 domain-specific language enables customizable packet pro-
cessing pipelines, supporting a wide range of offloaded network and
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Figure 1: High-level overview of the P4 architecture.

security applications, including congestion control [36], load bal-
ancing [61], network consensus [28], and network telemetry [50].
The P4 specification [11] defines an architecture (Figure 1) as a
collection of component interfaces exposed to programmers for
implementing packet processing behavior.
P4 Pipeline. To specify the data plane’s packet processing behavior,
a programmer specifies three components in a program: parser,
control, and deparser. The parser component extracts a packet’s
header fields, the control block specifies how to process packets
using match-action tables (MATs), memory, and arithmetic logic
units (ALUs), and the deparser specifies how packet headers need
to be reconstructed and sent to the network.
P4 Targets. A P4 program and its architecture are compiled to a
specific target, i.e., a device implementation capable of executing the
program in the data plane. Vendors typically provide both the ar-
chitecture definition and compiler for their targets. The P4 commu-
nity has also developed vendor-independent architectures such as
Bmv2’s vimodel [10], PSA [13], the SmartNIC PNA model [14], and
XDP/eBPF [12], alongside vendor-specific architectures including
Intel Tofino’s TNA [15], Xilinx FPGAs [16], and Nvidia/Netronome
NICs [5, 18]. The bmv2 software switch using the vimodel ar-
chitecture acts as a vendor-independent reference for an abstract
forwarding model [25] and is also the most popular and de facto
target to develop and release P4 programs [37, 47].
P4 State. P4 exposes two types of stateful constructs: tables and
externs [11]. Tables are read-only from the data plane, but externs
can be read from and written to by the data plane. All stateful ele-
ments must be explicitly allocated at compile time to avoid dynamic
memory allocation. In most targets, registers implement externs for
stateful memory. The vimodel exposes two methods, read() and
write(), to read from and write to the registers, respectively.
P4 for Security. Given that P4 enables stateful packet processing,
prior work has demonstrated the feasibility of offloading various
security functions to the P4 data plane such as distributed denial-of-
service (DDoS) detection [96] [59], link flooding prevention [92, 99],
covert channel prevention [91], link failure detection [38], BYOD
policy enforcement [64], and information flow control [22].
Security applications commonly rely on state to track features
such as TCP connection state [55, 59, 91]. This state is updated in
response to arriving packets, creating opportunities for adversaries
to manipulate state transitions and violate system security prop-
erties [86]. We present a concrete example of such an attack and
outline the observations required to analyze it.
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2.1 Motivating Scenario

Suppose a network uses a P4-based data plane and a centralized
SDN controller. We consider a security-oriented application that
computes a hop count at runtime and signals to the controller about
any change in the feature. The controller then modifies the match-
action table (MAT) rules to incorporate the change into the current
network. This general approach follows a common design paradigm
seen in many P4-based security applications [45, 55, 99].

An adversary’s goal is to manipulate the switch-local informa-
tion using malicious packets in a way that poisons the data plane
state, causing changes in its packet processing behavior. This at-
tack undermines an application’s security guarantees from the data
plane, and observing only from the controller would be ineffective.
Attack. Figure 2 presents a concrete example of this class of attack,
focusing on a P4-based implementation of the hop-count filtering
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Table 1: Comparison of prior approaches to SDN attack diag-
nosis. (CP = control plane, DP = data plane.)

DP Reasoning Semantic  Stateful
Protocol Model  Capabilities DP
FORENGUARD [85] OpenFlow CP X X
ProvSDN [80] OpenFlow CP X X
P1coSDN [81] OpenFlow  CP+DP Topology X
P4-TRACKING [53] P4 DP X v
ProvP4 P4 CP+DP Program v

(HCF) mechanism [42, 84], which aims to detect and mitigate IP
spoofing by validating the expected hop count of incoming packets.
NETHCEF [55] is a high-performance, line-rate in-network system
that realizes HCF functionality using P4. In NetHCF, the data plane
dynamically identifies “hot” IP addresses and computes their hop
counts by extracting time-to-live (TTL) values from IP headers and
correlating them with known initial TTLs.

During the TCP three-way handshake, the data plane observes
the sequence of packets to estimate the accurate hop count for each
IP address. This locally computed hop count is then relayed to the
SDN controller, which maintains a global mapping of IP addresses
to their validated hop counts. Upon receiving this update, the con-
troller installs or modifies flow rules in the data plane to enforce
the correct hop count for subsequent packets, thereby mitigating
potential spoofing attempts.

Specifically, @) H1 sends a spoofed TCP-SYN packet to H2 with
the IP source address and TTL as shown in Figure 2. The switch
forwards the packets @ and keeps track of the TCP handshake
state. After the ACK e the data plane uses the TTL value inside
the packet to compute the hop count. Due to the hop count change
(from HCy4 to HCp, due to spoofing), the switch state also changes
@. This triggers a PACKETIN to the controller @), and the controller
issues a MAT rule modification into the data plane @ to check for
the updated hop-count. Figure 2 shows the effect of the scenario.
Whenever a host with the same IP address tries to join the network,
the packets are dropped, leading to denial of service (DoS).
Investigation. An operator is alerted about the suspicious activity
from the network’s Security Information and Event Management
(SIEM) system and wishes to determine the attack’s root cause.
Equipped with initial evidence, such as an IP address or link infor-
mation, the operator queries a network provenance system, such as
P1coSDN [81], to trace the steps leading to the incident to be able
to use that information to thwart future similar attacks.

2.2 Current Limitations and Opportunities

An operator encounters several challenges when investigating such
a scenario, as mentioned in the previous section, shown in Figure 3a.
Using the state-of-the-art P1coSDN tool for SDN attack analysis,
the operator cannot observe the data plane’s stateful behavior. Al-
though the operator may be able to infer that a PACKETIN packet
was involved, prior work would fail to address why it was gener-
ated or which resources are responsible for it. Based on the lack of
observability and the inability to answer investigative questions,
we identify two key limitations of the current state of the art:

Limitation (L1): Incomplete view of internal data plane ef-
fects. The shift from fixed-function switches to PDPs [25] has
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introduced complex, stateful constructs that traditional provenance
systems cannot observe. While predecessors like OpenFlow [60]
relied on control-plane-mediated decisions, P4 allows for high-
throughput, autonomous state transitions directly within the data
plane. As shown in Table 1, existing SDN provenance solutions [53,
81] focus on control plane events and fail to capture these internal
P4 state dynamics and lack the stateful analysis required to reason
about how untrusted packets modify internal switch memory and
necessary querying capabilities.

This lack of visibility creates significant security blind spots. For
example, NETHCF [55] monitors TCP handshakes in the data plane
to validate traffic; however, an insider colluding with an external
attacker can spoof handshakes to manipulate hop-count computa-
tions [86]. Because these state changes occur entirely within the
PDP and never trigger control plane events, prior provenance tools
remain oblivious to root causes.

Limitation (L2): Lack of stateful investigative capabilities.
From Table 1, existing tools focus on an OpenFlow-based data plane,
which lacks the concept of stateful packet processing. P1coSDN
offers various investigative capabilities for root-cause tracing, activ-
ity summarization, and forward-backward tracing algorithms, but
none of their features allow for understanding P4-based stateful
components and would fail to provide the analytical capabilities
necessary to understand how stateful components can maliciously
manipulate data plane decisions.

Our Solution: PrRovP4. We introduce PRovP4 as an improvement
over prior approaches. PRovP4 overcomes limitations L1 and L2 by
constructing a provenance graph that enables precise root-cause
analysis of attacks originating from data-plane behavior.

Figure 3b illustrates the provenance graph generated by ProvP4
for such an attack. Given the victim’s IP address as the initial evi-
dence, PRovP4 performs a lineage query on the provenance graph
to extract the attack context. The resulting query reveals that the
attack was executed via PACKETIN, triggered through interactions
with data-plane registers (i.e., TCP sequence number and TCP state).

By tracking and linking data plane state changes involved in the
attack, PRovP4 provides enhanced observability into data plane be-
havior. This enables a more comprehensive investigation compared
to prior work, which limited analysis to the controller’s perspective.

3 ProvP4 Goals and Challenges

ProvP4’s primary goal is to enable network and security operators
to collect and analyze security-relevant network events as compre-
hensible provenance graphs. These graphs support querying via
graph algorithms to diagnose data plane attacks and understand
stateful packet processing. PRovP4’s design goals are as follows:

Goal (G1): Complete Observability. ProvP4 must provide a
comprehensive view of the network (data plane packet processing,
control plane event processing, and the interactions between them)
to correlate events across execution planes for analysis capabilities
not found in prior work (L1).

Goal (G2): Analysis Capabilities. PrRovP4 should aid operators
in performing investigative queries. Querying algorithms should
assume operator minimal knowledge about the underlying data
plane program, and should be generic to capture different kinds of
attacks and work across different kinds of programs (L2).
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Goal (G3): Security. To provide trustworthy assurances about
network state changes, PRovP4 should serve as a “reference moni-
tor” [20] such that the P4 target operates as a trusted kernel-space
with untrusted “userspace” programs that cannot tamper or modify
the provenance collection to avoid observability (G1).

We identify several major technical challenges in satisfying the
aforementioned design goals and sketch our solutions:

(TC1): No Clear Userspace/Kernelspace Boundary. In tradi-
tional host operating systems, the kernel provides a natural location
for inserting provenance hooks in system calls, which captures sys-
tem events such as read(), write(), and open() [23]. Similarly,
existing network provenance systems that focus on the network’s
control plane, such as FORENGUARD [85] and P1coSDN [81], hook
all controller API requests within the network operating system.

Unfortunately, data plane targets lack an equivalent formally
defined kernel, and thus lack a kernelspace/userspace boundary
for security. Each target vendor may implement proprietary APIs
that limit visibility and restrict standardized instrumentation. The
absence of a centralized execution context complicates the choice
of where provenance hooks should be inserted, which impacts what
level of granularity is appropriate for downstream reasoning (L1)
and the security assurances of the collected provenance.

Our solution: We identify the P4 program as the lowest com-

mon level of abstraction that works across the diversity of targets.
ProvP4 uses program analysis to extract a program’s memory dec-
larations, operations, and control plane communications. PRovP4
uses program instrumentation to incorporate “kernel” provenance
registers that are isolated by compilation (Section 6.1). We ensure
that the original program cannot undermine the provenance collec-
tion capabilities (Section 5).
(TC2): Reasoning Capabilities. In earlier OpenFlow-based SDN,
changes in topology, device information, and flow rules are the pri-
mary drivers of network behavior, and prior provenance systems
capture these factors adequately. P4, however, introduces packet-
driven logic and persistent mutable state that may occur entirely
within the data plane, which existing provenance models fail to
capture and that leaves one unable to answer state-dependent rea-
soning queries. For example, prior models may create disconnected
provenance (sub)graphs that do not adequately capture dependen-
cies necessary to reason about root causes. Accurate reasoning
further requires proper partitioning and versioning of activities to
tackle dependency explosion (L2). Reasoning depends on a prove-
nance model that is expressive enough to represent stateful pro-
cessing yet comprehensible for operators performing diagnosis.

Our solution: PROVP4 models P4’s registers, MAT rules, and coun-
ters as data plane artifacts. PRovP4 tracks these artifacts with an
internal artifact state store for modifications via read/write opera-
tions. After the operations are identified, PrRovP4 adds appropriate
edges between the nodes to capture the relationship (Section 4).

(TC3): Data Plane Event Scaling Capabilities. Historically, con-
trol plane provenance has been sufficient for capturing network
state transitions, as control plane events occur at a significantly
lower frequency than data plane traffic. However, PDPs allow in-
dividual packets to modify internal switch states (e.g., registers).
Capturing provenance for every packet fails to scale.
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Table 2: PRoOVP4 provenance model node types.

Type Description

Entity A data or control plane object that incorporates state
(e.g., MATRule, Register, Counter, PacketIn, and

PacketOut).

Activity An abstraction of processing events or packets inside
the control or data plane (e.g., PacketProcessor and
EventProcessor).

Agent A system principal responsible for performing an activity
(e.g., Switch, Switch port, Control plane program,

and Application).

Our solution: We leverage the fact that only a small subset of data
plane events actually impact state changes relevant to diagnosis.
ProvP4 employs program analysis to identify the precise code paths
and operations that modify these critical state variables. By instru-
menting only these identified points, PRovP4 captures essential
provenance data without full packet logging, thereby maintaining
reasoning capabilities while ensuring line-rate scalability.

4 Provenance Model

We define a provenance model of relevant objects, states, iden-
tifiers, and system principals (or agents) for programmable data
plane operations, inspired by W3C PROV [63] and incorporating
programmable network semantics. Our model captures networking
device metadata, packet interactions with device states, and state
evolution. These interactions can be represented as provenance
graphs to be used for investigative queries.

Definitions. A provenance graph is a directed acyclic graph (DAG)
G(V,E), where a node v € V represents an Agent, Entity, or
Activity, with the various subtypes listed and described in Ta-
ble 2. Entities denote network objects, activities represent packet
or event processing, and agents control network actions. An edge
e € E belongs to one of {Used, WasGeneratedBy, WasDerivedFrom,
WasAssociatedWith}, capturing relationships such as read/write,
modification, or attribution across data and control planes. For in-
stance, Entities are generated or used by Activities, may be derived
from other Entities, and Activities are associated with Agents. (See
Appendix C for the complete provenance model.)

Partitioning and Versioning. A P4 program can be viewed as a
long-running process executing multiple actions on incoming pack-
ets, causing various state changes. Without activity partitioning,
operators face overwhelming and imprecise results from queries,
causing the dependency explosion problem. Since packets are natu-
ral input units, PRovP4 partitions activities based on each packet’s
processing execution. To mitigate dependency explosion, PRovP4
uses a version counter to group state changes by packet execution,
associating events with identical version numbers. Versioning also
implicitly orders events, enabling query algorithms to efficiently
prune irrelevant nodes from specific periods. For artifacts, PRovP4
uses version-on-every-write [65] such that if an entity is successively
read without any intervening writes to it, all the reads will be from
the same (last modified) version of the entity. PRovP4 adds a new
entity node whenever there is a write operation.
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5 Threat Model and Security Analysis

We assume that (i) P4-based targets (i.e., the target firmware) and
the P4 compiler are trusted and form part of the trusted computing
base (TCB), and (ii) P4 programs are trusted but that their behavior
may be exploited by untrusted input controlled by an adversary;
both assumptions are consistent with prior work (e.g., [80, 81, 85]).

ProvP4 is designed as a reference monitor for P4-based SDNs [20,
34]. We assume adversaries want to attack the intended operation
of a program (e.g., manipulation of state through arbitrary packets)
Defense: These attacks will not be prevented but ProvP4 guarantees
all persistent data plane changes will be recorded. Furthermore,
if we assume adversary is aware of ProvP4, they may attempt to
undermine the provenance collection itself. Defense: Such attacks
will be prevented through NEAT properties described below.

e Non-bypassable. We embed provenance capture statements
within the instrumented P4 program’s control flow. We assume
that a program is instrumented prior to being installed on the
target.? Thus, an attacker cannot trigger control flow statements
without invoking PRovP4’s instrumentation and cannot install
an uninstrumented program on the target directly.

e Evaluable. We minimize the TCB and make PrRovP4’s source
code available (redacted for submission) to support independent
verification and assurance.

o Always invoked. Instrumentation is tightly coupled with state
changes, thus ensuring provenance is consistently collected when-
ever state changes occur.

e Tamper-proof. The P4 target is included in the TCB, and PrRovP4
does not expose APIs to the original “userspace” program for
modifying provenance “kernelspace” registers. The compilation
process enforces no unauthorized writes to kernel registers to
ensure tamper-proof provenance.

Security of PrRovP4. We also consider attacks by a knowledgeable
adversary that target provenance security, integrity, availability
and completeness.

e Evasion: An adversary cannot evade provenance partitioning
or versioning by crafting packet sequences, as events are tied
to packet execution and the version counter is incremented at
pipeline entry, ensuring serialized packet processing.

e Denial-of-service: An adversary may generate high-volume
stateful traffic to stress provenance storage. However, since prove-
nance events are buffered via a stateful message broker, event
loss is avoided assuming adequate resource provisioning.

o Integrity: Under the stated threat model assumptions and sep-
aration of kernel space, adversaries cannot inject forged labels
into the provenance system, preserving event integrity.

e Completeness: PRovP4 focuses on persistent data plane state
(registers) rather than transient per-packet metadata. As all data
plane state changes are logged, any metadata written to registers
for persistence is captured.

TCB Justification. PRovP4 trusts the P4 toolchain (compiler and
target) as part of its TCB. While this enlarges the TCB, we jus-
tify this based on two established techniques: (1) Compiler testing:

%In our proof-of-concept implementation of PRovP4, we rely on a P4 program being
correctly installed and verified as part of the network operator’s policy of operational
security practices. However, orthogonal work on using remote attestation (RA) [75]
can be implemented without relying on redesigning PRovP4.
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Figure 4: PrRovP4 components and workflow. (1) The program analysis component parses the compiled P4 program to extract
stateful events. (2) The program instrumentation component augments the P4 source to record provenance metadata at runtime.
(3) A lightweight provenance collector extracts event contents and forwards them to a message broker (4) for serialization. (5)
The ProvP4 reporter serializes the stateful events from the message broker after adding relevant node information to the
provenance graph. The provenance kernel saves this information in a persistent database for storage and querying. During
investigation, the operator supplies initial evidence and queries, which PrRovP4 executes (6) and provides resulting answers (7).

prior work, such as Gauntlet [70] and P4Testgen [69], tests for com-
piler bugs and is directly integrated into the p4c compiler toolchain;
(2) Attestation: remote attestation (RA) [75] can attest an augmented
ProvP4 P4 program, and any deviation from the installed program
would raise alerts. These independent techniques can be used along-
side PROVP4 to secure the entire P4 ecosystem. Finally, a buggy P4
toolchain is a broader supply chain threat that affects the entire P4
ecosystem rather than PRovP4 specifically.

6 ProvP4 Design

ProvP4’s design (Figure 4) incorporates a pre-runtime phase to
instrument the intended P4 program to execute, a runtime phase
that collects provenance during execution, and a post-runtime phase
to investigate and analyze past actions for understanding attacks.

6.1 Pre-runtime Phase

P4 specifically facilitates stateful operations through memory units
known as registers to maintain various stateful information, but
collecting such information is challenging.

Naive Solution. One approach for collection would be to directly
modify the P4 target to capture state changes. However, P4 targets
are often proprietary, and vendors restrict modifications. Logging
state changes of every packet incurs prohibitive overhead.

Our Solution. PRovP4 adopts a two-phase approach.

During program analysis, PRovP4 uses the p4c compiler’s output
to extract stateful information from the original P4 program, includ-
ing register declarations, read/write operations, and control plane
interactions. of the full data plane pipeline, and PRovP4 identifies
stateful operations from p4c’s JSON description of the pipeline.
ProvP4 scans the actions keys for register_read and register_write
references, extracting (for each operation) the index and value fields
(name and size), line number, exact source fragment, and filename.
For data-plane-to-control-plane communication, PRovP4 further

Table 3: PRovP4 control plane APIs.

API call Description

RecordAPICall(type, entity)  Record a control plane API call of type on an entity

RecordActivity(name) Record an event process function name

extracts clone operations from the compiled JSON. ProvP4 then fil-
ters and retains only those stateful operations that modify the data
plane via MATRules or registers, as these directly influence packet
processing decisions’. As a result, PRovP4 achieves 100% instru-
mentation coverage for MATRule and register changes, ensuring
complete observability (G1). (See Appendix D for more details.)

During program instrumentation, PROvVP4 augments the origi-
nal P4 code by adding statements that write stateful metadata to
dedicated “kernelspace” registers (provenance registers) during run-
time. The width of each provenance register is determined by the
register index and value size, a unique identifier for the P4 action
executing the stateful instruction, the operation type (read or write),
and a version number. Due to target-specific restrictions of control
plane APIs such as Thrift [1], PROVP4 records a maximum of 64
bits of stateful information per provenance metadata record. If pro-
gram analysis determines that the width exceeds this limit, PRovP4
notifies the user to manually reduce the affected register sizes in
the original P4 program. Additionally, when target-specific regis-
ter limits are exceeded, PROVP4 can leverage external data plane
memory [51]. (See Appendix E for an example.)

6.2 Runtime

The disparity between data plane throughput and control plane
processing speeds makes metadata management challenging.
3P4 counters are ignored, as they cannot be read from the data plane, and any meaning-

ful state change must ultimately be reflected in the control plane as either a register
update or a MATRule modification, both of which PrRovP4 tracks directly.
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Naive Solution. One approach might attempt to continuously
stream runtime provenance events from the data plane to a central
controller or external storage in real-time. However, at line-rate
speeds, the resulting metadata volume would saturate the control
plane channel, leading to significant performance degradation, in-
creased packet latency, and potential event loss.

Our Solution. ProvP4 employs a hybrid approach:

e For the control plane, lightweight APIs (Table 3) transmit events
directly to a message broker, which minimizes the controller’s
processing load.

e For the data plane, PrRovP4 periodically queries provenance reg-
isters and attaches metadata such as event type, operation (Read-
/Write), and device details. The data is serialized per the prove-
nance model (Table 2) and stored by the P4 reporter component.

o Provenance registers use a wrap-around strategy when full, which
avoids resets and ensures line-rate state changes are captured
without performance degradation.

The P4 reporter sequentially extracts events and adds provenance
semantics by inserting appropriate nodes and edges from Table 2.
It maintains an internal state store to track the evolution of artifacts
such as registers and MATRules, ensuring that provenance edges
are added only on state changes (i.e., write operations). The reporter
also captures the evolution of how artifacts change across versions,
which is critical for meaningful investigation as we demonstrate in
our case studies (Section 8.1).

6.3 Investigation

Querying complex provenance graphs with numerous nodes, edges,
and annotations poses significant challenges for operators seeking
clear, meaningful insights.

Naive Solution. Manual exploration or simple text-based searches
are inefficient and do not scale to large graphs. Additionally, text-
based searches would be unable to utilize the lineage relationships
that are provided by provenance graphs.

Our Solution. PRovP4 addresses this via a dedicated query surface,
which employs automated query algorithms to process investigative
queries, reducing manual effort and improving accuracy. Operators
can pose queries, such as:

e Q1: PACKETTRACER: What does the CP-DP communication look
like at switch, S; and port, P;?

e Q2: LINKTRACER: What does the traffic look like at a link,
(SwitcH_s1:PORT_1) <> (SWITCH_S2:PORT_2)?

e Q3: MEMORYTRACER: How did the value at index change in a
register, R?

e Q4: ORDERTRACER: What are the components active during a
specific period of an event?

Operators provide a priori information to the query surface, and
ProVP4 selects and applies the appropriate query algorithms to
generate provenance graphs as outputs.

6.3.1 Query Surface. The query surface usage is shown below
for the scenario when the operator wishes to execute query Q2.
The operator provides LINKTRACER as the query algorithm, with
(SwrtcH_s1:PorT_1) <> (SWITCH_S2:PORT_2) as a priori informa-
tion or initial evidence:

--query_algorithm LinkTracer
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Algorithm 1 PACKETTRACER

Input: Provenance graph Gg,1, Switch S;, Port P;, traffic_direction
T
Output: Set of vertices V that match the input properties
if T == “egress” then
direction_key D « “egress_port”
entity_key E < “packet_out”
. else if T == “ingress” then
direction_key D « “ingress_port”
entity_key E « “packet_in”
: end if
: node_constraint C « (“id” == S;) A (D == P;) A (“type” ==E)
. vertex V « getVertex(Gpui, C)
: return V

R A A S o

—
=1

Algorithm 2 LINKTRACER

Input: Link information (Switches: S;, Sj; Ports: P;, Pj)
Output: Combined traffic graph G for S;:P; and S;:P;

1: Eg, p, < packet_tracer(“egress”, P;, S;)

2 I, p; packet_tracer(“ingress”, P;, S;)
3: traffic & < getLineage(Eg, p,, ‘ancestors’)
4: traffic 7 « getLineage(Zs, p,. ‘ancestors’)
5: g —&UT

6: return G

--device_id Switch_s1 --port Port_1
--device_id Switch_s2 --port Port_2
—-—output DOT

The output of this query is a provenance graph that provides the
complete egress traffic from S1, P1.

6.3.2  Query Algorithms. The query surface uses Algorithm 1 and
Algorithm 2 to query for information that the operator uses for
their analysis.

PAckETTRACER. Given information about a specific switch and a
port, PRovP4 invokes Algorithm 1 to query the control plane <
data plane communication via PACKETIN and PACKETOUT. As the
PACKETIN is generated due to traffic from a switch port, we query
the ingress_port and similarly egress_port for PACKETOUT. Finally,
we create a constraint (line 8) to filter out nodes (line 9) and return
the relevant nodes.

LINKTRACER. Given information about a link, the network opera-
tor can check for abnormal behavior by invoking Algorithm 2. The
main insight is that for a direct link between two endpoints, the
traffic at both ends should look similar. PRovP4 queries the ingress
and egress traffic (lines 1- 2) at the specified switch ports and re-
turns the combined provenance graph, G (line 6). Therefore, the
operator can use the graph G to isolate suspicious links and use this
information as a starting point to analyze specific (MEMORYTRACER)
or active components (ORDERTRACER).

MEMORYTRACER. Collecting provenance at the granularity of P4
stateful memory has the drawback that not all registers or MAT
rules are equally relevant. For example, in NETHCF, only 5 out
of 7 registers produce meaningful provenance data, while others
track routine states or packet counts. Without filtering, operators



CCS *26, November 15-19, 2026, The Hague, Netherlands.

may face overwhelming provenance nodes. To address this, we en-
able querying by specifying stateful memory using specific names,
indices, or values.

ORDERTRACER. After provenance collection, operators can focus
on a specific temporal window. PRovP4 uses its versioning scheme
(Section 4) to impose implicit ordering, allowing LINKTRACER and
MEMORYTRACER to isolate a target event and query events before
or after it, thereby revealing switch state for the desired interval.

7 Implementation

We implemented ProvP4’s program analysis, augmentation, collec-
tor, serializer, and query front-end using Python v3.10. The collector
uses the Thrift control plane API to extract provenance events from
the network devices and to send such events to a RabbitMQ message
broker queue. A custom SPADE [33] module, P4 reporter, parses
the messages from the queue, adds relevant provenance entity data,
edge relations, and sends it to the SPADE kernel. For control plane
provenance, PRovP4 exposes the APIs listed in Table 3, which are
used to manually instrument the control plane program or con-
troller with provenance collection capabilities. The P4 programs are
compiled using the official p4c compiler v1.2.4.3. We implemented
the querying engine on top of SPADE’s QuickGrail [32]. Our im-
plementation is available at https://github.com/GUSecLab/ProvP4.

8 Evaluation

We now evaluate PRovP4’s efficacy at analyzing security attacks
against security-oriented P4-based systems (Section 8.1) and its
performance on storage and network resources (Section 8.2).

8.1 Security Case Studies

We evaluated PROVP4 using three representative P4-based systems:
NeTHCF [55] and SECAP [74] and P4KNOCKING [95]. These systems
not only focus on network defense applications (an attractive target
for attackers) but also serve as representative examples of two
classes of common design patterns of P4-based systems:

(1) Complex cross plane interactions (e.g., NETHCF): data plane
and control plane communications that influence packet pro-
cessing and routing behavior [21, 43, 45, 55, 56, 72].

(2) Data plane driven decision-making (e.g., SECAP): data plane
state primarily influences packet processing and routing behav-
ior [59, 74, 95].

Case Study 1: NetHCF Spoofing Attack

System background. Revisiting the scenario in Section 2.1, NETHCF
uses the data plane (cache) for managing the most active IP ad-
dresses and the control plane (mirror) for handling newer IP ad-
dresses and managing the IP2HC table. The two components share
network state information and can directly modify each other’s
views. NetHCF operates in learning and filtering modes; in the
learning mode, the TCPSessionMonitor tracks TCP state transi-
tions and updates the IP2HC table upon successful handshakes to
maintain accurate hop-count values.

Threat model and attack scenario. Consider the NETHCF deployment
in Figure 2, where hosts H1 and H2 are connected to the NETHCF P4
data plane. H1 and H2 act as client and server (HTTP) respectively.
The threat model [86] assumes the adversary controls H2, i.e., they
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Figure 5: Provenance graph of lineage query on the malicious
flow rule. The flow was installed due to a change in internal
controller state, triggered by a PACKETIN data plane event.
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Figure 6: Artifacts used by the active components during
PACKETIN event.

may send and receive TCP traffic but cannot alter the NETHCF P4

program. The switch and controller remain trusted.

Investigation. An operator wants to understand the spoofing attack

and find the root cause. We assume that the operator knows the

legitimate host machine’s IP address (10.0.0.11), which forms

the initial evidence. The operator asks the following investigative

queries (IQs):

e IQ1: Which data plane flow rules match the initial evidence?

o IQ2: What event triggered the installation of that flow rule?

e 1Q3: What other network components were active during the
malicious flow rule installation?

For (IQ1), the operator provides the initial evidence as a query
parameter. PRovVP4 queries the provenance graph using the MEM-
ORYTRACER component and searches for all the table rule entities
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S§1-S3

ONOS Controller
MAC: 02:eb:a9:36:7c:f9

H2:

H1: IP: 70.0.0.12 H3:
IP:70.0.0.11 MAC: 05::12 IP: 70.0.0.13
MAC: 04::11 MAC: 06::13

Figure 7: Experimental topology for the SECAP case study.
Host H1 and H3 use an out-of-band channel to relay LLDP
messages to fabricate the (S1:1) < (S3:1) link.

with 10.0.0.11. The operator knows the flow table state and pro-
ceeds to reason about what triggered the flow rule. For (IQ2), the
operator invokes the lineage component using the MEMORYTRACER
and receives the flow rule’s lineage output. Figure 5 shows the lin-
eage of the flow rule. From the lineage query, the operator observes:

(1) The flow-rule installation was triggered by a PacketIn message
from the data plane @.

(2) This PAckeTIN invoked the compute_hc processor, causing the
hop count to be recomputed @.

(3) The recomputation updated the controller’s hop-count state €).

(4) Since the PACKETIN originated in the data plane, the operator
next examines which data plane components were active.

This query provides the root cause of the attack. Now, the op-
erator wants to understand the data plane components active up
until PACKETIN is triggered. For (IQ3), the operator utilizes the
ORDERTRACER (from Section 6.3.2). To gain additional insight, the
operator queries the artifacts that were active during this event.
Figure 6 shows that the two main components active were the two
registers: session_state @) and session_seq @.

In summary, the operator learns that this suspicious event origi-
nated at the data plane, propagated to the control plane (via PACk-
ETIN), poisoned the global view of the IP2ZHC mappings, and resulted
in a flow rule with incorrect hop count data that lead to packet
drops and denial of service for a legitimate client.

Compared to prior approaches. While FORENGUARD and P1coSDN
provide only a control plane vantage point, they cannot answer
investigative queries that span both planes. In contrast, PRovP4
incorporates data plane state and supports cross plane querying,
giving operators the unified visibility that those systems lack.
Case Study 2: SECAP - Relay-type LFA

System background. SECAP [74] is a P4-native, in-network defense
against topology-poisoning attacks such as data plane ARP cache
poisoning (DACP) and relay-style link fabrication attacks (LFA). It
avoids sending suspicious traffic to the control plane by verifying
source IP-MAC information directly from ARP and LLDP headers.
SECAP uses P4 stateful registers to track the mapping between
switch ports and their connected devices.

Threat model and attack scenario. Figure 7 shows the experimental
topology of a relay-based LLDP attack. An adversary controls hosts
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Figure 8: Relevant provenance graph for traffic at Switch S1
and S3 through Port 1. LLDP (EtherType: 0x88cc) packets are
sent from one end of the link (S1-S3) via S3:Port 1 but did
not reach the other end S1:Port 1.
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Figure 9: Provenance graph of SECAP’s port-mapping regis-
ters. Switch 1’s mapping register maps port 1 (index 1) to a
MAC address, but Switch 2’s mapping register is empty.

H1 and H2, and the hosts exchange packets through an out-of-band
channel or by using a Generic Routing Encapsulation (GRE) tunnel.
The adversary’s main goal is to fabricate a direct link between
switches $1 and $3 by poisoning the view of the SDN controller 4.
The switches are assumed to be trusted. Assume hosts H1 and
H2 connected to their respective switches, and no corresponding
SECAP mappings exist at initialization. Figure 7 shows the attack:

@ ONOS issues a PACKETOUT containing an LLDP packet for a
specified egress_port.

@ Switch:S1 decapsulates the LLDP packet and forwards it to
that port (i.e., Host:H1).

@ Host:H1 relays the packet unchanged to Host:H3 via an out-
of-band channel.

@ Host:H3 forwards the packet to Switch:S3.

@ Switch:S3 returns the LLDP packet to the controller through
CPU_PORT using ONOS’s default rule.

Investigation. The operator receives a topology change alert> and
turns to PRovP4’s analysis. Through the analysis, the operator
wants to answer the following investigative queries (IQs):

e 1Q1: Does the new link show any abnormal behavior? (generic
question)

e 1Q2: Are the P4 registers mapping consistent with the switch-
local and packet views? (program-specific question)

“In this case, the ONOS SDN controller’s LLDPLinkProvider module.
5Generated by ONOS’s TopologyManager.
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Figure 10: Relevant features for the link monitor register
query. The switch-local view of the link (S1-S3) appears dif-
ferent in both switches.

For 1Q1, the operator supplies the link end-points as initial ev-
idence, and invokes LINKTRACER to test link symmetry. PRovP4
compares PACKETOUT-PACKETIN control traffic at S3:port 1 and
Sl:port 1 using unique packet identifiers. As shown in Figure 8,
some packets sent from S3:PorT1 never arrive at S1:PorT1, reveal-
ing that the link is asymmetric and warrants further investigation.

For 1Q2, the operator checks whether SECAP’s data plane view
aligns with the packets observed at each port. The operator specifies
the relevant SECAP artifacts, i.e., mapping registers (port_mac_map,
port_ip_map) and the status register (vetting_over) to the MEmO-
RYTRACER query algorithm. Figure 9 shows the registers governing
switch-local port-address mappings. The outputs reveal that S1
and S3 hold inconsistent views of the same link: S3’s mapping reg-
isters are empty—indicating no traffic on its port, while S1 records
a mapping for PorT 1. The operator concludes that this mismatch
signals abnormal behavior.

Using the vetting_over register (Figure 10), the operator fur-
ther observes that SECAP treats S1:PorT1 as a non-switch link,
whereas S3:PorT1 is classified as a switch link due to receiving an
LLDP packet. The operator infers that a device on S3:PorT1 relayed
LLDP packets from S1:PorT1, explaining both the incorrect local
mappings and the observed link asymmetry.

Compared to prior approaches. Although FORENGUARD and P1-
coSDN observe ONOS control plane activity, they provide no visi-
bility into SECAP’s data plane port mappings or LLDP processing,
which would prevent IQ1 and IQ2 from being investigated. In con-
trast, PROVP4 enables direct querying of data-plane state, exposing
SECAP’s LLDP processing behavior.

Case Study 3: P4Knocking - Denial-of-Service (DoS)

System background. P4AKNocKING [95] offloads firewall function-
ality to the data plane by implementing the classic port-knocking
algorithm in P4. P4KNocKING utilizes stateful P4 registers to record
the sequence of successful knocks and forwards connections only
after all knocks are observed in order. Our case study focuses on
the data plane only implementation [7].

Threat model and attack scenario. Figure 11 illustrates the attack
topology. An adversary only needs the ability to inject or modify
traffic destined for the PAKNOCKING data plane. By tampering with
any packet in the knock sequence encoded as predefined TCP ports,
the adversary can force the state machine to reset, thereby prevent-
ing the legitimate client (H1) from completing the sequence and
connecting to the protected server (H2).
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30000 ) Server
Client € H2: 10.0.2.2
H1: 10.0.1.1

Figure 11: Experimental topology for the PAKNOCKING case
study. The adversary changes the correct knock sequence
from H1 (client) to H2 (server).
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Figure 12: Relevant features for the memory tracer query.
The knock count state machine received an incorrect se-
quence and reverted to start.

Investigation. The operator receives a complaint from a client about
not being able to connect to the server and provides the IP address
(10.0.1.1) as the initial evidence. The operator wants to answer
the following investigative query (IQ):

e IQ1: How does the knocking sequence appear from the perspec-
tive of the data plane?

For IQ1, the operator leverages PRovP4’s MEMORYTRACER to

query the state of the knock sequence register (stage_count) and
provides the 10.0.1.1 as initial evidence. The query output in Fig-
ure 12 shows the register advancing from state 0 (Start @) to
state 1 (first correct knock @) and then reverting to state 0 €.
The transition @ — @) reveals that the data plane received an
incorrect knock. By comparing this with the client’s original trans-
mitted sequence, the operator can infer that the knock sequence
was modified in transit, which caused denial of service.
Compared to prior approaches. Prior systems such as FORENGUARD
and P1coSDN fail to answer queries such as IQ1 because they lack
visibility into the P4 data plane, leaving practitioners unable to
conduct meaningful investigations. In contrast, PRovP4 captures
P4 state transitions directly.
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Table 4: Storage cost comparison for P1coSDN and ProvP4.
(P1coSDN values borrowed from P1coSDN’s performance
evaluation [81]).

Hops | System Storage cost Estimated cost for
(1 Flow) [KB] | 1000 flows [GB/hr].
1 P1coSDN 1.1 3.96
ProvP4 0.464 1.67
9 P1coSDN 1.7 6.12
ProvP4 0.640 2.30
5 P1coSDN 2.6 9.36
ProvP4 0.865 3.11
10 P1coSDN 43 15.48
ProvP4 1.342 4.83

8.2 Performance Evaluation
We further evaluate PRovP4’s performance overheads on:

o Storage: What is the rate at which PRovP4 generates provenance
metadata to store?

o Network performance: How much does PRovP4 impose addi-
tional latency overhead compared to a baseline without PrRovP4?

o Target overhead: To what extent does PROVP4 consume data
plane resources on the P4 target at runtime?

All the experiments were performed using an Intel Xeon E5-
2640 v4 3.400 GHz CPU with 64 GB RAM and Ubuntu 22.04.1 OS
with kernel version 5.15.0-56-generic. We conducted our evaluation
using four P4-based systems: Heavy Hitter (HH) [2], NETHCF [55],
SECAP [74] and P4KNOCKING [95]. The source code was obtained
from their respective official open source repositiories [2, 4, 7, 9].

HH is a representative pathological stateful program, which
performs per-packet stateful action (read and write). We used the
reference bmv2 software switch [17] for evaluation due to its wide-
spread popularity and common reference among P4-based system
implementations [27, 38, 43, 48, 56, 64, 72, 74, 92]. We used linear
network topologies to measure the network diameter’s effect on
provenance, similar to prior work [81].

Storage. PRovP4 maintains data structures to track artifact deriva-
tions. These structures are as numerous as stateful objects and
depend on the specific P4 program. Rather than measuring the
storage overhead of internal components, we measured the cost
of external provenance graph storage using two metrics: the rate
of new provenance node generation and file storage size. Finally, we
compare the storage cost of PRovP4 with P1coSDN [81].

Setup. To evaluate the steady-state average number of new nodes
generated per minute, we ran PRovP4 for 15 minutes across vary-
ing flow and network diameters, recording the events processed.
We periodically measured the number of vertices, edges, and the
size of the serialized provenance graph in compressed (gzip) DOT
format. For the experiments comparing PRovP4 with P1coSDN, we
used a reactive P4 forwarding program [6] to match P1coSDN’s
experimental setup.

Results. Figure 13 shows the storage cost results over varying
number of flows [81, 85]. On average for a 15-switch linear topol-
ogy with 1000 flows/min, PRovP4 produces 114,956 nodes/min
for NETHCEF, 37, 321 nodes/min for SECAP, 86, 791 nodes/min for
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Table 5: Resource usage comparison for different P4 pro-
grams. Here, CP usage: High (new per-flow), Low (indepen-
dent of flow), and Medium (using threshold). w/ProvP4 col-
umn refers to original program + PRovP4 instrumentation.

CcpP Total Extra | Extra
Program Usage Registers Actions|Metadata LoC
Orig. w/ProvP4 Orig. w/PrRovP4
NETHCF High 7 17 3 2 575 672
SECAP Low 11 18 3 3 1522 1585
HH Medium| 1 5 3 3 191 237
P4KNOCKING - 1 3 3 2 346 366

P4KNoOCKING and 114, 676 nodes/min for HH. HH’s node generation
rate is higher since it is performing per-packet state changes as a
pathological worst case. Figure 15 shows the compressed storage
cost in megabytes (MB). Given that HH’s generation rate is the
highest, the slope is correspondingly highest. We note that the
flow processing stop times are longer than 15 minutes, which we
determined was caused by a bug of duplicate acknowledgements
in ONOS outside of the scope of PrRovP4.

Table 4 shows the estimated storage costs for PRovP4 and P1-
coSDN. We found PrRovP4’s storage costs are 57% lower than P1-
coSDN. PrRovP4 generates less provenance than P1coSDN, though
we note that each system captures provenance at different layers
of the SDN environment.

Key Takeaways. Provenance storage depends significantly on the
P4-based system and scales with a network’s data plane diameter.
Network Performance. We measured the overall latency that
ProvP4 adds to packet processing, specifically the average round-
trip time (RTT) of sending traffic for host-to-host communication
with and without PrRovP4’s provenance instrumentation.

Setup. For HH, NETHCF, and P4AKNOCKING, we used a proactive
control plane—flow rules are directly installed to allow routing
across the network. For SECAP, we used a reactive® control plane
that utilizes the fwd (learning switch) ONOS application. We utilized
ping [8] and hping3 [3] to craft the necessary IP and TCP traffic
for their respective applications and repeated each for 15 trials.
Results. Figure 14 shows the average latencies imposed with and
without PRovP4, parametrized by the number of hops (i.e., network
diameter) and the P4 program running in the target switches. HH
with a network diameter of 3 imposed the lowest (best) absolute
and relative overheads across all configurations with an additional
0.052 ms (3.05%) cost imposed by ProvP4. NETHCF with a network
diameter of 10 imposed the highest (worst) absolute and relative
overheads with an additional 3.798 ms (26.7%). The increase in
overall latency is expected as the increase in network diameter (i.e.,
hops) requires additional provenance recording at each hop.

Key Takeaways. Across the systems and topologies evaluated, PRovP4
imposes a modest 3.05% relative latency overhead in the best case, a
0.052 ms absolute latency overhead in the best case, and a 3.798 ms
absolute latency overhead in the worst case.

Target Overhead. As PRovP4 uses registers and metadata to record
stateful events, we measured the associated memory overhead. Ta-
ble 5 summarizes the additional usage. For a P4 program with N
®In reactive forwarding, the first packet of a previously unseen flow always incurs a

higher latency as it does not match with any existing flow rules; the controller installs
flow rules to handle future packets of the flow at data plane line rates.
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registers, PRovP4 adds at most 2N+2 registers. Metadata and ac-
tion additions are constant, used for tracking available slots and
versioning. Provenance storage cost scales with the program’s state-
fulness. In practice, overhead can be reduced by avoiding overly
large register widths and leveraging external memory [51].

9 Related Work

SDN security. SDN security has been extensively studied, with
defenses targeting control-plane manipulation [94], link fabrication
attacks [29, 39, 41, 73], and race conditions [93]. These systems are
designed for OpenFlow-based architectures and operate primarily
from the controller’s vantage point. As a result, they lack visibil-
ity into data plane execution semantics and persistent state, and
cannot reason about attacks that exploit programmable, stateful
P4 pipelines. PRovP4 directly addresses this gap by observing and
analyzing attacks within the data plane itself.

Programmable Data Plane Security. A large body of work
demonstrates that complex security functions can be offloaded to
the PDP [22, 38, 45, 54, 55, 59, 74, 91, 92, 95, 96, 99]. These sys-
tems treat the data plane as an enforcement substrate and assume

12

benign or well-behaved inputs. Few papers explicitly consider ad-
versarial packet streams or malicious manipulation of data plane
state [24, 44, 52, 71, 79, 86, 98], and these focus on demonstrating
vulnerabilities rather than providing general-purpose observability.
Recent prior work, such as TAP4S [19], also explored a new type
system to perform information flow control analysis in detecting
security policy violations for P4 programs. PRovP4 is orthogo-
nal: it does not enforce a particular policy, but instead exposes
the causal structure of stateful P4 execution under attack. Remote
attestation [75] strengthens integrity guarantees for data plane
execution. Attestation alone cannot explain how or why an attack
manifests; PROVP4 provides this missing capability. Prior work such
as P4Auth [67] employs cryptographic primitives to secure the con-
trol channel against adversarial manipulation by a compromised
switch. However, such approaches operate under a fundamentally
different threat model; their defensive guarantees are orthogonal
to, and complementary with, those of ProvP4.

Provenance and Attack Analysis. Provenance has been widely
used for attack causality analysis in systems and networks [40, 62,
66, 76]. Early work focused on explaining forwarding and routing
decisions [26, 89, 100], while more recent efforts model the network
as an operating system and capture cross-plane dependencies [58,
80, 81, 83, 85]. Prior systems assume OpenFlow-based data planes
and abstract away the mutable state central to P4. Consequently,
they cannot capture causality in attacks that exploit P4 control flow,
registers, or custom state machines like PRovP4 does.

Network Verification and Debugging. Network verification [46,
49, 68, 97] checks correctness properties before or during execution,
and P4 verification [30, 31, 57, 87] detects known bugs. Verification
cannot diagnose emergent or adversarial behaviors at runtime. Net-
work debugging [35, 77, 78, 88] assists with performance diagnosis
but lacks P4 semantics. PRovP4 complements these approaches by
enabling runtime, attack-driven analysis of P4 data plane behavior.
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Conclusion

We introduced PRoVP4, a provenance-based cross-plane observ-
ability framework for investigating and analyzing P4-based PDP
attacks. By modeling the data plane’s stateful activities and in-
strumenting programs for provenance runtime collection, PrRovP4
constructs provenance graphs that empower operators to perform
state-aware investigative queries. PROvVP4 enhances the detection
and analysis of complex attack scenarios. Our performance eval-
uations demonstrate that PRovP4 incurs modest overhead, while
security case studies highlight its versatility in addressing various
data plane attack scenarios within P4 systems.
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A Ethical Considerations

This work focuses on the technical architecture of a provenance
collection tool and does not involve human subjects or the analysis
of sensitive user data. The provenance metadata collected consists
of system-level network state changes (e.g., registers and packet
metadata), which do not contain identity-revealing information
beyond that which would otherwise be routinely collected within
a network environment in which PRovP4 would be deployed (e.g.,
a controlled enterprise network setting). Furthermore, the tool was
evaluated using publicly available open-source code repositories for
P4-based systems. All experiments were conducted in controlled,
isolated environments using non-sensitive data.

B Open Science

The core contributions of this work are supported by the following
artifacts available at https://github.com/GUSecLab/ProvP4: PRovP4
codebase for data and control planes, written in Python3; instru-
mented P4 programs for the P4-based systems (NETHCF, SECAP,
HH, and P4KNOCKING); and evaluation test scripts and plotting
scripts for latency and storage costs.

C Detailed Provenance Model

Table 6 summarizes the PRovP4 provenance model objects (Nodes)
and interactions (Edges) among various data plane and control
plane objects, including common graph patterns representing P4
program semantics.
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Table 6: Complete PRoOVP4 provenance model.
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D Provenance Instrumentation Coverage

We define provenance instrumentation coverage as the ratio of in-
strumented stateful instructions to the total number of stateful in-
structions in a P4 program. After program instrumentation, PRovP4
achieves the following coverage for case studies: NETHCF (77%),
SECAP (100%), HEAVY HITTER (100%), and P4AKNOCKING (100%).
ProvP4 instruments registers but not counters, resulting in less
than full coverage of all stateful instructions for NETHCF. This
design choice does not meaningfully impact PRovP4’s reasoning
or querying capabilities, since counters must be accessed via the
control plane to affect data plane state changes, making data-plane
counter instrumentation unnecessary.

E P4 Program Instrumentation

We apply provenance instrumentation to SECAP [74] below:
1 apply{
2 // Retrieve the current epoch number
3 get_epoch_counter ();
4 // Data plane performs a register write
5 port_knocking_stage_count.write(
6 (bit<32>)meta.pk_metadata.index,
705
8 /* Start Provenance capture */
9 // Retrieve the next available slot
10 get_prov_index (INDEX_PROV_PORT_KNOCKING_STAGE_COUNT);
11 // Record the stateful metadata in the provenance register

meta.pk_metadata.stage

12 prov_port_knocking_stage_count.write(

13 meta.prov_index_val,

14 (bit<32>)meta.pk_metadata.index ++ meta.pk_metadata.stage ++
15 (bit<8>) 14 ++ (bit<8>)meta.current_epoch ++ (bit<1>) 1

16 )5

17 // Increment the current slot

18 increment_prov_index (INDEX_PROV_PORT_KNOCKING_STAGE_COUNT);

19 /* End Provenance capture *x/
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