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Abstract

Wk usea state-tansitionappmad to analyzeand com-
pare the core accesscontol medanismsthat are charac-
teristic of a varietyof trustmanajementaccessontol list,
and capability-basedystemsTheframevork, which char-
acterizesthe setof rights a subjecthas over an objectaf-
ter any sequenceof actions, is basedon abstiact system
states, state transitions, and logical deductionof access
contol judgments.We presentabstract modelsrepresent-
ing the accessontml portion of trust manaementaccess
contmol lists, andtwo versionsof capabilities,proving vari-
ouscorrespondencandsimulationrelationsbetweerthese
models. The main resultsinclude an equivalencebetween
acceszontol lists (ACLs)and capabilitiesviewedas rows
of the Lampsonaccessmatrix and the (proper) subsump-
tion of a form of ACLsby an “unforgeablerefeence” form
of capabilities. Theaccessontiol medanismat the heart
of distributedtrust managementsystemss formally shown
to providea tractablecompomisebetweerunrestrictedca-
pability passingfrom the capability modelsand easyrevo-
cationprovidedby accessontml lists. Theunderlyingsim-
ulations showhow trust manayementcompaeswith more
establishedccessontol mehanismsjndependentf fea-
turessud aslocal namespacesand certi cate authoriza-
tion hierarchies.

1. Intr oduction

Many approachego discretionaryaccesscontrol have
been proposed, studied, and implemented over the
years[12, 22, 2]. Trust managemenis an emeging ap-
proachbasedncryptographidkeys, signedcredentialsand
policies[5, 6, 7]. As an accesscontrol mechanismapart
from cryptographidssuesa characteristiof trustmanage-
mentis delegation a principal candelegyateaccesgo are-
sourceprovidedthattheprincipalhasbeengrantedheabil-
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ity to do so by the owner of the resourceor by somechain
of delgyations.Our goalin this paperis to studythe power
of delegation,in comparisonwith othermechanismsuch
astransferof capabilitiesin capability-baseanodels,and
prove preciserelationshipshetweentrust managemerand
other mechanisms.To this end, we presentprecisemod-
els of the abstracffeaturesof the accessontrol portion of
trust managementaccesscontrol list, and capability sys-
tems,and prove the existenceandnon&istenceof simula-
tion relationsbetweerthesesystems.

Lampsons accessmatrix [17], re ned by Harrison,
Ruzzo,and Ullman [14], hasbeenusedwidely asthe ba-
sisfor comparingearlieraccesgontrolmechanismswhile
theaccessnatrix is a usefulmodel,it is notsufciently ex-
pressveto accounfor propertieof delggationin trustman-
agementpr the way that capabilities(whenrepresenteas
unforgeable“tick ets”) canbe passedrom one userto an-
other We thereforeproposea newv modelof accessontrol,
basedon abstractsystemstates statetransitions,andlogi-
caldeductionof accesgontroljudgments Themainideais
simply to identify a setof abstrackystemstatesgachcon-
tainingthekind of informationthatwould be maintainedn
an accessontrol system. The importantpropertyof each
stateis the setof accessequestshatwill beallowedin this
stateandtheaccessequestshatwill beallowedaftersub-
sequentctionssuchasthetransferof a capability Theset
of allowed accessequestsnay be recordeddirectly in the
stateasin accesgontrollists, or derivedfrom propertieof
the stateby someform of logical inference.In this frame-
work, we compareaccessontrol mechanism$by compar
ing theresulting“abstractstatemachines, usingtraditional
forms of simulationrelationsfrom programminglanguage
andconcurrenyg theory

For eachpair of accesscontrol mechanismsye con-
sider the ways that the actionsof one mechanisncanbe
simulatedby actionsof another An interestingsubtletyis
whetherthe mappingbetweeractionsis one-to-oneor one-
to-mary. While a one-to-mag correspondencen which
oneactionin onemodelis equivalentin effectto asequence
of actionsin another may seema suitableequialencebe-



tweenmodelsthereis thepotentialfor thelattermechanism
to besubjecto attackshatcannotbecarriedoutagainsthe

rst model. Sincethis canbe preventedby enforcingatom-

icity of theimplementingsequencef actionsin the second
model,thedistinctionbetweerone-to-onendone-to-maw

simulationsmay provide usefulguidancen practice.

The main simulationresultsare summarizedasa setof
four diagrams eachshawing the existenceor impossibility
of one-to-oneandone-to-maw simulationsbetweeraccess
control models. In brief, the main resultsare that access
control lists are equivalentto capabilities,when capabili-
tiesareregardedasrows of anaccesgontrolmatrix. How-
ever, whenpropertieof the“unforgeabldicket” implemen-
tationof capabilitiesaretakeninto accountgcapabilitiescan
weakly (one-to-mag) simulateaccessontrollists, but not
corversely Trustmanagemerdystemsimodelecherewith-
out keys or namespacesgcanvary the delegationdepthto
strongly (one-to-onesimulatethe othermechanismspro-
viding a tractablecompromisebetweenunrestrictedcapa-
bility passingrom thecapabilitymodelandeasyrevocation
provided by accessontrollists. In this generalcase trust
managemensystemscan provide feasiblerevocation,and
we may identify trust credentialswith history-dependent
capabilities. More generally our study suggestshat trust
managemergubsume$oth earliermechanism# speci ¢
ways. Thesetheoremsdependon the exact natureof what
is consideredbsenable,andhighlight somesubtlediffer-
encedn capabilitysystemghatmightbeeasilyoverlooked.

Therestof this paperis organizedasfollows. Section2
de nes our model. Sections3 through5 formalize trust
managementaccesscontrol lists, and two modelsof ca-
pabilities. Section6 presentsa sequenceof resultscap-
turing the relationshipsetweenthesemodels,with anin-
terpretationin Section6.5. We make someconcludingre-
marksin Section7, andpoint out directionsfor furtherre-
search.Someadditionaltechnicalpointsandexamplesare
presentedh theappendices.

2. The State-Transition Model

An accesscontrol mechanisndecides,given a con g-
uration of the system,whethera subjectis allowed a cer
tain right on an object. For example,given a setof per
missionsat a web site, a web accessontrol systemmust
decidewhethera speci ¢ employeeof anorganizationcan
readawebpagehostedwithin thecorporaténtranet.While
authentications required,we will not considerthis part of
the accesscontrol mechanism. Therefore,an accesscon-
trol mechanisntomprisesa setof systemstates subjects,
rights,objects andanaccesslgorithm.Along with a setof
systemstatesanaccesgontrolmechanisnmalsoprovidesa
setof operationghat changethe systemfrom one stateto
another With theseconceptsn mind, our modelof access

controlmechanisméasthefollowing parts:

A world state whichis the partof the systemcon gu-
rationthatis relevantto theaccesgontrolmechanism,

A setof possibleactions eachof whichde nesatran-
sition mappingfrom world statesto world states.Ex-
amplesof actionsinclude,createaresourceallow ac-
cessfevoke accessandsoon,

An accesgudgmentwhich statesvhenoneobjectcan
accessanother This may be speci ed in the form of
logical inference,equialentto someimplementable
algorithm.Givenaworld state  , thejudgmentthat
subject canaccessheobject with right iswritten

In the remainderof the paper we will work with models
of trustmanagemengccessontrollist, andcapabilitysys-
temsconsistingof thesethreeparts. As suggestedbove,
the world stateswill include subjects rights, objects,and
associationsetweerthem,actionswill modify theseasso-
ciations,andaccesgudgmentswill specifytheaccessethat
areallowedin agivenstate.

Over time, differing versionsof each accesscontrol
mechanisnmhave beenproposedandimplemented.For ex-
ample,AFS [15] usesa ne grainedform of accesgontrol
lists, whereasclassicalUnix operatingsystempermission
bits canbe seenasa restricted,coarsegrainedform of ac-
cesscontrollists. Both systemsaddgroupsandde ne eval-
uationorders(seeExampleC.1in AppendixC). Proposed
capability-basedsystemg[18] vary in a numberof ways.
Themostsigni cant for our studyis thedifferencebetween
systemshat allow unrestrictedpassingof capabilitiesand
systemghatimposecontrolthroughreferencemonitorsand
indirection. Trust Managemensystemg6, 8, 5] are quite
recent,and have several variations. In orderto give pre-
cisecomparison®f somevalue,we have attemptedo iden-
tify representatie propertiesof eachclassof accesscon-
trol mechanismin particulay we analyzeandcomparethe
well-understoodcentralizedcontrol and easeof revocation
within accessontrol lists with the unrestrictedpassingof
capability systemswith newer trustmanagemengystems,
which allow for boundedielegation.

This work follows in the tradition of Kain and
Landwehr[16], althoughit provides a more preciseand
broadersettingin which to reasonaboutdifferentaccess
controlmechanismsSandhuandGantahave conductede-
latedstudieq23, 25, 24, 11] in thecontext of accessnatrix
modelsandtheir variants;our focushasbeenon studying
awiderrangeof differentaccesgontrolmechanismin the
sameformal framework, and the developmentof general
speci cationandcomparisortechniques.



3. Modeling Trust Management

TrustManagemenf7] is a relatively recentproposalfor
accesgontrol, in which anaccessequestis accompanied
by asetof credentialsvhichtogether(by transitive closure)
constitutea proof asto why the accesshouldbe allowed.
Resourcesnay grantaccessaswell asthe ability to fur-
ther delegatethat access restrictednumberof times. We
illustratethis by meansf anexample.

EXAMPLE 3.1 TheDoD Firewall Proxy

A classicexamplein thetrustmanagemerniiteraturegiven
in favor of delgyatingauthorityand reducingburdenon a
centralomnisciendirectoryof userds theDoD re wall ac-
cessscenario[10]. Insteadof enforcingstrict control by
a centraldatabasef users(accessontrol list), the same
endis soughtby a small root accessontrol list (contain-
ing saythe presidentministry of cials, andchiefsof staf)
and carefully de ned policiesimplementedby delegation.
For example, privatejoe may be ableto accessle foo
insidethe re wall becausé¢he secretaryf defenseallowed
ageneralo allow a captainto allow joe to accesshe le.
Lets denotethe objectscorrespondingo the secretary
of defensethe generalthe captain,andjoe by ,
,and respectiely (thesecouldbetheir privatekeys,
for example.)Thenwe canmodelthe accessontrolpolicy
describedabove by the pseudo-credentials

Allow foo read
Delegate  foo read
Delegate foo read
Delegate  foo read

Clearly, we may construct a proof of
Allow_Access foo read by a transitve closure
of the above credentials. Note that revocationof ary of
thesecredentialswould causethe accesgo fail. We will
formally comparethis with capability revocationlater in
thepaper

Currenttrustmanagemerdystemg6, 8, 5] includeother
featuredlike supportfor local namespacesand certi cate
authorizatiorhierarchies While theseadditionsareuseful,
andit is importantto understandhemformally [1, 13, 19],
they areorthogonalto the basicaccessontrolmechanism
atthe heartof trustmanagementThusour modelfor trust
managementomprisef thefollowing:
1. World State : The world statecontainsa set
of objects,a set  of rights andtwo maps (bounded
RootACL) and (boundedDelegate):

We do not specifya separatesetof subjectspachobjectcan
actasasubjectaswell, requestingaccessightson another

object. Accessto a right on an objectin a trust manage-
mentsettingis eitherdirectly allowed by the pairin
guestionpr is propagatedhy someonavho holdsthatright,
andwe modelthesewo casedythemaps and respec-
tively. In this senseaccesgropagatiorin thesesystemss
a hybrid betweenthe object-controlledaccessontrol list,
andthe subject-controlleadapability

speci es the setof objectswhich canaccess
right onobject , andthedepthto whichthey candeleggate
thatright. Thusif , then canaccess

right on object , and can delegatethat accessight to
anotherobject  which canthendelegateit to a maximum
effective depthof . The delegationactionwould be

modeledas . In generaif anobject
delegatesits accessight on to a delegateeobject
with depth , thenthesetof suchdelegationsis captured

by .

2. Actions: An actionspeci esatransitionfrom oneworld

stateto another For a givenworld state , we denotethe

resultof anaction thattakesthevectorof aguments by

. We assumehatthe world state 's components
beforethe actionaregivenby , , ,and , andafter
wardsby , , and . Foreachoftheactionsbelow,
we informally statewhatthe actionis supposedo accom-
plish, de ne it by anequationandthencheckto seeif the
equationmatchesour original intuition. The following ac-
tionsarede ned, togethemwith the world statecomponents
thataremodi ed (seetablel in AppendixB for asummary
of all actions):

Create(object): Object createsanew objecto.

Create where

The new object is addedto the setof objects , andthe
creator to the rootaclfor . Since created , it
is giventheright  of editing 's rootacl,andthe ability
to deleggatethatright to anyoneit wishesto. No oneelse
holdsary rightsto atthis point.
Add (to rootacl): Allow object
delegationpowersuptodepth .

Add

right onobject , with

where

The only statetransformationcausedoy the Add actionis

the addition of the pair to therootaclof . Since

this newly obtainedright hasnot yet beendelegated,the

map andotherstatecomponentsemainthesame.
Remaee(fromrootacl):Remoreobject 'saccesso right
onobject .

Remawe where



Again, the only changedirectly causediy the Remee ac-
tionis theremoval of from therootaclof , asre-
ected in theupdatednap . Notethat hasnotchanged
aftertheaction,eventhoughaccessepreviously delegated
through  will now fail.

Delgyate (accesgight): Object
access to delegateeobject
it furtherto depth .

delegatesits right to
, andallowsit to delegate

Delggate where

Theonly statecomponentirectlymodi ed by theDelggate
action,isthemap , whichis updatedo re ect theadded
delegationin theobviousway. All othercomponentgsemain
thesame.

Revoke (delegatedaccessight): Object  revokesits
previously delggatedright to access with delegation
depth from object

Revoke where

Again, the Revole actionchangesnly the delegationmap
in theobviousway. All othercomponentsemainthesame.
Delete(object): Object is deletedrom the system.

Delete

The Deleteactionremovesall instancesof object from
the system therebyremoving it from the setof objects ,
its rootaclsfrom themap , andall delggatedaccessights
toit fromthemap . In otherwords,themaps and are
updateddy restrictingtheirdomainsto and
respectiely.
3. AccessJudgment We specify the accesgudgment
asa logical judgment,given the following four inference
rules. The componentmapsof the world statecan be in-
terpretedas set-membershipredicates; is
true iff , and is trueiff
. Subject canaccesghe pair iff
it canproduceaproof of , forsome , from
thepredicateequivalentof theworld stateandthefollowing
fourinferencerules:

RootACL
Delegation

Ord1
Ord2

The rst two rulescapturethe rootaclanddelegationchain
mechanism®f obtainingaccessandthe last two capture
theintuitive orderrelationshipbetweerdelegationdepths.

We now modelaccessontrol lists andtwo versionsof
capabilitieswithin our framawork, so that we may make
comparisondetweerthesemodels.

4. Modeling AccessControl Lists

Access control lists are a very commonly deployed
mechanisnfor restrictingaccessusefulwhenthe “users”
of the resourceare known in advance. First introduced
for controlling le systemaccessn the operatingsystem
Multics [21] andin the CambridgeTitan Multi-AccessSys-
tem [4], accesds moderatedyy checkingfor membership
in the accesscontrol list (acl) associatedvith eachobject.
Simply put, an entity  (subject)can accessan entity
(object)if appearsn 'sacl. While implementation®f
this mechanismmay includeotherfeaturedik e groupsand
priorities, they areorthogonalto the coreaccessontrolde-
cision. Thusour modelfor accesgontrollists compriseof

thefollowing:
1. World State : TheWorld Statecontainsaset of
objects,aset of rights,aset of subjects , and
anaclmap ,

mappingeachobject/rightpair (henceforthreferredto asan
pair) uniquelyto a setof subjectswhich areallowed
thatright onthatobject. This setof subjects¢husformsthe
accesgontrollist (acl) for that pair.
2. Actions: An actionspeci esatransitionfrom oneworld
stateto another We assumehatthe world statebeforethe
action, , hascomponents , , ,and , andthecorre-
spondingcomponentsfterthe actionaregivenby ,
and . Thefollowing actionsarede ned,togethemwith
theworld setcomponentshataremodi ed (seeTablel in
AppendixB for asummaryof all actions):
Create(object): Object createsanew object .

Create

The new object is addedto the setof objects . Since
wascreatedby , weassumehat hastheright to
edit 'sacl; consequently is addedto the setof subjects
is updatedto includean emptyacl for eachright
associateavith , exceptthe right.
Allow (access)Allow subject right onobject .

Allow where

The action Allow adds to the setof subjects , andup-
dategheaclmap at toinclude , effectively adding



it to the acl. Thesets and areleft unchanged.
Revoke (access)Revoke subject 'sright onobject .

Revoke where

otherwise

Theaclmap is updatecht by removing from that
acl. Thesetof subjects is modi ed to accuratelycapture
thecurrentsetof objectswhich canaccesstleastone
pair. We use to denotethe natural extensionof the
usualinverseof map to subset®f range

Delete(object): Deleteobject from thesystem.

Delete

Thedeletionof removesit from boththe objectandsub-
jectsets,while keeping unchanged(The setof rights

is assumedo containall rightsthatmay ever beassociated
with objects,andthereforeit is retainedevenwhenno ob-
jectsremainfor a givenright.) Clearly, everythingin the
systemis unchangedexceptthat disappears.Thus, the
map is updatedby restrictingits domainandco-domain
to and respectiely. isno
longerde ned for ary , and doesnt appeairin ary
acl.

3. AccessJudgment Since is theaccessontrol
list associatedvith the object/rightpair , canaccess
thatrightiff it belongsto the -acl. Formally,

As anexampleapplication,we modelUNIX le access
controlin ExampleC.1 (AppendixC).

4.1 A noteon subjects

In the model abore, we have maintaineda distinction
betweerthe setsof objectsand(active) subjects.Formally,
we considera subjectto be anobjectwhich holdsa certain
right. In the caseof accesontrollists, a subjectis anob-
ject which appearsn the acl of at leastone object. The
effect of the actionson the setof subjectsshouldtherefore
be checledwith respecto this de nition of a subject. For
example,the Allow actiongivesaright to an object,which
is thenaddedto the list of subjectsasit now hasanaccess
right. For the samereasonwhena Revoke actionremoves
a subjectfrom the accesscontrol list of an pair, the
setof subjectanustbe updatedo possiblyremove thatob-
jectif it doesnt appearon ary otheracl. This is formally
capturedby the operator The actionsfor the modelsfor

capabilitiesare also speci ed to meetthe above de nition
of subject.

Note that this de nition of objectsand subjectsis in
no way coupledwith the modelingof otheraspectf the
accesscontrol mechanism—uwhats considereda subject
canbede ned independenthpy a system.Anotherchoice
could have beento stipulatethata subjectis a subjectirre-
spectve of whetheror notit currentlyhasaccesso an
pair. In this casewe would identify theset with the set
of activesubjects.

The distinctionbetweerthe setof objectsandthe setof
active subjectssenesa technicalpurpose. Speci cally, it
providesuswith a way to quantify the effectsof actionsin
the models,especiallyrevocation,by meansof a counting
argumentbasednthe cardinalityof thesetof subjectsWe
usethisto demonstratéheinfeasibility of simulationin cer
tain casesWhile the sameargumentcouldbe carriedout if
a differentde nition of the setof subjectswere used,the
de nition we adoptsimpli es theargument.

5. Modeling Capabilities

Capabilitybasedsystemdq18] provide a form of access
controlwheretheability to accessiresourceés synorymous
with the possessionf an unforgeableticket (or capability)
toit. Thisideacanberealizedin variousways. An oper
ating systemcould manageall capabilitiesassociatedvith
aprocessmaintainingthemin a separatestoreto preventa
userfrom forging them. Alternatively, systemssuchasthe
Communities.conk project[3] have proposeddentifying
capabilitieswith Javalanguageointers relyingontheJava
type systemto preventusersrom forging capabilities.

Anotherview of capabilitiesis often usedto describea
purportedequivalencewith accessontrollists. This view
is basedon the accesamatrix proposedby Lampson[17]
andstudiedfurtherby Harrisonetal. [14]. Theaccessna-
trix  isatwo-dimensionaiatrixwith object/rightpairsas
columns subjectsasrows, andtheentryin the th cell

determiningwhetherthe subjectin row hasaccesgo
the pairin column .

Thelist of subjectsn thecolumncorrespondingo is
calledits acces<ontrol list, andthe list of pairsin
arow correspondindo a subjectis its capabilitylist. Al-
thoughthe capability as rows view integratesnicely with
ACLs,theticketmodelmoreaccuratelyre ects thespirit of
mostcapability-basegroposals.



We will distinguish capabilities as tickets from the
Lampson-matrixcapabilities giving a modelof the former
in Section5.1 andthe latterin Section5.2. While differ-
entimplementationsf capabilitysystemsallow varyingde-
greef controlovercapabilitypassingywe consideioneex-
tremein onemodelandthe oppositein the other It is also
possibleto de ne othercapabilitymodelsin ourframework,
althoughfor simplicity we do notdo soin this paper

5.1 Capabilities asunforgeablebit strings

Our modelfor this view of capabilitiescomprisesf the
following:
1. World State : Theworld statecomprisef a set
of objectsaset ofrights,aset of subjects ,
aset of capabilitiesandtheticketandwalletmaps and

is the setof capabilities(or tickets) which canbe
usedto accesgight onobject . For asubject ,
denotests capability-list[9]; canaccesghe
for which it hasa capabilityin this list.

A capability is intendedto function as an unforgeable
ticket to accessa certainright on a certainobject, andto
thatendit mustbe hardto fashiononegivenan pair.
Here, we assumethe existenceof a capability-generating
function . Sincewe may have morethanone capability
per object/rightpair, a goodcapabilitygeneratingunction

mustbe collision resistanin additionto beingone-way.
Thus, . Notethat maybeidenti ed with

ontheintersectiorof theirdomains.
2. Actions: An action speci es a transitionrule between
two world sets. and aretheworld state

's component®eforethe action,andthe primedversions
aretheir counterpartafterwards. As before,we statewhat
an actionis supposedo do, de ne it in termsof a state
transformationand provide a justi cation thatthe two are
equivalent.

Create(object): Object

pairs

createsanew object .

Create

The creatingobjectis given |, the capabilityto generate
ary capabilityassociatedvith thenew object (i.e.,to call
for ary ), which canthenbe passedo other
subjects. This parallelsour justi cation for giving  the
edit-aclright  in theaclmodel.Consequently isadded

to the setof subjects.At this point, no otherobjectshold
this capabilityfor , andno other capabilitiesfor  exist,
whichis re ectedin theupdatedwvallet andticket maps
and respectiely.
Gererate(capability): The object
pability for the object/rightpair

generates new ca-

Gen

where Since wasableto generatea
capabilityfor , it musthave alreadyhadthe  capa-
bility, andis thereforealreadya subject. We assumehat
the ability to call  to generatea new ticket comeswith
the ability to cachetheresult,andhence is addedto 's
wallet. Hereonwards,this new capabilitymaybepassedo

otherobjects.
Pass (capability): Subject passeghe capability
for the object/rightpair to receving subject
Pass

This actionaffectsonly the capabilitylist (themap ) of
thesubjectreceving thecapability , which now contains
thepassedapability .

Remae (capability): The capability correspondingo
the object/rightpair is removedfrom the system.

Remore

The capability is ushed out of the system,removing it
from eachof: the setof capabilities , theticketssetasso-
ciatedwith the pair, andeachsubjects capabilitylist.
This operationmay reducesomesubjects'capabilitylist to
null, at which point they no longer shouldbe considered
subjects. (SeeSection4.1.)

Delete(object): Theobject is deletedfrom the system.

Delete

Thedeletedobject is ushed from theworld state,effec-
tively resultingin retainingsubsetof the componensets
andmaps whichmake noreferencdo it.
Notethatwe don't allow a Revoke actionfor capabilities.
The natureof capabilitybasedsystemamalesit infeasible



in generako implementrevocationunlesshe Passactionis
somehav monitoredithisis formalizedin Lemma6.5.

3. Accessludgment A subject canaccessight on iff
it possesseat leastoneof thetickets(capabilities)for that
object/rightpair. Formally,

As an example application, we model capabilitiesin
Amoeba[20] in ExampleC.2 (AppendixC).

5.2 Lampson matrix capabilities

For purposesf comparisonwe de ne a modelfor ca-
pabilitiesbasedon the rows of the Lampsonaccessnatrix.
Ouranalysiswill shav thatthis view is notthe sameasca-
pabilitiesasunforgeablebit strings. We modelthis view of
capabilitiesasfollows:

1. World State
of objects,aset
andamap

: Theworld statecomprisesof a set
of rights,aset of subjects ,

Themap associates subject with its capability list.
However, in contrastwith capabilitiesviewed as unforge-
able bit strings, an elementoccurringin a capability list
hereis nota rst classcapability More preciselyif
, then is the capability andnot

2. Actions: As usual,anactionis atransitionrule between
two world statesthe following actionsarede ned (seeta-
ble 2, Appendix B for a summary). and are
theworld state 's componentdeforethe action,andthe
primedversionsaretheir counterpartsifternards.

Create(object): Object createsanew object .

Create

Here s theright to changecapabilitiesfor the entire
object,which is givento the creatingobject , effectively
makingit asubject.In otherwords, cancauseaGrantor
Revoke of any capability of the form for arbitrary

and
Delete(object): Object is deletedrom the system.

Delete

Flushing from the systemeffectively resultsin retaining

subset®f theworld statecomponentets andmap

whichmalke noreferencdo it. Restrictingthe domainof

to correspondso removal of the -row from the

Lampsonmatrix, whereasrestriction of the co-domainto
correspondso removal of all -columns.

Grant (capability): Subject
accessight onobject .

is granteda capability to

Grant

The addition of to the capabilitylist associatedvith
, correspondso settingthe bit in the -columnof the
-row of the Lampsommatrixto 1.

Revoke (capability): The capabilityto accesgheright

onobject isrevokedfrom subject .

Revoke

The removal of from 's capabilitylist corresponds
to settingthe bit in the -column of the -row in the
Lampsommatrixto 0. is modi ed to capture 's new sta-
tus, dependingon whetherthe actionleavesit with a null
capabilitylist.
3. AccessJudgment A subject is allowedaccesgo the
pair iff belongsin the capabilitylist of . For-
mally,

Notethatthe above accesss allowed exactly whenthe bit
inthe -columnof the -row of theequivalentLampson
protectionmatrixis setto 1.

6. Comparing Modelsvia Simulation Relations

Eachof the accesscontrol modelshasbeenpresented
asa labeledtransitionsystem. For thosenot familiar with
the concept AppendixA explainsthe generalconceptof a
labeledtransitionsystemwith states , setAct of actions,
andtransitionrelation . In eachof our models, is the
setof possibleworld statesthe setAct is the setof actions
de ned for thatmodel,and is thetransitionrelationim-
plied by the actionde nitions. This providesuswith a nat-
uralwayto comparghesemechanismsyamely simulation
andbisimulationrelations(AppendixA) betweerthe vari-
oussemantics.

In orderto compareary pair of accesscontrol mecha-
nisms wewill try to simulateeachactionin onemechanism
by eitherasingleactionor asequencef actionsin another
More precisely given accessontrol models and

, we presentmodelfunctors, which are mapsbetween
theworld setsof and , denotecby
and respectiely. If is onesuchfunctor, then
our intentionis that be ableto simulatethe
changego , within the othermodel. This potentially
yields two model functorsfor every pair of mechanisms,
onein eachdirection.



The simulation theorems, and theorems stating the
noneistenceof simulations,not only allow usto compare
theexpressie powersof thesesystemsbut pinpointimple-
mentatiorrequirementshatmustbemetif securitypolicies
expressedn oneaccesgontrol vernacularareto be accu-
rately met within a systemwhich usesa differentaccess
control mechanism.The existenceof only a weak simula-
tion betweerntwo modelsimposesatomicity constrainton
the implementation ensuringthat the visible statesof the
implementatiorarethe correspondingveakly similar states
in the model. The infeasibility of simulatingspeci ¢ ac-
tions relieson countingargumentswe show thatfor these
actionsary simulatingsequencef actionsmustdependn
the size of the world state,thusviolating the requirements
for weaksimulation(seeAppendixA.)

DEFINITION 6.1(The Access-Containment elation)

Given two modelsfor accesscontmol and , and
world states and , we say that

is access-containeth if for any ,
the accessdecisions and

yield the sameresult. e denote
this by . (Notethat this impliesthat

)

DEFINITION 6.2 (Accessequivalence) We saythat world
states and inmodels and  foraccess
contmol are access-equalentif is access-contained
in andvice versa. Accesequivalencampliesthat
both world stateshavethe samesubjectsets,and exactly
the sameaccesseare allowedin eithermodel.

DEFINITION 6.3(Strongand Weak model containment)
Givenmodels and , if the accesscontainmentre-
lation between their models is a strong simulation
(AppendixA), i.e.,

and
and

then we say that model is strongly containedin or
stronglysimulatedby model . We denotethis by

. If theaccessontainmentelationis a many-stefsim-
ulation (AppendixA), i.e.,

and

and

thenwesaythatmodel
simulatedby model

is weaklycontainedn or weakly
. We denotethis by

DEFINITION 6.4(Model Equivalence) Two accesscon-
trolmodels and arede nedtobeequivalent
, when

for all pair of states and in the two mod-

els,which correspondo thesamereal world state In other

words, and are equivalentwhensubject canac-

cessthe pair in a stateof model  iff it canaccess
it in the correspondingstateof model

6.1 Comparing accesscontrol lists and Lampson
matrix capabilities

Considerarealworld systemobjectve  whichis mod-
eledas  usingaccessontrollists ( ), andas  us-
ing the capabilitiesas rows view ( ). For ary given
realworld stateof , therewill beworld sets in the
rst model, and in the secondmodel, capturing
the informationof interestabout . In both casescertain
actionsmodify the world set,and hencethe currentworld
setcanbe consideredo bethe effect of a sequencef ac-
tions,startingfrom aninitial world state.In otherwords,the
realworld system startedwith aninitial state , which
wasmodeledas and (say)in the two sys-
tems.We assumehatfrom anaccesgontrolpoint of view,

. A sequencef real world actionstook
thesystento state , andtherepresentationf theseactions
in the two systemgook and to and

respectiely. We will constructmapsfrom
to , andfrom to , to formally capturethe
relationshipbetweerthesetwo world states.The mapswill
be de ned by inductionon the sequencef stepsby which
theworld statewasarrivedat.

LEMMA 6.1

Proof. We de ne afunctor as
follows (we abbreviate by and by )

We claimthat is anaccessontainmentelationbetween
theworld statesof and

CLAaIM 6.1.1

Proofldea. Considerthelastactionin the evolution pathof
, andshow thattheaccess-containmerelationbetween

theworld states  and holds after the actionif it

holds prior to it. Shawing this for all possibleactionsof

providesthe different casesof this inductive proof.

(SeeAppendixD for the completeproof.)
For eachtransition in ,

in termsof exactly oneaction  and

ple, the caseof the de nition has

isde ned
. For exam-



and . Hence is astrongsimulation,andhence

LEMMA 6.2

Proof. Themap createdabove is a bijection,andwe can
prove in anidenticalmanner The
resultfollows. (SeeAppendixD for ade nition of J)

THEOREM 6.1

Proof. Follows directly from the de nition for accesson-
tainmentandtheabove two lemmaswhich shav thatworld
statesof onemodelareaccessontainedn the correspond-
ing world statesof the other Thus,asmechanisméor ac-
cesscontrol, capabilitiesviewed as rows of the Lampson
protectiormatrixandaccesgontrollistsareequialent,i.e.,
stronglybisimilar.

6.2 Comparing accesgontrol lists and capabilities
asreferences

ThefactthattheRemaeactionin hasnorealcoun-
terpartin leadsto thefollowing results.

LEMMA 6.3

Proof. We de ne a correspondencédunctor

asfollows (we abbreviate by
and by )
Create Create
Delete Delete
Allow Pass
Gen
Revoke Remawe
where is the capability that hasto the pair
We claimthat is anaccess
containmentelationbetweenrnthe world statesof and

CLAIM 6.3.1

Proof Sletch. Again, we considerthe last transitionin the
evolution pathof  , and shaw that for all possibleac-
tions, the access-containmemelation holds between
and after the actionif it holds before. Hence,by
induction,we aredone.

Sincethe Allow action of
tionsto simulateit, . This canalsobein-
ferredby consideringhe actionsneededn to simu-
latethe rst subjectthatis givena (nonedit-acl)right to an
objectin

requirestwo ac-

Note that the equivalentcapability systemshouldhand
out fresh capabilitiesfor eachAllow action authorizedby
the objectin , asspeci edin the caseabove.
Failing that,it would be hardto modelaclswith a capability
implementatiorbecausef the infeasibility of determining
which subjectsarevoked capabilitycorrespondso.

LEMMA 6.4
In otherwords, Act suchthat
and but
where is the correspondenciinctor between and

Proof. Considetthefollowing world state  in

Onemayimaginethatthis statewasthe resultof the supe-
ruser generatingcapabilities and to object and
handingthemoutto subjects and respectiely. Subse-
quently subject passedicket tosubject . Clearly,
thestate  of which correspondso is givenby

Remawing capability from
action)resultsin a state

(by the
whosecorrespondingstatein

, (say), cannotbe reachedfrom by ary sin-
gle action of Thus is reachedby the actions
and in ary order
LEMMA 6.5

Proof. We considerthe “cost” associatedvith carryingout
anactionin eithermodel,andshow thatin orderto reacha
correspondingtatein , afteraRemaeactionin ,
requiresa numberof actionsproportionalto the size of the
setof objects.Considerthefollowing statein



Here the capability to
jects

pair is held by sub-
, which hold no other capabilities. A
Remwe actionreduces to , areduc-
tion in size by . Sinceeachof the actionsin
changeshe setof subjectdy at mostone,the abore action
needs actionsin to simulateit. Thusary simu-
lating sequencaecessarilydependon , andfailsto be
awitnessfor aweaksimulation.Hence,

6.3 Accesscontrol lists and Trust Management

It is not possibleto simulatethe delegation feature of
trustmanagement a way thatallows for controlledrevo-
cation,leadingto anasymmetriaelationshipbetween
and . Thefollowing resultsexpresshis formally.

LEMMA 6.6

Proof. We de ne a correspondencegunctor
asfollows (we abbreviate by and

by ).

In otherwords,by settingthedelegationdepthto , thereby
renderingary delegationactionsineffective,we canembed

into . Weclaimthat is anaccessontainment
relationbetweertheworld statesof and
CLAIM 6.6.1

Proof Idea. The proof stratgy is identical to that of
Claim 6.1.1,and considerghe last actionin the evolution
pathof

For eachtransition in ,
ned in termsof exactly oneaction and
Hence isastrongsimulation,and

is de-

LEMMA 6.7

Proof. Considerthefollowing world state  in

Onemay imaginethat this statewas the result of a supe-
ruser delggatingitsright onobject tosubject ,who

furtherdelggatedit to . Thestate in which cor
respondgo is givenby:
TheactionRemaore in cannotbe sim-

ulated by ary single action of , but requiresboth
and . Intuitively, there-

moval of anobjectfrom arootacl(or therevocationof adel-

egation) rendersseveral previously allowed accessesoid,

andidentifying thesedeniedaccessesantake

actionsin the worst case. The next resultsstatesthis for-

mally.

LEMMA 6.8

Proof. As we did in Lemmat.5, we considerthe costas-
sociatedwith actionsin the two models,andshav thatthe
Remave actionof canrequireupto actions
in to reachan accessquvalentstate. This may be
seenby generalizingthe world statein the lastlemmato
containa delegationchainof depth . As aresult,ary can-
didatesequencef actionsfor simulatingtheRemore action
depend®nthecorrespondingtatein , andthusweare
done.

6.4. Comparing Trust Managementand capabilities
asreferences

Delegationin a trust managemenstyle of accesscon-
trol providesfor boundson propagatiorof accessights, a
propertywhich doesnt hold true for capabilities. In addi-
tion, it is possibleto meaningfullyrevoke accessarnywhere
in a delegationchainfor trust managementin contrastto
its infeasibility for capabilities. We formalizethis intuition
below.

LEMMA 6.9

Proof. We de ne afunctor as
follows (we abbreviate by and by )

We claimthat is anaccesgontainmentelationbetween
theworld statesof and



CLAIM 6.9.1

Proof Idea. As before,we considerthe last actionin the
evolutionpathof , andshaw thattheaccess-containment
relationbetweertheworld states  and holdsafter
theactionif it holdsprior to it. Shaving thisfor all possible

actionsof providesthe differentcaseof this induc-
tive proof.

Sinceeachactionin is simulatedby exactly one
actionof ,
LEMMA 6.10

Proof. Considerthefollowing world state  of

Thefollowing world state  of
to theabove.

is acces®quivalent

In orderto simulatetheaction

within , the capability mustbe removed from
and only. Thisrequires Passactionsto prop-
agatethe new capabilityto the subjects , mak-
ing ary candidatesimulatingsequencalependenbn
Hence,

6.5. Inter pretation of results

Theresultsof Sections$.1-6.4placeon aformalfooting
our expectationsabouttheseaccesscontrol mechanisms.
The modelswe considerhave actionsfor creatingnew ob-
jects,grantingaccess$o anobject,delegatingor transferring
accessandrevoking acces$o anobject. Consideringall of
theseactions,accessontrollists areequialentto capabil-
ities, when capabilitiesare regardedas rows of an access
control matrix. This is intuitively reasonableas acls are
justthecolumnsof thematrix. However, whenpropertieof
the “unforgeableticket” implementatiorof capabilitiesare
taken into account,capabilitiescan weakly (one-to-mam)

simulateaccesgontrollists, but notconversely Trustman-
agementmodeledherewithout keys or namespacesgcan
strongly (one-to-onesimulatethe othermechanismspro-
viding a tractablecompromisebetweenunrestrictedcapa-
bility passingfrom the capability model and easyrevoca-
tion provided by accesscontrol lists. This comparisonis
summarizedn Figurel.

The differencebetweenstrong (one-to-one)and weak
(one-to-mam) simulationss essentiallyatomicity of trans-
actions. In a strongsimulation,oneactionis simulatedby
one visible actionwhereasin a weak simulation,one ac-
tion may be simulatedby morethanonevisible action. If
multiple visible actionsareusedto achiese the sameendas
achieved by a single visible actionin anothermodel, then
anadwersaryinteractingwith the systemmay be ableto in-
terleave someof its own actions.While we have notinvesti-
gatedary potentialattackswe believe thatwhenonly weak
simulationis possible(as proved in several cases),some
form of forcedatomicityis requiredto achievze equivalence.
In commonterms,if thefunctionalityof accesgontrollists
is desiredwithin a capability-basedystem,for example,
thensomelocking mechanismmustbe addedto the capa-
bility systemin orderto accomplistsomeactions.Thismay
befeasibleif the systemis centralizedor implementedna
sequentiaprocessaror infeasiblein a distributedsetting.

Thekey actionsthatdistinguishthesethreemechanisms
are revocationand delegation. Eachmechanisnoperates
in the context of a systemcon guration which determines
the feasibility of theseactions. The modelfor accesson-
trol lists provides centralizedcontrol, therebymaking re-
vocationtrivial, anddelegationillegal. Capabilitysystems
modeledas unforgeablereferencespresentthe other ex-
treme,wheredelegationis trivial, andrevocationis infea-
sible. Thetrustmanagemennodelis ableto simulateboth
thesesystemdy settingthe delggationdepthto oneof two
extremes: or . Inthegeneralcase trustmanagement
systemgrovide a feasiblerevocationmechanismsincean
accesgequests taggedwith all the nodesalongthe dele-
gationchain. Our speci cation of the accesgudgmentin
this model (Section3) assumeshat the delegationmap
is availableglobally, sothatthe effect of local revocations
arere ectedin this global datastructure. In practice,this
points towardsthe needto ensure“freshness”of creden-
tials, by meanssuchasleasedor example.A resourcanay
alsocheckfor recentrevocations,with all the nodesalong
a delegationchainspeci ed in an accesgequest.To sim-
ulatethis behaior in a capability system,onewould have
to tag eachPassactionwith the identity of the sendeyor
otherwiseenforcethatanaccessequesto aresourcecame
backto it throughthe samePasschainthatgave the subject
the capability We may thusview a delggation credential
in a trustmanagemensystemto be the creationof a new
history-dependentapability, createdby the delegator, and
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Figure : All actions
Figure
Figure

Figure

usableonly by the delegatee. Theaccesgudgmentfor trust
managemenmay now beviewed asthejudgmentfor sim-
ple capabilitysystemswith anadditionalforwardtemporal
consisteng checkto seeif currentbeliefs of nodesin the
chainmatchthe onesexisting atthetime the capabilitywas
issued.

Three additional gures shav how the relationships
changeif we focuson speci ¢ subsetof actions. Ignor-
ing revocation, the accesscontrol list and capabilities-as-
rows modelscan strongly simulate capabilities-as-tichts,
with other relationshipsunchanged. Without delegation,
trustmanagemertiecomequialentto accesgontrollists
andcapabilities-as-ns, andweakly simulableby, but not
equialent to, capabilities-as-tickts, with other relation-
shipsunchanged Finally, if revocationanddelegationare
ignored thenall modelshecomesquivalentassimplemech-
anismdfor grantingandcheckingaccesgo objects.

7. Conclusionsand Further Work

Usingaframework basedn abstracsystenstatesstate
transitions,and logical deductionof accesscontrol judg-
ments,we comparefour approacheso accessontrol: ac-
cesscontrollists, two forms of capabilitymechanismsand
trustmanagementA generakonclusionis that,in aformal
sensetrustmanagementombineshe strongpointsof ac-

: Without capabilitypassing/reocation
: Without delggation
: Without revocationor delegation

cesscontrollists andcapability systems.Intuitively, thisis
becaus¢rustmanagemerdllows subjectgo delegaterights
to objectsin arevocablemanner

Theframavork andcomparisoriechniquesisedaregen-
eral enoughto analyzea variety of other accesscontrol
mechanismswe hopethat they will be useful in evalu-
ating new mechanismsespeciallyhybrids draving on the
strengthsof pre-eisting schemes. The analysisof these
mechanismsvith only someactive actionsallows usto iso-
late andbetterunderstandhe contribution of a certainfea-
ture to the overall strengthsand weaknessesf a scheme.
A distinction betweenone-to-oneand one-to-mag sim-
ulations betweenthesemechanismsoint to (and, hope-
fully, helpavoid) possiblepitfalls andsecurityloopholesin
retro tting a particularsecuritypolicy notoriginally meant
for a particularsecuritymechanism.

In particular we have usedour modelto de ne andclar
ify the equivalencebetweenaccessontrol lists and capa-
bilities, shaving how capabilitiesviewed as rows of the
Lampsonaccessnatrix, and the more honestcapabilities-
as-ticletsview, differ in their relationto eachotherandto
accesgontrollists. Our speci cationof trustmanagement
systemsshaws, in aformal manneyhow the depthof dele-
gationcanbe variedto captureboththe behaior of access
controllists andcapabilities.In thegenerakasetrustman-
agementsystemscan provide feasiblerevocation,and we



may identify trustcredentialswith history-dependentapa-
bilities.

Thereare a numberof promisingdirectionsfor further
investigation.One particularareaof interestis to incorpo-
rate naminginto the comparison.Proposedrust manage-

ment systemsinclude hierarchicaland local namespaces.

The functional behavior of thesefeaturescould be evalu-
ated,in comparisorwith othermechanismsyjsingthe gen-
eralapproactsuggestedh this paper In aforthcomingpa-
per, we modelthe namingaspectof distributedtrust man-
agemensystemsn a mannerthatcomposesvell with our
analysisof the core accessontrol mechanismhere. An-
other issueis the reliance on an external authentication
mechanism Accesscontrollists, for example,list subjects
thatareallowedaccessndthereforerely on someauthenti-
cationmechanisnto determineheidentity of a subjectre-
guestingaccessTrustmanagemerdndcapability-as-tickt
systemaisealternatemechanismsvhich do notrely onthe
sameform of externalauthenticatiormechanism.Perhaps
incorporatingtheseissueswill provide furtherinsightinto
therelative strengthsand possibleshortcomingof emeg-
ing trustmanagemergystems.
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A. Simulation and Bisimulation relations

A LabeledTransitionSystem(LTS) overasetof actions
Actis apair consistingof

1. A setof states , and

2. A ternaryrelation Act calledthetran-

sitionrelation.

Elements of the transitionrelation are also de-

notedby

DEFINITION A.1 Strong (one-stepksimulationand bisim-
ulation

Let beanLTS over a setof actionsAct Act,
andlet beabinaryrelationover . Then is calleda
strongsimulationover if, wheneer
if thenthereexists suchthat
and

We saythat stronglysimulates if thereexistsa strong
simulation suchthat

A binaryrelation over is saidto bea strongbisim-
ulationoverthelLTS if both andits corverseare
strongsimulations.We saythat and arestronglybisim-
ilar or strongly equivalent, , if thereexists a strong
bisimulation suchthat

DEFINITION A.2 Weak(many-step¥imulationandbisim-
ulation

Let beanLTSoverasetof actionsAct Act
Act , andlet be a binaryrelationover . Then s
called a mary-step simulation over if, whenever
if thenthereexists suchthat
and
We saythat simulates in mary stepsif thereexists a

mary-stepsimulation suchthat It is assumedhat

onlydepend®n andisindependenvf and . Inother
words,theaction in the rst LTS is alwayssimulatedby

thesequencef actions inthesecond.TS.

B. Models for accessontrol mechanisms

Tablesl to 4 summarize¢he modelsfor ACLs, two ver-
sionsof capabilitiesandtrustmanagementNotethatonly
changego the world statecomponentarespeci ed;a in
atableentry denotegestrictionof the correspondingom-
ponentin the obviousway.

C. Examples

ExXAMPLE C.1 (AccessControl Lists) Unix File Access

ClassicalUnix operatingsystemsuse a restricted,coarse
grainedform of accesscontrol lists to regulate accesso

varioussystemresources.For example,eachUnix le is

associateavith anowneranda group. (The groupassoci-
atedwith the le maybedifferentfrom thegrouptheowner

of the le belongsto.) Everyoneelsebelongsin a cateyory

calledother. Accessto a certainright associatedvith the

le (read(r), write (w), or execute(x))is moderatedria an

accesgontrollist expressedsavector A “-” in thevector
indicatesnoaccesswhereasr”, “w”, or“x” impliesaccess
to thecorrespondingight. For example,userjoe canread
andwrite the le foo below, but notexecuteit.

- Tw- rw- joe  mail foo
joe 's mail for
rights groups  everyone
rights else

Thus,aUnix le is associateavith avectorof nine bits
(for read write, andexecuterights)for its owner, group,and
for everyoneelse.

owner  group o orone

else

Here denotegheownerofthe le , isthegroupasso-
ciatedwith the le, and standgfor everyoneelse.Without
lossof generalityfrom the point of view of this modeling,
we considerthereadright on Unix les.

Unix speci es thatauser canreadle if it is either
the ownerandthe owner hasreadpermissionpr it belongs
to thegroup , andthegrouphasreadpermissionpr if ev-
eryonehasreadpermissionon the le, in thatorder For-
mally, readaccesss the valueof the expression:

if then
else
if then
else

which is equivalentto

Any completemodel of Unix will include constructs
(usersgroups,locks, systembits) over andabove thosein



Create

Allow

Revoke

Delete

Table 1. Access Contr ol Lists

Create

Grant

Revoke

Delete

Table 2. Lampson matrix capabilities

Create

Gen

Pass

Remaore

Delete

Table 3. Capabilities as unforgeable bit strings

Create

Add

Remore

Delegate

Revoke

Delete

Table 4. Trust Management



our modelfor accessontrol. We assumeéhe existenceof
thepartialmaps

Owner and
Group
andtheset (for “everyoneelse”). Theintentionis
thatOwner betheobjectcorrespondingo the owner of
le ,and bethesetof objectsin thegroupassociated
withthe le . The le belongsin the setof objects,and

theabore mapsarepartialbecaus¢hey make sensenly for
les (actuallyotherUnix entitiesaswell, but certainlynot
all of them).

Notethatthemechanisnior Unix le accesslikeall ac-
cesscontrollist implementationsseparatethe accesson-
trol questioninto

mapping the subject to the subjectsof ACL en-
tries (in the caseof Unix, determiningwhether
, or ), and

determiningthe precedencef the ACL entries. In

Unix, thereis an if-then-elseorderingof testson the

accesdits. Thus, if and , thenaccess
shouldbedeniedevenif and

The rst of thesetwo is modeledwith accesscontrol list
mapsfor eachof thethreebits, and . Clearly,

Owner

whereconjunctionis interpretedasthe entiresetor nothing
dependingon the accessontrol bit. Combiningthis with
theif-then-elseconstructwe getthe formal expressiorfor
whenaUnix subject canreada le

While our modelfor aclsis powerful enoughto formally
model the accesscontrol mechanism,as demonstrated
above, ary real systemwill needto be compiledinto this
description. For anexampleof a le systemwhich uses
ne grainedaccesgontrollists, seeAFS[15].

ExXAMPLE C.2 (Capabilities asunforgeablebit strings)
Spassecapabilitiesin Amoeba

The distributed operatingsystemAmoeba[20] usesone-
way functionsto computecapabilitiesfor objects. Each
objectcan be assumedo be managedy a sener, which
males the port for accessinghat object public. Clients

(subjects)communicatewith the objectby sendingit mes-
sagescontainingthe necessarycapability i.e., a bit se-
guencecontainingthe port number , the objectname
the setof rights  thatthe capability correspondso, and
arandomnumber generatedy the sener managinghe
object.For example,to createa le foo , userjoe useshis
account-logircapabilityto login, directory-writecapability
to createa le, andpossessethe capabilitieso modify this
le attheendof this sequencef operations.

This situationcanbe modeledn a straightforward man-
nerby using asthe sener's one-way function and

asthe capability Theticketmap andsetof ca-

pabilities is storeddisjointly at eachof the seners,and
thewallet residedn eachclient's own space.

D. SampleProofs

Proof. (Lemma6.1.1) We prove this by induction on the
evolution pathof . If

, thenwe shov that
for all possibleactions . The different
casego consider(basednthelastaction ) are:

is a path, and

1. (Base)Thecongruenceassumption
impliesthelemmafor this case.

2. (Create)Theonly new accesghatis valid in over
is . Hencewe only needto check
if

or, equivalently; if

But this is true by the de nition of CreatdTable 2).
Also, sincethis action doesnot revoke ary previous
allowedaccessem the model,we aredone.

3. (Delete)The accesseallowedin aretheaccesses
allowedin which do notreferto . Hencewe
needo checkthatexactlythesameaccessearedenied
in . Thisfollows directly from the de nition of
Deletein Table 2, asall capabilitiesto areremoved
from the systemandeverythingelseis untouched.

4. (Allow) Again, the only new accessvalid in over
is . Correspondinglyin the
model,
since . As no accessearerevoked, we
aredone.



5. (Revoke) Theaccesseallowedin aretheaccesses

of except . Hencewe needto
show that the accessesf arethe accessesf
except . But this follows directly

from thede nition of Revoke(Table?2).

Proof. (Lemma 6.2) The following functor
actsas an accesontainmentelation
betweertheworld statesof and

It canbe shovn by inductionthat

in amannersimilar to theproof of Lemma6.1.1.



