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EMERALD™ eXpert-BSM™ Evaluation
Edition Release

This document describes the license and distribution terms for the release of eXpert-BSM
evaluation edition. See the EMERALD software distribution web page
http://www.sdl.sri.com/emerald/releases/ for further information regarding follow-on
releases. See the end of this Section, Contact and Experience Reporting Information, for
pointers on where to send questions, bug reports, and detected attack summaries.

Your responsibilities as an EMERALD eXpert-BSM User

There is no charge to use this application. Support for this evaluation edition is very
limited in that the EMERALD team is not able to provide individual support. However,
technical support is provided to licensees of the advanced version of eXpert-BSM, called
eXpert-BSM Enterprise Edition, which is directly available for licensing from SRI
International  (contact emerald@sdl.sri.com for pricing information and licensing
conditions).

By agreeing to the online version of the Software Distribution Agreement and
downloading and using eXpert-BSM evaluation edition, you have agreed to the following
terms and conditions:

e You will adhere to the Software Distribution Agreement below.
e You will adhere to the Reporting and Feedback Agreement below.

Software Distribution Agreement

U.S.A. Government Purpose Rights

Contract No.: F30602-96-C-0294
Contractor Name: SRI International
Contractor Address: 333 Ravenswood Ave.

The Government's rights to use, modify, reproduce, release, perform, display, or disclose
this software are restricted by paragraph (b)(2) of the Rights in Noncommercial
Computer Software and NonCommercial Computer Software Documentation clause
contained in the above identified contract. Any reproduction of this software or portions
thereof marked with this legend must also reproduce the markings.
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Non-U.S.A.-Government Use Rights

THE FOLLOWING IS A LICENSE AGREEMENT RELATING TO THE
ACCOMPANYING SOFTWARE. CAREFULLY READ ALL OF THE
AGREEMENT'S TERMS AND CONDITIONS BEFORE PROCEEDING. IF YOU DO
NOT AGREE TO SUCH TERMS AND CONDITIONS AND INDICATE YOUR
ACCEPTANCE BELOW, YOU WILL NOT BE PERMITTED TO USE THE
SOFTWARE.

By having clicked the YES box on the eXpert-BSM evaluation edition registration and
download page of SRI’s website, you have agreed to the following provisions as a
condition precedent to your possession and use of eXpert-BSM, an evaluation version
software program for a Solaris Host-Based Intrusion Detection System (the “Program”)
from SRI International (“SRI”), pursuant to the California Uniform Electronic
Transactions Act.

1. Authority. You represent that you are either acting as an individual person on your
own behalf or that you are acting on behalf of your employer and are authorized to accept
these terms and conditions on its behalf (in either case hereinafter referred to as “you”).
You agree that you have read and understand this Agreement.

2. Copyright. This Program is owned by SRI and is protected by United States copyright
laws and international treaty provisions. Therefore, you must treat the Program like any
other copyrighted material.

3. Grant of License. SRI hereby grants to you a nontransferable and nonexclusive license
to possess and use the Program in accordance with the terms and conditions of this
Agreement. The license authorizes you to use the Program on one computer or network
system and SOLELY for your personal use and evaluation. You agree that you are
licensing the Program for its end use only and not for resale or redistribution.

3.1 This license authorizes you to use the Program solely in accordance with this
Agreement. You shall not sell, lease, assign, transfer, sub license, disseminate, modify,
translate, duplicate, reproduce or copy the Program (or permit any of the foregoing) or
disclose the Program or any information pertaining thereto any other party without the
prior written consent of SRI.

3.2 You may not reverse-assemble or reverse-compile or otherwise attempt to create the
source code from the Program.

4. Confidentiality. = You acknowledge that the Program, including the related
documentation and any new releases, modifications and enhancements thereto, belongs to
SRI, and that SRI retains all right, title and interest in and to the Program. You further
acknowledge that the Program and information relating thereto constitute valuable trade
secrets of SRI. You agree to comply with the terms and conditions of this Agreement
and agree to treat the Program as the confidential and proprietary information of SRI.
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5. Disclaimer of Warranty. This Program is pre-release code and as such may not operate
correctly and may be substantially modified prior to first commercial release. SRI does
not guarantee service results or represent or warrant that the Program will be completely
error-free. The Program is provided by SRI “AS IS”.

5.1 SRI HEREBY DISCLAIMS ALL WARRANTIES OF ANY NATURE, EXPRESS,
IMPLIED OR OTHERWISE, OR ARISING FROM TRADE OR CUSTOM,
INCLUDING ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
NONINFRINGEMENT OR FITNESS FOR A PARTICULAR PURPOSE.

5.2 SRI SHALL NOT BE LIABLE FOR DAMAGES OF ANY KIND, INCLUDING
GENERAL DIRECT, SPECIAL, INCIDENTAL AND CONSE-QUENTIAL
DAMAGES, RESULTING FROM OR ARISING OUT OF THIS AGREEMENT OR
YOUR USE OF THE PROGRAM.

6. Indemnity. You shall be solely responsible for the supervision, management and
control of your use of the Program and any related products and documentation. You
hereby indemnify and hold harmless SRI and its affiliates (the “Indemnified Parties”)
against any loss, liability, damages, costs or expenses suffered or incurred by the
Indemnified Parties at any time as a result of any claim, action or proceeding arising out
of or relating to your use, operation or implementation of the Program. For purposes of
this Agreement, affiliate means any Company division or subsidiary or any other entity
involved in the manufacture of the Program.

The Indemnified Parties shall not be responsible, and you shall have no recourse against
the Indemnified Parties, for any loss, liability, damages, costs or expenses which may be
suffered or incurred at any time by you as a result of your reliance upon or use of the
Program, or as a result of any claim, action or proceeding against you arising out of or
relating to the use of the Program, or as a result of your defense of any such claim, action
or proceeding.

7. Term and Termination. Your license term is for a period of the lesser of one hundred
and eighty (180) days after downloading the Program or until January 31, 2003.
Subsequent one hundred and eighty (180) day periods under this license may be granted
at SRI’s sole discretion through your use of your assigned password (see web page
instructions), in which event the terms and conditions of this license agreement shall
remain in full force and effect. SRI may otherwise immediately terminate this license
upon notice to you, whereupon you shall immediately destroy all copies of the Program.
Upon the natural expiration of the initial license period of this agreement, the Program
will automatically cease to function.

8. Reporting. At least once during the license term you shall report back to SRI your

experiences with the use of the Program (see Contact and Experience Reporting Section
below for feedback address).
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9. Applicable Law. This Agreement and any disputes arising hereunder shall be
governed by the laws of the state of California, United States of America, without regard
to conflicts of laws principles. The parties hereby expressly exclude the application of
the U.N. Convention on Contracts for the International Sale of Goods to the Agreement.

Reporting and Feedback Agreement

EMERALD eXpert-BSM is made avaialble for your use in the spirit of free software
evaluation and for the improvement of security across all computing environments. As a
downloader and user of this software, you agree to the following terms and conditions:

1. Tell us your experiences using this software. Let us know if eXpert-BSM
leads to the detection of any security compromises in your site. If so,
plesae tell us which alert name(s) succeeded in providing useful
detections. Tell us if, in your environment, any rules are encountered
which repeatedly misfire on what you consider to be normal operating
functions.

2. Tell us of any suggestions you may have in additional attack heuristics
that you would like us to incorporate in future versions of eXpert-BSM

3. Tell us of any documentation errors, script failures, or system errors that
you experience while using eXpert-BSM.

See Contact and Experience Reporting Information for information on how to submit
feedback and bug reports.

Contact and Experience Reporting Information

If you experience problems or locate a problem in eXpert-BSM, please inform us using
our address emerald-release@sdl.sri.com. We will do our best to incorporate fixes to
your problems in the next release of EMERALD eXpert-BSM. We regret that individual
end user support is not possible in this evaluation edition release. For other questions
regarding the EMERALD program and the availability of other specialized security tools,
you may contact the EMERALD Program Director, Phil Porras, at porras@sdl.sri.com.

For users requiring technical support for eXpert-BSM evaluation edition, direct all
questions regarding special arrangement support agreements and licensing conditions to
emerald-support@sdl.sri.com.

Please direct all experience reporting and feedback discussed in the Reporting and
Feedback Agreement to emerald-feedback@sdl.sri.com.
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