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Abstract

PLAN is alanguagedesignedfor programmingactivenetworks,andcanmoregenerallybe
regardedasamodelof mobilecomputation.PLAN generalizestheparadigmof imperative
functionalprogrammingin anelegantway thatallows for recursive, remotefunctioncalls,
andit providesaclearmechanismfor theinteractionbetweenhostandmobilecode.Tech-
niquesfor specifyingandreasoningaboutsuchlanguagesareof growing importance.In
this paperwe describeour speci�cationof PLAN in therewriting logic languageMaude.
Weshow how techniquesfor specifyingtheoperationalsemanticsof imperative functional
programs(syntax-basedsemantics)andfor formalizingvariablebindingconstructsandmo-
bile environments(CINNI calculus)areusedin combinationwith thenaturalrepresentation
of concurrency anddistribution providedby rewriting logic to develop a faithful descrip-
tion of the informal PLAN semantics.We also illustratethe wide-spectrumapproachto
formal modelingsupportedby Maude:executingPLAN programs;analyzingPLAN pro-
gramsusingsearchandmodel-checking;proving propertiesof particularPLAN programs;
andproving generalpropertiesof thePLAN language.

1 Intr oduction

In [24] we have reportedon our experiencewith therewriting logic [23] language
Maude[2] in the context of active networks. In that paperwe have includeda
very brief overview of the applicationof Maudeat two very different levels of
the active network infrastructure,namely in the object-orientedspeci�cation of
theAER/NCA protocolsuiteandin thespeci�cationof thePLAN active network
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programminglanguage.In this paperwe presentthesecondapplicationin greater
depthandwith a particularemphasison the following two aspects:(1) theuseof
operationalsemanticstechniquesfrom programminglanguagetheoryaugmented
with theCINNI explicit substitutioncalculus;and(2) thewide-spectrumapproach
to formal modelingsupportedby Maude. We begin with a brief introductionto
activenetworksandPLAN.

What are ActiveNetworks?
On the web site of the Switchware Project [11], a projectconcernedwith the

designandtheimplementationof anactivenetwork infrastructure,we �nd thefol-
lowing explanation:

Activenetworksexploretheideaof allowing routingelementsto beextensively
programmedby the packets passingthroughthem. This allows computation
previously possibleonly at endpointsto becarriedout within thenetwork itself,
thusenablingoptimizationsandextensionsof currentprotocolsaswell as the
developmentof fundamentallynew protocols.

Activenetworksarenetworkswith nodesthatdo not operateaccordingto a �x ed
scheme(e.g.asconventionalrouters)but areinsteadfully programmableandpro-
videexecutionenvironmentsfor programsthatcanbereceivedfrom othernodesvia
thenetwork. Activenetworkscanbewired,wirelessor hybridnetworks.Onemay
think of activenetworksasageneralizationof conventionalnetworksandasastep
towardgreater�e xibility: Packets,whichareinterpretedby routersin conventional
networksfollowing rigid schemes,becomeprograms,which areexecutedin active
networks in a universalfashion.See[31] for a survey of active network research
andtherecentDARPA conferenceson thissubject[3,4].

What is PLAN?
The PLAN web site [10] introducesPLAN asa Packet Language for Active

Networkswith thefollowing explanation:

PLAN is aresource-boundedfunctionalprogramminglanguagethatusesa form
of remoteprocedurecall to realizeactivenetwork packetprogramming.It is part
of theSwitchWareProject.

PLAN [13,12,25,14,19], is an imperative functional languagesimilar to ML, but
hasa numberof additional features,suchas remotefunction executionand re-
sourceawareness.Remotefunctionexecution,meansthatfunctionscanbeinvoked
in suchawaythattheexecutiondoesnot takeplacelocally but in theexecutionen-
vironmentof a differentnetwork node.To thisend,thefunctioncall is treatedasa
so-calledchunk,i.e.asapieceof data,which is transmittedto thedestinationnode
by meansof apacket. Resourceawarenessrefersto amechanismwhichkeepstrack
of computationalresourcesandensuresthatall PLAN programsareterminating.In
addition,PLAN programsinteractwith their hostnodesthroughservicepackage
interfaces. Basic servicesinclude provision of information aboutlocal network
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topology, local nodeproperties,time,androuting. Otherpossibleservicesinclude
residentdataservicesfor (time-limited)datastorageandretrieval.

Our sourcesfor theinformal semanticsof PLAN included(in additionto con-
versationswith membersof the Switchwareteam)the PLAN speci�cationdocu-
ment [17] and the paper[19] (a fairly detaileddescriptionof an operationalse-
mantics),an abstractversionof PLAN for reasoningaboutsecurity[18], andthe
PLAN programmersguide[15]. We have speci�ed a moregenerallanguagethat
we call the extendedPLAN Language(brie�y xPLAN). xPLAN is basedon the
full call-by-value � -calculus(alsoknown as � -calculuswith eagerevaluation)and
unrestrictedrecursion,whereasthefunctionalcorelanguageof PLAN is similar to
a �rst-order fragmentof ML but only allows a form of boundedrecursion. This
generalizationleadsto asyntactiallysimpler, moreelegantmodelwith many inter-
estingpossibilitiesfor mobile code. The of�cial PLAN languagemapsnaturally
to a subsetof xPLAN de�ned by simplesyntacticrestrictions.The main restric-
tion, which ensuresterminationof PLAN (andcorrespondingxPLAN) programs,
is thatrecursivecallscanonly occurinsidechunks,andthelocalor remoteinvoca-
tion of a chunkreducesthecomputationalresourcesavailableby at leastoneunit.
Furthermore,forwardinga packet to the next hop consumesoneunit so that the
standardhop counterschemeto avoid nonterminationof routing is subsumedby
thisconcept.

Ourspeci�cationfully capturestheintentof thespeci�cations[17] and[18], but
hasthebene�t of beingbothformal andexecutable.Furthermore,aswe will illus-
tratebelow, this speci�cationcanbeusedat very differentlevels[5] rangingfrom
executionof testcon�gurations,symbolicsearch,andmodelcheckinganalysisto
veri�cation of generalpropertiesof programsandof thelanguageitself.

2 PLAN in Maude

Ourspeci�cationis organizedin threemainparts:syntax;network; andsemantics.
Thesyntaxpart is a fairly direct formalizationin Maudeof thesyntaxof xPLAN
asan algebraicdatatype. The network part modelsbasicnetwork conceptssuch
aslocations,addresses,connections,androuting,with the minimal detail needed
for thePLAN speci�cation.Thesemanticpart is theheartof thematter. Themul-
tilevelconcurrencyof activenetworksis verydirectly re�ectedin thecomputation
statewhich is structuredto provide clearboundariesfor the scopeof effectsand
informationaccess.

� A network con�guration is modeledasamultisetcontainingnodesandpackets.
� With eachnodewe associatea multisetof processeslocal to the node,which

serve asexecutionenvironmentsfor programsandcanthemselvesexecutecon-
currentlywithin thenode.

� Eachprocessencapsulatesthelocal stateof theexecutionenvironmenttogether
with anabstractreductionmachine.
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Therulesaregroupedaccordingto theirscope.To specifytheabstractmachinewe
usea generalapproachsuitablefor functionallanguageswith side-effectswhich is
basedon[8,16,22]. Themainideais thatthereductionstateof theabstractmachine
is a pair, consistingof a reductioncontext (i.e. anexpressionwith a hole)andthe
expressionto be reducedin this context. Furthermore,the speci�cationusesthe
CINNI calculus[28] to specifythebindingstructureof the language.CINNI is a
generic�rst-order calculusof explicit substitutionsthat is parametricin theobject
languageand that doesnot abstractaway the namesof variables.� The speci�-
cationis considerablysimpli�ed by formalizing environmentsdirectly asexplicit
substitutions,therebyeliminatingtheneedto treatenvironmentsexplicitly in mul-
tiple places.

�

It alsogivesan elegantsolutionto the subtleproblemsof binding
andenvironmenthandlingin thecontext of recursive remotefunctioncalls.

2.1 Syntax

Theabstractsyntaxof xPLAN usesCINNI notationfor boundvariables.De�ning
(binding) occurrencesof variablesare representedas identi�ers. A referencing
occurrenceof avariableis written

�������

andrefersto the
�

-th de�ning occurrence
of

�

(countingfrom the insideandstartingwith 	 ). Presupposinga sort Nat of
naturalnumbers,andasortof identi�ers Id , this is formalizedby thedeclarations:

sort Var .
op _ 
 _ � : Id Nat -> Var .

ThesortConst containsconstantsfor built-in dataobjects,andconstantsfor func-
tions, services,etc., which areclassi�ed into constructors(sort Cstr ) andnon-
constructors(sortNonCstr ).

sorts Cstr NonCstr Const .
subsorts Cstr NonCstr < Const .
ops Nil Dummy : -> Const .
ops Pair Cons Chunk Foldr : -> Cstr .
ops Foldr Foldl Hd Tl : -> NonCstr .

Foldr andFoldl provide the ability to iterateover a list. In contrastto gen-
eral recursionusingLetRec (seebelow), thesetwo functionsprovide a form of
boundedrecursionthat is always terminatingand hencenot charged againstthe
computationalresourcesavailableto theprogram.Thebasicdatatypesof PLAN
aremodeledby injectingthecorrespondingMaudesortinto theConst sort.Thus
they are isomorphicto, but not confusedwith, the Maudesorts. Apart from the
standardMaudesortswe presupposea sortAddr of hostaddresses.Thehostad-
dressis notnecessarilyuniquefor agivenhost,becauseeachhostcanhaveseveral
network devicesandeachof thesehasanassociatedhostaddresss.

�

This is in contrastto presentationsof 
 -calculusmodulo � -conversionor presentationsbasedon
deBruijn indices.In bothof theserepresentationstheinformationaboutnamesis lost.

�

This is in contrastto for instanceSECDmachines,which carry the environmentasan explicit
component. In the explicit substitutionapproachenvironmentsare not accessibleas a machine
componentbut insteadimplicitly eliminatedassoonaspossiblethanksto theCINNI equations.

4



���������
	���
���	����������

op Bool_ : Bool -> Const .
op Int_ : Int -> Const .
op String_ : String -> Const .
op Addr_ : Addr -> Const .
op Key_ : Int -> Const .

Thereareconstantsfor eachof the servicefunctions. Someexamplesaregiven
below.

ops GetRB GetSource GetSrcDev : -> NonCstr . *** Proc. level
ops ThisHostIs GetNeighbors : -> NonCstr . *** Node level
ops OnNeighbor OnRemote : -> NonCstr . *** Packet creation
ops Exists Get Put : -> NonCstr . *** Data Repository

TheservicecallsGetRB ��� , GetSource ��� , andGetSrcDev ��� areusedto access
informationaboutthecurrentprocess,namelytheremainingamountof computa-
tional resources,theaddressof theoriginatinghost,andtheaddressof thenetwork
device at which the packet arrived that initiated the currentprocess.The service
ThisHostIs ����� checkswhethera given address� refers to a network device
local to the currentnote,andGetNeighbors ��� returnsthe list of neighborsof
the currentnode. OnNeighbor ���	��


�
��������������� �����������

� invokesthe given chunk
�	��


�
�

at a neighbor
�����	�

using
�����

asthe outgoingdevice andpasseson
� ���

of
its resourceunits for sendingthe packet containingthe chunkand for its execu-
tion on the remotenode. OnRemote is similar but allows executionon arbitrary
nodesandhencemay involve packet routing by meansof a routing function that
hasto bepassedasanadditionalargument.Finally, Exists �

�	��� ���

� , Get �

�	�������

� ,
andPut �

�	�������!���

��"

���	#%$

� provide accessto a residentdatadictionarylocal to the
currentnode, �

���������

� beinga compositeaccesskey,
�

��" thevalueto bestored,and
�	#%$

thetime till expiration.
Note that we usethe classi�cation into constructorsandnon-constructoronly

for constantsthatdenotefunctions.It is donein orderto identify thesubsetof the
expressionsthatrepresentvalues.Roughlyspeaking,constantsarevaluesandcon-
structorsappliedto lists of valuesarevalues.A non-constructorappliedto any list
of expressionsis anon-valuerequiringoneormorestepsof evaluation.Also,acon-
structorappliedto a list containinganon-valueis anon-value.In thespeci�cation,
valuesandnon-valuesare formalizedassortsVal < Ex and NonVal < Ex,
respectively.

The expressionsof the language,arebuilt from constantsandvariablesusing
typical functional languageconstructs.The main constructsof xPLAN aregiven
below. &

sort Ex .
subsorts Const Var < Ex .
op __ : Ex ExList -> Ex .
op If_Then_Else_ : Ex Ex Ex -> Ex .
op Lam`[_:_`]_ : IdList PlanTypeList Ex -> Ex .

'

Thereareadditionalconstructsfor sequentialexecutionandexceptionhandling.
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op Let`[_=_`]_ : IdList ExList Ex -> Ex .
op LetRec`[_=_`]_ : IdList ExList Ex -> Ex .

Note that__ standsfor emptysyntax,thusfunctionapplicationis representedby
juxtapositionof thefunctionexpressionwith theargumentlist, andthebackquote
separateslexical tokens in the mix�x declarations. The meaningof thesecon-
structsis thestandardoneof call-by-value � -caluclus,but functionapplicationand

� -abstractionaregeneralizedto arbitrary
�

-ary functions(so that currying is not
needed),andcorrespondinglya single(recursive) Let constructallows severalsi-
multaneousbindings.

For sake of brevity we have omitted the declarationsof the sort PlanType
of type annotationsandthe obvious declarationsof the sortsIdList , ExList ,
ValList , andPlanTypeList . They denotelistsover Id , Ex, Val , andPlan
Type , respectively, with inclusionsId < IdList , Ex < ExList , Val <
ValList , PlanType < PlanTypeList . Wealwaysuseaconstructor_,_
for list concatenation.Furthermore,we usea constantempty-exl for theempty
list overEx, andweextendtheinclusionVal < Ex to ValList < ExList .

2.2 Semantics

To specifythesemanticsof xPLAN we �rst explainhow theglobalactivenetwork
stateis represented.We thendiscussthereductionmachinewhich is thebasisfor
theoperationalsemanticsfor the functionalprogrammingprimitives. Finally, we
discussthetransitionrulesandgive representative examplesfor themaintypesof
transitions.

2.2.1 TheActiveNetworkState
Theglobalstateof anactivenetwork is acon�gurationmodeledasmultisetwhose
elementsarenodes,processes,packets,datasets,anda uniqueglobal key. The
sort and constructordeclarationsare as follows. We assumesortsAddr , Loc ,
Connection , Route of hostaddresses,locations,connections(i.e. pairsof the
form

���

� >>
�����	�

), routes(i.e. pairsof the form
�����	�

via ���

�

, meaningthat
�������

canbereachedvia theconnection���

�

), andsortsAddrList , Connection
List , RouteList of correspondinglists.

sort Configuration .
sort Node Packet Process FreshKey Data DataItem .
subsorts Node Packet Process FreshKey Data < Configuration .
op empty-conf : -> Configuration .
op __ : Configuration Configuration -> Configuration

[assoc comm id: empty-conf] .
op Node : Loc AddrList ConnectionList RouteList -> Node .
op Packet : Addr Addr Addr Int Int Const

Val ValList -> Packet .
op Process : Loc Addr Addr Int Int RedState -> Process .
op FreshKey : Int -> FreshKey .
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op Data : Loc DataItemList -> Data .
op DataItem : String Int Val Int -> DataItem

A network nodehastheform Node ��"

������� � � ����� � �����

� . Thelocation " servesas
its identi�er,

����� �

lists its network devices,
����� �

givesthe connectionsto neigh-
bors, and

���

is the node's routing table. The network topology is given by the
combineddeviceandneighborsinformationof all of its nodes.

A packet in transit has the form Packet �������	�

��


�����	�

�
��������� �

���

� ����� ����
 ������� �

�������

� , where
�����	�

speci�esthenext hopdestinationaddresson its routeto the�nal
destination




�����	� . Eachpacket hasanoriginatingpacket, injectedinto thenetwork
by someapplicationandhasassigneda uniquesessionkey.

��� �

is thesessionkey
of theoriginatingpacket,and �

� ��� �

is theaddressof theoriginatingapplication.
�
�

is theamountof computationalresourcesavailableto thepacket for its execution,
and

��


is thepacket'spreferredroutingfunction.The�nal two argumentsmakeup
achunkwith function

�

��" , and(evaluated)arguments
�

��"�" .
A processhasthe form Process ��"

�

�

� ��� � �

�

� ����� ����� � ���
� ��� �

� . The process
wascreatedwhena packet with node " asits �nal destinationarrived. Theaddress

�

� �����

refersto thedeviceatwhich thepacketenteredthenode,�

� ��� �

,
��� �

, arethe
sameasin thepacket,

�
�

is theremainingamountof computationalresources,and
� �

is thereductionmachinestate(seebelow).
Admissiblecon�gurationshave a singleobjectof the form FreshKey �

� �� 

�

usedto generatefreshkeys for sessionsandcontrolleddatasharing. The integer
� �� 

is incrementedeachtimeakey is generated.
For the residentdataserviceseachnodeNode ��"

��!�!�!

� hasan associateddata
object Data ��"

�����

"�� where
�%�

" is a list of dataitems. Data items have the form
DataItem �

� � �������

��"

��� �

"�� , where �

��� ���

� constitutesa compositekey underwhich
thevalue

�

��" is stored.The lastargument
� �

" determinesthe time until expiration
of the dataitem (presentfor future compatibility, sincetime advanceis currently
notmodeled).

In Figure1 we show anexamplenetwork topologyanda fragmentof thedef-
inition of theMaudetermexample-topology representingan initial network
con�gurationwith this topology. Thenetwork hassix nodesl0 ,...,l5 , andsix sub-
netsna,...,ne,ni . In the term example-topology this topologyis expressed
by the AddrList andConnectionList argumentsof the Node constructs.
Thecon�gurationalsocontainsinformationaboutthenext availablefreshkey and
aninitially emptydatadictionaryassociatedwith eachnode.

2.2.2 Designof theReductionMachine
Whena packet arrivesat its destinationnodea processis createdto executethe
invocationencapsulatedby thechunk.Thelocalexecutionof aprocessis speci�ed
by anabstractreductionmachine.A simpleandconciseformalizationof thereduc-
tion machineis crucial for thesemanticsto beusefulfor mathematicalreasoning.
We haveusedanapproachcalledsyntax-basedsemantics[8,20,30] to simplify the
reductionmachineand to obtain a very direct connectionbetweenthe (partially
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1

3

5

2

4

ni
nb

nc

ne

nd0

na
a1

c3

e4

op example-topolog y : -> Configuration .
eq example-topolog y =

FreshKey(10)
Node(loc("l0"), (addr("i0"),ad dr( "a 0" )) ,

((addr("a0") >> addr("a1"))),
((addr("a1") via (addr("a0") >> addr("a1"))),

(addr("b1") via (addr("a0") >> addr("a1"))),
...))

Data(loc("l0"), empty-dil)
Node(loc("l1"), (addr("a1"),ad dr( "b 1" ), addr( "c 1" )) ,

((addr("a1") >> addr("a0")),
(addr("b1") >> addr("b2")),
(addr("c1") >> addr("c3"))),

((addr("a0") via (addr("a1") >> addr("a0"))),
(addr("b2") via (addr("b1") >> addr("b2"))),
...))

Data(loc("l1"), empty-dil)
... .

Fig. 1. ExampleTopology

executed)programandthemachinestate.This approachuses(extended)program
syntaxto representsemanticentities. In particular, valuesarejust a subsetof ex-
pressions,and the control stackis representedby expressionswith holes,called
reductioncontexts. Environmentsarerepresentedusingexplicit substitutionsin a
suitableinstanceof theCINNI calculus.

A reductionmachinestatehastheform RedState ���

# ���	#

� with aconstructor:

op RedState : Cx Ex -> RedState .

Thereductioncontext component�
#

is anexpressionwith a holeand
�	#

is the
expressionthatis thecurrentfocusof reduction.
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ThesortCx containsexpressionswith any numberof holes(includingpossibly
none)in any positionin which an expressioncould occur. Thusexpressioncon-
structorsareoverloadedto constructcontexts andthereis anadditionalconstant?
to representthehole:

sort Cx .
subsort Ex < Cx .
op `? : -> Cx .

Reductioncontextsareaspecialform of contextsin whichtheholescorrespond
to positionswhereevaluationcantakeplace.In thecaseof PLAN, whichhasade-
terministicevaluationsemantics,reductioncontextshaveasingleholeandthishole
is not in the scopeof any binding operators.Redexescorrespondto machinein-
structions,they canbe immediatelyreduced. In the pure lambda-valuecalculus
theredexesarelambdaexpressionsappliedto values: � �

# ! �

�

�

. In PLAN they also
includenon-constructorsappliedto valuelistsandlet expressionsin whichall bind-
ingsarevalueexpressions.Mathematicaldescriptionsof deterministicevaluation
usingreductioncontexts arebasedon a key lemmathatsaysthatanexpression

�	#

is eithera valueor it decomposesuniquelyinto a reductioncontext
�

anda redex
�

suchthat
�	#

is the resultof �lling the hole in
�

with
�

(written
��� ���

) [8]. The
inductivede�nition of thesetof reductioncontextscorrespondsto peelingoff basic
reductioncontexts onelayerat a time until a redex is reached:

�	#����
	�� ! !�!�!���
�� �����

.
Thesebasicreductioncontextscorrespondto acontrolstackwith

�



atthetop. For
example,the �rst layer of a PLAN application

�	#�� �

��" �

�

��" "

� � �

��"

���	#

"�� , where
�

��" " is a value list and
� �

��" is a non-value expression,is the reductioncontext
��� �

��"!�

�

��" "

�

?
���	#

"�� expressingtheleft to right evaluationordersemantics.Most
of theactionoccursat theinnerbasicreductioncontext (top of thestack).For ex-
ample,supposethe above application�lls the hole of an outerreductioncontext

���

so that
�	#���������� �	#�������������� � �

��"

���

. Whenthe evaluationof
� �

��" leadsto a
value

�

��"

�

the hole is �lled with that value,andthe resultingexpressionis rede-
composedif it still containsa redex. Thenew decompositionis parametricin the
outerreductioncontext, thatis, it hastheform

�
�

���
� �

� �
�

���

where
�

� �
� �

�
�

is theunique
decompositionof

��� �

��"

�
�

.
In the following we usevariables

�	#

,
�	#��

, etc. to rangeover expressions(sort
Ex) andvariables�

#

, �

#��

, etc. to rangeover contexts (sortCx). Theoperationof
hole �lling is a specialcaseof metavariablesubstitution(the hole beingthe only
metavariable)and is generalizedto allow �lling of holeswith contexts (context
composition)andto applyto context lists (sortCxList ), contexts beinga special
case.Theprocessof hole�lling is formalizedby thefollowing operation.

op <`?`:=_>_ : Cx Cx -> Cx .
op <`?`:=_>_ : Cx CxList -> CxList .
eq < ? := cx > ? = cx .
eq < ? := cx > const = const .
eq < ? := cx >(cx' cxl) = (< ? := cx >cx')(< ? := cx > cxl) .

...
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A naive formalizationof the reductionmachineusesdecompositionto deter-
mine the next reductionstep, followed by hole �lling to placethe reduct in its
context. This involvesmany operationsof hole�lling anddecomposition.A more
ef�cient formalizationusestheobservationthatthereductioncontext layerscorre-
spondto astackandrepresentsthisstackusinga lazyhole�lling operator(with no
equationsfor simpli�cation):

op <<`?`:=_>>_ : Cx Cx -> Cx .
op <<`?`:=_>>_ : Cx CxList -> CxList .

Therulesfor forming reductioncontexts canbeeasilyformalizedusingmember-
shipaxiomsor by directconstruction.However, they arenot neededto formulate
thereductionrules. They moreproperlybelongto anextensionof theexecutable
speci�cation wherepropertiesof the semanticsare to be proved. For example,
thereductionmachinemaintainstwo invariantson RedState ���

# ���	#

� : (1) the �

#

componentis areductioncontext; and(2) theentireprogram(in its currentstageof
evaluation)is givenby <? :=

�	#

> �

#

, i.e.by �lling theholein �

#

with thefocus
expression

�	#

.
Apart from themetavariablesubstitutionusedfor hole �lling, a secondnotion

of substitutionis neededin therulesof our speci�cationfor objectvariables.This
substitutioncannotbereducedto a simpletextual substitution,becauseit mustre-
spectthe binding structureof the objectlanguage.Therefore,we usethe CINNI
family of explicit substitutioncalculi [28] instantiatedto the syntaxof xPLAN.
Wehaveslightly generalizedtheoriginalCINNI substitutionsto simultaneoussub-
stitutionsby simply lifting all operatorsfrom Id to IdList (which representsa
simultaneousbinding). Thereis a basicexplicit substitutionconstructor[_:=_] ,
two auxiliaryconstructorsshift andlift , for relocation(by changingthevari-
ableindices),andanoperation__ for applicationof asubstitutionto anexpression
list (expressionsbeingaspecialcase).

sort Subst .
op [_:=_] : Id Ex -> Subst .
op [_:=_] : IdList ExList -> Subst .
op [shift_] : Id -> Subst .
op [lift__] : Id Subst -> Subst .
op [lift__] : IdList Subst -> Subst .
op __ : Subst Ex -> Ex .
op __ : Subst ExList -> ExList .

eq ([id := ex] (id{0})) = ex . *** C1
eq ([id := ex] (id{suc(m)})) = (id{m}) . *** C2
eq ([shift id] (id{m})) = (id{suc(m)}) . *** C3
eq ([lift id S] (id{0})) = (id{0}) . *** C4
eq ([lift id S] (id{suc(m)})) =

[shift id] (S (id{m})) . *** C5

eq (S const) = const . *** C6

10
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eq (S (ex exl')) = ((S ex) (S exl')) . *** C7
eq (S (Lam [idl : typel] ex)) =

(Lam [idl : typel]([lift idl S] ex)) . *** C8
...

2.2.3 TheTransitionRules
Thecon�guration evolvesby meansof local reductionmachinerulesandservice
rules. The latter are further split into process,network, packet, anddataservice
rules.

Reduction machinerules. Therearetwo kindsof reductionmachinerules: con-
trol rules thatmove the focusto the next relevant redex; andreductionrules that
performtheactualreductions.

rl [args]: RedState(cx, (val (vall', nval', exl')))
=>
RedState(<< ? := (val (vall', ?, exl')) >> cx, nval') .

rl [up]: RedState(<< ? := cx >> cx', val)
=>
RedState(cx', < ? := val > cx) .

rl [beta] RedState(cx, ((Lam [idl : typel] ex) vall))
=>
RedState(cx, [idl := vall] ex) .

The rule args is a control rule moving the focusto the next unevaluatedar-
gumentin a functionapplication.Therule up movesthecurrentfocustowardthe
top (viewing the term asa tree)if the currentfocusis a value. It is the only rule
thatusesthe“non-lazy” versionof context hole�lling. Therulebeta corresponds
to thestandardbeta-reductionrule of thecall-by-valuelambdacalculus.To give a
�a vor of how CINNI handlessubstitutionweshow thereductionandsimpli�cation
of a lambdaapplication(omitting type annotations)usingthe beta rule andthe
CINNI equationsgivenearlier.

((Lam [x] (Lam [x] (x{0} x{1})) ) x{0})
= [x := x{0}] (Lam [x] (x{0} x{1})) *** beta
= (Lam [x] [lift x [x := x{0}]] (x{0} x{1}) ) *** C8
= (Lam [x] ([lift x [x := x{0}]]x{0}

[lift x [x := x{0}]]x{1}))
= (Lam [x] (x{0} [shift x]x{0})) *** C1 C2 C4 C5
= (Lam [x] (x{0} x{1})) *** C3

Thustheoriginal x{0} hasbecomex{1} to maintainits referenceto anexternal
binding.

ProcessServicerules useinformationheldin theprocessbut outsidethereduction
machinestate.For example,applicationof GetRB returnstheresourcebound,i.e.
theremainingcomputationalresources,of thecurrentprocess.
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rl Process(l, orign, ardev, ssn, rb,
RedState(cx, (GetRB empty-exl)))

=>
Process(l, orign, ardev, ssn, rb,

RedState(cx, (Int rb))) .

Network service rules usethenodeslocal network information.For example,the
servicefunctionThisHostIs checkswhetheragivenaddressis oneof thenodes
network devices.

rl Node(l,devs,nb rs ,rt )
Process(l, orign, ardev, ssn, rb,

RedState(cx, (ThisHostIs (Addr a))))
=>
Node(l,devs,nb rs ,rt )
Process(l, orign, ardev, ssn, rb,

RedState(cx, (Bool (contains(devs, a) ))) ) .

Data service rules manipulatethe nodesresidentdatastorage.For example,the
servicefunctionPut addsor updatesa dataitem.

rl Data(l,dil)
Process(l, orign, ardev, ssn, rb,

RedState(cx, (Put ((String str),(Key key),
val,(Int ttl)))))

=>
Data(l,put(dil ,s tr, ke y, va l, ttl ))
Process(l, orign, ardev, ssn, rb,

RedState(cx, Dummy)) .

Packet rules includerulesfor emitting, delivering, androutingpacketsin transit.
The PLAN constructOnNeighbor is one of the two possibilitiesto initiate a
remotefunctioncall which is givenby a chunkChunk �

�

��"

���

��" "�� . As we cansee
below, the executionof OnNeighbor leadsto the emissionof a packet which
encapsulatesthis chunk.

crl Node(l,devs,nb rs ,rt )
Process(l, orign, ardev, ssn, rb,

RedState(cx, (OnNeighbor ((Chunk (val,vall)),
(Addr dest),(Int int),(Addr dev)))))

=>
Node(l,devs,nb rs ,rt )
Process(l, orign, ardev, ssn, (rb -int),

RedState(cx, Dummy))
Packet(dest, dest, orign, ssn, (int - 1), NoRoute,

val, vall)
if connection(devs, nbrs ,( dev >> dest)) and

(rb >= int) and (int > 0) .

Noticethat thecurrentamountof resourcesrb of theexecutingprocessis de-
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creasedby the amountgiven to the emittedpacket, and that amountis then de-
creasedby onecorrespondingto theuseof oneunit for the �rst hop. Therouting
functioncomponentof thepacket is setto anirrelevantconstantNoRoute above,
becauseOnNeighbor canonly sendpackets to immediateneigbors.The more
generalOnRemote serviceallows remoteinvocationon arbitrary locationsand
allowstheuserto specifya routingfunctionwhich is passedalongin thepacket.

Whenapacket reachesits destination(next hopagreeswith �nal destination)a
processis createdto evaluatethecontainedchunk.

crl Node(l,devs,nb rs ,rt )
Packet(dest, fdest, orign, ssn, rb, rf, val, vall)
=>
Node(l,devs,nb rs ,rt )
Process(l, orign, dest, ssn, rb, RedState(?,(val vall)))
if (dest == fdest) and contains(devs,d est ) .

Therearealsorulesto routepacketsnot yet at their destination,terminationrules
to remove processesthathave completedtheir task,andexceptionhandlingrules
for generating,propagatingandhandlingruntimeexceptions.

3 Using the Maude Speci�cation of PLAN

Spellingout the detailsin a formal notationforcesoneto clarify conceptsandto
make explicit many implicit assumptions,but thereis no guaranteethat thespec-
i�cation is correct(representsthe intendedmodel)or usable. Thus,a speci�ca-
tion mustbesubjectedto furtherexaminationandtests.Likesystemrequirements,
whetheror notaformalspeci�cationis correctis subjectiveandcannotbemechan-
ically checked. However, onecanderive consequences(predictions)andcompare
thesetoobservedor desiredproperties.In thissection,whichextendsacorrespond-
ing sectionin [24], we recallseveralgeneralpropertiesof PLAN programsandwe
discussaspeci�c programandits analysisin somedetail.

As part of the validationof PLAN in Maudewe proved a numberof general
propertiesof PLAN programsimpliedby theMaudespeci�cation:

(t) Termination: Assumingall packets are eventually delivered(fairness),if a
packet is injectedinto thenetwork with a freshsessionidenti�er, thenall pro-
cesseswith that sessionidenti�er terminateexecutionwith a reductionstate
having oneof thefollowing forms:

(t1) a non-valuepurposelyleft unevaluatedin the currentspeci�cation,such
asPrint val ;

(t2) anon-valuethatcannotbeexecutedbecauseit wouldcausearuntimetype
error.

(ni) Noninterference:Packets injectedinto a network with no pre-existing (ac-
cessible)dataelementsexecuteindependently—thatis, executionof packets
with differentsessionidenti�ers canbeconsideredseparately, sincetheonly
mechanismfor interactionis sharedaccessto dataelements.

13
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(r) Resourcerequirement:For a PLAN programto visit eachnodeof a network
by repeatedlysendingpacketsto all neighbors(oneto each)it is suf�cient to
startwith

�����������

, where
�

is thediameter—the lengthof the longestpath
betweennodes,and

�

is the width—themaximumnumberof neighborsof
any node. To have

�

units left at every terminalpoint, it is suf�cient to start
with

�
���

�

�
	��

�

���

.

Theterminationresultsarea bit moregeneralthanstatedin that they allow, para-
metrically, for certainextensionsof thelanguage.Proofsof theseresultswill appear
in a forthcomingpaper.

3.1 TestingandAnalyzingParticular PLANPrograms

To testtheusabilityof thespeci�cationfrom theprogrammer's point of view, we
selectedseveralPLAN programsandsubjectedthemto aspectrumof formalanal-
ysistechniques.Thegeneralapproachfor theseexerciseswasto

(i) representtheprogramasaMaudeterm(asimplesyntacticmodi�cation, which
couldbeautomated);

(ii) de�ne a suiteof testcon�gurations,eachdeterminedby a network con�gura-
tion andprograminput—alsorepresentedasMaudeterms;

(iii) run thetestcon�gurationsusingtheMaudeinterpreter;

(iv) further analyzethe possiblecomputationsof the test con�gurations using
Maude'ssearchandmodelcheckingtools;and

(v) prove propertiesof interestfor arbitrary network con�gurationsand inputs
(usingordinarymathematicalreasoningbasedon theformalmodel).

As a concreteillustration,we will useoneof the route�nding programspub-
lishedin [19]. TheMaudetermfor thisprogramis shown in Figure2. Theprogram
hastwo mainfunctions:find , which doesa forwardsearchfor thenodewith the
destinationaddress,andgoback , that returnsto the sourceby the inverseroute
andPrint s the routefound. The forward search,like HanselandGretel,drops
crumbsto mark the way back,by storingat eachnodevisited a backpointer, i.e.
theaddressof thenetwork device it usedwhenleaving theprevious node. When
a packet containinganinvocationfind-prog-2 �
�

�

��� �����	�!� is injectedat some
nodein thenetwork with agivendestinationaddress�

�

��� �����	� , thecomputationis
initialized by determiningtheaddressof thestartingnode(usingtheGetSource
service),by generatinga fresh key for labeling data(using the GenerateKey
service),andby an initial call of the find function with this information. The
network is then�ooded with packetswhich propagatethemselvesfrom nodesthat
have not beenpreviously visited. To this end, the find function �rst usesthe
residentdataserviceExists to checkif anentryassociatedwith thecurrentkey
exists in the local dictionaryof the currentnode. If this is not the case,the node
hasnotbeenpreviouslyvisited.Henceanew entryin thelocaldictionaryunderthe
samekey is createdusingPut to storethe backpointer. Next it is checked using
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ops find-prog-2 : Addr -> Ex .

eq find-prog-2(find -d es t) =
(LetRec ["goback" = Lam [("k","route")

: (TKey, (TList TAddr))]
(If (ThisHostIs (GetSource empty-exl))

Then (Print "route"{0})
Else (Let ["nexthop" = (Get ((String ""),"k"{0}))]

(Let ["d" = (GetDevToHost "nexthop"{0})]
(Let ["newroute" = (Cons ("d"{0},"route" {0 }) )]

(OnNeighbor
((Chunk ("goback"{0}, ("k"{0},"newrou te "{ 0} )) ),

"nexthop"{0}, (GetRB empty-exl), "d"{0}))))))]
(LetRec ["find" = Lam [("dest","prev iou s" ," k" )

: (TAddr,TAddr,TK ey )]
(If (Exists ((String ""),"k"{0}))

Then Dummy
Else ((Put ((String ""), "k"{0},

"previous"{0}, (Int 200)));
(If (ThisHostIs "dest"{0})

Then ("goback"{0} ("k"{0},Nil))
Else (

(Let ["neighbors" = (GetNeighbors empty-exl)]
(Let ["srcdev" = (GetSrcDev empty-exl)]
(Let ["childrb" = ... ] *** divide up rb
(Let ["sendchild" = *** emit a find packet

Lam [ ("n","u")
: ((TPair TAddr TAddr),TUnit) ]

(OnNeighbor ((Chunk ("find"{0},
("dest"{0},(Snd "n"{0}),"k"{0}) )) ,

(Fst "n"{0}), "childrb"{0}, (Snd "n"{0})))]
(Foldr ("sendchild"{0} ," neig hbo rs "{ 0} ,D ummy) ) )))))

)))]
("find"{0} ((Addr find-dest), (GetSource empty-exl),

(GenerateKey empty-exl))) )) .

Fig. 2. A PLAN programfor routediscovery

ThisHostIs if thedestinationhasbeenreached,andif this is thecasetheroute
is reportedbackto the sourceby calling goback , which recursively follows the
backpointersuntil the sourceis reachedandthe routecanbe Print ed,which is
assembledon the way. Otherwise,the auxiliary function sendchild is called
in the body of find for eachneighbor(usingFoldr to iterateover the list of
neighbors),andsendchild itself recursively invokesfind on thegivenneigh-
bor's addressusing the OnNeighbor construct. The remainingcomputational
resourcesareequallydistributedamongall neighbors(the correspondingamount
is computedin childrb ).
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As anexampleexecution,we starta processon nodel0 with destinatione4 (the
addressof theinterfaceof nodel4 on network ne).

rew example-topolo gy
Process(loc("l 0" ), addr("i0"), addr("i0"), 1, 100,

RedState(?, find-prog-2(addr (" e4") )) ) .

Theresulting�nal con�gurationreturnstheroute(a1, c3, e4) (cf. Fig. 1)
by Print ing thecorrespondingPLAN list at thestartingnode. In this �nal con-
�guration wealsoseehow thedatadictionarywasused.

result Configuration:
FreshKey(11)
Data(loc("l0") , DataItem("", 10, Addr addr("i0"), 200))
Data(loc("l1") , DataItem("", 10, Addr addr("a0"), 200))
Data(loc("l2") , DataItem("", 10, Addr addr("b1"), 200))
Data(loc("l3") , DataItem("", 10, Addr addr("c1"), 200))
Data(loc("l4") , DataItem("", 10, Addr addr("e3"), 200))
Data(loc("l5") , DataItem("", 10, Addr addr("d3"), 200))
...
Process(loc("l 0" ), addr("i0"), addr("a0"), 1, 4,

RedState(?,Pri nt (Cons (Addr addr("a1"),
Cons (Addr addr("c3"),
Cons (Addr addr("e4"),Nil )) )) ))

Given that multiple find processescanbe executingconcurrently, possibly
severalon thesamenode,wemightaskif oneprocesscouldoverwritedatawritten
by another. This couldhappenif two processeson a nodearebothwaiting to Put
datawith thesamekey. UsingtheMaudesearchcommandwe�nd astatereachable
from theabove initial con�gurationin which this situationoccurs.

search [1] i222e4 =>+
cnf:Configurat io n
Process(l:Loc, src:Addr, idev0:Addr, sn:Int, rb0:Int,

RedState(cx0:Cx ,
(Put (String "", Key k0:Int, Addr prev0:Addr, Int 200))))

Process(l:Loc, src:Addr, idev1:Addr, sn:Int, rb1:Int,
RedState(cx1:Cx ,

(Put (String "", Key k1:Int, Addr prev1:Addr, Int 200)))) .

i222e4 is aconstantde�nedtobetheaboveinitial state.Thein�x =>+ saysto
searchfor statesreachableafteroneor morerewrites,andthetermontherighthand
sideis a patternto bematched.A solutionis foundwith two processesexecuting
onnodel3 , onecomingfrom addressc1 andtheothercomingfrom addressd2.

All of the examplerunsusingMaude's default executionstrategy produceda
singlepathfrom sourceto destination.Wewonderedif in generalatmostonepath
would bediscovered.We usedthenewly developedMaudemodelcheckingcapa-
bility [6,7] to �nd a counter-example. The interfaceto theMaudemodelchecker
is embodiedin theMODEL-CHECKERmodule. This modulede�nes syntaxfor
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LTL (LinearTemporalLogic) formulasbuilt overasortProp . It alsointroducesa
sortState anda satisfactionrelation �

�

on statesandLTL formulas.To usethe
modelchecker, theuserde�nesparticularstatesandpropositionsandaxiomatizes
satisfactionon thesestatesandpropositions.TheLTL semanticslifts satisfaction
from propositionsto arbitraryLTL formulas. We declaredConfiguration to
beasubsortof State andde�ne apropertyPrintTwice satis�edby acon�gu-
rationin which therearetwo processesprinting resultson thepacket sourcenode.
In order to get an answerquickly we useda simple3-nodenetwork. The actual
Maudemodel-checkingcommandwas

init-a1 |= [] ˜ PrintTwice .

whereinit-a1 startsthefind programin the3-nodenetwork, andtheexpres-
sion [] ˜ PrintTwice is a temporallogic formula that is satis�ed only if no
reachablecon�guration satis�es the PrintTwice property. The model-checker
returneda counterexampleshowing a possiblecomputationin which two distinct
pathsfrom sourceto destinationwerereturned(Print ed)to thesource.

As an exampleof analysisby mathematicalreasoning,we have proved some
correctnesspropertiesof theprogram.Informally, thesepropertiesare:

(f1) If the�nd programstartedatnode" � � with destination
�������

prints
$

�

�

� at the
source,then

$

�

�

� is apathfrom " � � to
�����	�

.

(f2) If the�nd programstartedatnode" � � with destination
�����	�

is givensuf�cient
resourcesandthereis aroutefrom " � � to

�����	�

, theneventuallytherewill beat
leastoneprocessthatprintsapathat thesourcenode" � � .

Theproof is simpli�ed by makinguseof theterminationandnon-interference
propertiesof PLAN programsstatedabove. Notethattheresourcesneededin (f2)
canbecomputedusingthegeneralresult(r). Theproof alsomakesuseof a sim-
ple form of programspecializationthat allows oneto expressa particularPLAN
programasa setof rewrite rulesthat useonly the nodelevel servicerulesof the
interpreter. Thespecializationprocessitself makesuseof a form of “abstractexe-
cution” (seealso[29]) in thesensethatMaudeis usedto partiallyexecutespeci�ca-
tionswithoutassuminga �x edmodel,whichmakestheproofentirelyindependent
of e.g.thenetwork topology. Thefind proofis thesubjectof aforthcomingpaper.

4 Conclusions

The formal speci�cationof the PLAN semanticsclari�es a numberof issuesthat
remainvagueor unsatisfactoryin theoriginalmathematicalspeci�cation[17] such
as: the scopeof namesand the notion of binding (in particular in connection
with recursive programs),the handlingof environments(especiallywhen pack-
etsareshipped),the treatmentof side-effectsin the iteratorsFoldr andFoldl ,
themechanismof exceptionhanding,andtheconcurrentanddistributednatureof
packetexecution.

By treatinga lessrestrictive languagexPLAN the semanticswas simpli�ed
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without sacri�cing the essentialfeaturesof PLAN (the properPLAN subsetis
characterizedby a simple type system). Furthermore,our speci�cation captures
thegeneralideaof a programminglanguagefor mobilecomputationbasedon an
imperative � -calculuswith featuressuchasrecursive functioncallswith asimulta-
neouschangeof location.

The syntax-basedsemanticsapproachhasbeenusedto give operationalse-
manticsto languageswith functional,imperative and/orconcurrentfeatures:pro-
gramequivalancefor Scheme-like languages[8,9,26]; programequivalencein ac-
tor languages[1,21]; uniform semanticsandprogramequivalencefor a family of
higher-orderimperativelanguages[30]; interactionequivalenceof speci�cationdi-
agrams[27]; and tool for developing operationalsemanticsand interpretersfor
programminglanguages[32]. With the exceptionof [32], theseefforts have not
developedexecutablesemanticsor automatedanalyses.To thebestof our knowl-
edgethe combinationof explicit substitutionsand reductioncontexts is new. It
hassubsequentlybeenusedin aMaudeimplementationof Speci�cationDiagrams
(personalcommunicationfrom PrasannaThati).

Furthermore,the uniquecombinationof functionalprogrammingandconcur-
rency on differentlevels makesthe PLAN speci�cationan interestingcasestudy
for theuseof rewriting logic asaunifying semanticframework. On theconceptual
level rewriting logic is generalenoughto bridgethe gapbetweenthesedifferent
aspects,andon thepracticallevel it comeswith anef�cient implementationin the
Maudelanguage,sothatourspeci�cationis actuallyanexecutableprototypeof an
active network programmingenvironment,which at thesametime canserve asa
basisfor formal theoremproving.

We emphasizethat testinga speci�cationaswe did is anextremelyimportant
part of the processof developinga formal model. In fact, the speci�cation pre-
sentedhereis thesecondmajorversion.The �rst versionwe developedservedto
clarify many issuesandto �ll in many gaps.However, it wastoo low-level, mak-
ing mathematicalanalysisoverly complex. For example,the reductionmachine
wasbasedonastaterepresentationsimilar to theSECDmachineusedin thepaper
speci�cation. This involvedde�ning a numberof new stateconstructorsandspe-
cial purposetransitionrules just to manipulatethese.Also the network model is
slightly moreabstractcomparedwith thepreviousversion,wherenetwork devices
wereclearlydistinguishedfrom theiraddresses.

Theformalspeci�cationof PLAN in Maudethatwediscussedin thispaperwill
shortlybemadeavailablevia world wide web. PleasewatchtheMaudewebpage
http://maude.csl.sri.com for correspondinglink.
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