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Abstract

A dvanc es in distribute d systems and networking

te chnolo gy have made inter op er ation not only fe asible

but also incr e asingly p opular. We de�ne the inter op-

er ation of se cur e systems and its se curity, and pr ove

c omplexity and c omp osability r esults on obtaining op-

timal and se cur e inter op er ation. Most pr oblems ar e

NP-c omplete even for systems with very simple ac c ess

c ontr ol structur es. Nevertheless, c omp osability r e duc es

c omplexity in that se cur e glob al inter op er ation c an b e

obtaine d incr emental ly by c omp osing se cur e lo c al in-

ter op er ation. We il lustr ate, thr ough an applic ation,

how these the or etic al r esults c an help system designers

in pr actic e.

1 In tro duction

Recen t adv ances in distributed systems and net-

w orking tec hnology ha v e made in terop eration not only

feasible but also increasingly p opular. F or exam-

ple, heterogeneous databases can b e link ed b y high-

sp eed net w orks that consist of heterogeneous net-

w orks connected b y gatew a ys. In suc h an applica-

tion en vironmen t, heterogeneit y (suc h as in data se-

man tics, data represen tation, and comm unication pro-

to col) among system comp onen ts m ust b e reconciled

prop erly . Some researc h e�orts are under w a y to deal

with these problems [SL90 ].

One attribute of in terop eration that needs recon-

ciliation but has not b een closely studied is securit y

with regard to access con trol. Consider an appli-

cation in v olving m ultiple systems dealing with com-

merce (e.g., national credit databases), �nance (e.g.,
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sto c k mark et information systems), medicine (e.g., pa-

tien t records), and defense, eac h ha ving a distinct ac-

cess con trol structure. T o facilitate information ex-

c hange among suc h systems, some mapping b et w een

the heterogeneous securit y attributes m ust b e in tro-

duced, for example, b y the system administrators.

Curren t practices sho w that these mappings, ev en if

c hosen carefully , can result in securit y breac hes that

previously did not exist in an y individual system (e.g.,

[U.S87 , U.S90 ]).

Secure in terop eration is a serious concern for mil-

itary systems

1

as w ell as commercial ones. F or ex-

ample, consider the information system of a ma jor

researc h organization where Alice, b eing a pro ject

sup ervisor, is allo w ed access to Bob's �les, but not

vice v ersa. Supp ose that this organization has just

b een purc hased b y a corp oration where Charles is Vice

Presiden t for researc h and Diana, b eing his secretary ,

has access to his �les. After the merger, it seems natu-

ral to p ermit Charles to access Alice's pro ject pap ers.

But if Bob should b e allo w ed access to Diana's �le

cabinet, there w ould b e a securit y violation b ecause

no w Bob w ould p oten tially ha v e access (indirectly via

Diana and Charles) to Alice's �les to whic h he should

b e denied access.

Although the securit y violation in this example ma y

not b e to o di�cult to remo v e, a real-w orld system

could ha v e h undreds or thousands of en tries in its ac-

cess con trol list so that c ho osing a secure y et satis-

factory (e.g., with maxim um data sharing) mapping

b et w een man y suc h access con trol lists is a daun ting

task. In other w ords, in terop eration of systems with
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heterogeneous access con trol structures p oses the fol-

lo wing new c hallenges: what is the de�nition of se-

cure in terop eration? Ho w can securit y violations b e

detected? And ho w can these violations b e remo v ed

while a maxim um amoun t of information exc hange is

still facilitated? This pap er attempts to answ er some

of these questions. First w e turn to what w e think

are the fundamen tal requiremen ts in secure in terop er-

ation.

2 Principles of Secure In terop eration

One essen tial feature in federated systems is the au-

tonom y of an individual system { eac h system ma y b e

administrated indep enden tly [BGS92, SL90]. T o pre-

serv e this feature in secure in terop eration, autonom y

in securit y m ust b e guaran teed.

Principl e of Autonom y . An y access p er-

mitted within an individual system m ust also

b e p ermitted under secure in terop eration.

On the other hand, in terop eration should not vio-

late the securit y of an individual system.

Principl e of Securit y . An y access not p er-

mitted within an individual system m ust b e

also denied under secure in terop eration.

All other new access in tro duced b y in terop eration

should b e p ermitted unless explicitly denied b y the

sp eci�cation of secure in terop eration. Note that, un-

less sp eci�ed otherwise, b y access w e mean direct or

indirect access.

It is conceiv able that under some circumstances a

system ma y b e willing to sacri�ce some of its auton-

om y .

3 System Mo del and T erminology

In our discussion, the securit y attributes of a sys-

tem are expressed with an access con trol list (A CL)

[Lam71 ]. W e view a system as a collection of users,

mac hines, data ob jects, and others, eac h b eing a dis-

tinct unit with regard to securit y .

The task w e are facing is the follo wing: giv en a

set of access con trol lists that are individually secure,

de�ne what secure in terop eration is, and in v estigate

the complexit y of detecting securit y violations in the

global system and that of remo ving securit y violations

while main taining a reasonable lev el of in terop eration.

It has b een previously sho wn that the securit y of

an y giv en access con trol list is in general undecidable

[HR U76 ], and some v ariations of the decision problem

are at b est NP-complete [San92 ]. Therefore, w e also

exp ect to obtain NP-completeness results and th us fol-

lo w the general pro of metho d for NP-completeness to

in v estigate only a restricted problem where in eac h

A CL: (1) eac h sub ject o wns exactly one �le, with read

and write access; (2) a sub ject can ha v e only read ac-

cess to a �le o wned b y someone else; (3) if a sub ject

can read another's �le, the latter cannot read the for-

mer's �le; (4) an A CL is static in that read and write

are the only t yp es of access sp eci�ed.

Our NP-completeness results should imply similar

NP-completeness results for formations of the prob-

lem using more general access con trol lists. In ad-

dition, giv en the particular restrictions on A CL, our

results should also imply NP-completeness results for

the in terop eration of Bell-LaP adula (e.g., [Lan81 ])

t yp e m ultilev el secure systems, although our study is

not sp ecially aimed at m ultilev el securit y either in the

sense of Bell-LaP adula or that of nonin terference (e.g.,

[GM82 ]).

In our discussion, w e use the follo wing terminol-

ogy , notations, and de�nitions. Because one sub ject

o wns exactly one �le, there is no need to distinguish

b et w een a sub ject and its �le. F or example, instead

of sa ying that Alice has access to Bob's �le, w e can

simply sa y that Alice has access to Bob. W e call this

com bination of a sub ject and its �le an en tit y . More-

o v er, it is ob vious that one en tit y has access to oneself

(i.e., one's o wn �le), and if Alice can access Bob, and

Bob can access Charles, then Alice can access Charles

indirectly . Recall that one restriction on the A CL is

that if Alice can access Bob then Bob cannot access

Alice, w e arriv e at the follo wing de�nition of a secure

system as sp eci�ed with a restricted A CL.

De�niti on 1 (Secure System) A se cur e system is

an A CL in the form of G = < V ; A > wher e V is a set

of entities and A is a binary r elation \ac c ess" on V

that is r e
exive, tr ansitive, and antisymmetric.

Graphically , w e can view a system as an acyclic

directed graph. V is the set of v ertices and A is the

set of arcs { there is an arc leading from v ertex u to v ,

denoted b y ( u; v ), if and only if A con tains the binary

relation \ u access v ". The direction of the arc is then

the direction of the p ermitted \access".

Th us, for the merger example, w e ha v e Res = <

f Al ice; B ob; E v e g ; f ( Al ice; B ob ) ; ( E v e; Al ice ) g > , and

C om = < f C har l es; D iana; F r ed g ; f ( C har l es; F r ed ),

( D iana; C har l es ) g . The graphical represen tation of

b oth systems is in Figure 1.
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Figure 1: Tw o Separate Systems

F or con v enience, w e sometimes do not distinguish

b et w een an A CL and its graphical represen tation if no

confusion can arise.

W e sa y that an access ( u; v ) is le gal in G (or in A )

if and only if there is a directed path in (the graphical

represen tation of ) G leading from u to v . W e denote

this with ( u; v ) / G .

Supp ose w e ha v e n secure systems, G

i

= < V

i

; A

i

> ,

i = 1 ; 2 ; : : : ; n , and for simplicit y , w e assume that all

en tities are distinctly named { that is, V

i

\ V

j

= ; ; i 6=

j . T o facilitate in terop eration, mappings b et w een en-

tities of di�eren t systems m ust b e in tro duced to re
ect

the desired data sharing through in terop eration. Suc h

mappings can b e represen ted b y a set of cross-system

\access" relations F , whic h is c hosen p ossibly b y an

administrator with global securit y resp onsibilit y or b y

a select committee in c harge of the individual systems.

De�nitio n 2 (P ermitt ed Access) Permitte d ac-

c ess is a binary r elation F on [

n

i =1

V

i

wher e 8 ( u; v ) 2

F , u 2 V

i

, v 2 V

j

, and i 6= j .

The fact that ( u; v ) 2 F indicates that it is though t

that en tit y u (in system G

i

) should b e allo w ed to ac-

cess en tit y v (in system G

j

). Note that it is p ossible

to ha v e b oth ( u; v ) 2 F and ( v ; u ) 2 F .

In our example, supp ose that it is decided that in-

terop eration should allo w Bob to access F red (i.e., his

�le) and Charles to access Alice. Then the global sys-

tem is in Figure 2 where arcs b elonging to F are rep-

resen ted as dotted lines.

The in terop eration ma y also mandate a set of re-

stricted access R , as follo ws.

De�nitio n 3 (Restricted Access) R estricte d ac-

c ess is a binary r elation R on [

n

i =1

V

i

such that

8 ( u; v ) 2 R , u 2 V

i

, v 2 V

j

, and i 6= j .
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Figure 2: In terop eration of Tw o Systems

This is similar to a negativ e en try in an access con-

trol list [Sat89 ]. The purp ose is to explicitly safeguard

certain parts of the system when the p oten tial implica-

tions of in tro ducing F are unclear. In our example, w e

ma y forbid access ( D iana; E v e ). R tak es precedence

o v er F .

T o giv e the de�nition of secure in terop eration for a

federated system Q = < W ; B > , recall that the auton-

om y principle requires that a legal access in A

i

remain

legal in B , i.e., if ( u; v ) / A

i

then ( u; v ) / B . On the

other hand, the securit y principle requires that an il-

legal access in A

i

remain illegal in the in terop eration,

i.e., if ( u; v ) 6/ A

i

then ( u; v ) 6/ B . In addition, all

access in R should b e explicitly restricted { that is,

B \ R = ; (the empt y set).

De�niti on 4 (Secure In terop eration ) Q is a se-

cur e inter op er ation if B \ R = ; , and 8 u; v 2 V

i

,

( u; v ) / A

i

if and only if ( u; v ) / B .

F and R ma y con tradict eac h other, and other se-

curit y violations can also o ccur as a result of in ter-

op eration. As illustrated in Figure 3, Bob can access

Alice indirectly through Diana, whic h is illegal within

the researc h organization.

In situations lik e this, F ma y need to b e c hanged

or reduced to remo v e securit y violations (recall that R

tak es precedence o v er F ). Th us, giv en G

i

; i = 1 ; : : : ; n ,

F , and R , our aim is to �nd a federated system Q = <

W ; B > , where W = [

n

i =1

V

i

and B � ( [

n

i =1

A

i

[ F ) � R ,

suc h that Q is a secure in terop eration.
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Figure 3: Securit y Violation Caused b y In terop eration

4 Complexit y

F or con v enien t discussion, w e mark all arcs b elong-

ing to G

i

; i = 1 ; : : : ; n; green, mark all arcs in the

p ermitted access set F purple, and mark all arcs in

the restricted access set R red.

The �rst problem w e encoun ter is to decide if a

giv en in terop eration is secure.

Problem 1 (Securit y Ev aluation) Given G

i

= <

V

i

; A

i

>; i = 1 ; : : : ; n , p ermitte d ac c ess F , and r e-

stricte d ac c ess R . Is < [

n

i =1

V

i

; ( [

n

i =1

A

i

[ F ) � R > a

se cur e inter op er ation?

Theorem 1 Se curity evaluation is in P.

Pro of. W e pro v e the theorem b y giving a

p olynomial- tim e algorithm to detect securit y viola-

tions. Let A

+

i

denote the transitiv e closure of A

i

, and

B

+

denote the transitiv e closure of B = ( [

n

i =1

A

i

[

F ) � R . The algorithm is as follo ws.

First, c hec k that B \ R is an empt y set. Then,

compute B

+

and A

+

i

; i = 1 ; : : : ; n , and c hec k that

B

+

induced b y V

i

is a subset of A

+

i

. If an y c hec k-

ing fails, rep ort securit y violation; otherwise, rep ort

secure. The correctness of the algorithm is ob vious,

noting that the de�nition of B automatically satis�es

the autonom y requiremen t.

The complexit y of the algorithm is the complexit y

of calculating the transitiv e closures O( j [

n

i =1

V

i

j

3

)

plus the complexit y of the comparisons O( j [

n

i =1

V

i

j

3

),

so an upp er b ound is O ( j [

n

i =1

V

i

j

3

). 2

If B = ( [

n

i =1

A

i

[ F ) � R is insecure, w e can re-

mo v e the securit y violations b y reducing F un til the

resulting in terop eration is secure. In other w ords, �nd

S � F suc h that C = ( [

n

i =1

A

i

[ S ) � R is secure. This

is trivial b ecause S = ; is de�nitely a secure solution.

T o �nd non trivial secure solutions, one c hoice is to

�nd a secure solution that includes all other secure

solutions. In other w ords, �nd S � F suc h that C =

( [

n

i =1

A

i

[ S ) � R is secure and, for an y secure solution

T , T � S . Unfortunately , suc h solutions do not alw a ys

exist, as is sho wn b y the follo wing coun terexample.

Consider the in terop eration of systems

G

1

= < f a 1 ; a 2 ; a 3 g ; f ( a 1 ; a 2 ) ; ( a 2 ; a 3) g >

and G

2

= < f b 1 ; b 2 ; b 3 g ; f ( b 1 ; b 2) ; ( b 2 ; b 3 ) g > ,

as illustrated b y Figure 4. Supp ose F =

f ( b 3 ; a 2) ; ( a 3 ; b 2) g , whic h ob viously causes a

securit y violation b ecause access ( a 3 ; a 2) is

legal in the federated system but illegal in

G

1

. One secure solution is S

1

= f ( a 3 ; b 2) g .

Another secure solution is S

2

= f ( b 3 ; a 2) g .

But an y solution con taining b oth S

1

and S

2

con tains F , whic h causes a securit y violation.

a3

a2

a1

b3

b2

b1

Figure 4: All-Inclusiv e Solutions Ma y Not Exist

An alternativ e in �nding non trivial secure solutions

is to lo ok for solutions that cannot b e expanded an y

further. In other w ords, �nd a secure solution S � F

suc h that, for an y secure solution T , S 6� T . This

problem is in P , as the follo wing p olynomial- tim e al-

gorithm demonstrates: start with an empt y solution

S ; add elemen ts in F to S one b y one, and only if the

addition will not cause a securit y violation (recall that

securit y ev aluation is in P); rep eat this pro cess un til

no more elemen ts can b e added. The correctness of

this algorithm is ob vious.

The three c hoices describ ed so far do not giv e natu-

ral optimalit y measures. F or example, a solution ma y

turn out to con tain just one arc from F although the



exclusion of this single arc w ould allo w the addition of

t w o other arcs, with the latter in tuitiv ely facilitating

more information exc hange.

Therefore, w e prop ose t w o de�nitions that are more

natural. F rom no w on, w e stipulate that F 6= ; b e-

cause the secure in terop eration problem disapp ears

when F = ; (and th us R = ; ).

One natural optimalit y measure is to maximi ze di-

rect information sharing. T ak e the in terop eration rep-

resen ted in Figure 3, for example. Arcs a and d (or c

and d ) cause a securit y violation. T o reduce a mini-

m um n um b er of arcs from F , it is b etter to remo v e d

so that b oth a and c can b e preserv ed.

Problem 2 (Maxim um Secure In terop erati on)

F or any p ositive inte ger K �j F j , is ther e a se cur e

solution S such that S � F and j S j� K ?

Theorem 2 Maximum se cur e inter op er ation is NP-

c omplete.

Pro of. The problem b elongs to NP b ecause a non-

deterministic mac hine can guess a solution at random

and v erify its autonom y and securit y prop erties in

p olynomial time (refer to Theorem 1 on securit y ev al-

uation).

The rest of the pro of is to reduce a kno wn NP-

complete problem, the F eedbac k Arc Set problem

[GJ79 , p.192], to a restricted case of our problem at

hand. W e �rst review the F eedbac k Arc Set problem:

Giv en a directed graph G = < V ; A > , p os-

itiv e in teger K �j A j . Is there a subset

A

0

� A with j A

0

j� K suc h that A

0

con tains

at least one arc from ev ery directed cycle in

G ?

The restricted case of Problem 2 is when

all individual systems are of the form G

i

= <

f u

i

; v

i

g ; f ( u

i

; v

i

) g > , F con tains no direct cycles, and

R = ; . Here, the only t yp e of securit y violation is a

directed cycle (in the federated system) con taining a

green arc ( u

i

; v

i

), b ecause access from v

i

to u

i

w ould

b ecome p ossible. Moreo v er, an y cycle m ust con tain at

least a green arc b ecause there are no red arcs and no

all-purple cycles.

Our reduction, sho wn in Figure 5, is as follo ws.

Giv en an y G = < V ; A > , w e de�ne G

0

= < V

0

; A

0

>

as follo ws. V

0

is formed b y splitting ev ery v ertex u in

V in to a pair of v ertices u

1

and u

2

. W e add an arc

( u

1

; u

2

), and let C denote the set of all suc h arcs. Let

< f u

1

; u

2

g ; f ( u

1

; u

2

) g > denote an individual system.

F or ev ery arc in A that ends at u , there is a corre-

sp onding arc in A

0

that ends at u

1

, and for ev ery arc

in A that departs from u , there is a corresp onding arc

in A

0

that departs from u

2

. Let F = A

0

. Clearly F

do es not con tain an y cycle.

G

a

b

c

d

e

G'

u1

a

b

c

u2

u

d

e

Figure 5: Reduction

Next w e need to sho w that this reduction is a one-

to-one mapping b et w een the t w o problems in that A

00

is a solution for the F eedbac k Arc Set problem in G ,

with j A

00

j� K , if and only if S = ( A

0

� A

00

) is a

solution of maxim um secure in terop eration in G

0

, with

j S j�j A

0

j � K .

Supp ose A

00

is a solution for the F eedbac k Arc Set

problem in G , then A

00

� A

0

and j A

00

j� K . Let

S = ( A

0

� A

00

). S do es not con tain directed cycles

in G , th us S [ C do es not con tain directed cycles in

G

0

either, b ecause of the w a y arcs in C are added to

G

0

. Therefore S do es not cause a securit y violation.

Moreo v er, since A

00

� A

0

, w e ha v e j S j = j ( A

0

� A

00

) j = j

A

0

j � j A

00

j�j A

0

j � K . Th us, S is a solution to

maxim um secure in terop eration in G

0

.

On the other hand, supp ose S is a solution to max-

im um secure in terop eration in G

0

. Since S do es not

con tain directed cycles, A

00

= A

0

� S m ust con tain at

least one arc from eac h directed cycle in A

0

. Because

S � A

0

and j S j�j A

0

j � K , j A

00

j = j A

0

� S j = j A

0

j

� j S j�j A

0

j � ( j A

0

j � K ) = K . Therefore, A

00

is a

solution to the F eedbac k Arc Set problem in G . 2

F or an NP-complete problem, one naturally seeks

go o d appro ximation algorithms. W e no w pro v e that

�nding certain appro ximate solutions is also NP-

complete. Giv en a federated system G , w e use A ( G )

to denote a solution obtained b y an appro ximation al-

gorithm, of size j A ( G ) j , and O P T ( G ) to denote the

optimal solution, of size j O P T ( G ) j .



Corollary 1 If P 6= NP, then no p olynomial-time al-

gorithm for the maximum se cur e inter op er ation pr ob-

lem c an guar ante e j A ( G ) j � j O P T ( G ) j� K for a

�xe d c onstant K .

Pro of. Supp ose to the con trary that X is in-

deed suc h an appro ximation algorithm. W e sho w that

X can b e used to construct a p olynomial-ti m e algo-

rithm Y that solv es the maxim um secure in terop era-

tion problem, whic h con tradicts the assumption that

P 6= NP .

Giv en G and a p ositiv e in teger K , our algorithm Y

constructs G

0

that consists of K + 1 isomorphic copies

of G . It is easy to see that j O P T ( G

0

) j = ( K + 1) � j

O P T ( G ) j . F urthermore, w e can construct a solution

for G with a size of at least j X ( G

0

) j = ( K + 1) merely

b y taking the isomorphic cop y of G that has the largest

solution among the ( K + 1) copies. Th us, ( K + 1) � j

Y ( G ) j�j X ( G

0

) j .

Since X guaran tees that j X ( G

0

) j � j O P T ( G

0

) j�

K , w e ha v e j X ( G

0

) j � ( K + 1) � j O P T ( G ) j� K .

Because ( K + 1) � j Y ( G ) j�j X ( G

0

) j , w e ha v e

( K + 1) � j Y ( G ) j � ( K + 1) � j O P T ( G ) j� K ,

or j Y ( G ) j � j O P T ( G ) j� K = ( K + 1). This means

that j Y ( G ) j = j O P T ( G ) j and th us Y is a p olynomial -

time algorithm for the maxim um secure in terop eration

problem, a con tradiction. 2

So far w e ha v e b een w orking to �nd maxim um sub-

sets of F that result in secure in terop eration, and The-

orem 2 and its corollary suggest that this is hard.

Another natural measure of optimalit y is to maxi-

mize direct and indirect information sharing b y w ork-

ing on the whole federated system. The aim is to �nd

a secure in terop eration with a maxim um n um b er of

legal access, instead of lo oking for a secure solution F

of a maxim um size. That is, w e can no w c hange F as

long as the new F do es not in tro duce an access that

is illegal under the initial set F .

T ak e the in terop eration represen ted in Figure 3

again, for example. Arcs a and d (or c and d ) cause

a securit y violation. Previously , for a solution with

maxim um size, it w as b etter to remo v e d so that b oth

a and c could b e preserv ed. No w to obtain maxim um

access, it is actually b etter to remo v e b oth a and c to

preserv e d b ecause the latter facilitates more (alb eit

indirect) information sharing.

Problem 3 (Maxim um-Access Secure In terop-

eration) F or any p ositive inte ger K �j ( [

n

i =1

A

i

[

F )

+

� R j , is ther e a se cur e inter op er ation <

[

n

i =1

V

i

; B > such that B � ( [

n

i =1

A

i

[ F )

+

� R and

j B j� K ?

Theorem 3 Maximum-ac c ess se cur e inter op er ation

is NP-c omplete.

Pro of. The problem ob viously b elongs to NP b e-

cause a nondeterministic mac hine can guess a solution

at random and v erify its suitabilit y in p olynomial time

(recall Theorem 1 that securit y ev aluation is in P).

Again, w e reduce the F eedbac k Arc Set problem to

a subproblem when eac h individual system is of the

form G

i

= < f u

i

; v

i

g ; f ( u

i

; v

i

) g > . Our reduction is

iden tical to that in the pro of of Theorem 2, as sho wn

in Figure 5, where j C j = j V j . W e then compute the

transitiv e closure of G

0

and call it G

00

= < V

0

; ( A

0

)

+

> .

W e aim to pro v e that A

00

is a solution to the

F eedbac k Arc Set problem in G if and only if B =

( A

0

� A

00

) [ C forms a secure in terop eration in G

00

,

with j B j�j A

0

j � K + j V j .

In the set of arcs in tro duced b y computing the tran-

sitiv e closure, namely (( A

0

)

+

� A

0

� C ), if an arc is

within one single system, then it m ust b e of the form

( u

2

; u

1

), whic h causes a securit y violation and th us

cannot b e presen t in an y secure in terop eration. De�ne

R to b e the subset of (( A

0

)

+

� A

0

� C ) con taining arcs

that connect t w o di�eren t systems. This de�nition of

R e�ectiv ely remo v es from an y secure in terop eration

all arcs added when computing the transitiv e closure,

th us the rest of this pro of is essen tially the same as

that of Theorem 2. 2

Corollary 2 If P 6= NP, then no p olynomial-time al-

gorithm for the maximum-ac c ess se cur e inter op er ation

pr oblem c an guar ante e j A ( G ) j � j O P T ( G ) j� K for

a �xe d c onstant K .

Pro of. Similar to the pro of of Corollary 1. 2

The ab o v e results sho w that the problems w e are

in v estigating are NP-complete in general. Nev erthe-

less, w e ha v e found a sp ecial case where �nding an

optimal solution tak es only p olynomial time.

Problem 4 (Simpli �ed Maxim um-Access Se-

cure In terop erati on) Supp ose that every G

i

is a

total or der, and gr aph < [

n

i =1

V

i

; F > is acyclic.

F or any p ositive inte ger K �j ( [

n

i =1

A

i

[ F )

+

j , is

ther e a se cur e inter op er ation < [

n

i =1

V

i

; B > such that

B 2 ( [

n

i =1

A

i

[ F )

+

and j B j� K ?

Theorem 4 Simpli�e d maximum-ac c ess se cur e inter-

op er ation is in P.

Pro of. W e pro v e b y constructing a p olynomial -

time algorithm to �nd the optimal solution. As b efore,

w e mark arcs in A

i

green and arcs in F purple. W e

mark all the other arcs in ( [

n

i =1

A

i

[ F )

+

y ello w. Since



G

i

is a total order and F do es not con tain directed

cycles, a securit y violation o ccurs if and only if there

is a directed cycle in the transitiv e closure G

+

= <

[

n

i =1

V

i

; ( [

n

i =1

A

i

[ F )

+

> . Th us, our ob jectiv e is to

�nd the maxim um acyclic subgraph of G

+

that also

con tains all the green arcs (to preserv e autonom y). In

other w ords, w e w an t to remo v e a minim um n um b er

of arcs in order to remo v e all cycles.

Note that in a transitiv e closure, the subgraph in-

duced b y all v ertices on a cycle is a complete graph

{ where eac h pair of v ertices is connected b y arcs in

b oth directions { so G

+

can b e view ed as a collection

of complete graphs plus arcs b et w een them. These \in-

b et w een" arcs do not in tro duce cycles, th us an y max-

im um in terop eration m ust include them. Therefore,

our task is reduced to �nding in a complete graph the

maxim um subgraph that do es not ha v e cycles (since

the n um b er of suc h complete graphs in G

+

is p olyno-

mial).

By induction, w e can easily pro v e a lemma that for

a complete graph of m v ertices, the maxim um acyclic

subgraph (denoted as G ( k )) con tains exactly m ( m �

1) = 2 arcs. This is ob viously true when m = 2 since

m ( m � 1) = 2 = 1. Supp ose the lemma is true for m =

k . F or m = k + 1, w e argue that, after adding one

more v ertex to G ( k ), w e can add exactly k arcs to

form G ( k + 1) without in tro ducing cycles. First, w e

can add k arcs without in tro ducing cycles: eac h new

arc departs from an existing v ertex and arriv es at the

new v ertex. Second, if w e add k + 1 arcs, then since

G ( k ) con tains only k v ertices, there are at least t w o

arcs connecting the new v ertex and an existing v ertex.

These t w o arcs are necessarily in opp osite directions

and therefore form a cycle. Therefore, j G ( k + 1) j = j

G ( k ) j + k = k ( k � 1) = 2 + k = ( k + 1) k = 2.

Giv en the ab o v e lemma, w e can arrange the v er-

tices in a left-to-righ t line suc h that v ertices in V

1

are

group ed together �rst, from left to righ t in descending

order, so that a v ertex can alw a ys \access" the one on

its righ t side. Then v ertices in V

2

are similarly lined

up, and so on. Under suc h an arrangemen t, all green

arcs are in the direction of left to righ t. Therefore, w e

only need to delete all arcs p oin ting from righ t to left,

whic h are either purple or y ello w, and w e ha v e found a

maxim um acyclic subgraph that con tains all the green

arcs. The whole pro cess is clearly in p olynomial time.

2

The ab o v e theorem is v ery encouraging and more

p olynomial- tim e solv able sub cases w ould b e desirable.

Next w e turn to another related problem. Supp ose

that the initial in terop eration is already secure, or that

an appro ximate or optimal solution has b een found.

Here the set F ma y con tain some arcs that are redun-

dan t in the sense that data sharing pro vided b y them

is already pro vided b y other p ermitted access. There-

fore, it is quite natural to consider reducing the size

of F as m uc h as p ossible.

Problem 5 (Minim um Represen tati on ) F or any

p ositive inte ger K �j F j , is ther e a subset F

0

� F

such that j F

0

j� K and that the set of le gal ac c ess

r emains unchange d when F is r eplac e d by F

0

?

Theorem 5 Minimum r epr esentation is

NP-c omplete.

Pro of. The subproblem when all A

i

; i = 1 ; : : : ; n ,

and R are empt y sets is iden tical to the kno wn

NP-complete problem, Minim um Equiv alen t Digraph

[GJ79 , p.198]. 2

This result implies that, unless P=NP , an y

p olynomial -tim e algorithm for �nding a secure in ter-

op eration cannot guaran tee to result in a minim um

represen tation

Nev ertheless, if w e remo v e the constrain t that re-

duction can tak e place only within F { that is, w e

ask if there is a F

0

� [

n

i =1 ;j =1 ;i 6= j

V

i

� V

j

suc h that

j F

0

j� K and that the set of legal access remains un-

c hanged when F is replaced b y F

0

{ then the problem

is equiv alen t to T ransitiv e Reduction [GJ79 , p.198],

whic h is solv able in p olynomial time. This t yp e of

reduction ma y b e useful in a prepro cessing step to

reduce the problem space of an y algorithm used sub-

sequen tly . Ho w ev er, suc h a measure means that the

setup of individual systems ma y b e c hanged, whic h

ma y not b e desirable for other reasons.

5 Comp osabilit y

T o reduce the total complexit y of �nding maxim um

secure in terop eration, one area for exploration is the

top ology of system in terop eration. In some federated

systems, for example, in terop eration is accomplished

b y ha ving a master system in teracting with other sys-

tems in lo cal in terop eration [SL90 ]. W e no w pro v e

that in suc h a con�guration, the global in terop eration

is secure if and only if eac h lo cal in terop eration is se-

cure.

Giv en systems G

i

= < V

i

; A

i

>; i = 0 ; 1 ; : : : ; n ,

where G

0

is the master system, let G

0 ;i

= <

G

0

; G

i

; F

i

> denote the lo cal in terop eration b et w een

G

0

and G

i

with p ermitted access set F

i

, i = 1 ; : : : ; n .

The global system is th us G

0

= < [

n

i =0

V

i

; ( [

n

i =0

A

i

) [

( [

n

i =1

F

i

).



Problem 6 (F ederated Secure In terop erati on)

Given se cur e G

0 ;i

, i = 1 ; : : : ; n . Is G

0

se cur e?

Theorem 6 G

0

is se cur e if and only if G

0 ;i

is se cur e,

i = 1 ; : : : ; n .

Pro of. An y lo cal in terop eration of a secure global

in terop eration is automatically secure. Th us w e need

only to sho w that the securit y of all the lo cal in terop-

eration guaran tees the securit y of the global federated

system. By t w o case studies, w e sho w that, in the

federated system, there cannot b e a legal access that

is illegal in either the master system G

0

or a satellite

system G

i

.

Supp ose there is an access ( a; b ) that is legal in

the federation but is illegal in the master system G

0

.

Because an y lo cal in terop eration is secure, the c hain

of access from a to b in v olv es G

0

and at least t w o other

systems. As depicted in Figure 6, there m ust b e an

access c hain from a in G

0

to outside, whic h reen ters

G

0

at some v ertex c , go es out to G

i

, and reen ters G

0

again leading to b .

a

c

?

Go

b

Gi

Figure 6: Securit y Violation in G

0

Clearly access ( a; c ) m ust b e illegal in G

0

b ecause

otherwise access ( a; b ) w ould b e legal in G

0 ;i

, whic h

con tradicts the assumption that G

0 ;i

is a secure lo cal

in terop eration. But apparen tly ( a; c ) is legal in the

federated system excluding G

i

, th us after excluding

G

i

, the rest of the federation m ust still b e insecure. By

induction w e can see that this implies that there exists

an insecure lo cal in terop eration G

0 ;j

, a con tradiction.

Similarl y , supp ose there is a access ( a; b ) that is

legal in the federation but is illegal in some satellite

system G

i

; i 6= 0. Again, the c hain of access from a

to b in v olv es G

0

, G

i

, and at least another system. As

depicted in Figure 7, there m ust b e an access c hain

from a in G

i

to c in G

0

, whic h ev en tually lea v es G

0

at

some v ertex d to en ter G

i

at v ertex b .

Gi

Go

c

?

b

a

d

Figure 7: Securit y Violation outside G

0

Clearly access ( c; d ) m ust b e illegal in G

0

b ecause

otherwise access ( a; b ) w ould b e legal in G

0 ;i

, whic h

con tradicts the assumption that G

0 ;i

is a secure lo cal

in terop eration. But apparen tly ( c; d ) is legal in the

federated system excluding G

i

, th us after excluding

G

i

, the rest of the federation m ust still b e insecure.

By induction w e can see that this implies that there

exists an insecure G

0 ;j

, a con tradiction. 2

This theorem implies that lo cal secure in terop era-

tion, and th us lo cal maximi zation, can b e computed

indep enden tly and in parallel.

Corollary 3 (Maxim um F ederated Secure In-

terop eration) G

0

is a maximum se cur e inter op er a-

tion if and only if G

0 ;i

is a maximum se cur e inter op-

er ation, i = 1 ; : : : ; n .

The t w o v ery p ositiv e results ab o v e indicate that

in a star-lik e con�guration, global (maxim um ) secure



in terop eration can b e ac hiev ed in a distributed fash-

ion, lo cally , and incr emental ly as more systems join

the in terop eration. W e can th us sa y that (maxim um )

secure in terop eration is c omp osable . Note that these

results do not necessarily imply that maxim um -access

secure in terop eration is comp osable.

The pro ofs in Theorem 6 clearly extend to an y con-

�guration of a tree structure in that if all lo cal in ter-

op eration b et w een neigh b oring systems are secure or

maxim um , then the global in terop eration is also secure

or maxim um .

Corollary 4 (General F ederated Secure In ter-

op eration) Se cur e inter op er ation and maximum se-

cur e inter op er ation ar e c omp osable in any tr e e-

structur e c on�gur ation.

In a ring-structure con�guration (or an y con�gu-

ration con taining a ring), the comp osabilit y theorem

do es not alw a ys hold. A simple coun terexample is

when eac h F

i

con tains only one arc; th us, eac h lo-

cal in terop eration is secure, but the collection of these

plus a green arc forms a cycle and p ermits an illegal

access. The implication is that secure in terop eration

can b e joined together as long as no ring is formed.

F rom the pro of details, w e exp ect that the ab o v e

comp osabilit y results generalize b ey ond the simple ac-

cess con trol structure w e ha v e assumed in our curren t

discussion.

6 An Application in Databases

An ob vious application area is the in terop eration

of heterogeneous databases. As more secure databases

are built and connected through computer net w orks, a

wide v ariet y of secure data sources is b ecoming acces-

sible. One of the biggest c hallenges presen ted b y this

tec hnology is the secure in terop eration of databases

con taining data with mismatc hed access con trol struc-

tures [P er92]. Pro viding secure in terop eration not

only mak es it p ossible to reliably share data in iso-

lated military and civilian databases, but also in-

creases users' con�dence and willingness in suc h shar-

ing.

A k ey requiremen t in the in terop eration of hetero-

geneous and esp ecially legacy databases is autonom y

[SL90 ]. Since these databases w ere often indep en-

den tly designed to eac h serv e the needs of a single

organization, and signi�can t in v estmen t has already

b een made in to them, the in terop eration m ust resp ect

their autonom y . Our de�nition of secure in terop era-

tion prop erly captures the autonom y requiremen t in

securit y .

The in terop eration of secure databases presen ts

new requiremen ts. While the concern in the in terop-

eration of databases with homogeneous access con trol

structures is ho w to maximi ze data sharing b et w een

databases, suc h maxim izati on in the in terop eration

of databases with heterogeneous access con trol struc-

tures has to b e temp ered b y securit y considerations.

In other w ords, the data sharing caused b y database

in terop eration should not compromise the securit y of

individual databases. This requiremen t is also prop-

erly captured b y our de�nition of secure in terop era-

tion.

Applying our complexit y analysis to the au-

tonomous and secure in terop eration of heterogeneous

databases with mismatc hed access con trol structures,

w e can see that the detection of securit y breac hes

in in terop eration is easy , and the hard problem is

the elimination of securit y breac hes while maxim iz-

ing data sharing. Although the general problem is not

tractable, our results pro vide useful guidelines in solv-

ing this problem in practice. Some example guidelines

are

� Although the general problem is NP-complete,

the most common case in m ultilev el military

databases, where access con trol structures form

total orders, is p olynomial-tim e solv able, as is

sho wn b y Theorem 4.

� Although solving the general problem in v olv es ex-

amining globally all the in terop erating databases

and links b et w een them, for the widely adopted

case of federated database systems [SL90 ], in

whic h all data sharing is carried out through the

federated sc hema, the problem can b e solv ed in a

pairwise manner, as is sho wn b y Theorem 6. This

implies that the problem can b e solv ed incr emen-

tal ly as new databases join the federation.

In addition, the in terop eration of secure databases

suggests other natural optimalit y measures, whose

computational complexit y w e are studying no w. F or

example, w e migh t w an t to maximi ze the n um b er

of databases in terop erable, th us an optimal solution

migh t link as man y databases as p ossible, ev en if the

amoun t of data sharing is not necessarily maxim ized.

7 Related W ork

Secure in terop eration can in some sense also b e

view ed as comp osing secure systems. A n um b er of

comp osition metho ds ha v e b een prop osed for build-

ing a large system out of secure comp onen ts (e.g.,



[McC90]). These previous results are mostly fo cused

on comp osing systems with iden tical or compatible se-

curit y attributes or p olicies, and tend to fall in the

category of m ultilev el securit y where the a v oidance of

co v ert c hannels is of paramoun t imp ortance. W e deal

with secure in terop eration of systems with heteroge-

neous securit y attributes, and the comp osition metho d

w e examine is a v ery natural one that has b een used

frequen tly in practice.

Another related w ork is a study of in terop era-

tion of m ultilev el secure databases [JW94 ], where the

problem is securit y lab el translation. Lik e us, these

researc hers recognize that naiv e in terop eration ma y

cause securit y violations. They de�ne a notion called

relation consistency and prop ose a lab el insertion al-

gorithm to ac hiev e that. But unlik e us, they do not

pro vide an y complexit y or comp osabilit y result.

In [P er92] a canonical securit y mo del w as pro-

p osed for federated databases. The main concern w as

the in tegration of heterogeneous securit y p olicies and

the sp eci�cation of securit y constrain ts in a federated

sc hema. Ho w ev er, the problem of detecting and elim-

inating securit y breac hes in a federated sc hema w as

not considered.

8 Summary and F uture W ork

W e ha v e studied the problem of secure in terop er-

ation of systems with heterogeneous access con trol

structures. W e formed the de�nition of secure in ter-

op eration on the follo wing basic notions: autonomy ,

whic h dictates that legal access in one system should

remain legal in the global system, and se curity , whic h

sa ys that illegal access within one system should re-

main illegal in the global system. W e pro v ed that ev en

for a v ery simple t yp e of access con trol list, �nding a

secure solution with some optimalit y is NP-complete.

Th us, �nding similar optimal solutions for general ac-

cess con trol lists can only b e harder. These results,

as sho wn b y the application discussed, can help direct

system design e�ort to searc hing for appro ximation

algorithms and partial optimization, for example, b y

using heuristic algorithms.

F or future w ork, one direction is to impro v e the the-

oretical results. This includes obtaining results on the

hardness of obtaining p ercen tage-wise appro ximation

solutions, where some recen t w ork [ALM

+

92] ma y b e

helpful, and in v estigating other optimalit y measure-

men ts that are applicable to particular en vironmen ts.

W e ha v e so far assumed that R represen ts direct ac-

cess that are undesirable, suc h as a negativ e en try in

an access con trol list. This means that an indirect ac-

cess ma y still b e p ossible, as in the case of a t ypical

discretionary access con trol sc heme. If w e in terpret re-

stricted access as banning b oth direct and indirect ac-

cess, then similar theorems migh t b e obtained. F or ex-

ample, Theorem 1 trivially holds. Theorem 2 (and its

corollary) should also hold b ecause its pro of is ab out

the sub case when R = ; . Dev eloping near-optimal al-

gorithms, p ossibly probabilistic algorithms, to obtain

go o d a v erage-case p erformance is also desirable.

Another direction is to examine w a ys to distribute

the pro cess of remo ving securit y violations from a cen-

tral con trol p oin t to individual systems, for example,

b y de�ning in terfaces that preserv e securit y . This is

analogous to the dev elopmen t of distributed concur-

rency con trol. W e can also explore v arious top olo-

gies of system in terop eration, as in Theorem 6. An-

other p ossibilit y is to divide the o v erall task of �nd-

ing maxim um secure in terop eration in to prepro cessing

and run-time pro cessing, b ecause the latter on a v erage

probably do es not in v olv e a large n um b er of separate

systems. This idea of dela ying the decision to run

time can ha v e other b ene�ts. F or example, giv en t w o

p ermitted access that together will violate securit y , in-

stead of deciding somewhat arbitrarily to remo v e one,

w e can decide to k eep the one that is �rst used during

run time. This is similar to the Chinese W all p olicy

(e.g., [BN89]) where one access will automatically pro-

hibit future access of another kind, but whic h access

to prohibit is not decided in adv ance.
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