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1 Automated F ormal Metho ds

F ormal metho ds can b ene�t system design in t w o di�eren t w a ys.

� Concepts and notations from mathematics can pro vide metho dological assis-

tance: they can help us think, and can help us comm unicate our ideas.

� Mathematical mo deling can allo w us to c alculate some of the prop erties of our

designs.

My in terest is c hie
y in the second of these and, more particularly , in automation

of the calculations concerned.

1

Automation pro vides rep eatabilit y and accuracy

and|p oten tially , at least|sp eed and econom y . The motiv ation and b ene�ts here

are similar to those pro vided b y mathematical mo deling and automated calculation

in other engineering �elds: computational 
uid dynamics, for example, allo ws the

aero dynamic prop erties of airplane designs to b e thoroughly explored and analyzed

prior to construction.

There are man y kinds of computer systems, and man y di�eren t prop erties of

those systems that are of in terest. There are corresp ondingly man y w a ys to mo del

computer systems and to calculate their prop erties. A t one end of the sp ectrum of

di�eren t metho ds, w e can build a sim ulation or rapid protot yp e of the system and

�

This w ork w as partially sp onsored b y NASA Langley under Con tract NAS1-20334, and b y Arpa

through NASA Ames under con tract NASA-NA G-2-891.

1

I generally use PVS for this purp ose. PVS is a v eri�cation (i.e., theorem pro ving) system

mainly dev elop ed b y m y colleagues Sam Owre and Shank ar [13].

1



test its b eha vior on selected inputs; at the other end of the sp ectrum, w e can conduct

a mec hanically-c hec k ed pro of that a formally-sp eci�ed design satis�es its formally-

sp eci�ed requiremen ts. In b et w een these extremes come v arious (mostly �nite-state)

metho ds, including mo del c hec king. Although I just indicated that these metho ds

form a sp ectrum, they actually di�er from eac h other in sev eral dimensions, though

these do tend to b e correlated with eac h other. I discuss three of the more imp ortan t

dimensions in the follo wing sections.

1.1 Num b er of b eha viors examined

The main reason computer programming and system design is hard is the sheer com-

plexit y of b eha vior that can b e ac hiev ed b y these means. Individual comp onen ts

can do complicated things, but the real explosion in complexit y o ccurs when com-

p onen ts in teract with eac h other or with their en vironmen t. In order to understand

our designs, and to predict their prop erties, w e need some w a y to comprehend all

the di�eren t b eha viors that they can exhibit.

F or w ell-structured sequen tial programs of mo dest size, this is not to o hard

to ac hiev e. By selecting suitable test data, it is p ossible to directly \calculate"

through execution a sample of the p ossible b eha viors of the program. If this sample

is fairly represen tativ e (e.g., satisfying some com bination of functional and structural

test criteria), w e ma y feel some con�dence in extrap olating to the complete set of

b eha viors.

This extrap olation from a �nite n um b er of tests to the (p ossible in�nite) set

of all p ossible b eha viors cannot b e guaran teed sound in general, but w e are fairly

comfortable with it for sequen tial programs b ecause w e understand the basis b y

whic h the tested b eha viors are considered represen tativ e of the whole set (e.g., b oth

directions ha v e b een examined at eac h branc h in the con trol 
o w and eac h lo op has

b een executed zero, once, and man y times). With concurren t or reactiv e systems,

ho w ev er, it is all but imp ossible to ac hiev e an y degree of comfort in extrap olation

from a �nite n um b er of tests to the complete set of b eha viors. This is b ecause it is

hard to de�ne, and ev en harder to conduct, tests that are represen tativ e of all the

p ossible in teractions of the comp onen ts concerned.

Classical program v eri�cation metho ds based on theorem pro ving do allo w us to

consider all p ossible b eha viors of suc h systems in a �nite but complete manner, ho w-

ev er. F or sequen tial programs, w e attac h assertions at v arious p oin ts in the con trol

graph (in particular, w e iden tify an \in v arian t" assertion for eac h lo op) and for eac h

section of program connecting t w o assertions, w e pro v e that if the �rst assertion is

true when con trol is at that p oin t, then the program will ensure the that second

is true when con trol reac hes that p oin t. One w a y of generalizing this approac h to

concurren t programs is to establish \rely" and \guaran tee" assertions for eac h com-
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p onen t and to pro v e that eac h comp onen t will hold its guaran tee assertion in v arian t

if the other comp onen ts do the same for the assertions that it relies on.

The principal di�culties with these program v eri�cation metho ds are in v en ting

suitable in v arian ts, and conducting the pro ofs without error. The latter can b e

ensured, to some exten t, b y using a mec hanized pro of c hec k er or theorem pro v er.

There are also mec hanized tec hniques that can help in the dev elopmen t of in v arian ts,

but ev en with suc h assistance it can b e a v ery tedious task to dev elop these, and

the resulting form ulas can b e v ery complicated.

So far, w e ha v e considered testing and sim ulating a sample of the b eha viors that

a system ma y exhibit, and using v eri�cation metho ds to pro v e prop erties ab out all

its b eha viors. The �rst of these is fairly straigh tforw ard and automatic, but the

extrap olation to all b eha viors is questionable; the second is sound and complete,

but c hallenging to undertak e. W e w ould lik e to ha v e a metho d that falls b et w een

these t w o.

The n um b er of essen tially di�eren t b eha viors that a program can exhibit is

related to its state space, that is, to the n um b er of di�eren t v alues that can b e

assumed b y its state v ariables (including the program coun ters), considered as a

totalit y . If the state space w ere �nite, and relativ ely small, it migh t b e p ossible

to systematically en umerate all the p ossible di�eren t b eha viors of the program. If

t w o suc h �nite-state programs in teract, the size of the state space of the com bined

system will b e the pro duct of the sizes of the individual state spaces: the n um b er

of di�eren t b eha viors of the com bined system will b e m uc h larger than those of its

comp onen ts, but it ma y still b e feasible to en umerate all of them.

Unfortunately , the state space of a t ypical program is v astly to o great for suc h

brute-force en umerations to b e feasible, and the state space of a formal sp eci�cation

can b e in�nite (since it can ha v e true, mathematical, in tegers as state v ariables).

Ho w ev er, it is often p ossible to \do wnscale" the state space of a program or sp eci�-

cation to a fairly small �nite size in suc h a w a y that the reduced program exhibits

essen tially all the b eha viors of the original. F or example, a sorting program ma y b e

designed to handle an arbitrary n um b er of arbitrary sized records, but w e ma y lose

little if w e do wnscale the n um b er of records to, sa y , �v e, eac h only t w o bits long.

The n um b er of di�eren t inputs to the do wnscaled sorting program is 4

5

and it is

feasible to test them all. Ob viously , great care m ust b e tak en in the do wnscaling if

w e are not to lose essen tial prop erties of the original program: for example, if the

sorting program is a quic ksort that rev erts to linear insertion when the n um b er of

records is less than �v e, then w e m ust b e sure to consider more than �v e records. In

some cases, it is p ossible to p erform the do wnscaling in suc h a w a y that the reduced

program is a true abstraction of the original (relativ e to some prop ert y); this means

that if the do wnscaled program can b e sho wn to satisfy the prop ert y concerned,

then the original will satisfy it also. More often, it will b e unsound to mak e this

extrap olation, but an y bugs found in the do wnscaled system are lik ely to indicate
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a bug in the original. Exp erience suggests that en umerating al l the b eha viors of a

do wnscaled system is a m uc h more p oten t debugging metho d than exploring merely

some of the b eha viors of the original system.

There are sev eral w a ys to organize the en umeration of b eha viors for �nite-state

systems and to c hec k their prop erties. The example of a sorting program suggested

ab o v e is at ypical: a sequen tial program whose b eha vior is determined b y its input,

and whic h can therefore b e c hec k ed b y presen ting it with all p ossible inputs. More

usually , these metho ds are applied to concurren t or reactiv e systems; the b eha viors

of suc h systems are explored b y in terlea ving execution of eac h of their comp onen ts.

The in terlea ving order is c hosen nondeterministically in eac h run (if a comp onen t

can select from an y of a n um b er of di�eren t steps|for example, it ma y p erform

its ordinary next step, or fail in one of a n um b er of di�eren t w a ys|then these are

c hosen nondeterministically also). By bac ktrac king o v er man y runs, all the di�eren t

nondeterministic c hoices|and hence all b eha viors|can b e explored.

An explicit state-exploration system of this kind (examples are Mur � [12]|

pronounce \Murph y"|and Spin [8]) can t ypically explore some millions of states

in a few min utes.

2

The prop erties to b e c hec k ed are generally sp eci�ed as explicit

assertions or error-c hec ks programmed in to the comp onen t sp eci�cations; this ap-

proac h is generally kno wn as \reac habilit y analysis" since it aims to explore all the

reac hable states and to c hec k that they satisfy their assertions. An alternativ e is to

pro vide a separate assertion language that can c haracterize required prop erties of

the set of b eha viors generated b y the system. T ypically , the assertion language is

a temp oral logic for whic h the �nite-state system description is putativ ely a Kripk e

mo del|this approac h is therefore kno wn as \mo del c hec king" [3]. T emp oral logic

sp eci�cations can seldom express the full correctness requiremen t of a program, but

they can often express imp ortan t safet y and liv eness prop erties. Related metho ds

are based on language inclusion: implemen tation and sp eci�cation are describ ed b y

automata and w e sho w that the language (of b eha viors) accepted b y the implemen-

tation is a subset of that accepted b y the sp eci�cation [5].

The requiremen t to sev erely do wnscale a system description to mak e it suitable

for �nite-state exploration, coupled with limitations on the prop erties that can b e

c hec k ed in this w a y , mean that �nite-state metho ds are generally most suitable for

examining questions related to con trol, rather than data, complexit y . A v aluable

c haracteristic of these metho ds is that they can often construct a coun terexample

when a design is found not to satisfy a sp eci�ed prop ert y .

2

Using this t yp e of system, the sorting program w ould b e explored b y comp osing it with an

input generator program that nondeterministi cal ly generates an input for it to sort. By exploring

all the execution sequences of the generator program, the state-exploration system will cause it to

generate all p ossible inputs within the �nite space concerned.
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1.2 Concreteness of description

T esting, in the usual sense, can generally b e applied only to sp eci�cations that

are directly executable. Suc h sp eci�cations con tain a lot of concrete detail and

are close to b eing programs. Y et m uc h of the b ene�t from formal metho ds comes

from examining early lifecycle pro ducts suc h as requiremen ts, arc hitectures, abstract

sp eci�cations of designs, and algorithms. One w a y of testing these pro ducts is to

dev elop \rapid protot yp es" that are directly executable|but this can b e costly and

it is not easy to distinguish those prop erties that truly b elong to the requiremen t or

sp eci�cation under considerations from those that are acciden tal to the protot yp e.

Using theorem pro ving tec hniques, ho w ev er, it is often p ossible to \test" early

lifecycle pro ducts sym b olically b y c hallenging them with putativ e theorems. F or

example, con v en tional tests can only examine a sp eci�c sorting program (or at b est

an algorithm), whereas w e ma y b e in terested in whether our requiremen ts sp eci�ca-

tion for the sorting function is correct. If these requiremen ts are expressed formally ,

w e can c hallenge them b y attempting to pro v e theorems suc h as sort(sort(x)) =

sort(x) . This c hallenge w ould rev eal an inadequacy of man y early form ulations of

sorting (they required the output to b e ordered, but omitted to state that it should

b e a p erm utation of the input), and could also lead us to consider \stabilit y" of sort-

ing (i.e., whether the sort can reorder records that are equal with resp ect to the sort

criterion, but distinguishable in other w a ys) and to ask whether this is imp ortan t

for our application.

Most �nite-state en umeration and mo del-c hec king metho ds are comparable to

direct execution in that they require concrete represen tations of the algorithms and

data structures concerned. Because of the do wnscaling required to mak e these meth-

o ds feasible, the data represen tations and manipulations used are v estigial and it is

generally only the con trol asp ects of algorithms that are fully dev elop ed|and this

is reasonable, since it is what these metho ds are designed to examine. Ho w ev er,

the need to pro vide ev en v estigial implemen tations of unimp ortan t elemen ts of the

design is unattractiv e and a p oten tial source of errors. F or example, a standard

demonstration of mo del c hec king concerns pro cessor pip eline con trol [2]. The pro-

cessor design is abstracted to a register �le, an ALU, and a pip elin e with, sa y , three

stages. An external source generates the addresses of pairs of source data v alues to

b e extracted from the register �le, an ALU op eration is applied to the data v alues,

and the result is written bac k to an externally generated destination address. Since

it is p ossible for the address of a source v alue for one op eration to b e the destination

address for an earlier op eration that is still in the pip elin e, b ypass circuitry is pro-

vided to extract the appropriate data v alue from the pip elin e rather than from the

register �le (to whic h it will not y et ha v e b een written bac k). The main in terest in

this exercise is the b ypass circuitry: the exact op eration p erformed b y the ALU, the

width of the data buses, and the size of the register �le, are all irrelev an t to this con-
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cern and w ould b est b e left unin terpreted (i.e., giv en no sp eci�c implemen tation).

T o apply mo del c hec king or other �nite-state metho ds, ho w ev er, w e m ust �x v alues

for the size of the data buses and register �le, and m ust giv e an implemen tation of

the ALU. If w e are to o aggressiv e in giving a v estigial implemen tation for the ALU

(e.g., if it alw a ys returns zero, or the v alue of one of its input argumen ts) w e will lose

the abilit y to detect certain errors, so w e are forced to pro vide an implemen tation

that com bines its input v alues in some fairly complicated w a y .

1.3 Degree of automation

Direct testing and mo del-c hec king metho ds are generally presen ted as fully au-

tomatic, whereas those based on theorem pro ving are generally considered lab or-

in tensiv e. This c haracterization needs to b e quali�ed, in m y view. If, for example,

w e are in terested in exploring a formal requiremen ts sp eci�cation, then w e migh t b e

able to go straigh t to w ork with a theorem pro ving metho d, whereas direct execu-

tion and mo del c hec king will require us to dev elop the more concrete represen tations

that those metho ds require.

The size of the state spaces that can b e explored b y mo del c hec king has b een in-

creased dramatically recen tly through the in tro duction of sym b olic represen tations

based on BDDs (SMV [11] is an example of a system that uses a BDD represen ta-

tion). These represen tations are not alw a ys sup erior to explicit state en umeration,

ho w ev er. F or some large state spaces, an explicit en umeration metho d ma y b e able

to explore a large n um b er of states b efore it runs out of memory , whereas a sym b olic

metho d ma y exhaust its memory b efore it can ev en construct the BDD. If some

of the states visited b y the explicit en umeration rev eal errors (as is commonly the

case early in the design cycle), then this will ha v e pro vided useful information that

the sym b olic metho d did not. The sym b olic metho d is lik ely to pro v e more e�ectiv e

in the long run, ho w ev er, and it will b e w orth the e�ort needed to get it w orking.

This ma y in v olv e exp erimen ting with the v ariable ordering used b y the BDD, using

adv anced metho ds for symmetry reduction or reduction of in terlea vings using par-

tial orderings, further do wnscaling of the sp eci�cation, or partitioning the problem

in to pieces that can b e attac k ed separately . These manipulations require skill and

exp erience and cannot b e considered automatic.

Theorem pro ving is not automatic either (ev en pro v ers called \automatic" re-

quire indirect guidance through the in v en tion and ordering of lemmas, the orien ta-

tion of equations, and selection of strategies). Ho w ev er, it is often p ossible to pro vide

strategies that are v ery e�ectiv e for certain classes of problems. F or example, a sin-

gle PVS strategy is v ery e�ectiv e against a wide v ariet y of problems in hardw are

v eri�cation [4]. This strategy can deal with the pip eline example men tioned ab o v e

in a few tens of seconds|furthermore, it do es not require an implemen tation for the

ALU op eration (it can b e left as an unin terpreted sym b olic op eration), nor sp eci�c

6



sizes for the data buses and register �le. In con trast, sym b olic mo del c hec king re-

quires concrete represen tations for all of these, and CPU time running in to tens of

min utes when the register �le has more than ab out 16 registers.

2 In tegrated Automation of F ormal Metho ds

Automated calculation of prop erties of formal descriptions of computer systems can

supp ort v alidation of requiremen ts (b y c hec king that they en tail some exp ected prop-

erties), early debugging of sp eci�cations and designs, iden ti�cation of assumptions,

exploration of design alternativ es, v eri�cation that designs satisfy their sp eci�ca-

tions, and adaptation to c hanges.

Eac h of the metho ds men tioned in the previous section|executable (or sim ulat-

able) sp eci�cations, �nite-state metho ds includin g mo del c hec king, and those based

on theorem pro ving|as w ell as other related metho ds including fault-tree analy-

sis, o�ers v aluable b ene�ts and practitioners of formal metho ds should generally b e

prepared to use all of them. In man y applications where full v eri�cation through

theorem pro ving is the ultimate goal, it will b e sensible to �rst debug the design

through direct execution and then through state exploration or mo del c hec king. In

this w a y w e can a v oid the exp ense and frustration of applying theorem pro ving to

designs that con tain errors that can b e found more easily b y other metho ds. A t SRI,

w e ha v e explored a n um b er of di�eren t com binations of metho ds that are outlined

in the sections b elo w.

2.1 No v el Uses of State Exploration

These examples in this section do not com bine di�eren t metho ds, but illustrate no v el

uses of �nite-state exploration for problems that had previously b een examined b y

hand or b y theorem pro ving.

2.1.1 Exploration of F ault-Diagnosis Algorithms

I describ ed earlier ho w a sequen tial sorting algorithm could b e exhaustiv ely tested

o v er some �nite input space b y com bining it with a nondeterministic input genera-

tor and using a state-exploration system to en umerate all p ossible b eha viors of the

input generator. Of course, sorting algorithms ha v e a v ery regular structure and

b eha vior, so this kind of exploration is unlik ely to b e enligh tening in their case.

Ho w ev er, there are other kinds of sequen tial programs that ha v e v ery complex b e-

ha vior and where this kind of exploration can b e v ery v aluable. One suc h class of

programs is concerned with fault diagnosis: the symptoms of failure of some device

are pro vided to the program and it is exp ected to diagnose the faults that could ha v e

caused those symptoms. These programs are notoriously hard to test and tend to
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b e \brittle" (they are often dev elop ed as \exp ert systems" and fail catastrophically

when confron ted with an unan ticipated circumstance). Using a state-exploration

system, it is p ossible to program a mo del of the device to b e diagnosed and to non-

deterministically inject faults; these will generate symptoms that can b e supplied

to the diagnostic program and its diagnosis can then b e compared with the injected

fault. The state-exploration system will systematically en umerate all faults within

the class considered, thereb y pro viding complete co v erage of (this asp ect of ) the

diagnosis program.

The language of Mur � is rule-based and rather similar to those used for exp ert

systems. W e are therefore considering applying Mur � to a diagnostic program for

the NASA Manned Maneuv ering Unit that w e ha v e previously studied b y hand [15].

3

I b eliev e that an approac h similar to that describ ed for diagnosis programs can also

b e used to explore decision supp ort systems and the pro cedural rules pro vided to

the op erators of complex plan ts.

2.1.2 Exploration of F ault-T oleran t Algorithms

Whereas a fault-diagnosis algorithm is required to diagnose a fault in some exter-

nal mec hanism, a fault-toleran t algorithm is required to con tin ue op eration despite

faults in the mec hanisms of its o wn execution. T ypically , the algorithm is replicated

on di�eren t pro cessors and some form of v oting is used. Inter active Consistency

(also kno wn as Byzantine A gr e ement and Distribute d Consensus ) is the problem of

distributing sensor v alues consisten tly to suc h replicated comp onen ts despite the

presence of faults. W e ha v e formally v eri�ed sev eral in teractiv e consistency algo-

rithms under increasingly complex fault mo dels using PVS [9, 10, 13]. As the algo-

rithms and fault mo dels get more complex, w orst-case analyses of the fault tolerance

ac hiev ed b ecome rather uninformativ e|it seems more useful to compare algorithms

according to the total n um b er of di�eren t fault scenarios they can tolerate (there

are some tens of thousands of scenarios for the cases w e are in terested in).

W e again used Mur � to p erform the necessary exhaustiv e examination of sce-

narios. W e considered the �v e pro cessor case and mo deled eac h algorithm as a

�v e-pro cess distributed system; a sixth pro cess p erforms the role of the en viron-

men t and nondeterministically injects faults. In running the exhaustiv e en umera-

tion of all p ossible fault scenarios, w e redisco v ered a bug in one algorithm that w e

had previously found, with m uc h greater e�ort, while attempting to formally v erify

it. W e also found that one of the algorithms under consideration is able tolerate

signi�can tly more faults than the others in regions b ey ond the simple w orst-case

b ounds.

3

In fact, I susp ect that the e�cien t state en umeration pro vided b y Mur � could b e used to do

mo del-based diagnosis in a w a y that w ould b e comp etitiv e with other metho ds.

8



2.2 Com bining Metho ds at the Language Lev el

When applying formal v eri�cation with PVS to distributed algorithms, and to proto-

cols in particular, w e ha v e found it adv an tageous �rst to c hec k a do wnscaled instance

of the proto col using Mur � ; w e also �nd it useful to c hec k prop osed in v arian ts in

this w a y . Constructing and main taining b oth a PVS and a Mur � sp eci�cation of a

proto col is tedious and error-prone, so w e ha v e dev elop ed a translator from Mur �

to PVS. The translator w as built b y Seung jo on P ark of Stanford Univ ersit y who

has used it for t w o applications.

� A distributed list proto col that is represen tativ e of the core of sev eral directory-

based cac he coherence proto cols w as debugged using Mur � for the three-

pro cessor case, and then translated in to PVS and formally v eri�ed for the

general n -pro cessor.

� A Mur � mo del of Sparc In ternational's m ultipro cessor memory consistency

mo del that is used to v erify sync hronization routines w as pro v ed consisten t

with the axiomatic de�nition of the memory mo del using PVS.

Shank ar has also dev elop ed a translation from the in ternal represen tation used b y

Ob jecTime (a Statec hart-lik e CASE notation and system) to Mur � . The translation

(done b y hand at presen t) supplemen ts the sim ulation capabilit y of Ob jecTime with

explicit state exploration.

2.3 Com bining Theorem Pro ving With Mo del Chec king

Using an o�-the-shelf BDD-based decision pro cedure for the � -calculus (i.e., quan ti-

�ed Bo olean logic with least and greatest �xed-p oin t op erators), w e ha v e recen tly im-

plemen ted CTL mo del c hec king in PVS [14]. That is to sa y , giv en a state-transition

relation sp eci�ed in PVS on a hereditarily �nite t yp e (that is a t yp e that is Bo olean,

or an en umeration t yp e, or a �nite subrange of in tegers, or a tuple, arra y , or record of

hereditarily �nite t yp e), a start state, and a CTL sp eci�cation, the PVS rewriter and

decision pro cedures expand the sp eci�cation to yield a form ula that can b e trans-

lated in to the form required b y the � -calculus decision pro cedure.

4

Av ailabilit y of

mo del c hec king within a theorem pro ving system creates new opp ortunities.

� W e ha v e w ork ed with NRL to pro vide supp ort within PVS for c hec king tabular

sp eci�cations of the kind used in the SCR metho d for requiremen ts sp eci�ca-

tion [7]. F or example, PVS pro vides a table construct, and can generate the

pro of obligations for m utually disjoin t and exhaustiv e ro w and column condi-

tions that are required for w ell-formedness of SCR mo de transition tables [6].

4

The � -calculus is strictly more expressiv e than CTL, and can also b e used to de�ne fair v ersions

of the CTL op erators. Language inclusion metho ds can also b e describ ed in the � -calculus and

ma y b e added to PVS at a later date.
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Using the mo del c hec k er w e are no w also able to c hec k certain application

prop erties of these tables automatically , with regular theorem pro ving a v ail-

able for the harder prop erties.

5

� Shank ar has v eri�ed an n -place m utual exclusion proto col b y induction using

the PVS theorem pro v er, but with the inductiv e step disc harged automatically

b y the mo del c hec k er. This is the �rst example w e are a w are of that uses

com bined metho ds in a truly in tegrated w a y .

3 Conclusion

Mo del c hec king and �nite-state metho ds are essen tial comp onen ts of an y to olkit for

automated formal metho ds. Suc h a to olkit should also pro vide a v ariet y of other

capabilities including sim ulation and theorem pro ving and, for maxim um b ene�t

and utilit y , the v arious di�eren t metho ds should b e in tegrated with eac h other.

Lo ose in tegration pro vides a common language (or at least the abilit y to translate

b et w een the languages used b y the di�eren t comp onen ts); tigh ter in tegration allo ws

a com bination of metho ds to b e applied to a single problem and is probably most

naturally constructed in a theorem pro ving en vironmen t where mo del c hec king can

b e treated as a decision pro cedure.

6

I b eliev e that the future lies with ev en tigh ter in tegrations of these di�eren t

metho ds: rather than com bining a theorem pro v er with a mo del c hec k er, w e need

to in tegrate their comp onen t tec hniques. F or example, theorem pro ving could apply

some of the e�cien t sym b olic represen tations dev elop ed in mo del c hec king, and

mo del c hec king should b e extended so that state-equiv alence testing can use theorem

pro ving and so that some asp ects of a design can b e left unin terpreted.

These are signi�can t researc h c hallenges, but exciting progress is already b eing

made. In the future, I exp ect the line b et w een mo del c hec king and theorem pro ving

to b ecome blurred (e.g., it will b e p ossible to apply mo del c hec king to certain in�nite-

state systems) and that com bined metho ds will b e the rule. I also exp ect these

metho ds to b ecome su�cien tly e�ectiv e that their industrial use will b ecome routine.

References

[1] Joanne M. A tlee and John Gannon. State-based mo del c hec king of ev en t-driv en

system requiremen ts. IEEE T r ansactions on Softwar e Engine ering , 19(1):24{

40, Jan uary 1993.

5

A tlee and Gannon w ere the �rst to note that mo del c hec king could b e applied to SCR mo de

transition tables [1].

6

Theorem pro ving systems also already ha v e the b o okk eeping necessary to k eep trac k of the

outstanding obligation s when a complex analysis is brok en in to man y pieces.

10



[2] J. R. Burc h, E. M. Clark e, D. E. Long, K. L. McMillan, and D. L. Dill. Sym-

b olic mo del c hec king for sequen tial circuit v eri�cation. IEEE T r ansactions on

Computer-A ide d Design , 13(4):401{424, April 1994.

[3] E. M. Clark e, E. A. Emerson, and A. P . Sistla. Automatic v eri�cation of �nite-

state concurren t systems using temp oral logic sp eci�cations. A CM T r ansactions

on Pr o gr amming L anguages and Systems , 8(2):244{263, April 1986.

[4] D. Cyrluk, S. Ra jan, N. Shank ar, and M. K. Sriv as. E�ectiv e theorem pro ving

for hardw are v eri�cation. In Rama yy a Kumar and Thomas Kropf, editors,

The or em Pr overs in Cir cuit Design (TPCD '94) , v olume 910 of L e ctur e Notes in

Computer Scienc e , pages 203{222, Bad Herrenalb, German y , Septem b er 1994.

Springer-V erlag.

[5] Zvi Har'El and Rob ert P . Kurshan. Soft w are for analytical dev elopmen t

of comm unications proto cols. A T&T T e chnic al Journal , 69(1):45{59, Jan-

uary/F ebruary 1990.

[6] Constance Heitmey er, Alan Bull, Carolyn Gasarc h, and Bruce Laba w. Scr*: A

to olset for sp ecifying and analyzing requiremen ts. In COMP ASS '95 (Pr o c e e d-

ings of the Ninth A nnual Confer enc e on Computer Assur anc e) , Gaithersburg,

MD, June 1995. IEEE W ashington Section. T o app ear.

[7] K. L. Heninger. Sp ecifying soft w are requiremen ts for complex systems: New

tec hniques and their application. IEEE T r ansactions on Softwar e Engine ering ,

SE-6(1):2{13, Jan uary 1980.

[8] G. J. Holzmann. Design and V alidation of Computer Pr oto c ols . Pren tice-Hall,

1991.

[9] P atric k Lincoln and John Rush b y . F ormal v eri�cation of an algorithm for in-

teractiv e consistency under a h ybrid fault mo del. In Costas Courcoub etis,

editor, Computer-A ide d V eri�c ation, CA V '93 , v olume 697 of L e ctur e Notes in

Computer Scienc e , pages 292{304, Elounda, Greece, June/July 1993. Springer-

V erlag.

[10] P atric k Lincoln and John Rush b y . F ormal v eri�cation of an in teractiv e consis-

tency algorithm for the Drap er FTP arc hitecture under a h ybrid fault mo del.

In COMP ASS '94 (Pr o c e e dings of the Ninth A nnual Confer enc e on Computer

Assur anc e) , pages 107{120, Gaithersburg, MD, June 1994. IEEE W ashington

Section.

[11] Kenneth L. McMillan. Symb olic Mo del Che cking . Klu w er Academic Publishers,

Boston, MA, 1993.

11



[12] Ralph Melton and Da vid L. Dill. Mur � A nnotate d R efer enc e Manual . Computer

Science Departmen t, Stanford Univ ersit y , Stanford, CA, Marc h 1993.

[13] Sam Owre, John Rush b y , Natara jan Shank ar, and F riedric h v on Henk e. F ormal

v eri�cation for fault-toleran t arc hitectures: Prolegomena to the design of PVS.

IEEE T r ansactions on Softwar e Engine ering , 21(2):107{12 5, F ebruary 1995.

[14] S. Ra jan, N. Shank ar, and M.K. Sriv as. An in tegration of mo del-c hec king

with automated pro of c hec king. In Pierre W olp er, editor, Computer-A ide d

V eri�c ation, CA V '95 , Lecture Notes in Computer Science, Liege, Belgium,

June 1995. Springer-V erlag. T o app ear.

[15] John Rush b y and Judith Cro w. Ev aluation of an exp ert system for fault detec-

tion, isolation, and reco v ery in the manned maneuv ering unit. Con tractor Re-

p ort 187466, NASA Langley Researc h Cen ter, Hampton, V A, Decem b er 1990.

(W ork p erformed b y SRI In ternational).

12


