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Abstract. The com bination of abstraction and state exploration tec h-

niques is the most promising recip e for a successful v eri�cation of prop er-

ties of large or in�nite state systems. In this w ork, w e presen t a general,

y et e�ectiv e, algorithm for computing automatically b o olean abstrac-

tions of in�nite state systems, using decision pro cedures. The adv an tage

of our approac h is that it is not limited to particular concrete domains,

but can handle di�eren t kinds of in�nite state systems. F urthermore,

our approac h pro vides, through the use of mo del c hec king as a to ol for

the exploration of the state-space of the abstract system, an automatic

w a y of re�ning the abstraction un til the prop ert y of in terest is v eri�ed

or a coun terexample is exhibited. W e illustrate our approac h on some

examples and discuss its implemen tation.

1 In tro duction

The com bination of abstraction and state exploration tec hniques is probably the

most promising recip e for a successful v eri�cation of prop erties of large or in�-

nite state systems. It is no w widely accepted that abstraction tec hniques are not

only useful, but ev en necessary for a successful v eri�cation [19, 6, 21, 13, 12, 9, 14]

in order to a v oid the limiting factor of using mo del c hec king b y reducing all the

b eha viors of a program to a simpli�ed description on whic h the prop ert y of in-

terest can b e v eri�ed using mo del c hec king. While the theoretical framew orks for

de�ning prop ert y preserving abstractions suc h as abstract in terpretation [8] ha v e

b een widely studied in the literature, the automatic construction of useful and

accurate abstractions preserving useful prop erties is in an early stage of in v es-

tigation. Abstract mo dels are usually pro vided man ually , and theorem pro ving

is used to c hec k that the pro vided abstract mapping preserv es the prop erties.
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Once the preserv ation prop ert y is established, the abstract mo del is analyzed

b y mo del c hec king. Recen tly [14, 7, 1, 25, 11], no v el tec hniques based on abstract

in terpretation ha v e b een prop osed in the con text of the v eri�cation of temp oral

prop erties where theorem pro ving is used to compute automatically �nite ab-

stractions. These tec hniques are quite e�ectiv e, but require hea vy use of theorem

pro ving and decision pro cedures.

The most general and y et simple and e�ectiv e abstraction sc heme consists

of constructing b o olean abstractions follo wing the sc heme in tro duced in [14].

Bo olean abstractions consist in using predicates o v er concrete v ariables as b o olean

abstract v ariables. In this abstraction, certain predicates at the concrete lev el

(that migh t b e used in guards, expressions, or prop erties) can b e replaced b y

b o olean v ariables at the abstract lev el. An abstract v ersion of the in�nite-state

transition system is a transition system where the set f B

1

; � � � ; B

k

g of abstract

v ariables is a set of b o olean v ariables corresp onding to predicates f '

1

; � � � ; '

k

g

o v er the concrete v ariables. An abstract state in this transition system is there-

fore a truth assignmen t to these b o olean v ariables. Bo olean abstractions ha v e

v ery nice prop erties. In fact, an y abstraction mapping that maps an arbitrary

system to a �nite state system can b e expressed as a b o olean abstraction. F ur-

thermore, the abstract system can b e represen ted sym b olically using Binary

Decision Diagrams ( Bdd s) and therefore can b e analyzed using sym b olic mo del

c hec king, allo wing an e�cien t exploration of abstract systems with a large state

space. The tec hniques w e dev elop ed for the automatic construction of b o olean

abstractions do not require a preserv ation c hec k, and ensure that the constructed

abstraction indeed preserv es v arious temp oral logics prop erties, including safet y

prop erties. F urthermore, b o olean abstraction is an e�cien t and more p o w erful

alternativ e to static analysis tec hniques dedicated to the automatic generation

of v arious prop erties suc h as in v arian ts lik e the ones presen ted in [3, 2, 24].

The dra wbac k of using abstraction follo w ed b y mo del c hec king as a v eri�ca-

tion and analysis tec hnology consists in the fact that abstractions are appro xi-

mations of the original systems that induce false negativ e results. F or instance, a

mo del c hec k er ma y exhibit an error trace that corresp onds to an execution of the

abstract program that violates the desired prop erties. Ho w ev er, this error trace

ma y not corresp ond to an execution trace in the concrete program. This situa-

tion indicates that the abstraction is to o coarse, and that the results of mo del

c hec king the abstract system are not conclusiv e. That is, to o man y details w ere

abstracted and the abstraction needs to b e re�ned. The con tribution of our w ork

can b e summarized as follo ws:

- W e prop ose an e�cien t algorithm for the automatic construction of b o olean

abstractions that requires few er calls to decision pro cedures and subsumes the

previous and recen t w ork [14, 7, 1, 11] in this topic.

- In all the recen t w ork on the automatic construction of �nite abstractions,

parallel programs are considered. Ho w ev er, eac h comp onen t are abstracted sep-

arately . In our w ork, the abstraction of a comp onen t tak es in to accoun t its in ter-

action with the en vironmen t, allo wing the construction of more precise abstrac-

tions.



- W e prop ose to use the error trace generated b y mo del c hec king to automati-

cally re�ne the abstraction, ev en more. This metho dology consists in successiv ely

re�ning a �rst abstraction un til the prop ert y is pro v ed or a concrete error trace

violating the prop ert y is exhibited. The re�nemen t algorithm generates new

predicates that will b e used to enric h the abstract state-space.

- The re�nemen t pro cedure ma y not alw a ys terminate. Ho w ev er, at an y re�ne-

men t step, the reac hable states of the constructed abstract system represen t

an in v arian t and a new more precise con trol structure of the concrete system

that can b e exploited for further analysis. In [20], w e use the newly generated

predicates to construct a more precise con trol structure of parameterized sys-

tems. Similar ideas are used in [18] for the generation of con trol structure in the

particular case of sync hronous linear systems.

Our v eri�cation metho dology based on abstraction follo w ed b y successiv e

mo del c hec king guided re�nemen t steps is implemen ted in a v eri�cation en viron-

men t that com bines deduction and state-exploration tec hniques. W e successfully

used our metho dology to pro v e safet y prop erties of sev eral systems, including a

data-link proto col used b y Philips Corp oration in one of its commercial pro d-

ucts. The original pro ofs [15, 17, 16] of the proto col required t w o to six mon ths

of w ork and w ere en tirely done using theorem pro v ers. A b o olean abstraction

of the proto col can b e automatically generated using the predicates app earing

in the description of the proto col in ab out a h undred seconds with the help of

the PVS theorem pro v er [23] and its new e�cien t implemen tation of decision

pro cedures. The abstract proto col is then analyzed in a few seconds to c hec k

that all the safet y prop erties hold.

This pap er is organized as follo ws: in Section 2, w e presen t the mo del in

whic h systems are describ ed, and giv e some basic de�nitions. In Section 3, w e

de�ne b o olean abstractions in the general framew ork of abstract in terpretation

using Galois connections. In Section 4, w e sho w ho w b o olean abstractions can

b e constructed in an e�cien t w a y using decision pro cedures and comp ositional

reasoning. In Section 5, w e sho w ho w mo del c hec king is used to pro v e prop er-

ties on abstract systems and ho w it can b e used as a guide to the automatic

re�nemen t of already constructed abstractions. In Section 6, w e describ e our re-

�nemen t algorithms. Finally , in Section 7, w e describ e a to ol implemen ting our

metho dology .

2 Preliminaries

W e consider systems that are parallel comp ositions of sequen tial pro cesses, where

eac h pro cess is mo deled as a transitions system.

De�nition 1 (transition system).

A tr ansition system S is a tuple S = < V ; T = f �

1

; � � � ; �

n

g ; L ; I nit > , wher e

{ V is a set of system variables including a pr o gr am c ounter pc .



{ T is a set of tr ansitions.

{ L is a set of c ontr ol lo c ations, that is, the p ossible values of pc .

{ I nit is a pr e dic ate char acterizing the set of initial states.

Eac h transition � is a guarded command

l

i

: g uar d � ! v

1

::= e

1

; � � � ; v

n

::= e

n

goto l

j

where f v

1

; � � � ; v

k

g � V and f l

i

; l

j

g � L . The b o olean expression g uar d is the

guard of the transition � . Eac h v ariable v

i

is assigned with an expression e

i

of

a compatible t yp e. Lo cations l

i

and l

j

are, resp ectiv ely , the source and target

lo cations of transition �

i

. A state of a system S is a v aluation of the system

v ariables of V . A system can b e a parallel comp osition of comp onen ts describ ed

as transition systems. The system can b e describ ed as a single transition system

where the set of v ariables is the union of the set of v ariables of eac h comp onen t,

the set of transitions is the union of all the transitions of all comp onen ts, the

program coun ter is a tuple formed b y the program coun ters of all comp onen ts,

and the initial state is the conjunction of the initial states of eac h comp onen t.

Figure 1 sho ws the description of the Bak ery proto col in our sp eci�cation lan-

bak ery : system

begin

pro cess 1 : pr ogram

y 1 : v ar nat

begin

p1 T ry 1: tr ue ! y 1 := y 2 + 1 goto 2

p1 In 2: y 2 = 0 _ y 1 � y 2 ! S K I P goto 3

p1 Out 3: tr ue ! y 1 := 0 goto 1

end pro cess 1

k

pro cess 2 : pr ogram

y 2 : v ar nat

begin

p2 T ry 1: tr ue ! y 2 := y 1 + 1 goto 2

p2 In 2: y 1 = 0 _ y 2 < y 1 ! S K I P goto 3

p2 Out 3: tr ue ! y 2 := 0 goto 1

end pro cess 2

initiall y : y 1 = 0 ^ y 2 = 0 ^ pc 2 = 1 ^ pc 1 = 1

end bak ery

Fig. 1. Bak ery transition system (v ersion A)

guage. The algorithm is called the Bak ery algorithm, since it is based on the idea

that customers, as they en ter a bak ery , pic k n um b ers that form an ascending se-

quence. Then a customer with a lo w er n um b er has higher priorit y in accessing

its critical section, whic h in this case is con trol lo cation 3. Eac h pro cess pro cess i

mo di�es its lo cal v ariable y i, and can read the other's v ariable.



W e also recall the de�nitions of predicate transformers o v er transition sys-

tems. The predicate transformers post and pr e expressing, resp ectiv ely , the

strongest p ostcondition and precondition b y a transition � of a predicate P

o v er the state v ariables of V are de�ned as follo ws:

post [ � ]( P ) = 9V

0

:action

�

( V

0

; V ) ^ P ( V

0

)

pr e [ � ]( P ) = 9V

0

:action

�

( V ; V

0

) ^ P ( V

0

)

where action

�

( V ; V

0

) is de�ned as the relation b et w een the curren t state and

next state, that is, the expression

pc = l

i

^ g uar d ^

k

^

i =1

v

0

i

= e

i

; pc

0

= l

j

De�ning the transition relation of a system as a relational predicate for eac h

transition is a more general alternativ e to the use of guarded commands. The

seman tics of a transition system S is giv en b y its computational mo del K

S

=

( Q; T ; R ), where Q is the set of v aluations of the program v ariables V , and

R � Q � T � Q a transition relation. A set of states of a program can b e

represen ted b y its corresp onding predicate o v er the state v ariables of V .

3 Bo olean Abstractions

Bo olean abstraction is a simple abstraction sc heme de�ned in [14] that con-

sists of using predicates o v er concrete v ariables as b o olean abstract v ariables. In

an abstract v ersion of the in�nite-state transition system, the set f B

1

; � � � ; B

k

g

of abstract v ariables is a set of b o olean v ariables corresp onding to predicates

f '

1

; � � � ; '

k

g o v er the concrete v ariables. An abstract state in this transition

system is therefore a truth assignmen t to these b o olean v ariables. Since the set

of b o olean v ariables is �nite, so is the set of abstract states. Bo olean abstractions

can easily b e de�ned in the framew ork of abstract in terpretation using Galois

connections.

De�nition 2 (Galois connection). A p air of monotonic functions ( �; 
 ) de�n-

ing a mapping b etwe en a c oncr ete domain lattic e } ( Q ; � ) and an abstr act domain

lattic e } ( Q

a

; v ) , is a Galois c onne ction if and only if

8 ( P ; P

a

) 2 } ( Q ) � } ( Q

a

) : � ( P ) v P

a

, P � 
 ( P

a

)

Sets of states in } ( Q ) and } ( Q

a

) are represen ted b y their corresp onding pred-

icates. Th us, } ( Q ) and } ( Q

a

) corresp ond to lattices of concrete and abstract

predicates ordered b y the logical implication. A b o olean abstraction can b e ex-

pressed as a Galois connection as follo ws:

- � ( P ) =

^

f B

a

j P ) 
 ( B

a

) g = P

a

, where B

a

is an y b o olean expression o v er



the set f B

1

; � � � ; B

k

g .

- 
 is de�ned as a substitution function. That is, 
 ( P

a

) = P

a

[ '

1

=B

1

; � � � ; '

k

=B

k

],

where eac h b o olean v ariable B

i

is substituted b y its corresp onding concrete pred-

icate '

i

.

Th us, the abstraction of a concrete set of states represen ted b y a predicate

P o v er concrete v ariables is de�ned as the smallest b o olean form ula P

a

o v er the

abstract v ariables B

i

. That is, an o v erappro ximation of P . In [25], w e presen ted

an e�cien t algorithm for computing the most precise b o olean abstraction with

resp ect to a set of predicates, for systems where the transition relation is giv en

as a relational predicate. The algorithm consists of an e�cien t en umeration of

all b o olean com binations B

a

to test the assertion P ) 
 ( B

a

). The algorithm

abstracts systems where the transition relation is giv en as a predicate. Eac h

implication P ) 
 ( B

a

) is submitted to the decision pro cedure to test its v alidit y .

In [25], w e pro v ed that in order to compute P

a

it is not necessary to consider

all the p ossible B

a

, that is 2

2

k

expressions, but at most 3

k

� 1. Ho w ev er, this is

still a high price to pa y for the construction of an abstract system. Notice that

an y appro ximation of P

a

is a v alid abstraction of P .

bak ery : system

B 3 : v ar b o ol

begin

pro cess 1 : pr ogram

B 1 : v ar b o ol

begin

p1 T ry 1 : tr ue ! B 1 := F ; B 3 := F goto 2

p1 In 2 : B 2 _ B 3 ! S K I P goto 3

p1 Out 3 : tr ue ! B 1 := T ; B 3 := T goto 1

end pro cess 1

k

pro cess 2 : pr ogram

B 2 : v ar nat

begin

p2 T ry 1 : tr ue ! B 2 := F ; B 3 := T goto 2

p2 In 2 : B 1 _ : B 3 ! S K I P goto 3

p2 Out 3 : tr ue ! B 2 := T ;

B 3 := if B 1

then T

el se if ( : B 1 _ : B 3)

then F

el se ?

goto 1

end pro cess 2

initiall y : B 1 ^ B 2 ^ B 3 ^ pc 2 = 1 ^ pc 1 = 1

end bak ery

Fig. 2. Abstract v ersion of Bak ery transition system (v ersion A)



Th us, in order to compute for a concrete system S , an abstract system S

a

,

it is su�cien t to abstract the initial state I nit b y computing � ( I nit ), and to

abstract eac h transition � as follo ws:

�

a

= � ( � ) = � ( action

�

( V ; V

0

)) =

^

f ( B

a

; B

a

0

) j ` post [ � ]( 
 ( B

a

)) ) 
 ( B

a

0

) g

that is, the pair ( B

a

; B

a

0

) c haracterizing the abstraction of the set of p ossible

predecessors b y � and the abstraction of the set of p ossible successors b y � . In

this case, the complexit y of the computation of �

a

is (3

k

� 1) � (3

k

� 1) calls to

the decision pro cedure, (3

k

� 1) calls to test the successors, and (3

k

� 1) calls to

test the p oten tial predecessors.

The preserv ation of prop erties expressed in temp oral logic is widely studied

in [21, 10, 5]. Preserv ation results are established via equiv alences and preorders

b et w een the concrete and abstract mo dels. The follo wing theorem establishes

the preserv ation of safet y prop erties expressed in the logic C T L

�

via sim ulation.

Theorem 1 (w eak preserv ation). L et S b e a c oncr ete system, and let S

a

b e

a b o ole an abstr action of S using any set of pr e dic ates. We have

S

a

j = � ( ' ) ) S j = '

for e ach formula ' 2 8 C T L

�

, that is, temp or al formulas with universal quanti�-

c ation over p aths, including safety pr op erties such as invariants.

Pr o of. This result can b e established b y pro ving that S

a

sim ulates S . This can

b e done b y pro ving that the follo wing holds for eac h transition � of S :

8 P : post [ � ]( P ) ) 
 ( post [ � ( � )]( � ( P )))

that is, eac h set of successor states b y an abstract transition is an o v erappro xi-

mation of the corresp onding set of states of the concrete system.

In tuitiv ely , 8 C T L

�

prop erties hold in all execution paths. Since S

a

sim ulates

S , that is, all the executions of S are executions of S

a

, then if a prop ert y holds

along all execution paths of S

a

, it holds in all execution paths of S . Theorem 1

indicates that when a prop ert y is established in the abstract system, its corre-

sp onding concrete prop ert y holds in the concrete system. Ho w ev er, nothing can

b e concluded when the prop ert y do es not hold in the abstract system. Strong

preserv ation results can b e applied in this case under some conditions.

Theorem 2 (strong preserv ation). L et S b e a c oncr ete system, and let S

a

b e

a b o ole an abstr action of S using any set of pr e dic ates that includes al l the liter als

app e aring in the guar ds of S and in the pr op erty ' . If S

a

is deterministic, we

have

S

a

j = � ( ' ) , S j = '

That is, S

a

and S ar e e quivalent.



Pr o of. By construction S

a

sim ulates S . Th us, it is su�cien t to pro v e no w that S

sim ulates S

a

. T o sho w this, it is su�cien t to pro v e that for eac h pair of abstract

states s

a

1

and s

a

2

, if s

a

2

is a successor of s

a

1

b y �

a

in the abstract system, then, for

ev ery pair s

1

and s

2

of states in the concretization of s

a

1

and s

a

2

, s

2

is the successor

of s

1

b y � in the original system. Ev ery concrete state s

1

in the concretization of

s

a

1

satis�es the guard of � , and ev ery successor s

2

of s

1

is in the concretization

of s

a

2

. Th us, S sim ulates S

a

.

The strong preserv ation result allo ws us to a v oid false negativ e results b y map-

ping abstract error traces to concrete executions violating the prop ert y . Ho w ev er,

the condition for strong preserv ation requires that S

a

b e deterministic. This is

usually not the case. Ho w ev er, w e will see later ho w w e exploit Theorem 2 to

generate b o olean abstractions to v erify prop erties, and also to generate coun-

terexamples when a form ula is not a prop ert y of the concrete system. As w e

men tioned earlier in the in tro duction, b o olean abstraction subsumes abstrac-

tions where the abstract domain is �nite.

Theorem 3 (generalit y). L et S b e a system and let � b e an abstr action func-

tion wher e the abstr act domain is �nite. Then, � c an b e expr esse d as a b o ole an

abstr action.

Pr o of. The pro of is based on the fact that a �nite domain can b e enco ded b y a

set of b o olean v ariables. Eac h abstract state is then a conjunction of a subset of

the set of b o olean v ariables. The concretization of an abstract state is a set of

concrete states that can b e represen ted as a predicate.

Figure 2 sho ws the abstraction of the Bak ery proto col using predicates y 1 = 0,

y 2 = 0, and y 1 � y 2 app earing in the guards. Notice that all the assignmen ts

are deterministic except the assignmen t for the v ariable B 3 in the transition

p2 Out .

4 Automatic Construction of Bo olean Abstractions

Decision pro cedures can b e used for the automatic construction of a b o olean

abstraction of a concrete, in�nite state system describ ed as a transition system.

The abstraction of a concrete system S = < V ; T = f �

1

; � � � ; �

n

g ; L ; I nit > is

an abstract system S

a

= < V

a

; T

a

= f �

a

1

; � � � ; �

a

n

g ; L ; I nit

a

> suc h that

{ V

a

is the set f B

1

; � � � ; B

k

; pc g .

{ T

a

is a set of abstract transitions.

{ I nit

a

is the abstract initial state computed as � ( I nit ).

The abstraction algorithm consists in computing I nit

a

and for eac h concrete

transition �

l

i

: g uar d � ! v

1

::= e

1

; � � � ; v

n

::= e

n

goto l

j



a corresp onding abstract transition �

a

l

i

: g uar d

a

� ! B

1

::= b

1

; � � � ; B

k

::= b

k

goto l

j

suc h that:

- The abstract guard g uar d

a

is computed as � ( g uar d ). When using the literals

of the guards as abstract b o olean v ariables, � ( g uar d ) is an exact abstraction,

where eac h literal of g uar d is substituted b y its corresp onding abstract b o olean

v ariable. - Eac h assignmen t B

i

:= b

i

is de�ned as follo ws:

B

i

:=

8

<

:

T if post [ � ]( tr ue ) ) 
 ( B

i

) (1)

F if post [ � ]( tr ue ) ) : 
 ( B

i

) (2)

? otherwise

that is, for eac h abstract v ariable B

i

, the strongest p ostcondition b y � of an y

arbitrary state is in 
 ( B

i

) or : 
 ( B

i

), that is, in '

i

or : '

i

. When neither of

the ab o v e implications is v alid, the v ariable is nondeterministically assigned the

v alue ?.

- The v ariable pc is not abstracted since it is of a �nite t yp e.

When a v ariable is assigned the v alue ?, it is p ossible to compute a more

re�ned assignmen t b y taking in to accoun t the dep endencies b et w een the abstract

v ariables. Th us, the assignmen t B

i

:=? can b e rede�ned as follo ws:

B

i

:= if b

T

i

then T

el se if b

F

i

then F

el se ?

where b

T

i

and b

F

i

are de�ned as follo ws:

b

T

i

�

_

f B

a

j post [ � ]( 
 ( B

a

)) ) 
 ( B

i

) g

b

F

i

�

_

f B

a

j post [ � ]( 
 ( B

a

)) ) : 
 ( B

i

) g

That is, b

T

and b

F

are, resp ectiv ely , the smallest b o olean com bination o v er the

abstract v ariables f B

1

; � � � ; B

k

g that de�nes the abstract state from whic h, if

the transition � is executed, the v ariable B

i

gets either the v alue T or F . In

the w orst case, b oth b

T

i

and b

F

i

are equiv alen t to true. Th us, the v ariable B

i

is

assigned with the v alue ?.

In [25], the complexit y of the abstraction algorithm for a transition is 3

k

�

1 � 3

k

� 1. In our case, this is reduced to at most 3

k

� 1 � 2 � k .

Theorem 4 (complexit y). The c omplexity of the abstr action of a tr ansition

� using k pr e dic ates f '

1

; � � � ; '

k

g r e quir es che cking the validity of 3

k

� 1 � 2 � k

implic ations.



Pr o of. F or eac h abstract v ariable B

i

assigned in the abstraction of � , The b o olean

expressions b

T

i

and b

F

i

are computed. Th us 2 � k implications ha v e to b e pro v ed.

F or eac h of the expressions b

T

i

and b

F

i

, all p ossible b o olean expressions B

a

o v er

f B

1

; � � � ; B

k

g ha v e to b e considered. There are 3

k

� 1 p ossible expressions as il-

lustrated in the follo wing Figure with k = 2. The elemen ts of the set of p ossible

1
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2
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1

:B
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B

0

1

:B

0

2

B

1

:B

0

2

B

0

1

B

1

Fig. 3. Bo olean algebra for 2 b o olean v ariables B

1

and B

2

b o olean expressions B

a

are the elemen ts of the b o olean algebra de�ned b y the k

b o olean v ariables, that is, 2

2

k

expressions. Ho w ev er, the expression B

a

app ears

on the left hand side of an implication. Th us, it is necessary to consider only

expressions that are conjunctions of b o olean v ariables. That is is only 3

k

� 1 p os-

sible expressions that can b e tested incremen tally b y �rst testing eac h b o olean

v ariable B

i

and its negation, and then testing conjunctions of the set of v ariables

for whic h b oth tests fail.

The results in [25], sho ws that the en umeration of 3

k

� 1 expressions subsumes

the en umeration of the p ossible 2

2

k

expressions. Ho w ev er, the en umeration of the

p ossible B

a

satisfying the ab o v e implications can b e done only for the expressions

B

a

suc h that

F V ( post [ � ]( 
 ( B

a

))) \ F V ( 
 ( B

i

)) 6= ;

where F V ( P ) is the set of free v ariables of the predicate P .

5 Mo del Chec king Guided Analysis

Once an abstract system is constructed, mo del c hec king is used to explore its

state-space. W e use b oth sym b olic and explicit-state mo del c hec king tec hniques.

Figure 4 sho ws the reac hable abstract states of the Bak ery proto col. It is easy

to sho w that the proto col do es guaran tee m utual exclusion for b oth pro cesses

since there is no reac hable state where b oth con trol v ariables pc 1 and pc 2 ha v e

the v alue 3.

The adv an tage of mo del c hec king o v er other v eri�cation tec hniques is its

abilit y to generate coun terexamples when a prop ert y is violated. The error trace

is a sequence of states and transitions starting from the initial state of the system



1 1 B1 B2 B3

2 1 ~B1 B2 ~B3

p1_Try

1 2 B1 ~B2 B3

p2_Try3 1 ~B1 B2 ~B3

p1_In

2 2 ~B1 ~B2 B3

p2_Try

p1_Out

3 2 ~B1 ~B2 B3

p2_Try

2 2 ~B1 ~B2 ~B3

p1_Try

1 3 B1 ~B2 B3

p2_In

2 3 ~B1 ~B2 ~B3

p2_In

p2_Out

p1_In

p1_Out

p2_Out

p1_Try

Fig. 4. Abstract state graph for the Bak ery proto col

leading to a state violating the prop ert y . Error traces of an abstract system can

b e mapp ed to executions of a concrete system since eac h abstract transition

corresp onds to a single concrete one with the same lab el.

Figure 5 sho ws a more complex v ersion of the Bak ery proto col (kno wn as

B ak er y C ) where the critical section corresp onds to con trol lo cation 7. This

v ersion w as prop osed to a v oid the long w ait of one pro cess at lo cation 2 in

the previous v ersion (kno wn as B ak er y A ) b efore the pro cess en ters its critical

section. The abstraction of the proto col with resp ect the guards y 1 = 0, y 2 = 0,

y 1 � y 2, x 1 = 0, and x 2 = 0 is giv en in Figure 6. Figure 7 sho ws an error

trace from the initial abstract state 0 to abstract state 30 violating the m utual

exclusion prop ert y , where for b oth pro cesses the program coun ter has v alue 7.

The sim ulation of the error trace on the concrete system indicates that it do es

not corresp ond to an execution of the concrete system. Ho w ev er, this do es not

rule out the p ossibilit y that the prop ert y is violated. In the next section, w e sho w

ho w mo del c hec king can guide the automatic re�nemen t of an abstract system

un til the prop ert y is v eri�ed or a coun terexample corresp onding to a concrete

execution violating the prop ert y is generated.

6 Automatic Re�nemen t of Abstractions

Unlik e curren t mo del c hec king to ols, the error trace w e generate is a tree in-

dicating the states where abstract v ariables are nondeterministically assigned.

In Figure 7, states 9 and 12 indicate loss of information on, resp ectiv ely , the

abstract v ariables B

1

, B

3

, and B

2

. The concrete system is deterministic. Th us,



bak ery : system

begin

pro cess 1 : pr ogram

y 1 ; x 1 ; t 1 : v ar nat

begin

p1 init x1 1: tr ue ! x 1 := 1 : 2

p1 init t 2: tr ue ! t 1 := y 2 + 1 : 3

p1 init y 3: tr ue ! y 1 := t 1 : 4

p1 init x0 4: tr ue ! x 1 := 0 : 5

p1 W ait 5: x 2 = 0 ! S K I P : 6

p1 In 6: y 2 = 0 _ y 1 � y 2 ! S K I P : 7

p1 Out 7: tr ue ! y 1 := 0 : 1

end pro cess 1

k

pro cess 2 : pr ogram

y 2 ; x 2 ; t 2 : v ar nat

begin

p2 init x1 1: tr ue ! x 2 := 1 : 2

p2 init t 2: tr ue ! t 2 := y 1 + 1 : 3

p2 init y 3: tr ue ! y 2 := t 2 : 4

p2 init x0 4: tr ue ! x 2 := 0 : 5

p2 W ait 5: x 1 = 0 ! S K I P : 6

p2 In 6: y 1 = 0 _ y 2 < y 1 ! S K I P : 7

p2 Out 7: tr ue ! y 2 := 0 : 1

end pro cess 2

initiall y : y 1 = 0 ^ y 2 = 0 ^ x 1 = 0 ^ x 2 = 0 ^ t 1 = 0 ^ t 2 = 0 ^ pc 1 = 1 ^ pc 2 = 1

end bak ery

Fig. 5. Bak ery transition system (v ersion C)

in an execution of the concrete system, eac h abstract state s , suc h as the ab-

straction of s is state 9, has only one successor b y the transition p1 init y . Also,

eac h state s suc h as the abstraction of s is state 12, has only one successor b y

the transition p2 init y . Ho w ev er, if the error trace is a sequence and not a tree,

that is all assignmen ts in the sequence are deterministic, the follo wing theorem

allo ws us to conclude that the error trace corresp onds to a sequence of concrete

transitions violating the prop ert y . The theorem is a corollary of Theorem 2.

Theorem 5. L et L et S b e a c oncr ete system, and let S

a

b e a b o ole an abstr action

of S using any set of pr e dic ates that includes al l the liter als app e aring in the

guar ds of S and in the pr op erty ' . every se quenc e of tr ansitions in S

a

wher e al l

assignments ar e deterministic is a se quenc e of tr ansitions of S . We c al l such a

se quenc e a deterministic tr ac e.



Our re�nemen t metho dology consists in computing a new abstract system with

more abstract v ariables. This is done b y enric hing the curren t abstract state b y

adding additional predicates, and therefore additional abstract b o olean v ariables.

bak ery : system

B 3 : v ar b o ol

begin

pro cess 1 : pr ogram

B 1 ; B 4 : v ar b o ol

begin

p1 init x1 1: tr ue ! B 4 := F : 2

p1 init t 2: tr ue ! S K I P : 3

p1 init y 3: tr ue ! B 1 :=?, B 3 :=? : 4

p1 init x0 4: tr ue ! B 4 := T : 5

p1 W ait 5: B 5 ! S K I P : 6

p1 In 6: B 2 _ B 3 ! S K I P : 7

p1 Out 7: tr ue ! B 1 := T , B 3 := T : 1

end pro cess 1

k

pro cess 2 : pr ogram

B 2 ; B 5 : v ar b o ol

begin

p2 init x1 1: tr ue ! B 5 := F : 2

p2 init t 2: tr ue ! S K I P : 3

p2 init y 3: tr ue ! B 2 :=?,

B 3 := if B 1 then T el se ? : 4

p2 init x0 4: tr ue ! B 5 := T : 5

p2 W ait 5: B 4 ! S K I P : 6

p2 In 6: B 1 _ : B 3 ! S K I P : 7

p2 Out 7: tr ue ! B 2 := T ,

B 3 := if B 1

then T

el se if : B 1 _ : B 3 then F el se ? : 1

end pro cess 2

initiall y : B 1 ^ B 2 ^ B 3 ^ B 4 ^ B 5 ^ pc 1 = 1 ^ pc 2 = 1

end bak ery

Fig. 6. Abstract v ersion of Bak ery transition system (v ersion C)

W e use Theorem 5 in order to construct a new abstract system that ma y

pro duce more error traces that are deterministic. That is, b y eliminating the

nondeterminism in the curren t error traces. This is done b y computing the con-

strain ts under whic h the system ma y execute one of the nondeterministic transi-

tions. These constrain ts are captured as preconditions and computed using the



predicate transformer pr e . W e use the follo wing lemma, allo wing an e�cien t

computation of preconditions for assignmen ts.

Lemma 1. L et � b e a tr ansition. If g uar d ( � ) is e quivalent to tr ue , then

8 P : pr e [ � ]( P ) � : pr e [ � ]( : P )

This lemma indicates that when computing a precondition for assignmen ts, it

is not necessary to compute it for b oth the predicate and its negation. Let us

consider the case of the Bak ery proto col. The error trace indicates that nonde-

terminism is created for transitions p1 init y and p2 init y at, resp ectiv ely ,

states 9 and 12. The re�nemen t tec hnique is applied to eac h of these states b y

computing the preconditions for eac h b o olean v ariable that is assigned the v alue

? as follo ws:

{ re�ning state 9:

pr e [ p1 init y ]( y 1 = 0) � t 1 = 0

pr e [ p1 init y ]( y 1 � y 2) � t 1 � y 2

{ re�ning state 12:

pr e [ p2 init y ]( y 2 = 0) � t 2 = 0

Three new predicates t 1 = 0, t 2 = 0 and t 1 � y 2 corresp onding to the

new abstract v ariables B 6, B 7, and B 8 are generated. Eac h transition where a

v ariable is not assigned with the v alue T or F is re�ned. The re�nemen t of the

transition p1 init y

3: tr ue ! B 1 :=?, B 3 :=? : 4

where B 1 and B 3 corresp ond to y 1 = 0 and y 1 � y 2 is the transition

3: tr ue ! B 1 := if B 6 then T el se if : B 6 _ : B 8 then F el se ?,

B 3 := if B 6 then T el se ? : 4

The re�nemen t algorithm uses a re�ned w a y of computing the v alues b

T

i

and

b

F

i

b

T

i

�

_

f B

a

j 
 ( R

a

�

) ^ post [ � ]( 
 ( B

a

)) ) 
 ( B

i

) g

b

F

i

�

_

f B

a

j 
 ( R

a

�

) ^ post [ � ]( 
 ( B

a

)) ) : 
 ( B

i

) g

where R

a

�

is a b o olean expression represen ting the set of reac hable states of the

already constructed abstract system at the source lo cation of � . F or instance,

R

a

p1 T ry

of B ak er y A is equal to B

1

_ B

2

. The expression B

a

is an y expression

o v er the union of the new set of v ariables and set of the old one that satisfy the

in v arian t R

a

�

. Th us, eac h re�nemen t step uses the results of mo del c hec king the



[29] 
 6   7   B1   B2   B3   B4   B5   

[30] 
 7   7   B1   B2   B3   B4   B5   

p1_In

[28] 
 5   7   B1   B2   B3   B4   B5   

p1_Wait

[21] 
 5   6   B1   B2   B3   B4   B5   

p2_In

[14] 
 5   5   B1   B2   B3   B4   B5   

p2_Wait

[13] 
 5   4   B1   B2   B3   B4   ~B5   

p2_init_x0

[12] 
 5   3   B1   B2   B3   B4   ~B5   

p2_init_y

[36] 
 5   4   B1   ~B2   B3   B4   ~B5   

p2_init_y

[11] 
 5   2   B1   B2   B3   B4   ~B5   

p2_init_t

[10] 
 4   2   B1   B2   B3   ~B4   ~B5   

p1_init_x0

[9] 
 3   2   B1   B2   B3   ~B4   ~B5   

p1_init_y

[167] 
 4   2   ~B1   B2   ~B3   ~B4   ~B5   

p1_init_y

[198] 
 4   2   B1   B2   ~B3   ~B4   ~B5   

p1_init_y

[179] 
 4   2   ~B1   B2   B3   ~B4   ~B5   

p1_init_y

[8] 
 2   2   B1   B2   B3   ~B4   ~B5   

p1_init_t

[0] 
 1   1   B1   B2   B3   B4   B5   

[7] 
 1   2   B1   B2   B3   B4   ~B5   

p2_init_x1

p1_init_x1

Fig. 7. Error trace for the Bak ery Proto col

constructed abstract system to generate new abstract v ariables and to reduce

the cost of the re�nemen t algorithm. F urthermore, the in v arian t R

a

�

refers to

v ariables written b y the comp onen t where � b elongs and to v ariables that are

mo di�ed b y other comp onen ts that form its en vironmen t. The new generated

predicates are used as new abstract b o olean v ariables to compute a re�ned ab-

stract system. The new abstract system is then analyzed and a new error trace

indicates that m utual exclusion is violated. Ho w ev er, the trace is not determin-

istic, and a new re�nemen t step is p erformed where t w o new predicates y 1 � t 2

and t 1 � t 2 corresp onding to the new b o olean v ariables B 9 and B 10 are gener-

ated. A new abstract system is then generated and analyzed, and the prop ert y

is pro v ed to b e a prop ert y of the abstract system. Th us b y Theorem 1, it is a

prop ert y of the Bak ery proto col.

In general, the an abstract system obtained after re�nemen t is a more precise

an accurate abstraction of the corresp onding original system.



Theorem 6 (re�nemen t sim ulation). L et S

a

b e an abstr action of a system

S using a set of pr e dic ates f '

1

; � � � ; '

k

g . L et S

a

r

b e a r e�nement of S

a

using the

additional pr e dic ates f '

k +1

; � � � ; '

j

g . Then, S

a

simulates S

a

r

.

Pr o of. The pro of of the theorem can b e established b y pro ving that for eac h

abstract predicate P

a

, the set of successors of P

a

with resp ect to an abstract

transition �

a

is smaller that the set of successors of P

a

with resp ect to the

corresp onding re�ned transition �

a

r

of S

a

r

. That is:

8 P

a

: post [ �

a

r

]( P

a

) ) post [ �

a

]( P

a

)

Th us, the concretization of the set of reac hable states of the abstract system is a

more re�ned in v arian t of the concrete system. It is a more precise appro ximation

of the reac hable state of the concrete systems. Ev en when a prop ert y can not

b e established after a n um b er of successiv e re�nemen t steps, one can use this

in v arian t as a starting p oin t for a more elab orate pro of and analysis tec hnique

using for instance a theorem pro v er. It is in fact necessary for ev en v ery simple

systems and prop ert y to pro vide an in v arian t in order to b e able to ac hiev e a

correctness pro of.

7 Implemen tation and Analysis Metho dology

W e ha v e implemen ted the abstraction/mo del c hec king/re�nemen t metho dology

in a to ol dedicated to the v eri�cation of in�nite state systems. Figure 8 sho ws

the arc hitecture of the to ol. Our to ol is built on top of the PVS theorem pro v er.

W e explain the role of eac h comp onen t of the to ol and ho w the analysis pro cess

is organized.

Syntax: Systems can b e describ ed in a Simple Programming Language (SPL),

close to the one used in [22], but with the ric h data t yp es and expression de�-

nition mec hanism a v ailable in PVS. Our SPL language includes common algo-

rithmic constructions suc h as single and m ultiple assignmen t statemen ts, con-

ditionals If-Then-Else, and lo op statemen ts. W e also allo w parallel comp osition

b y in terlea ving and sync hronization b y shared v ariables as in Unit y [4]. Systems

describ ed in SPL are translated automatically in to guarded commands with ex-

plicit con trol. Program v ariables can b e of an y t yp e de�nable in PVS, and can

b e assigned b y an y de�nable PVS expression of a compatible t yp e. It is p ossible

to imp ort an y de�ned PVS theory . The examples in this pap er are presen ted in

the automatically generated L

A

T

E

X format for guarded commands.

Internal r epr esentation: Pvs is implemen ted in LISP . Ev ery ob ject manipulated

in Pvs suc h as a theory , a theorem, or a pro of is represen ted as an instance of

a prede�ned ob ject class. W e ha v e de�ned for transition systems a represen ta-

tion that is also a class. An imp ortan t asp ect of suc h a structure is that it is
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Fig. 8. Analysis metho dology

indep enden t of the Pvs in ternal structure, and mak es our implemen tation inde-

p enden t of the p ossible c hanges in the Pvs in ternal represen tation. Ho w ev er, the

expression manipulated and the v eri�cation condition generated are represen ted

as Pvs expressions and Pvs obligations. This is necessary for the automatic

in teraction with the decision pro cedures.

Static analysis: W e use the tec hniques dev elop ed in [24] to generate useful in-

v arian ts of the concrete system. Static analysis consists in a set of tec hniques

for the automatic generation of suc h in v arian ts. These tec hniques are based on

propagation of guards and assignmen ts through program con trol p oin ts. The

tec hniques w e use computes in v arian ts for eac h comp onen t and are comp osed

using a no v el comp osition rule presen ted in [24] to form in v arian ts of the global

system. These in v arian ts are used to w eak en all the implications that are gen-

erated when an abstraction is computed. When used, the allo w a more e�cien t

construction of abstractions. That is, one can decide with the help of these in-

v arian ts that a v ariable is not assigned the v alue ? but either T or F , and th us,

allo ws to generate less implications.

A utomatic abstr action: The abstraction mo dule tak es a transition system and

builds a �rst abstraction using the predicates app earing in the guards and the

prop ert y to v erify , and then submits the abstract system to our mo del c hec k er.

This mo dule is also used for automatic re�nemen t.



Mo del che cking: The state-space of the constructed abstract system can b e ex-

plored in t w o w a ys. In the sym b olic approac h, the system is translated in to a

b o olean function represen ted b y a Bdd that represen ts the successor function.

The exploration consists in applying the function recursiv ely starting from the

initial abstract state, represen ted also b y a Bdd un til a �x p oin t is reac hed.

In the explicit approac h, it consists in translating the abstract system in to an

executable form and then running it and b y hashing the visited states. Both ap-

proac hes can b e exploited to construct the corresp onding abstract state graph.

The abstract state graph can then b e reduced using sim ulation and bisim ulation

minimization algorithms as a w a y of p erforming additional abstractions.

Exp eriments: W e ha v e used our analysis metho dology to v erify sev eral comm u-

nication proto cols suc h as the alternating bit proto col and a data link proto-

col. W e also applied our metho dology on sev eral parametrized systems that are

comp ositions of arbitrary n um b ers of iden tical pro cesses. Figure 7 sho ws our

exp erimen ts with three v ersions of the Bak ery proto col. The v ersions B ak er y A

and B ak er y C w ere describ ed previously and illustrated in Figures 1 and 5. The

v ersion B ak er y B is obtained b y remo ving the transitions init x0 and Init x1

from the description of B ak er y C . Figure 7 sho ws the n um b er of predicates used

in the compute a �rst abstraction, the re�nemen t steps used to reac h a conclu-

siv e result, that is either the prop ert y is v eri�ed, or to generate a deterministic

error trace. It sho ws, the n um b er of predicates computed eac h re�nemen t step.

It sho ws the n um b ers of implications generate and pro v ed for eac h abstrac-

tion/re�nemen t step, and the duration of eac h step. It also sho ws a comparison

with our previous w ork in [25] where transitions systems are giv en as relational

predicates, and where the n um b ers of implications is m uc h higher as sho wn b y

Theorem 4. Notice that in general the complexit y of eac h re�nemen t step is

less than the complexit y of the computation of the �rst abstraction. The v ersion

B ak er y B is sho wn to violate the m utual exclusion prop ert y , and a deterministic

error trace is generated after t w o re�nemen ts steps.

#of initial #of re�nemen ts #of new #of calls to the comparison time

predicates steps predicates decision with ( s )

pro cedure [25 ]

B ak er y A 3 0 27 33 1 : 8

B ak er y B 3 2 72 100 5 : 1

3 32 178 3 : 3

4 134 366 15 : 5

B ak er y C 5 2 120 168 12

3 35 94 3 : 2

2 32 136 3 : 4

Fig. 9. Exp erimen ts results for 3 v ersions of the Bak ery proto col



8 Conclusion and F uture W ork

W e presen ted a general, y et e�ectiv e, metho dology for the v eri�cation of large

systems, based on abstraction follo w ed b y mo del c hec king. The no v elt y of our

metho dology consists of an e�cien t algorithm for the automatic construction

of b o olean abstractions and an e�cien t algorithm for automatically re�ning a

coarse abstraction when mo del c hec king the abstract system fails. This metho d-

ology also allo ws in man y cases the generation of coun terexamples, that is exe-

cutions violating the prop ert y of in terest. Our abstraction algorithm can b e used

to compute abstraction for an y abstract domain whic h is a b o olean algebra. Our

v eri�cation to ol represen ts the core of a v eri�cation and analysis tec hnology for

large soft w are. The �rst step will b e to translate source co de in to transition

systems. F or large programs, thousands of calls to the decision pro cedure are

necessary . This can b e done in few min utes or at most few hours.
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