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Abstract

Cryptographigrotocolshave sofar beenanalyzedor themostpartby means
of testing(which doesnot yield proofsof secreg) andtheoremproving (costly).
We proposea nen approach basedon the abstractdomainof regular tree lan-
guages. While the abstractionwe use seemsfine-grainedenoughto be ableto
certify someprotocols,thereare still complity issuesto be solved. Both the
formal semanticandimplementatiorissuesarediscussedn the paper

1 Intr oduction

Our goalis to provide mathematicaind algorithmictools for the analysisof crypto-
graphicprotocolsthroughabstracinterpretation.

1.1 Verifying Cryptographic Protocols

Cryptographigrotocolsarespecificationgor sequencesf messaget be exchanged
by machinesn a possiblyinsecurenetwork, suchasthe Internet,to establishprivate
or authenticate@ommunication. Theseprotocolscanbe usedto distribute sensitve

information, suchas classifiedmaterial, credit card numbersor trade secrets,or to

createdigital signatures.

Many cryptographigprotocolshave beenfound to be flawed; thatis, thereexists
away for anintruderthat hasgainedpartial or total control over the communication
network andis ableto read,suppres@ndforge messageto trick the communicating
machinesnto revealingsomesensitve informationor believing they have anauthen-
ticatedcommunicationwhereasthey are actually communicatingwith the intrudet
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Severaltools andtechniquesave thereforebeendevisedfor analyzingandverifying
thesecurityof cryptographigrotocols.

A commonfeatureof thesetechniquesjncluding ours, is that they addresshe
designof the protocolratherthanthe strengthof the underlyingcryptographicalgo-
rithms, suchas messageligestsor encryptionprimitives. For instancejt is assumed
thatonemaydecrypta messagencryptedvith a public key only whenpossessinthe
correspondingrivatekey.

Whereadelieflogics[BAN89,IGNY90, [Gon90[Syv93 Sv94 try to dealwith the
rationalebehindthe designof a protocol,the othermethodqtheoremproving, model
checking)arebasedn somekind of well-definedmodelof the computatioriMea9j.
Thenext partof this paperwill describehe modelwe areconsidering.

Methodsbasedn suchmodelscanbeclassifiednto threemaincateories:

Testing Here a limited but wide set of possibleattacksis generatechnd systemat-
ically tried againstthe protocol. The hopeis that this setis wide enoughso
that ary attackwill be detected. In otherwords, a large subsetof the space
of reachablestatesof a certainconfigurationof a protocolis exhaustvely ex-
plored by concretemodel-checking.Efficient implementationdhave beende-
vised[MCJ97% MMS97,[LR97].

Theorem proving Hereasemi-automategroof systemis used;while sucha method
consumedots of humanresourcesautomationinsidethetool canmake it more
bearabldPau97.

This papelintendsto demonstratbow abstractnterpretatiortechniquesandmore
particularlyabstracimodelchecking,canbeappliedto the problemof analyzingcryp-
tographigprotocols.To ourknowledge thisis thefirst time thatanabstraclomainhas
beenproposedor cryptographigrotocols.

1.2 Abstract Inter pretation

Abstractinterpretation[Cou78 [CC99 is a generictheory for the analysisof com-
putation systems. Its basicideais to use approximationsn ordereddomainsin a
known direction (lower or upper),to getreliableresults. This orderrelationis pre-
senedthroughoutmonotonicoperators.

Herewe'll approximateransitionsystems.We considera transitionrelationr on
a‘“concrete”statespace>. We alsoconsideran “abstract’transitionrelationr? onan
“abstract’statespace>’. An abstractiorrelationa C X x 3* links thetwo spacesBy
a 1(X*) whereX* C =, wenote{x € g | 3 € X* a(x,x*)}.

For instance, > couldbed(Z) andX* the setof (possiblyempty)intenals of 7
(givenby theirbounds).Theabstractionrelation,in thatexample,is thefollowing:

VX el(Z)a(X,[a,B]) <= X Ca,p].

We requestthat the two relationssatisfy the following simulationcondition (see
Fig.[):

vxy e Z,x e 28, r(xy) Aa(x, ) = 3y € ZF rf (¢, vF) A aly, y).
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Figurel: Theabstractransitionrelationfollowsthe concreteone.

This impliesthatfor all oo ando% sothata(oo,og), noting Ay = {0 | op —} o} and
Ay = {ot | oh —7, 0%}, A C a1 (AY).

So,to prove thata propertyP holdsfor all elementsn Ay, it is sufficientto show
thatit holdsfor all elementsn r*l(Ag). That'l be the basicideaof our methodof
analysis.

2 ConcreteModel

Thereexistsno standardnodelfor cryptographigrotocols althoughthereis progress
in the designof commonnotationswith well-definedsemantic§CAP]. We therefore
hadto provide asensiblanodelof whata cryptographigrotocolis. We choseasimple

syntaxanda simplesemanticsappropriatdo describeheinteractiondbetweerafixed

numberof machinesor principals (subtlermodels]ik ethespi-calculugAG9§, could

perhapse usedfor successfulnalysesbut they aresignificantlymorecomples than

ours).

2.1 Terms,Rewrite Systemsand Notations

Let us considera signaturgJD9Q p. 249] [CDG", preliminaries]# andthefreeal-
gebrd] of terms T(¥) on that signature. Messagegxchangedon the network are
elementsof that algebra. We will alsoconsiderthe algebraT (#,X) of termswith
variablesin X. Whent € T(F,X), (X )ici is afamily of variables,(x )ici is a family
of terms,we notet[x; /X] thetermobtainedoy parallelsubstitutionof X; by x; int. We
noteFV(t) thesetof freevariablesof t.

Let usalsoconsidera notionof “possiblecomputation”this notionis definedby a
function K :O(T(¥)) — O(T(¥)) thatcomputeghe closureof asubsebf T(F) by
thefollowing operations:

e asubseD of thefunctionsymbolsfoundin ; thatis, if thesymbolf belonggo
thesubseD,, of element®f O of arity n, thenfor all n-uple(x;)1<i<n of elements
of K(X), thenf(xi,...,xn) belongsto K (X);

1orinitial algebra this vocahulary is justified by the factthatit is theinitial objectin the cateyory of
algebrasover F, whoseobjectsaresetsX with functionsfy : X3 — X for ary elementf of arity as in the
signaturef andwhosemorphismsaretheapplicationsp: X — Y sothatfor ary elementf of thesignature,

VX, Xap € Xy (@0), -, 00y ) = @(Fx (X, -, X))



e asetR of rewrite rules[JD9Q p. 252] over T(F ) of acertainkind describedn
thenext paragraph.

Soanelementx of T(¥) is deemedo be “possibly computablefrom X ¢ T(¥) if
X € K(X). Wenoted (T (¥)) « thefixpointsof X.

We requesthattherulesin & be of thefollowing form: a — x, wherea is aterm
with variablesoverthesignaturef andx is avariablesothatx appeargxactly oncein
a. We will call suchsystemsimplification systems

2.1.1 Exemple

We'll considetthefollowing signatureOc:

O = {pair(,);proj1(); proj2();encrypt(, );decrypt(,); pk-encrypt(, ); pk_-decrypt(, )}
Oc = OU {public(), private() }

andthefollowing rewrite rules:

e projl(pair(x,y)) — X,

e proj2(pair(x,y)) =,

e decrypt(encrypt(x,k),k) — x,

e pk_decrypt(pk_encrypt(x, public(k)), private(k)) — x.

2.2 Concrete Semantics

Let’s considera finite set® of principals. Eachprincipal p € ¢ hasa finite setR, of

registersgachcontaininganelemenof T (¥ )U{ L} —the_ L elemenmeanind‘unini-

tialized” — anda programx, to execute. The programis a finite sequencépossibly
empty)of commandswhich canbe of thethreepossibletypes:

e !t, readas“outputt”, wheret € T(#,Rp);

e 1 ~t,readas‘matchregisterr against”, wherer € {1,... ,rp}andt € T(¥,RpU
Rp); by r we’ll mean“the currentcontentsof registerr” andby r we’ll mean
“storematchedvalueinto registerr”. Ry = {r | r € Rp} isacopy of Ry.

e 7, readas“input registerr”, wherer € R,,.

We'll noteh :: t thesequenc&hoseheadis h andtail t, ands theemptysequenceThe

local stateof a principalis thereforethe contentof its registersandthe programit has
yetto execute.Theglobalstateis thetuple (indexedby P) of thelocal statestogether
with the stateof the intruder, which is an elementof O (T (¥))%. The setof global

stateds notedz.

We definethe semantic®f the systemby a nondeterministi¢ransitionrelation—.
Let SandS betwo globalstatesWe noteS. p thelocal stateof the principal pin Sand
S| theintruderknowledgein S. In alocal stateL, we noteL.r thecontentof registerr
andL.P the program.The definition of the transitionrelationis thefollowing: S— S
if thereexists pg € P sothat:



e forall pe P sothatp+# po, S.p=Sp;
e Spo.P=h::tandeither

— h=%¢and
« forallr € Ry sothatp# po, S.p.r =Sp.r,
* S.p.roe Sl
* S.po.P=1
— h=ltand
« forallr € Rp, p# po, S.p.r =Sp.r,
* S.I = K(SIU{t[Sp.r/r|reRpl})
* S.po.PZT
— h=r ~t andeither
* thereexists an unifier betweent[S.p.r/r | r € Ry] andS.p.r (for the
variablesin Ry); then
- forall e Ry\FV(t), S.p.r =Spr
- t[Spr/r|reRp,S.pr/rire Ry =Spr
. S’.po.PZT
* suchanunifier doesnt exist; then
- forallr € Ry, S.p.r =Spr
: S’.po.PZE

3 TreeAutomataand operationson them

Regularlanguagesmplementedsfinite automataareawell known domainabstract-
ing setsof wordson an alphabet. Here,we abstractsetsof termson a signatureby
regulartreelanguagesandwe considerthe generalizationio n-ary constructorof fi-
nite automatatreeautomatdCDG"|.

3.1 TreeAutomata

We usenon-deterministicop-dovn tree automatd/CDG'|, §1.6] to represensubsets
of T(¥); anautomatonis a finite representiorthe subsetof termsit recognizes.A
top-dowvn tree automatorover ¥ is atuple A= (Q,do,A) whereQ is a finite setof
statesqp € Qistheinitial stateandA is a setof rewrite rule§] overthesignaturef LIQ
wherethe statesare seenasunarysymbols. The rulesin A mustbe of the following
type:

A(f (xe. - %) —a F(Ga(x0). .- . Gn(Xn))

2Thereadershouldnot confusetheserewrite rules, meantasa notationfor the treeautomatonith the
rewrite rulesin R..
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Figure2: An automator({qo, ... ,04},do,A) onthesignatureO, with addedconstants
{X,K1, K2} recognizing{encrypt(X,encrypt(Ki,Kz)), K1, Ko}.

wheren>0f € 5, q,01,..-,0n € Q, Xg,... , X, beingvariables Whenn = 0, therule
is thereforeof theform q(a) — a. Defining

Lo(@) = {teT(F)[a(t) —at},

we denoteby L(a) = Lq,(A) thelanguageecognizedy A.

We actuallywill be usinga narrover subclasf tree automatawhich we be re-
ferredto as special automata, over #; we’'ll note the set of theseautomata4y.
Namely we will requestthatthe setA of rewrite rules defining the automatoncan
be partitionedbetweerntwo subsets:

e rulesof theformq(f(xi,..., X)) — f(q(x1),...,q(%n)) wherege Qandf € Oy;
we requestthat if thereexistsn > 0 and f € O, so that g(f(x,... , %)) —
f(q(x1),...,d(xn)) € Athenvn>0, Vf € Oy, q(f(x1,...,X)) — f(q(X1),-..,0q(Xn)) €
e rulesof theform q(f(xa,...,Xn)) — f(01(x1),...,0n(Xn)) whereq,qs,... ,0n €
Q; we requestthe directedgraph(Q, E) whoseverticesare the statesand the

arrows areof theform g —g @, 1 <i < nfor all therulesof theabove form to
beatree.

This suggestsa representationf suchan automatorby a tree (seean exemple
Fig.[2). Suchatreehastwo kind of nodes:



states thathave:
e an (unorderedand possiblyempty)list of children,which areall symbol
nodes;
e aboolearflag;

symbols thathave anorderedist of children;thereareasmary aschildrenasthearity
of thesymbol.

Thesymbolicsin termsof rewrite rulesof suchatreearethefollowing:
01

* - s/ : whereq, i, ... ,0n arestatesands is a n-ary symbolstandsfor

On
therewrite rule g(s(x1, ... , %)) —A S(01(X1);- .. ,On(Xn));

¢ theflagonastateq, whentrue (representetly @Q o ), meanghesetof rules

{a(s(xa, .- ,xn)) —as(A(Xw); .- ,d(xn)) | S€ On,n € N}

Implementinghe specialautomatassuchtreesallows for easysharingof partsof
thedatastructures.

3.2 Substitution and matching

We extendcanonicallyour definitionof substitutiorof termsinto termsinto adefinition
of substitutionof languagegsetsof terms)into termswith variables.We furthermore
overloadthis substitutiomotationto alsoconsidera substitutiorfunctionon automata
sothatfor all termt andautomatad;, L(t[Ai/X]) = t[L(A)/x]. Sucha substitution
function,usingonly specialautomatacanbe easilydefinedby inductionont.

Now we considetthereverseproblem:givenalanguagé. andatermwith variables
t, givethesetof solutionsof L = t[x;/X;]. Suchasolutionis afamily (L;) of languages
sothatL = t[L;/Xi]. We thusconsidera function matd sothatif A is anautomaton
andt atermwith variablesmatd(A,t) is afinite subsebf FV(t) — 44 andfor ary
solutionSin thisset,L = L(t[S/X]). A computationatefinitionfollows.

We definematd (At), whereA = (Q,qo,4) is an automatorandt € T (¥, X),
recursvely overthestructureof t. Its valueis afinite subsebf FV (t) — 4.

e if t =5(ty,...,tn) wheresis ann-ary symbol,then

matdy (At) = {Axe X{U{pi | V1 <i <npi € math((Q,q,A),ti)}
[Tra(s(xa,- - %)) —AS(@u(Xe), - On(%0)) € A}

e if t € X thenmatdy ((Q,qo,A),t) = {[x — do|}



Theinterestingpropertyof this functionis thatfor all lineaf termt € T(7,X), for all
automatorA = (Q, gp,4), calling x1, ... , Xy thevariablesin t, for all termsty, ... ,ty €
T(7T), thent[ti/X;,... ,tn/Xn] € L(A) if andonly if thereexists p in matdy (At) sothat
for all i, ti € Lyx)(A)). Informally, that meansthat this function returnsthe set of
matche®f thetermagainstheautomatongiving for eachmatchandfor eachvariable
thestatesn whichthis variableis to berecognizedn thatmatch.

We thenconstructa function matd thathasthe sameproperty exceptthatit does
not constrainhetermsto belinear

mat(At) = {f € matdy (A t) [vxe X [ Lq(A) #0}.
aef(x)

The definition of matdy translatesnto analgorithmon automatadefinedby trees
asabove. Thenmatd is defined,usingan effective testof whetherthe languageof
severalautomatantersec{CDG"} §1.7].

3.3 The KX* function on automata

Pleasenotethatthealgorithmspresentedhere are givenmainlyasproofsthatthefunc-
tionsdescribedare computableTo achieveadequateerformancefurtherrefinements
are needed.

We wanta function K* sothat K (L(A)) = L(X*(A)) for all specialautomatorA.

We will useanotionof positionin aterm[JD9Q p. 250] asa sequencef positive
integersdescribinghe pathfrom theroot of thetermto thatposition;e will betheroot
position. pog(t) is the setof positionsin termt. By t, we'll denotethe subtermof t
rootedat positiont. We definethe similar notionsfor trees.

Now we definecompletioniA, R ) (seeFig.[3for anexample)whereA is a special
automatorand®_ is a simplificationsystemby inductionon the structureof A: calling
o theinitial stateof A andcallingC;, ... ,C, thechildrenstatesof qo, thatis, the states
two nodesaway from qo:

constructy/, obtainedby replacingin A the subtreestartingfrom Cy, . .. ,C, by their
imageby a — completiorta, R)
repeat
fora— xe R do
for f € math(A',a) do
if thefollowing subtreds notalreadypresentmodulostaterenamingthen
copy Aff(x), replacingthe statef (x) by go {addsachildto qo}
end if
endfor
endfor
until nonew subtreds addedo A’
returnA’

Terminationof thisalgorithmis ensuredy thefollowing property provedby induction
onthestructureof A: thesetof subtreesf completioriA, R ) is, modulostaterenaming,

3A termis saidto belinear if all variableshave at mostoneoccurenceén it.
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the setof subtreeof A. The repeat-untilloop only insertssubtreegshatwerealready
presenin A modulostaterenaming.andthusterminatessincethereareonly afinite
numberof themandit neverinsertstwice thesame.
We thendefine
%*(A) = completiorfA®, R )

whereA? is A wheretheflag ontheinitial statehasbeenturnedto true.

4 Abstract Model

Theabove concretanodelhasananng/ing featurethatmakesit difficult to analyzethe
infinite nondeterminisnof theintruder(theknowledgeof theintruderis aninfinite set).
We suppresghat difficulty by “folding” togetherall branchef the nondeterminism
of the intruder This approximations safe,in the sensehatit alwaysoverestimates
whattheintruderknows. Whatthenremainss a systemof boundechondeterminism,
correspondingo the variouspossiblenterlearingsof the principals.As thenumberof
principalsis finite, thatgivesa finite statespacgalthoughthe numberof interleasings
grows fastwith the numberof principals).

4.1 Abstract Semantics

An abstractylobalstateS' € >* is madeof atreeautomator§'.| representingheknowl-
edgeof theintruder andthelocal statesS'. p) pee- Eachlocal stateS'.p is madeof a
programsequencé& . p.P, with the samedefinitionasin the concretesemanticsanda
family (S'.p.r)rer, of automata.

We definethe semanticof the systemby a nondeterministidransitionrelation
—t, LetS andS* betwo global states.The definition of the transitionrelationis the
following: § —* S* if thereexists po € P sothat:

e forall pe Psothatp+ po, S*.p=S.p;
e S.p.P=h:1andeither

— h=7¢9and
+ forallr € R, sothatp # po, S*.p.r = S.pur,
* Sﬁ.p.ro =Sl
* S’ﬁ.po.PZT

— h=!ltand

x forallr € Ry, p# po, S*.pr =S.pr,
x S = k(S Ut[S.pr/r |1 eRy))
« S .poP=1
— h=r ~t andeither
x matd(S.p.r,t[S.p.r/r | r € Rp]) £ 0then
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. forall 'e Ry \ FV(t), S*.p.r = S.pr
- forallr e FV(t),

S*.pr = U{M.I'|M € math(S. p.rt[S.p.r/r | r € Ry)) A

. S’ﬁ.po.PZT

x matd(S.p.r,t[S.p.r/r |1 € Ry]) = 0; then
- forallr € Ry, St.p.r =St.p.r
. S poP=¢

4.2 The Abstraction Relation

We defineanabstractiorrelationa C X x Z*: for ary Sin X andS' in X*
a(SS) <= (SI=L(S.))AVpe P ((Sp.P=S.pP)AVr € Ry Sp.reL(S.pr)).

It is clearthat—* is anabstractiorof — with respecto a, accordingto the defini-
tionin partfl.2

4.3 Wherethe Abstract and ConcreteModelsdon’t Coincide

As we're dealingwith anapproximatemodel,it is importantto know how muchinfor-
mationthe modelactuallyloses.Thereexists a simpleexamplein which our abstrac-
tion strictly overestimatethe power of theintruder:asingleprincipal A runsthatvery
simpleprogram

x

Idecrypt(r,K)

andtheintruderinitially knows {encrypt(X,K);encrypt(Y,K)}, X,Y andK being
constantsnitially unknown to the intruder We wantto know whetherat the end of
the“protocol”, theintrudercangethold of the concatenatiof X andY. Straightfor
wardly, thisis impossiblein the concretemodel,sincetheintruderhasto choosewhat
it sendgo A, andcannotsendboth X andY. However, usingthe abstractmodel,we
cannotgetthis conclusion.

Is this overestimatiorof thepower of theintruderrelevantwhendealingwhenreal-
life protocols?Our investigationon examplesof protocolsfoundin classicpaperson
thetopic [BAN89] didn’t shaw it wasa problem,andwe weretold by membersf the
cryptographigrotocolcommunitythattheabove kind of exampleis largelyacademic.
Furthermoreanerrorthatexistsonly in the approximatiorfor n principalscouldwell
be a concreteerror for a greatemumberof principals. For instance with the above
example,if we run two copiesof A, theintruderreally canget X andY. For these
reasonswe think thatthe approximationris fine enough.

4Replacinghis conditionby
IM e math(S.p.rt[S.pr/r | e Rp]) VI e FV(t) Sn.p.r =Mr

yieldsalesscoarseabstracmodel,whichstill hasthegoodpropertythatnondeterminisnis finite andtraces
lengtharebounded The modelwe useis clearlyanabstractiorof this lesscoarsemodel.
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5 A Samplelmplementation

Basingourseheson the above theory we implementeda protocolanalyzer This pro-
gramtakesasinput the signatureandtherewrite systemdefiningthe termalgebraand
aspecificatiorof the protocol.

5.1 TheProgram
Our programreadsaninputfile containing:

¢ thesignatureof thealgebradividedbetweeripublic” and“private”constructors;
privateconstructorglik e keys) cant be appliedby theintruder;

e therewrite system;

¢ theinitial knowledgeof theintruder;

e whattheintruderwantsto gethold of (setL);
e theprogramsun by the principals.

It thenexploresthe interleavings of the principalactions,computingwith the abstract
operationsanddisplaysthe interleavings that seemto exhibit a securityhole (where
theabstracknowledgeof theintrudercontainsanelemeniof L.

5.2 Interleavings

It is notnecessarto considell possibldanterlearings. We only considelinterleavings
thatare concatenationsf sequencesf the following form: inputsandmatcheshy a
principal, and outputsby the sameprincipal. It is easyto seethatary interleaving is
equivalent(whenit comesto thefinal knowledgeof theintruder)to suchaninterleas-
ing. Outimplementatiorthereforeonly exploresthe interleavings of thatform. This
drasticallyreduceghe computatiortime.

5.3 Implementation of the Automata

We implementedhe automatdargely following thetheorydescribedbore. However,
speciaktepswveretakento ensureatleastmoderatelyadequatspeecandmemoryfoot-
print: whenextractingsub-automatahe datastructuresaresharedthe “completion”
operation X*) takescareof notcompletingasub-automatothatis alreadycompleted.
Datastructuresarehashedor betterefficiengy in comparisons.

We alsotried analternatve implementationusingminimizedtop-davn determin-
istic treeautomatg/CDG"|]. Surprisingly the results,in term of speedand memory
footprint, were muchworse. The problemwith this approachappeardo be that we
don't usethefactthatwe canrestrictoursehesto specialautomataasdefinedabove:
it is difficult to sharedatastructures and the completionoperation(%*) hasto run
on the entireautomataeachtime. The completionoperationis especiallycostly with
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its calls to a function that testswhetherintersectionof the languagesecognizedoy
automatds empty;this problemis known to be EXPTIME-completg CDG'].

It thereforeseemdhata generaimplementatiorof treeautomatas not very suit-
ablefor thekind of analysiswve’re doing. A specializedmplementationtakingadwvan-
tageof the particularform of the datainvolved,yieldsbetterperformance.

6 Experimental results

We usedthe above implementatioron someexamples someof which academicsam-
ples,someof themreal protocolsfrom the standargaperson thetopic.
6.1 Trials on small examples
We first experimentedur analyzeron somesmallexamplesamongwhich:
e asinglerun of the Otway-Reegprotocol[BAN8Y];

e the*Testn” examples:n principalsrunningeachthe program:?r
decrypt(r,Kn)
theinitial knowledgeof theintruderbeingencrypt(- - - (encrypt(X, K1), ... ,Kn);
theunknawn pieceof datatheintrudertriesto recoserbeingX.

Herearesomerecordedimesandmemoryfootprints:

Example Pentiumll 450MHz | SunUltral | Memoryused
Otway-Rees1 run 21s 106s 10Mb
Test6 3s 11s 1Mb

Alas, while otherprotocolg|BAN89, IGNY9(], whenusingsimilarly smallnumber
of principals,have beeneasyto analyzeusingthe program biggerexampleg(lik e two
parallelrunsof the Otway-Reegrotocol)have madethe sizeof theautomataxplode.

6.2 An Interestingpoint on the Otway-Reesprotocol

An earlytrial of our programon the Otway-Reegrotocol[BAN89] yieldedsurprising
results.This protocolfeaturesa principal A running:

Ipair(A, pair(B, pair(M, encrypt(pair(Na, pair(M, pair(A, B))),Kas))))
xr

r ~ pair(B, pair(A, encrypt(pair(Na, kan), Kas)))

lencrypt(X, Kap)

The secretpiece of datais X. After thesefour steps,the intruder canindeed
get X in the following way: at step 2, the intruder sendspair(B, pair(A, encrypt(
pair(Na, pair(A,B)),Kas))), built from piecesof the messag®utputby A atstepl. A
will thenusepair(A, B) askap. Ontheotherhand reomganizingthe outputfrom stepl,
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replacingpair(Na, pair(M, pair(A,B))) by pair(pair(Na, M), pair(A, B)), preventsthis
attack,andthe analyzetthenconcludeghattheprotocolis safe.

Whetheror notthebugdescribedboreis relevantin realimplementationslepends
on how certainprimitives, notably pairing, areimplemented.Modelstaking associa-
tivity andcommutatvity into accountcould perhapshe more suitablefor analyseof
suchproperties.

7 Conclusionsand Prospects

We proposedch modelbasedon treeautomatao abstractcryptographigorotocols.We
implementedur algorithmsandwereableto successfullyandcorrectlyanalyzesome
smallinstanceg?2 principalsandl1 sener) of well-known protocolsandtestexamples.
Our abstractioris fine-grainecenoughto yield successfutesulton real-life protocols.

Ontheotherhand thecompleity of thecomputatiorquickly risesasthenumberof
simulatednachinegrows. It alsoseemdlifficult to accomodatevell certainproperties
like associatiity or commutatvity of operators.A moreannging dravbackof our
currentconcretamodelis thatthenumberof sessionsindprincipalsis fixed. We intend
to investigatehow to extendour approacto a modelallowing anarbitrarynumberof
sessionso becreatedsuchasthe spi-calculugAG9§.

We think thatthe compleity issueswhich areour mainconcerncanbe solvedby
a careful,specializedmplementatiorof the automataandwith appropriatevidening
operators.
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