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Abstract

Cryptographicprotocolshave sofarbeenanalyzedfor themostpartby means
of testing(which doesnot yield proofsof secrecy) andtheoremproving (costly).
We proposea new approach,basedon the abstractdomainof regular tree lan-
guages. While the abstractionwe useseemsfine-grainedenoughto be able to
certify someprotocols,therearestill complexity issuesto be solved. Both the
formalsemanticsandimplementationissuesarediscussedin thepaper.

1 Intr oduction

Our goal is to provide mathematicalandalgorithmictools for theanalysisof crypto-
graphicprotocolsthroughabstractinterpretation.

1.1 Verifying Cryptographic Protocols

Cryptographicprotocolsarespecificationsfor sequencesof messagesto beexchanged
by machineson a possiblyinsecurenetwork, suchastheInternet,to establishprivate
or authenticatedcommunication.Theseprotocolscanbe usedto distribute sensitive
information, suchas classifiedmaterial,credit card numbersor tradesecrets,or to
createdigital signatures.

Many cryptographicprotocolshave beenfound to be flawed; that is, thereexists
a way for an intruderthat hasgainedpartial or total controlover thecommunication
network andis ableto read,suppressandforgemessagesto trick thecommunicating
machinesinto revealingsomesensitive informationor believing they have anauthen-
ticatedcommunication,whereasthey are actually communicatingwith the intruder.�
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Several toolsandtechniqueshave thereforebeendevisedfor analyzingandverifying
thesecurityof cryptographicprotocols.

A commonfeatureof thesetechniques,including ours, is that they addressthe
designof the protocolratherthanthe strengthof the underlyingcryptographicalgo-
rithms,suchasmessagedigestsor encryptionprimitives. For instance,it is assumed
thatonemaydecryptamessageencryptedwith a publickey only whenpossessingthe
correspondingprivatekey.

Whereasbelief logics[BAN89, GNY90, Gon90, Syv93, Sv94] try to dealwith the
rationalebehindthedesignof a protocol,theothermethods(theoremproving, model
checking)arebasedonsomekind of well-definedmodelof thecomputation[Mea95].
Thenext partof thispaperwill describethemodelweareconsidering.

Methodsbasedonsuchmodelscanbeclassifiedinto threemaincategories:

Testing Here a limited but wide set of possibleattacksis generatedand systemat-
ically tried againstthe protocol. The hopeis that this set is wide enoughso
that any attackwill be detected. In other words, a large subsetof the space
of reachablestatesof a certainconfigurationof a protocol is exhaustively ex-
ploredby concretemodel-checking.Efficient implementationshave beende-
vised[MCJ97, MMS97, LR97].

Theoremproving Herea semi-automatedproof systemis used;while sucha method
consumeslots of humanresources,automationinsidethetool canmake it more
bearable[Pau97].

Thispaperintendsto demonstratehow abstractinterpretationtechniques,andmore
particularlyabstractmodelchecking,canbeappliedto theproblemof analyzingcryp-
tographicprotocols.To ourknowledge,this is thefirst timethatanabstractdomainhas
beenproposedfor cryptographicprotocols.

1.2 Abstract Inter pretation

Abstract interpretation[Cou78, CC92] is a generictheory for the analysisof com-
putationsystems. Its basic idea is to useapproximationsin ordereddomainsin a
known direction(lower or upper),to get reliableresults. This order relation is pre-
servedthroughoutmonotonicoperators.

Herewe’ll approximatetransitionsystems.We considera transitionrelationr on
a “concrete”statespaceΣ. We alsoconsideran“abstract”transitionrelationr

�
on an

“abstract”statespaceΣ
�
. An abstractionrelationa � Σ � Σ

�
links thetwo spaces.By

a� 1 � X ��� whereX
� � Σ

�
, wenote 	 x 
 σ �
� x

� 
 X
�

a � x� x����� .
For instance,Σ could be℘��� � andΣ

�
the setof (possiblyempty) intervals of �

(givenby theirbounds).Theabstractionrelation,in thatexample,is thefollowing:�
X 
 ℘��� � a � X ��� α � β� �����

X ��� α � β���
We requestthat the two relationssatisfy the following simulationcondition(see

Fig. 1.): �
x� y 
 Σ � x� 
 Σ

� � r � x� y � � a � x� x� �!� � y
� 
 Σ

�
r
� � x� � y� � � a � y� y� � �
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Figure1: Theabstracttransitionrelationfollowstheconcreteone.

This implies that for all σ0 andσ
�
0 so thata � σ0 � σ�0 � , notingA0 % 	 σ � σ0 &('r σ

�
and

A
�
0 % 	 σ

� � σ�0 &�'r $ σ
�)�

, A0 � a� 1 � A�0 � .
So, to prove thata propertyP holdsfor all elementsin A0, it is sufficient to show

that it holds for all elementsin r � 1 � A�0 � . That’ll be the basicideaof our methodof
analysis.

2 ConcreteModel

Thereexistsnostandardmodelfor cryptographicprotocols,althoughthereis progress
in thedesignof commonnotationswith well-definedsemantics[CAP]. We therefore
hadto provideasensiblemodelof whatacryptographicprotocolis. Wechoseasimple
syntaxandasimplesemantics,appropriateto describetheinteractionsbetweenafixed
numberof machines,or principals (subtlermodels,likethespi-calculus[AG98], could
perhapsbeusedfor successfulanalyses,but they aresignificantlymorecomplex than
ours).

2.1 Terms,Rewrite Systems,and Notations

Let usconsidera signature[JD90, p. 249] [CDG* , preliminaries]+ andthe fr eeal-
gebra1 of terms T � + �

on that signature. Messagesexchangedon the network are
elementsof that algebra. We will alsoconsiderthe algebraT � +,�.- �

of termswith
variablesin - . Whent 
 T � +/�0- �

, � Xi

�
i 1 i is a family of variables,� xi

�
i 1 i is a family

of terms,wenotet � xi 2 Xi � thetermobtainedby parallelsubstitutionof Xi by xi in t. We
noteFV � t � thesetof freevariablesof t.

Let usalsoconsidera notionof “possiblecomputation”;thisnotionis definedby a
function 3 :℘� T � + ��� & ℘� T � + �#�

thatcomputestheclosureof a subsetof T � + �
by

thefollowing operations:

4 asubset5 of thefunctionsymbolsfoundin + ; thatis, if thesymbol f belongsto
thesubset5 n of elementsof 5 of arity n, thenfor all n-uple � xi

�
1 6 i 6 n of elements

of 3 � X �
, then f � x1 �#�����
� xn

�
belongsto 3 � X �

;

1Or initial algebra; this vocabulary is justifiedby the fact that it is the initial objectin the category of
algebrasover 7 , whoseobjectsaresetsX with functions fX : Xaf 8 X for any elementf of arity af in the
signature7 andwhosemorphismsaretheapplicationsφ : X 8 Y sothatfor any elementf of thesignature,9

x1 :<;<;<;�: xaf = X fY > φ > x1 ?�:<;<;<;@: φ > xaf ?A?CB φ > fX > x1 :<;<;<;�: xaf ?A?
.
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4 a set D of rewrite rules[JD90, p. 252] overT � + �
of a certainkind describedin

thenext paragraph.

So anelementx of T � + �
is deemedto be “possiblycomputable”from X � T � + �

if
x 
/3 � X �

. We note℘� T � + �#�FE
thefixpointsof 3 .

We requestthattherulesin D beof thefollowing form: a & x, wherea is a term
with variablesoverthesignature+ andx is avariablesothatx appearsexactlyoncein
a. We will call suchsystemssimplification systems.

2.1.1 Exemple

We’ll considerthefollowing signature5 C:

5 % 	 pair � � � ;proj1 � � ;proj2 � � ;encrypt � � � ;decrypt � � � ;pk encrypt � � � ;pk decrypt � � �G�
5 C % 5�H�	 public � � � private � ���

andthefollowing rewrite rules:4 proj1 � pair � x� y ��� & x,

4 proj2 � pair � x� y ��� & y,

4 decrypt � encrypt � x� k � � k � & x,

4 pk decrypt � pk encrypt � x� public � k �#� � private � k �#� & x.

2.2 ConcreteSemantics

Let’s considera finite set I of principals.Eachprincipal p 
JI hasa finite setRp of
registers,eachcontaininganelementof T � + � HK	
L � — the L elementmeaning“unini-
tialized” — anda programxp to execute.Theprogramis a finite sequence(possibly
empty)of commands,whichcanbeof thethreepossibletypes:4 !t, readas“output t”, wheret 
 T � +,� Rp

�
;

4 r M t, readas“matchregisterr againstt”, wherer 
�	 1�#���#�N� rp

�
andt 
 T � +O� Rp H

R̄p

�
; by r we’ll mean“the currentcontentsof registerr” andby r̄ we’ll mean

“storematchedvalueinto registerr”. R̄p % 	 r̄ � r 
 Rp

�
is a copy of Rp.

4 ?r, readas“input registerr”, wherer 
 Rp.

We’ll noteh :: t thesequencewhoseheadis h andtail t, andε theemptysequence.The
local stateof a principalis thereforethecontentof its registersandtheprogramit has
yet to execute.Theglobalstateis thetuple(indexedby I ) of thelocalstates,together
with the stateof the intruder, which is an elementof ℘� T � + �#� E

. The setof global
statesis notedΣ.

We definethesemanticsof thesystemby a nondeterministictransitionrelation & .
Let SandSP betwo globalstates.WenoteS� p thelocalstateof theprincipalp in Sand
S� I theintruderknowledgein S. In a localstateL, wenoteL � r thecontentsof registerr
andL � P theprogram.Thedefinitionof thetransitionrelationis thefollowing: S & SP
if thereexists p0 
 P sothat:
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4 for all p 
QI sothat p R% p0, SPA� p % S� p;

4 S� p0 � P % h :: τ andeither

– h % ?r0 andS for all r 
 Rp sothat p R% p0, SP � p� r % S� p� r,S SPA� p� r0 
 S� IS SPA� p0 � P % τ
– h % !t andS for all r 
 Rp, p R% p0, SPA� p� r % S� p� r,S SPA� I % 3 � S� I HT	 t � S� p� r 2 r � r 
 Rp� � �S SPA� p0 � P % τ
– h % r M t andeitherS thereexists an unifier betweent � S� p� r 2 r � r 
 Rp� andS� p� r (for the

variablesin R̄p); then

" for all r̄ 
 R̄p U FV � t � , SPA� p� r % S� p� r
" t � S� p� r 2 r � r 
 Rp � SPV� p� r 2 r̄ � r 
 Rp� % S� p� r
" SPV� p0 � P % τS suchanunifierdoesn’t exist; then

" for all r 
 Rp, SP � p� r % S� p� r
" SPV� p0 � P % ε

3 TreeAutomata and operationson them

Regularlanguages,implementedasfinite automata,areawell known domainabstract-
ing setsof wordson an alphabet.Here,we abstractsetsof termson a signatureby
regular treelanguages,andwe considerthegeneralizationto n-ary constructorsof fi-
niteautomata:treeautomata[CDG* ].

3.1 TreeAutomata

We usenon-deterministictop-down treeautomata[CDG* , W 1.6] to representsubsets
of T � + �

; an automatonis a finite representionthe subsetsof termsit recognizes.A
top-down treeautomatonover + is a tuple A %YX Q� q0 � ∆ Z whereQ is a finite setof
states,q0 
 Q is theinitial stateand∆ is asetof rewrite rules2 overthesignature+\[ Q
wherethestatesareseenasunarysymbols.The rulesin ∆ mustbeof the following
type:

q � f � x1 �#���#�]� xn

��� & A f � q1
� x1

� �#���#�]� qn
� xn

���
2Thereadershouldnot confusetheserewrite rules,meantasa notationfor thetreeautomaton,with the

rewrite rulesin ^ .
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q0

encrypt

q1

X

q2

pair

q3

K1

q4

K2

K1 K2

(a) The tree. The circled node
representthestates,theothersthe
symbols

q0
� encrypt � x� y ��� & A encrypt � q1

� x � � q2
� y �#�

q0
� K1

� & A K1

q0
� K2

� & A K2

q1
� X � & A X

q2
� pair � x� y ��� & A pair � q3

� x � � q4
� y ���

q3
� K1

� & A K1

q4
� K2

� & A K2

(b) Theset∆ of rewrite rules.

Figure2: An automaton� 	 q0 �#���#�]� q4

� � q0 � ∆ � onthesignature5`_ with addedconstants	 X � K1 � K2

�
recognizing	 encrypt � X � encrypt � K1 � K2

��� � K1 � K2

�
.

wheren a 0 f 
�+ n, q� q1 �#���#�]� qn 
 Q, x1 �����#�]� xn beingvariables.Whenn % 0, therule
is thereforeof theform q � a � & a. Defining

Lq
� a � % 	 t 
 T � + � � q � t � & 'A t

� �
wedenoteby L � a � % Lq0

� A � thelanguagerecognizedby A.
We actuallywill be usinga narrower subclassof treeautomata,which we be re-

ferred to as special automata, over + ; we’ll note the set of theseautomatabdc .
Namely, we will requestthat the set ∆ of rewrite rules defining the automatoncan
bepartitionedbetweentwo subsets:

4 rulesof theformq � f � x1 �#�����
� xn

��� & f � q � x1

� �#�����
� q � xn

�#�
whereq 
 Qand f 
J5 n;

we requestthat if thereexists n a 0 and f 
e5 n so that q � f � x1 �����#�]� xn

��� &
f � q � x1

� ���#���
� q � xn

�#� 
 ∆ then
�

n a 0� � f 
J5 n � q � f � x1 �����#�
� xn

��� & f � q � x1

� �����#�]� q � xn

��� 

∆;

4 rulesof theform q � f � x1 �#���#�]� xn

��� & f � q1
� x1

� �#���#�]� qn
� xn

���
whereq� q1 �����#�]� qn 


Q; we requestthe directedgraph � Q� E �
whoseverticesare the statesand the

arrows areof the form q & E qi , 1 f i f n for all therulesof theabove form to
bea tree.

This suggestsa representationof suchan automatonby a tree (seean exemple
Fig. 2). Sucha treehastwo kind of nodes:
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states thathave:

4 an (unorderedandpossiblyempty) list of children,which areall symbol
nodes;4 a booleanflag;

symbols thathaveanorderedlist of children;thereareasmany aschildrenasthearity
of thesymbol.

Thesymbolicsin termsof rewrite rulesof sucha treearethefollowing:

4
q s

q1

...

qn

whereq, q1 �#���#�]� qn arestatesands is a n-ary symbolstandsfor

therewrite ruleq � s� x1 �����#�]� xn

��� & A s� q1
� x1

� �����#�]� qn
� xn

���
;

4 theflag ona stateq, whentrue(representedby q g ), meansthesetof rules

	 q � s� x1 ���#���]� xn

�#� & A s� q � x1

� ���#���]� q � xn

��� � s 
/5 n � n 
Qh � .
Implementingthespecialautomataassuchtreesallowsfor easysharingof partsof

thedatastructures.

3.2 Substitution and matching

Weextendcanonicallyourdefinitionof substitutionof termsinto termsinto adefinition
of substitutionof languages(setsof terms)into termswith variables.We furthermore
overloadthissubstitutionnotationto alsoconsidera substitutionfunctiononautomata
so that for all term t andautomataAi , L � t � Ai 2 Xi � � % t � L � Ai

� 2 xi � . Sucha substitution
function,usingonly specialautomata,canbeeasilydefinedby inductionon t.

Now weconsiderthereverseproblem:givenalanguageL andatermwith variables
t, give thesetof solutionsof L % t � xi 2 Xi � . Suchasolutionis a family � Li

�
of languages

so that L % t � Li 2 Xi � . We thusconsidera function match so that if A is anautomaton
andt a termwith variables,match� A� t � is a finite subsetof FV � t � & bic andfor any
solutionS in thisset,L % L � t � Si 2 Xi � � . A computationaldefinitionfollows.

We definematchl
� A� t � , whereA %jX Q� q0 � ∆ Z is an automatonand t 
 T � +O�0- �

,
recursively over thestructureof t. Its valueis afinite subsetof FV � t � & bdc .

4 if t % s� t1 �#���#�]� tn � wheres is ann-arysymbol,then

matchl
� A� t � % 	 λx 
k-l	]Hm	 pi � � 1 f i f n pi 
 match� X Q� qi � ∆ Z�� ti �G�

� r : q � s� x1 ���#���]� xn

�#� & A s� q1
� x1

� ���#���]� qn
� xn

��� 
 ∆
�
;

4 if t 
k- thenmatchl
� X Q� q0 � ∆ ZG� t � % 	
� x n& q0� � .
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Theinterestingpropertyof this functionis thatfor all linear3 termt 
 T ��o �.- �
, for all

automatonA %pX Q� q0 � ∆ Z , calling x1 �����#�]� xn thevariablesin t, for all termst1 �����#�]� tn 

T ��o �

, thent � ti 2 xi �#���#�]� tn 2 xn�q
 L � A � if andonly if thereexists p in matchl
� A� t � sothat

for all i, ti 
 Lp r xi s � A ��� . Informally, that meansthat this function returnsthe set of
matchesof thetermagainsttheautomaton,giving for eachmatchandfor eachvariable
thestatesin which thisvariableis to berecognizedin thatmatch.

We thenconstructa functionmatch thathasthesameproperty, exceptthat it does
notconstrainthetermsto belinear.

match� A� t � % 	 f 
 matchl
� A� t � � � x 
k- t

q 1 f r xs Lq
� A � R% /0

� �
Thedefinitionof matchl translatesinto analgorithmon automatadefinedby trees

asabove. Thenmatch is defined,usingan effective testof whetherthe languagesof
severalautomataintersect[CDG* , W 1.7].

3.3 The uYv function on automata

Pleasenotethatthealgorithmspresentedherearegivenmainlyasproofsthatthefunc-
tionsdescribedarecomputable. To achieveadequateperformance, furtherrefinements
areneeded.

We wanta function 3 �
sothat 3 � L � A �#� % L � 3 � � A �#� for all specialautomatonA.

We will usea notionof positionin a term[JD90, p. 250] asa sequenceof positive
integersdescribingthepathfrom therootof thetermto thatposition;ε will betheroot
position. pos� t � is thesetof positionsin term t. By t w p we’ll denotethesubtermof t
rootedatpositiont. We definethesimilarnotionsfor trees.

Now we definecompletion� A��D �
(seeFig. 3 for anexample)whereA is a special

automatonand D is a simplificationsystemby inductionon thestructureof A: calling
q0 theinitial stateof A andcallingC1 �#�����
� Cn thechildrenstatesof q0, thatis, thestates
two nodesawayfrom q0:

constructAP , obtainedby replacingin A thesubtreestartingfromC1 ���#���]� Cn by their
imageby a n& completion� a� R�
repeat

for a & x 
QD do
for f 
 match� APV� a � do

if thefollowing subtreeis notalreadypresent,modulostaterenamingthen
copy AP w f r xs , replacingthestatef � x � by q0 	 addsa child to q0

�
end if

end for
end for

until nonew subtreeis addedto AP
returnAP

Terminationof thisalgorithmis ensuredby thefollowingproperty, provedby induction
onthestructureof A: thesetof subtreesof completion� A��D �

is,modulostaterenaming,

3A termis saidto be linear if all variableshave atmostoneoccurencein it.

8



q0

g

encrypt

q1

X

q2

pair

q3

K1

q4

K2

ε

K1 K2

decrypt

q0 q0

pair

q0 q0

(a) Beforethe completion. The dashedsubtreeis an
expansionof pathsgoingthroughthe loopson q0, for
the sake of clarity. The dottedline is the ε-transition
we’re adding.

q0

encrypt

q1

X

q2

pair

q3

K1

q4

K2

K1 K2 X

(b) After thecompletion.Not
to use real ε-transitions, we
add the children of q1 to the
childrenof q0.

Figure 3: Completion of the automaton from Fig. 2 by the rewrite rule
decrypt � encrypt � x� k � � k � & x.
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thesetof subtreesof A. Therepeat-untilloop only insertssubtreesthatwerealready
presentin A modulostaterenaming,andthusterminates,sincethereareonly a finite
numberof themandit never insertstwice thesame.

We thendefine 3 � � A � % completion� Ag ��D �
whereAg is A wheretheflagon theinitial statehasbeenturnedto true.

4 Abstract Model

Theaboveconcretemodelhasanannoying featurethatmakesit difficult toanalyze:the
infinitenondeterminismof theintruder(theknowledgeof theintruderis aninfiniteset).
We suppressthat difficulty by “folding” togetherall branchesof thenondeterminism
of the intruder. This approximationis safe,in the sensethat it alwaysoverestimates
whattheintruderknows. Whatthenremainsis a systemof boundednondeterminism,
correspondingto thevariouspossibleinterleavingsof theprincipals.As thenumberof
principalsis finite, thatgivesa finite statespace(althoughthenumberof interleavings
growsfastwith thenumberof principals).

4.1 Abstract Semantics

An abstractglobalstateS
� 
 Σ

�
ismadeof atreeautomatonS

� � I representingtheknowl-
edgeof the intruder, andthelocal states� S� � p � p 1Cx . Eachlocal stateS

� � p is madeof a
programsequenceS

� � p� P, with thesamedefinitionasin theconcretesemantics,anda
family � S� � p� r � r 1 rp of automata.

We definethe semanticsof the systemby a nondeterministictransitionrelation

& �
. Let S

�
andSP � betwo globalstates.Thedefinitionof thetransitionrelationis the

following: S
� & �

SP � if thereexistsp0 
QI sothat:

4 for all p 
 P sothat p R% p0, SP � � p % S
� � p;

4 S
� � p� P % h :: τ andeither

– h % ?r0 andS for all r 
 Rp sothat p R% p0, SP � � p� r % S
� � p� r,S SP � � p� r0 % S� IS SP � � p0 � P % τ

– h % !t andS for all r 
 Rp, p R% p0, SP � � p� r % S
� � p� r,S SP � � I % 3 � � S� � I H t � S� � p� r 2 r � r 
 Rp� �S SP � � p0 � P % τ

– h % r M t andeitherS match� S� � p� r � t � S� � p� r 2 r � r 
 Rp� � R% /0 then
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" for all r̄ 
 R̄p U FV � t � , SP � � p� r % S
� � p� r

" for all r̄ 
 FV � t � ,
SP � � p� r % Hm	 M � r̄ � M 
 match� S� � p� r � t � S� � p� r 2 r � r 
 Rp� ��� 4

" SP � � p0 � P % τS match� S� � p� r � t � S� � p� r 2 r � r 
 Rp� � % /0; then

" for all r 
 Rp, SPAy � p� r % Sy � p� r
" SP � � p0 � P % ε

4.2 The Abstraction Relation

We defineanabstractionrelationa � Σ � Σ
�
: for any S in Σ andS

�
in Σ

�
a � S� S� �k�z� � S� I % L � S� � I �#�C� � p 
�I �#� S� p� P % S

� � p� P �C� � r 
 Rp S� p� r 
 L � S� � p� r �#� �
It is clearthat & �

is anabstractionof & with respectto a, accordingto thedefini-
tion in part1.2.

4.3 Where the Abstract and ConcreteModelsdon’t Coincide

As we’redealingwith anapproximatemodel,it is importantto know how muchinfor-
mationthemodelactuallyloses.Thereexistsa simpleexamplein which our abstrac-
tion strictly overestimatesthepowerof theintruder:asingleprincipalA runsthatvery
simpleprogram
?r
!decrypt � r � K �

andtheintruderinitially knows 	 encrypt � X � K �
;encrypt � Y� K �G�

, X, Y andK being
constantsinitially unknown to the intruder. We want to know whetherat the endof
the“protocol”, theintrudercangethold of theconcatenationof X andY. Straightfor-
wardly, this is impossiblein theconcretemodel,sincetheintruderhasto choosewhat
it sendsto A, andcannotsendbothX andY. However, usingtheabstractmodel,we
cannotgetthisconclusion.

Is thisoverestimationof thepowerof theintruderrelevantwhendealingwhenreal-
life protocols?Our investigationson examplesof protocolsfoundin classicpaperson
thetopic [BAN89] didn’t show it wasa problem,andwe weretold by membersof the
cryptographicprotocolcommunitythattheabovekind of exampleis largelyacademic.
Furthermore,anerrorthatexistsonly in theapproximationfor n principalscouldwell
be a concreteerror for a greaternumberof principals. For instance,with the above
example,if we run two copiesof A, the intruderreally canget X andY. For these
reasons,we think thattheapproximationis fineenough.

4Replacingthis conditionby{
M = match > S$ ; p; r : t | S$ ; p ; r } r ~ r = Rp��? 9 r̄ = FV > t ? S� $ ; p ; r B M ; r

yieldsa lesscoarseabstractmodel,whichstill hasthegoodpropertythatnondeterminismis finite andtraces
lengtharebounded.Themodelweuseis clearlyanabstractionof this lesscoarsemodel.
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5 A SampleImplementation

Basingourselveson theabove theory, we implementeda protocolanalyzer. This pro-
gramtakesasinput thesignatureandtherewrite systemdefiningthetermalgebraand
aspecificationof theprotocol.

5.1 The Program

Ourprogramreadsaninputfile containing:

4 thesignatureof thealgebra,dividedbetween“public” and“private”constructors;
privateconstructors(likekeys)can’t beappliedby theintruder;

4 therewrite system;

4 theinitial knowledgeof theintruder;

4 whattheintruderwantsto getholdof (setL);

4 theprogramsrunby theprincipals.

It thenexplorestheinterleavingsof theprincipalactions,computingwith theabstract
operations,anddisplaysthe interleavings that seemto exhibit a securityhole (where
theabstractknowledgeof theintrudercontainsanelementof L.

5.2 Interleavings

It is notnecessaryto considerall possibleinterleavings.Weonly considerinterleavings
thatareconcatenationsof sequencesof the following form: inputsandmatchesby a
principal,andoutputsby thesameprincipal. It is easyto seethatany interleaving is
equivalent(whenit comesto thefinal knowledgeof theintruder)to suchaninterleav-
ing. Out implementationthereforeonly exploresthe interleavingsof that form. This
drasticallyreducesthecomputationtime.

5.3 Implementation of the Automata

Weimplementedtheautomatalargely following thetheorydescribedabove.However,
specialstepsweretakentoensureatleastmoderatelyadequatespeedandmemoryfoot-
print: whenextractingsub-automata,thedatastructuresareshared;the“completion”
operation( 3 �

) takescareof notcompletingasub-automatonthatis alreadycompleted.
Datastructuresarehashedfor betterefficiency in comparisons.

We alsotried analternative implementation,usingminimizedtop-down determin-
istic treeautomata[CDG* ]. Surprisingly, the results,in term of speedandmemory
footprint, weremuchworse. The problemwith this approachappearsto be that we
don’t usethefactthatwe canrestrictourselvesto specialautomata,asdefinedabove:
it is difficult to sharedatastructures,and the completionoperation( 3 �

) hasto run
on theentireautomataeachtime. Thecompletionoperationis especiallycostlywith

12



its calls to a function that testswhetherintersectionof the languagesrecognizedby
automatais empty;thisproblemis known to beEXPTIME-complete[CDG* ].

It thereforeseemsthata generalimplementationof treeautomatais not very suit-
ablefor thekind of analysiswe’redoing.A specializedimplementation,takingadvan-
tageof theparticularform of thedatainvolved,yieldsbetterperformance.

6 Experimental results

We usedtheabove implementationon someexamples,someof which academicsam-
ples,someof themrealprotocolsfrom thestandardpaperson thetopic.

6.1 Trials on small examples

We first experimentedouranalyzeronsomesmallexamples,amongwhich:

4 a singlerunof theOtway-Reesprotocol[BAN89];

4 the“Testn” examples:n principalsrunningeachtheprogram:?r
decrypt � r � Kn

�
theinitial knowledgeof theintruderbeingencrypt � "�"�" � encrypt � X � K1

� ���#���
� Kn

�
;

theunknown pieceof datatheintrudertriesto recoverbeingX.

Herearesomerecordedtimesandmemoryfootprints:

Example PentiumII 450MHz SunUltra 1 Memoryused
Otway-Rees,1 run 21s 106s 10Mb
Test6 3 s 11s 1 Mb

Alas,while otherprotocols[BAN89, GNY90], whenusingsimilarly smallnumber
of principals,have beeneasyto analyzeusingtheprogram,biggerexamples(like two
parallelrunsof theOtway-Reesprotocol)havemadethesizeof theautomataexplode.

6.2 An Interestingpoint on the Otway-Reesprotocol

An earlytrial of ourprogramontheOtway-Reesprotocol[BAN89] yieldedsurprising
results.Thisprotocolfeaturesa principalA running:

!pair � A� pair � B� pair � M � encrypt � pair � Na � pair � M � pair � A� B ���#� � Kas

�#�����
?r
r M pair � B� pair � A� encrypt � pair � Na � k̄ab

� � Kas

�#���
!encrypt � X � kab

�

The secretpieceof data is X. After thesefour steps,the intruder can indeed
get X in the following way: at step2, the intruder sendspair � B� pair � A� encrypt �
pair � Na � pair � A� B ��� � Kas

���#�
, built from piecesof themessageoutputby A at step1. A

will thenusepair � A� B � askab. Ontheotherhand,reorganizingtheoutputfrom step1,
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replacingpair � Na � pair � M � pair � A� B ����� by pair � pair � Na � M � � pair � A� B ��� , preventsthis
attack,andtheanalyzerthenconcludesthattheprotocolis safe.

Whetheror notthebugdescribedaboveis relevantin realimplementationsdepends
on how certainprimitives,notablypairing,areimplemented.Modelstaking associa-
tivity andcommutativity into accountcouldperhapsbemoresuitablefor analysesof
suchproperties.

7 Conclusionsand Prospects

We proposeda modelbasedon treeautomatato abstractcryptographicprotocols.We
implementedouralgorithmsandwereableto successfullyandcorrectlyanalyzesome
smallinstances(2 principalsand1 server)of well-known protocolsandtestexamples.
Ourabstractionis fine-grainedenoughto yield successfulresulton real-lifeprotocols.

Ontheotherhand,thecomplexity of thecomputationquickly risesasthenumberof
simulatedmachinesgrows. It alsoseemsdifficult to accomodatewell certainproperties
like associativity or commutativity of operators.A moreannoying drawbackof our
currentconcretemodelis thatthenumberof sessionsandprincipalsis fixed.Weintend
to investigatehow to extendour approachto a modelallowing anarbitrarynumberof
sessionsto becreated,suchasthespi-calculus[AG98].

We think thatthecomplexity issues,whichareourmainconcern,canbesolvedby
a careful,specializedimplementationof theautomata,andwith appropriatewidening
operators.
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programmes. Thèsed’étatèssciencesmath́ematiques,Universit́escientifi-
queetmédicaledeGrenoble,Grenoble,France,21mars1978.

[GNY90] Li Gong,RogerNeedham,andRaphaelYahalom.Reasoningaboutbeliefin
cryptographicprotocols.In IEEE Symposiumon Research in Securityand
Privacy, pages234–248,Oakland,California,May 1990.IEEE Computer
Society, IEEEComputerSocietyPress.
http://java.sun.com/people/gong/papers/gny-oakland.ps.gz

[Gon90] Li Gong. Cryptographic Protocolsfor DistributedSystems. PhD thesis,
Universityof Cambridge,Cambridge,England,April 1990.
http://java.sun.com/people/gong/papers/phd-thesis.ps.gz

[JD90] Jean-PierreJouannaudandNachumDershowitz. Rewrite systems.In Jan
vanLeuween,editor, Handbookof Theoretical ComputerScience, volume
B. Elsevier, TheMIT Press,1990.

[LR97] G. LoweandB. Roscoe.UsingCSPto detectErrorsin theTMN Protocol.
IEEETransactionsonSoftwareEngineering, 23(10):659–669,1997.

[MCJ97] W. Marrero,E.M. Clarke, andS. Jha. Model checkingfor securitypro-
tocols. TechnicalReportCMU-SCS-97-139,Carnegie Mellon University,
May 1997.

[Mea95] CatherineMeadows. TheNRL ProtocolAnalyzer: An Overview. Journal
of Logic Programming, 1995.To appear.
http://www.itd.nrl.navy.mil/ITD/5540/publications/CHACS/1995/1995meadows-toappearJLP.ps

[MMS97] J.C.Mitchell, M. Mitchell, andU. Stern. Automatedanalysisof crypto-
graphicprotocolsusingmurphi.In IEEESymp.SecurityandPrivacy, pages
141–153,Oakland,1997.
ftp://theory.stanford.edu/pub/jcm/papers/murphi-protocols.ps

[Pau97] LawrenceC. Paulson. Proving propertiesof securityprotocolsby induc-
tion. In 10thComputerSecurityFoundationsWorkshop, pages70–83.IEEE
ComputerSocietyPress,1997.
http://www.cl.cam.ac.uk/users/lcp/papers/protocols.html

[Sv94] P. Syversonand P. C. van Oorschot. On unifying somecryptographic
protocollogics. In 1994IEEE ComputerSocietySymposiumon Research
in SecurityandPrivacy, pages14–28,May 1994.
http://www.itd.nrl.navy.mil/ITD/5540/publications/CHACS/1994/1994syverson-sp.ps

[Syv93] P. Syverson. Adding time to a logic of authentication. In 1st ACM
Conferenceon Computerand CommunicationsSecurity, pages97–101,
1993.
http://www.itd.nrl.navy.mil/ITD/5540/publications/CHACS/1993/1993syverson-ccs.ps

15

http://www.itd.nrl.navy.mil/ITD/5540/publications/CHACS/1993/1993syverson-ccs.ps
http://www.itd.nrl.navy.mil/ITD/5540/publications/CHACS/1994/1994syverson-sp.ps
http://www.cl.cam.ac.uk/users/lcp/papers/protocols.html
ftp://theory.stanford.edu/pub/jcm/papers/murphi-protocols.ps
http://www.itd.nrl.navy.mil/ITD/5540/publications/CHACS/1995/1995meadows-toappearJLP.ps
http://java.sun.com/people/gong/papers/phd-thesis.ps.gz
http://java.sun.com/people/gong/papers/gny-oakland.ps.gz

	Introduction
	Verifying Cryptographic Protocols
	Abstract Interpretation

	Concrete Model
	Terms, Rewrite Systems, and Notations
	Exemple

	Concrete Semantics

	Tree Automata and operations on them
	Tree Automata
	Substitution and matching
	The $@mathcal {K}^sharp $ function on automata

	Abstract Model
	Abstract Semantics
	The Abstraction Relation
	Where the Abstract and Concrete Models don't Coincide

	A Sample Implementation
	The Program
	Interleavings
	Implementation of the Automata

	Experimental results
	Trials on small examples
	An Interesting point on the Otway-Rees protocol

	Conclusions and Prospects

