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Abstract

Automationsurprisemccurwhenanautomateaystenmbehaesdifferentlythanits
operatorexpects.If theactualsystembehaior andthe operators “mentalmodel” are
both describedasfinite statetransitionsystemsthenmechanizedechniquesknown
as“model checking”canbe usedautomaticallyto discover ary scenarioghat cause
the behaviors of the two descriptiongo diverge from oneanother Thesescenarios
identify potentialsurprisesand pinpointareaswheredesignchangespr revisionsto
training materialsor proceduresshouldbe considered. The mentalmodelscan be
suggestedby humanfactorsexperts,or canbe derivedfrom training materialsor can
expresssimplerequirements$or “consistent’behaior. Theapproactis demonstrated
by applyingthe Mur¢ stateexplorationsystemto a “kill-the-capture”surprisein the
MD-88 autopilot.

This approactdoesnot supplanthe contritutionsof thoseworking in humanfac-
torsandaviation psychologybut ratherprovidesthemwith atool to examineproper
ties of their modelsusingmechanizeaalculation. Thesecalculationscanbe usedto
explorethe consequencesf alternatve designsandcues,andof systematicoperator
error, andto assesshe cognitive compleity of designs.

Thedescriptiorof modelcheckings tutorial andis hopedto beaccessibl¢o those
from the humanfactorscommunityto whomthis technologymaybe new.

1 Introduction

Automatedsystemsometimedehae in waysthatsurpriseheiroperatorgl4]. These'au-
tomationsurprises’areparticularlywell-documentedh the cockpitsof advancedcommer
cial aircraft[10,13] andseveralfatal crashesndotherincidentsareattributedto problems
in the “flightcrew-automatiorinterface”[6, AppendixD].

*This work was supportedby the Air Force Office of Scientific Research Air Force Materiel Com-
mand,USAF, undercontractF49620-95-C0044ndby the NationalScience~oundationundercontractCCR-
9509931.



Norman[9] proposedhatoperatorandusersof automatedystemgorm “mentalmod-
els” of thewaytheirsystenbehaesandusetheseao guidetheirinteractiorwith thesystem;
anautomatiorsurprisecanoccurwhentheactualbehaior of asystemdepartdrom its op-
erators mentalmodel. Comple systemsare often structurednto “modes” (for example,
anaircraftflight managemergystenmight have differentmodedor cruise,initial descent,
landing, and so on), and their behaior can changesignificantly acrossdifferentmodes.
“Mode confusion”ariseswhenthe systemis in a differentmodethanthatassumedy its
operatorthisis arich sourceof automatiorsurprisessincethe operatormay interactwith
thesystemaccordingo a mentalmodelthatis inappropriatdor its actualmode.

If we acceptthat automationsurprisesmay be dueto a mismatchbetweenthe actual
behaior of a systemandthe operators mentalmodelof that behaior, thenoneway to
look for potentialsurprisess to constructexplicit descriptionsof the actualsystembe-
havior, andof a postulatednentalmodel,andto comparehem. The discretebehaior of
complex controlsystemscanbe specifiedby a “statemachin€, which is aformal, mathe-
maticaldescriptiorthatis amenabléo variouskinds of automatednalysis.lt is becoming
acceptedhat suchformal specificationsanbe usefulin requirementanalysisand other
verificationandvalidationactiities for critical systemg3]. If astatemachinespecification
is availablefor theactualsystemandif we canconstrucionefor a plausiblementalmodel,
thenwe could,in principle,“run” thetwo machinesn parallelto seeif theirbehaiors ever
diverge from one another Whatis potentially valuableaboutthis approachs thatif the
two statemachineshave finite statespacesthena body of techniquedrom the branchof
formalmethodsknown as“model checking’canbe usedto compareall possiblebehaiors
of the two machines.If a discrepang is discoveredin the behaiors of the two system
descriptionsatracecanbepresentedhatgivesthesequencef inputsandinteractionghat
manifestghe divergence. This providesthe designeror analystwith informationthat can
beusedto bringthedesignof theactualsysteninto closeralignmentwith thementalmodel
(eitherby changingts behaior, or by improving thecuesit providesto its operator)pr that
canbe usedto guidethe formationof moreappropriatementalmodelsthroughimproved
operatoitraining.

Therearesomeohvious difficulties with this approachthe statemachinedescriptions
of real systemsoften are not finite-state,or have finite statespaceghat aretoo large to
analyzeexhaustvely (this maybeso,for example,if the stateincludesnumericquantities);
also,thereis no directway to acces@noperators mentalmodelfor the purposeof encod-
ing it asastatemachine.| amof theopinionthatboththesedifficulties canbe overcomeby
abstactionandgenealization Becauseave areperformingrefutationratherthanverifica-
tion (i.e., we arelooking for potentialbugs—automatiosurprisesn this case—notrying
to prove their absencejve do not needto modelall the detailsof the actualsystem(e.g.,
to examinemodeconfusion,we needonly modelthe modetransitionsof the system not
the detailsof its behaior within thosemodes),so an abstractedlescriptionof the actual
systemthatsuppressesuchdetailswill be adequateAlso, we arenot seekingpsycholog-
ical insightanddo not needto examinethe mentalmodelof ary particularoperato—we



will be contentto checkwhetherthe actualbehaior violatesplausiblemodelsandnatural
expectationge.g.,assuggestedby training materials),andthoseconcernedvith develop-
ing, analyzing,documentingandusingthe systemshouldbe ableto guideconstructiorof
suitably generalizedmentalmodels. Thereis ampleevidencefrom otherapplicationsof
modelcheckingthatwe learnmoreby examiningall the behaiors of suchapproximated
andgeneralizedystemdescriptionghanwe do by examiningjust someof thebehaiors of
therealthing (aswith simulationor directtesting).

2 An Example Scenario

I describethe proposedmethodusingan examplereportedby Palmer[10, Case2]. This
examplehasalsobeenanalyzedy LevesonandPalmer[7]; | compareheir approactwith
minein Sectior4.

The exampleis oneof five altitudedeviation scenario®bsered duringa NASA study
in which twenty-two airline crews flew realistictwo hour missionsin DC-9 and MD-88
aircraft simulators. To follow the scenariojt is sufiicient to understandhatthe autopilot
canbeinstructedo causdheaircraftto climb or to holdacertainaltitudethroughthesetting
of its “pitch mode" In VERT spPD (Vertical Speedmodethe aircraftclimbs at the rateset
by thecorrespondinglial (e.g.,2,000feetperminute);in 1As (IndicatedAir Speedmode,
it climbs at whatever rateis consistentvith holdingthe air speedsetby anotherdial (e.qg.,
256 knots);in ALT HLD (Altitude Hold) mode,it holdsthe currentaltitude. In addition,
certain“capturemodes’maybearmed If ALT (Altitude) captures armed theaircraftwill
only climb asfarasthealtitudesetby thecorrespondinglial, atwhich pointthepitchmode
will changeto ALT HLD; if the capturemodeis not armed,howvever, andthe pitch mode
iS VERT SPD or IAS, thentheaircraftwill continueclimbing indefinitely The behaior of
this systemis complicatedoy the existenceof anALT cAP (Altitude Capture)pitch mode,
whichis intendedo provide smoothleveling off atthedesiredaltitude. The ALT CAP pitch
modeis enteredautomaticallywhenthe aircraftgetscloseto the desiredaltitude andthe
ALT capturemodeis armed(do not confusethe ALT cAP pitch modewith the ALT captue
mode). The ALT CAP pitch modedisarmsthe ALT capturemodeand causeghe planeto
level off atthedesiredaltitude,atwhich pointit entersaLT HLD pitch mode.

Thefollowing scenariadescriptionis slightly rewordedfrom Palmers originalin order
to fit my terminology

The crew hadjust madea missedapproactandhadclimbedto andleveledat
2,100feet. They receved the clearanceo “. .. climb now andmaintain5,000
feet...” The Captainsetthe MCP (MasterControl Panel)altitudewindow to
5,000feet(causingaLT capturemodeto becomearmed) settheautopilotpitch
modeto VERT sPD with avalueof approximately2,000ft. perminuteandthe
autothrottleto sPD modewith a value of 256 knots. Climbing through3,500
feetthe Captaincalledfor flapsup andat 4,000feethe calledfor slatsretract.



Passinghrough4000feet,the CaptainpushedhelAs buttonontheMCP. The
pitch modebecamaAs andthe autothrottlesventto cLAMP mode. The ALT
capturemodewasstill armed. Threeseconddaterthe autopilotautomatically
switchedpitch modeto ALT cap. The FMA (Flight Mode Annunciator)ARM
window wentfrom ALT to blankandthe PITCH window shaved ALT CAP. A
tenthof asecondater, the Captainadjustedheverticalspeedvheelto avalue
of about4,000feeta minute. This causedhe pitch autopilotto switch modes
from ALT CAP to VERT SPD. As the altitude passedhrough5,000feetat a
vertical velocity of about4,000feet per minute,the Captainremarled, “Five
thousand. Oops, it didn't arm” He pushedthe MCP ALT HLD button and
switchedoff the autothrottle. The aircraftthenleveledoff at about5,500feet
asthe“altitude—altitud® voicewarningsoundedepeatedly

An aircraftclimbing throughits assignedltitude (andpotentiallyinto the airspaceas-
signedto anotheraircraft)is colloquially calleda “bust] so Palmerrefersto the scenario
above asthe “kill-the-capturebust” However, the basicproblemis preseniwhetheror not
it leadsto a bust, so| preferto speakof it asthe “kill-the-capturesurpris€. The source
of the surpriseis theinteractionof the pitch andcapturemodesand,in particular with the
way the ALT CAP pitch modedisarmsthe ALT capturemode.Whenthe ALT capturemode
is armed,changingthe pitch modebetweenAs andVvERT SPD, or changingthe valuesset
by their correspondinglials, simply changesowthe planeclimbsto the desiredaltitude.
Whenthe aircraft getscloseto the desiredaltitude, however, it autonomouslhentersaLT
CAP pitchmodeanddisarmsaLT capturemode.If thepitch modeis thenchangedo IAS or
VERT SPD, theaircraftwill climb withoutlimit in the newly selectednode,sincethe ALT
capturemodeis now disarmed.The only indicationto the pilot thatthe autopilotis in this
vulnerablecombinationof modesis thatthe ARM window of the FMA changesrom ALT
to blank.

3 Analyzing the Example

To seehow model checkingtechniquesould reveal the existenceof the kill-the-capture
surprise,we first needto constructa mentalmodelthat a pilot might plausibly employ.
Differentpilots might have differentmentalmodels andwe cannotknow whatthey are,but
aplausiblebasictenetmightbethatthepitchmodecontrolshowtheaircraftclimbs,andthe
capturemodecontrolswhetherthereis a limit to the climb. Anotherplausiblebasictenet
is that oncecapturemodeis armed,it becomedalisarmedonly whenthe aircraftreaches
the desiredaltitude (unlessthe pilot manuallydisarmsit). Sincethis mentalmodelmales
no mentionof the ALT cAP pitch mode, it obviously differs from the real system. This
doesnot necessarilyneanthat the systemharborsa surprise howvever, because mental
modelshouldsuppressletailsconsideredinnecessario understandingpow to operatethe
system.Thepilot mightwell beawareof the ALT cAP pitchmodeandof its rolein leveling



the planeoff—and may even be awarethatthe ALT CAP pitch modeandthe ALT capture
modeinteractin someway—ut could beliese this is merely the implementationof the
ideal capturemodeassumedn the mentalmodel. To discorer whethera surprisereally
doesresidehere,we needto “run” the statemachinegepresentinghe actualsystemand
thementalmodelon all possiblesequencesf inputsandcompareheir behaior.

| now preseninautomatednalysisof thisexampleusingtheMur¢ (pronouncedMur -
phy”) stateexplorationsystendevelopedby David Dill’ s groupat StanfordUniversity[5].
Strictly speakingMur¢ is notamodelchecler (thattermis properlyreseredfor toolsthat
testwhethera transitionsystemis a Kripke modelfor sometemporallogic formula[2]),
but theterm“model checking’is looselyappliedto ary tool thatuseqexplicit or symbolic)
stateexplorationtechniquesSystemsaredescribedn Mur¢ by specifyingtheir statevari-
ables anda seriesof rules thatindicatethe actionsthat canbe performedby the system
andthe circumstancesinderwhich they canbe performed.Propertieghat shouldhold in
someor all statescanbegivenaspartof aMur¢g specification(asassertionsandinvariants
respectiely), andtheMur¢ systemundertaksasearchof all reachabletateso ensurehat
thegivenpropertiegdloindeedhold. If they donot, Mur¢ printsanerrortracethatdescribes
the circumstance$eadingto the violation. Thosewho have somefamiliarity with com-
puterprogrammingshouldfind it fairly easyto interpretMur¢ specification@ndcanthink
of Mur¢ asperformingexhaustve simulationof the specifiedsystem,sothatall possible
behaiors are examined;this is feasiblebecausehe numberof states(i.e., combinations
of valuesof the systemvariables)is finite (althoughit may be very large). In hardware
andprotocolapplicationsit is routineto apply Mur¢ to specificationshatarethousandef
lineslong andthathave tensof millions of reachablestates.

At the level of abstractionappropriatefor our investigation,the actual behaior of
the examplesystemcan be describedn termsof two statevariables,pitch _mode and
capture _armed, whicharespecifiedn Mur¢ asfollows.

Type

pitch_modes: enum {vert_speed, ias, alt_cap, alt_hold };
Var

pitch_mode:  pitch_modes;

capture_armed: boolean;

These declarationsspecify that pitch _mode can take one of the four values from
the enumeratedype pitch _modes, and that capture _armed is a boolean . The
pitch _mode statevariablerepresentshe autopilots pitch modein a directway,! while
thecapture _armed variableencodesvhethertheALT capturemodeis armed.Theinitial
stateof the systemis specifiedn the Mur¢ Startstate declaratiorasfollows.

1| useslightly differentnamesto distinguishthe pitch modesof the Mur¢ modelfrom thoseusedin the
narratve descriptionput theintendedcorrespondencghouldbe olvious.



Startstate

Begin

clear pitch_mode;
capture_armed := false;
End;

Theclear constructthoosesomearbitraryinitial value.
Now we canspecifythe actionsof the systemby meansof Mur¢ rulesasfollows.

Rule "IAS"
Begin

pitch_mode := ias;
End;

This rule correspondso the pilot engagingthe |AS pitch mode(whetherby pushingits
button, or enteringa valuein its dial is unimportantat this level of abstraction).lt hasno
guardsmeaninghatit can“fire” atary time,andhastheeffectof settingthepitch _mode
statevariableto thevalueias . ThestringlAS is simplythenameusedto identify therule.

TheHLDandVSPDrulesaresimilarandcorrespondo the pilot engaginghe ALT HLD
andVERT SPD pitchmodesfrespectiely.

Rule "HLD"
Begin

pitch_mode := alt hold;
End,;
Rule "VSPD"
Begin

pitch_mode := vert_speed;
End,;

Noticethatl do notmodelthe parameterge.g.,speedclimb rate)usedby thevariouspitch
modeshorthedialsthatareusedto settheseparametersWe areconcernednly with the
basicmodetransitions,soit is appropriatdo omit thesedetails. | shouldalsonotethat|
have no ideawhetherthe specificatiorbeingdevelopedhereaccuratelyrepresentshe real
DC-9 or MD-88 autopilots—mypurposds only to explain the approachnotto presentin
industrialapplication.

The following rule correspondso the pilot pushingthe ALT capturemodebutton. |
have chosento specifyit asa toggle: initially the modeis not armed,pushingthe button
armsit, andpushingit againdisarmst oncemore.

Rule "ALT CAPTURE"

Begin

capture_armed := !capture_armed;
End;




The next rule correspondso the aircraftapproachinghe selectedaltitude. | call the
rulenear anduselower caseto distinguishit from the uppercasenamesausedfor therules
associateavith pilot actionsthatwerepresentedbove.

This rule only hasan effect whencapture _armed is true , in which caseit sets
pitch _modetoalt _cap andcapture _armed tofalse . (Thosefamiliarwith Mur¢
might wonderwhy | did not usecapture _armed asa guardon the rule; the reasonis
that! will later needto modify the rule to incorporatethe mentalmodelandthe present
arrangemeris morecorvenientfor this purpose.)

Rule "near"

Begin

If capture_armed Then
pitch_mode := alt cap;
capture_armed = false;
Endif;

End;

The next rule correspondso the aircraftreachingthe selectedaltitudewhenthe pitch
modeis ALT CAP, therebycausinga transitionto ALT HLD. | originally specifiedthis as
follows,

Rule "arrived"

Begin

If pitch_mode = alt_ cap Then
pitch_mode := alt_hold;
Endif;

End;

However, we alsoneedto accountfor the possibilitythatthe pilot armsALT capturemode
whenthe aircraft is alreadyat the selectedaltitude. This circumstancds dealtwith by
thesecondf-Then clauseof the following revisedrule, which disarmsthe ALT capture
modeandbypasseaLT CAP to enterthe ALT HLD pitch modedirectly. In thisandin later
specificatiofragmentsfaint typeis usedfor partspresentegreviously, anddarktypefor
thenew or changednaterial.

Rule "arrived"
Begin

If pitch_mode = alt cap Then
pitch_mode = alt_hold;

Endif;

If capture_armed Then
capture_armed := false;
pitch_mode := alt hold;

Endif;

End:;




Somereadersmay considerthe specificationof the last two rulesto be excessiely
loose:for example thereis nothingin the specificatiorthatexcludesphysicallyimpossible
sequencesf events,suchasarrived  followedby near , or severalnear sin succession.
Thisloosenesss typical in modelchecking:by omitting to specifyconstraintghatareen-
forcedby the physicalworld, or by othercomponentsf the systemwe allow the specified
systemo have more behaiors thanis actuallypossible If thislessconstrainediescription
doesnot exhibit the flaws we are concernedabout,thencertainlya moretightly specified
system(having strictly fewer behaiors)will notexhibit them? Only if we get“f alsedrops”
(i.e.,apparenerrorsthatwould be excludedif the modelwasmoredetailed)will we need
to refinethemodel.

We have now specifiedhebehaior of theactualsystemandcanturnto thespecification
of anidealizationthatconstitutesa plausiblementalmodel. A suitablemodelcouldbeone
wherereachinghe desiredaltitudecauses LT capturemodeto beturnedoff andthe pitch
modeto changdo ALT HLD; thenear eventis notsignificantto this mentalmodel.

To specifythis, | begin by addingaboolean statevariablecalledideal _capture
thatwill recordthe stateof the altitudecapturemodein the mentalmodel. This variableis
initializedto false  in themodifiedStartstate shavn below.

Var
pitch_mode: pitch_modes;
capture_armed: boolean;
ideal_capture: boolean;

Startstate

Begin

clear pitch_mode;

capture_armed = false;

ideal_capture = false;
End;

Theideal capturemodeis toggledby the ALT capturemodebuttonin the sameway as
thearmingof therealmode,sol addthisto the specificatiorof the ALT CAPTUREule.

Rule "ALT CAPTURE"
Begin
capture_armed = lcapture_armed;
ideal_capture = lideal_capture;
End;

Theidealcapturemodeis unafectedby thenear event,sothatruleis left unchanged.
If anarrived event occurswhen the ideal capturemodeis armed,thenthe modeis
disarmedThisis specifiedby addingathird If-Then  clauseto thecorrespondingule as
follows.

2This is true for what aretechnicallycalled safetypropertiesit is not true of livenessproperties.All the
propertiesconsiderederearesafetyproperties.



Rule "arrived"

Begin

If pitch_mode = alt cap Then
pitch_mode = alt_hold;
Endif;

If capture_armed Then
pitch_mode := alt hold;
capture_armed = false;
Endif;

If ideal_capture Then
ideal_capture = false;
Endif;

End;

We now needto relatetheideal capturemodeof the mentalmodelto the modesof the
actualsystem. The actualsystemis setto capturethe desiredaltitudeif eitherthe pitch
modeis ALT CAP or thecapturemodeis ALT. In termsof the Mur¢ modelthis conditionis
givenby theexpression

(capture_armed | pitch_mode = alt_cap)

The modesof the actualsystemandof the mentalmodelareconsistentvith eachotherif
this expressionis true exactly whenideal _capture is alsotrue . We canstatethis
in aMurg invariant asfollows.

‘ Invariant ideal_capture = (capture_armed | pitch_mode = alt cap);

At this point, we have constructedspecificationgor the modetransitionsof the ac-
tual systemandof the mentalmodelandstated asaninvariant,the conditionfor theseto
be consistenwith eachother We cannow proceedo examinewhetherary sequencef
eventscanviolate the invariantby causingMur¢ to performexhaustve explorationof all
thereachabletatef thespecificationMur¢ doesthis by systematicallyfiring therulesof
the specificatiorin differentordersuntil eitheranerroris foundor all possiblecaseshave
beenexamined.In this example we receve theerrortraceshavn in Figurel.

Thisis exactlythescenaridghatmanifestedheautomatiorsurprisedescribedn thepre-
vious section:the pilot engageshe ALT capturemode,the aircraftapproachethe desired
altitudeandautomaticallydisarmsthe capturemodeandengageshe ALT CAP pitchmode,
andthenthe pilot engages ERT sPD pitch mode. At this point the ideal capturemodeis
still armed,but that of the actualsystemis not. Mur¢ foundthis scenarian 0.24 seconds
(ona400MHz Pentiumll with 256 MB of memoryrunningLinux).



The following is the error trace for the error:
Invariant "Invariant 0" failed.

Startstate Startstate 0 fired.
pitch_mode:vert_speed
capture_armed:false
ideal_capture:false

Rule ALT CAPTUREfired.
capture_armed:true
ideal_capture:true

Rule near fired.
pitch_mode:alt_cap
capture_armed:false

Rule VSPD fired.

The last state of the trace (in full) is:
pitch_mode:vert_speed
capture_armed:false
ideal_capture:true

End of the error trace.

Figurel: FirstError Trace

LevesonandPalmeralsodetectedhe potentialfor this surpriseusingtheir method[7]
(I discussthe differencesbetweentheir methodand mine in the following section),and
suggestedhatit could be eliminatedby makingtwo changedo the actualsystem. (My
specifications organizeddifferentlyto theirs,sothefollowing translatesheintentof their
changesnto thetermsof my specification.)

e Causethearrived eventto engageaLT HLD pitch modewhenthe ALT capture
modeis armed(asopposedo whenthe pitch modeis ALT cAP), and

e Causedisarmingof ALT capturemodeto occurwhenthe pitch modebecomesaLT
HLD ratherthanALT CAP.

The intuition is thatthe ALT CAP pitch modeshouldbe regardedasengaginga particular
controllaw thatdeterminediowtheaircraftflies thecapturetrajectory but the ALT capture
modestaysin effectuntil thedesiredaltitudeis achieved.
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Thefirst of thechangesabove is accomplishedn our specificatiorby deletingthefirst
If-Then clausein thearrived rule, sothatit becomeghefollowing (I usea strikeout
like this— to indicatetext thatis removed).

Rule ™arrived"
Begin
H—pitch-mode—=—alt cap— Then
If capture_armed Then
pitch_mode := alt_hold;
capture_armed = false;
Endif;
If ideal capture Then
ideal_capture = false;
Endif;
End:;
The secondchangerequirescapture _armed := false to beremaovedfrom all
rulesthatcontainthe assignmenpitch _mode := alt _cap andaddecto all rulesthat
containthe assignmenpitch _mode := alt _hold . Thearrived rule asmodified

above alreadysatisfieghis condition,but the HLDrule mustbe changedasfollows.

Rule "HLD"

Begin

pitch_mode := alt hold,;
capture_armed := false;
End:;

Andthenear rule mustbechangedo thefollowing.

Rule "near"

Begin

If capture_armed Then
pitch_mode := alt _cap;
Endif;

End,;

If we causeMur¢ to performstateexplorationon this modifiedspecificationwe obtain
the errortraceshavn in Figure2, which highlightsa potentialsurpriseintroducedby the
changegust madeto the specificationif thepilot engage®LT HLD pitch modewhile ALT
capturemodeis armed,the modified actualsystemwill disarmthe capturemode,while
it remainsarmedin the mentalmodel(andremainedsoin the actualsystemprior to the
change)lnspectiorof LevesonandPalmers specificatiorindicateghatthisissues present
in their specificatioralso,andis notjustanartifactof my encoding.Severalinterpretations

11



The following is the error trace for the error:
Invariant "Invariant 0" failed.

Startstate Startstate 0 fired.
pitch_mode:vert_speed
capture_armed:false
ideal_capture:false

Rule ALT CAPTUREfired.
capture_armed:true
ideal_capture:true

Rule HLD fired.

The last state of the trace (in full) is:
pitch_mode:alt_hold
capture_armed:false
ideal_capture:true

End of the error trace.

Figure2: Seconderror Trace

seemplausibleandreasonabléor theintendedbehaior (andl have noideawhathappens
in this circumstanceon a real aircraft), so we could modify eitherthe descriptionof the
actualsystempr thatof thementalmodel,or both.| chooseo supposéhatALT HLD pitch
modecauseghe aircraft to hold the currentaltitude, but that it shouldmaskratherthan
disarmaLT capturemode—whichwill becomeactive againif thepitch modeis changedo
IAS Or VERT SPD. Thisis consistenwith the currentmentalmodel,andthe prior system
model,sothedescriptiorof theactualsystenshouldbechangedy undoingthechanggust
madeto theHLDrule (the otherchangesemainin place).Thisrevisionto thespecification
produceyetanothererrortrace,shavnin Figure3.

This highlightsyet anotherpotentialsurprisein our specification:if the pilot presses
the ALT buttonto armthe ALT capturemodeandlater, but beforethe desiredaltitude has
beenachieved, pressest again,the mentalmodelindicatesthatthe capturemodewill be
disarmedThiswill betrueof theactualsystemf theseconduttonpressoccursbeforethe
aircraftis nearenougho thedesiredaltitudeto engageheALT cAP pitchmode.Butif the
secondbutton pressoccursafter ALT CAP modehasbeenengagedthenthe actualsystem

12



The following is the error trace for the error:
Invariant "Invariant 0" failed.

Startstate Startstate 0 fired.
pitch_mode:vert_speed
capture_armed:false
ideal_capture:false

Rule ALT CAPTUREfired.
capture_armed:true
ideal_capture:true

Rule near fired.
pitch_mode:alt_cap

Rule ALT CAPTUREfired.

The last state of the trace (in full) is:
pitch_mode:alt_cap
capture_armed:false
ideal_capture:false

End of the error trace.

Figure3: Third Error Trace

doesindeeddisarmthe ALT capturemode,but theaircraftwill still bein theALT cAP pitch
mode,andhencestill flying a capturetrajectory?

The bestresolutionto this issueis not obvious, sofor simplicity | simply adda guard
tothe ALT CAPTUREulethatwill causeaLT buttonpresseso beignoredwhenthe pitch
modeis ALT CAP.

3This surpriseis presentjn a differentform, in the original specificatioraswell: if the ALT capturemode
buttonis pressedhfterALT cAP pitch modehasbeenengagedthenthe original specificatiorwill armthe ALT
capturemode(sinceit will have beendisarmedvhenALT cAP pitch modewasentered)but disarmtheideal
capturemode.

LevesonandPalmers specificatiorusesa “push-pull} ratherthanatogglearrangemenfor the ALT capture
modebutton, sothis issuedoesnot arisein their specification.However, | suspecthatsomethindike it must
occurbecaus¢heir buttonseemsgo hold a state(i.e., “pushedin” or “pulled out”) thatis not synchronizedvith
theinternalsystemstate.
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Rule "ALT CAPTURE"pitch_mode != alt cap ==>
Begin
capture_armed
ideal_capture
End:;

Icapture_armed,;
lideal_capture;

With this changewe finally bring the behaiors of the actualsystemandthe mental
modelinto alignment;Mur¢ confirmsthis asshawvn in Figure4.

Status:
No error  found.
State Space Explored:
7 states, 41 rules fired in 0.23s.

Rules Information:

Fired 7 times - Rule ™"arrived"

Fired 7 times - Rule "near"

Fired 7 times - Rule "VSPD"

Fired 7 times - Rule "IAS"

Fired 7 times - Rule "HLD"

Fired 6 times - Rule "ALT CAPTURE"

Figure4: Mur¢ ReportsSuccess

The outputdisplaysof the systemhave not beenconsideredn thetreatmenpresented
sofar. Thequality of informationpresentedo the operatoiis a critical factorin reducing
automatiorsurprisesand modeconfusion,and shouldcertainlybe examinedin any com-
prehensie analysis.As afinal illustration, | will indicatehow this canbe doneusingthe
modelcheckingapproachtheinformationdisplayedwill bespecifiedaspartof thesystem
descriptiontheway it usedby theoperatomwill bepartof mentalmodel,andtheinteraction
of theseelementwill beexaminedaspartof theautomatednalysis.

An operatordoesnot have accesgo all the dataavailable to the actualsystem,and
hencemaynotalwaysknow whena circumstancariseshatcallsfor amodechangeWell-
designedautomatiorshouldkeepthe operatolinformedof thesecircumstanceghroughits
outputdisplays.In addition,operatordave limited memoryandattentionspanandshould
not be expectedto retainthe internal stateof their mentalmodelinfallibly. Good output
displaysshouldprovide informationthatallows operatorgo “reload” theirmentalstate We
canmodelanoccasionallyfforgetful operatoby addinga “whoops”rule to our specification
asfollows.
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Rule "whoops"
Begin

ideal_capture := lideal_capture;
End;

Thisruleflips thevalueof ideal _capture andisinvokednondeterministicallyo model
anoperatomwho not merelyforgetsthe stateof his mentalmodel,but “misremembersthe
wrongone. Obviously, Mur¢ detectsnumerouserrorswhenthisrule is addedo themodel
without furtheradjustments.

Let ussupposehowever, thatthe actualsystemturnson a light exactly whenALT cap-
turemodeis armed.The pilot’s methodof operations changedothat, beforeperforming
ary operation shesetsthe stateof the ideal capturemodeof her mentalmodelto be that
indicatedby thelight. Thisis specifiedby addingthe assignmentdeal _capture :=
capture _armed to thebgginningof therulesthatrepresenpilot actions—namelylAS ,
VSPD HLD, and ALT CAPTURE Mur¢ will againfind that the Invariant fails in
numerousircumstancese.g.,following the whoops rule). However, the only time it is
reallyimportantfor theactualsystemandthe mentalmodelto bein agreemenis following
ary actionby the pilot (sothatthe pilot canaccuratelypredictthe consequencesf herac-
tions). This canbe accomplishedby replacingthe Invariant (which is evaluatedafter
everyrule) by Assert statementén the bodiesof the four “pilot action” rules,asshavn
in Figure5.

Mur¢ reportsno errorsin this modifiedspecification (It is nothardto seeby inspection
that this mustbe so.) Additional experimentationwill reveal thatthe guardon the ALT
CAPTURERuleis still requiredandthattheonly timeideal _capture doesdepartfrom
the actualsystemstateis in the near eventwhenthis follows a whoops . We regardthis
asunimportantpecausét doesnotleadto a surprisein ary actionperformedby the pilot.
Combiningthis analysiswith earlierones,we concludethat the currentdesigndoesnot
harborsurprisegor aforgetful operatowhofollows thedisplaylight, norfor anonfogetful
one(independentlyf thelight).

A notablepropertyof all theanalyseperformecdhereis their simplicity andefficiengy.
Oncetheinitial investmenthasbeenmadeto formalize the actualsystembehaior (and
this might alreadyhave beendonefor otherrequirement&nalysispurposes)making ad-
justmentgo the systemor mentalmodel, performingstateexploration,andexaminingthe
resultsis the work of minutes(noneof the analyseslescribecheretook morethan0.25
seconddo run). Of course the specificationsusedherehave almosttrivially small state
spacegfrom 7 to 14 statedependingyn the specificationandrequirevery few rulesto be
fired (from 14 to 96). However, the evidencefrom otherfields of applicationis that state
explorationandmodelcheckingtechniquescalequitewell: it is routineto examinetensof
millions of stateswith explicit enumerationandoftenvastlymoreusingsymbolicmethods.

“Becausdhe light displaysexactly the value of the statevariablecapture _armed, we do not needto
introducea new statevariableor functionto representt.
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Rule "lIAS"
Begin
ideal_capture = capture_armed,;
pitch_mode := IAS;
Assert ideal_capture = (capture_armed
End;

Rule "VSPD"
Begin
ideal_capture = capture_armed,;
pitch_mode := vert speed;
Assert ideal_capture = (capture_armed
End;

Rule "HLD"
Begin
ideal_capture ‘= capture_armed,;
pitch_mode := alt hold,;
Assert ideal_capture = (capture_armed
End;

Begin
ideal_capture capture_armed;
capture_armed Icapture_armed;
ideal_capture lideal_capture;

Assert ideal_capture = (capture_armed

End;

Rule "ALT CAPTURE"pitch_mode != alt cap

pitch_mode

pitch_mode

pitch_mode

==>

pitch_mode

alt_cap);

alt_cap);

alt_cap);

alt_cap);

Figure5: The“Pilot Action” RulesModified to Usethe DisplayLight

4 Discussion

Thereis much excellent work in the fields of systemdesign, aviation psychology er
gonomicsand humanfactorsthat seeksto understandgndreducethe sourcesof operator
errorin automatedystems.Thework describedhereis intendedio complementheseex-
isting studiesby providing a practical, mechanizedneansto examinesystemdesignsfor
featureghatmay beerrorprone.Humanfactorsandotherstudiesprovide anideaof what
to look for, andthe work describedhereprovides a methodto look for it. The method
usesexisting tools for modelcheckingand stateexplorationthat have, in otherkinds of

applicationsscaledsuccessfullyo quitelarge systems.

Model checkingis a memberof the classof techniquesknown as“formal methods,
andthereis alsoprior work, principally by Levesonandhercolleaguesin applyingformal
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methoddo the problemsof automatiorsurpriseg8]. Levesons work usesanevolving list
of designfeatures(currentlythereare about15 itemson the list) thatare proneto cause
operatormodeawarenes®rrors. Thesefeaturesprovide criteriathat canbe appliedto a
formal systemdescriptionin orderto root out designelementghatwould repayadditional
considerationLevesonandPalmer[7] applythis approacho thekill-the-capturesurprise
considerechere. One of the errorprone designfeaturesidentified by Levesonis use of
“indirect” modetransitionswhich occurwithout explicit operatorinput. Sheand Palmer
constructaformal specificatiorof therelevantpartsof the MD-88 autopilotandexamineit
(by hand)to detectsuchtransitions.This approactsuccessfullyeadsthemto discover the
indirectpitch modetransitionto ALT CcAP, andthe confusinginteractionbetweerthe pitch
andcapturemodes.Levesonplacesgreatstresson theimportanceof preciseandreadable
formal requirementspecificationsand hasdevelopedthe SpecTRMmethodologyandits
supportingrequirementspecificatiormethodSpecTRM-RLfor this purpose.l amin full
agreemenbn theimportanceof formal specificationghat arereadableaswell asprecise,
andregardthework presentedhereascomplementaryo Levesonsin thatit providesaway
to automateanalyseghat shedoesby hand. Model checkingtechniquesanbe appliedto
ary finite-statesystemdescription;l usedMur¢ andits ratherrebarbatie notationsimply
becausd am familiar with it, but it would certainly be feasibleto develop comparable
automatiorfor SpecTRM-RLor othernotations.

Automationis not a replacementor carefulmanualreview of perspicuouscarefully
structuredformal specificationsbut it is a valuableadjunctwhosevaluebecomegreater
asthespecificationgetlargerandtheir analysiscorrespondinglynoredifficult. Theexam-
ple consideredhereis almosttrivially small,yetits automatednalysisraisedanissuethat
wasnot reportedn LevesonandPalmers manualexamination—namelythatthe repaired
specificatiorcauseselectionof the ALT HLD pitch modeto disarmthe ALT capturemode.
To be fair, Levesonand Palmerexplicitly notethattheir repairto the kill-the-capturesur
prise“may violate othergoalsor desiredbehaiors of the autoflightsystem—thalesigners
would have to determinehis whendecidingwhatsolutionto use. In addition,a moreso-
phisticatedsolutionmay berequired,e.g.,a hysteresigactormay needto be addedto the
modetransitionlogic to avoid too rapid ‘ping-ponging’ transitionsbetweerpitch modes.
Nonethelesghefactremainghattheapproachusedherefoundtheoriginalkill-the-capture
surprise foundthis issuewith the repairedspecificationandfound anotherissue(namely
that pressingthe ALT capturemodebutton after the pitch modehaschangedo ALT cap
doesnot disarmthe altitude capture)—allwith essentiallyno effort. It alsoallowed rapid
and inexpensve exploration of an occasionallyforgetful operatorand of the efficacy of
displaysin mitigating this problem. The ability to useformal analysisin this mannerfor
active designexplorationis anunderappreciatesttribute of formal methods—andnethat
dependsritically on efficiently mechanizednethod<f analysis.

Many authorshave obsered that model checkingand otherforms of automatedor-
mal analysiscanusefully be appliedto requirementspecifications.Indeed,Levesonand
Palmerproposehat“the pilot’'s mentalmodelincludesa causeandeffect relationshipbe-
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tweenarmingthe altitude captureand eventually .. . acquiringthat altitude and holding it”
andthis phraseologwlmostimmediatelyinvitesformulationin temporallogic (suchlogics
provide aneventuallymodality),whichis theclassicahpplicationof modelchecking A lit-
tle thoughtandexperimentationhowever, revealsthatit is generallydifficult orimpossible
to formulatea mentalmodel, or the expectationsgt engenderswithin the limited expres-
sivity of atemporallogic. In the examplejust quoted,it would be necessaryo addthe
caveat“providedthepilot doesnot explicitly disarmaltitudecapture”andthisis not easily
statedn temporallogic. Furthermorethe suggestedormulationrelatesa modecontrolis-
sue(“arming thealtitudecapture”)to anexternalevent (“acquiringthataltitude”). In order
to examinethis relationship pur formal modelwould needto includesometreatmente.g.,
gualitative physics)or thenotionof anaircraft“climbing” andits relationto “altitude” that
would addgreatlyto its complexity.

The novelty andutility in the approachusedhereis thatit movesspecificationof the
desiredbehaior from the property/assertiofanguageof the modelchecler into its sys-
tem specificationlanguage.Thatis to say the desiredpropertyis conceved asa mental
modelthatis specifiedasa statemachinerunningin parallelwith the statemachinethat
specifieghe actualsystem. This seemsconsistentwvith representationalreadyemplg/ed
in the humanfactorscommunity[4], andprovidesthe expressienessieededo accommo-
datepossibilitiessuchasthe pilot explicitly disarmingaltitudecapturewhile allowing the
correctnessriterionto bestatedn termsof (idealized)modesatherthanexternalphysical
realities(suchasreachinga desiredheight). The property/assertiolanguageof the model
checler or stateexploration systemis usedsimply to state(as an invariant) the desired
correspondendeetweeractualandidealizedmodes.

In moretechnicalterms,we arereally checkinga simulationrelationbetweenwo sys-
tem descriptiongthe mentalmodelandthe actualsystem). This is a basiccapability of
“model checlers” for processalgebrassuchasthe FDR tool for CSP[11], but mustbe
achiszedsomavhatindirectlyin toolsbasedn statetransitionrelationssuchasMur¢. The
approachusedhereworksin simplecasesijn morecomplicateccasesit maybe necessary
to usesuperpositiomndanexplicit abstractior{or, dually, refinementyelation(see[12] for
atutorial explanation).

As notedearlier in additionto globalinvariant  s,Mur¢ alsoallows assert state-
mentsin thebodiesof its rules;theseprovide away of checkingadditionalpropertiessuch
asthosethatshouldhold on modetransitions(asopposedo whenthesysternis in amode).
For example,we canaddan assert statemento the rule arrived  to checkthat the
pitch modeis indeedALT HLD wheneer theideal capturemodeis disarmedasa resultof
thearrived event.
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Rule "arrived"
Begin

If capture_armed Then
pitch_mode := alt_hold;
capture_armed = false;

Endif;

If ideal capture Then
ideal_capture = false;
Assert pitch_mode = alt_hold;

Endif;

End:;

This checkis satisfied(provided thereare no whoops events)in the final specification
presentechere, but detectsissues(that were also found by the Invariant ) in earlier
specifications.

The expressienesgprovided by this approactopensa numberof interestingpossibili-
tiesfor modelingandanalysisn additionto thosealreadyillustrated.

e \We canexaminethe consequencesf a faulty operator:simply endav the operator
modelwith selectedaulty behaiors andobsenre their consequenced.he effective-
nesof remediesuchaslockinsandlockouts,orimproveddisplays canbeevaluated
similarly.

o \Wecanexaminetheloadplacedonanoperatorif thesimplesimentalmodelthatcan
adequatelyracktheactualsystenrequiresoo mary statespr amoderatelycomple
datastructuresuchasa stack,we canevaluatethe reductionachiered by additional
or improvedoutputdisplays,or by redesigninghe systembehaior.

e \We canexaminetheaccurag of anoperatoiinstructionmanualby formulatingit asa
transitionsystemandcomparingt to a similar formulationof its actualsystem—just
we formulatedandcomparedh mentalmodelwith its actualsystemin theexample.

In thefuture,l hopethattheapproactdescribederewill bedevelopedanddocumented
further andextendedin the directionsjust listed. | alsolook forwardto evaluatingit on a
morerealisticexample. It will alsobe interestingto comparethis approachwith onein
whichformal methodsareusedto examinesimilar specificationgor consisteng andsafety
propertiesxpressediirectly asinvariants[1].
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