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Abstract

PVS is a v eri�cation system that pro vides a sp eci�cation language in tegrated

with supp ort to ols and a theorem-pro v er. It has b een used at SRI and elsewhere

to p erform v eri�cations of sev eral signi�can t algorithms (primarily for fault-

tolerance) and large hardw are designs.

This tutorial in tro duces some of the more p o w erful strategies pro vided b y

the PVS theorem pro v er. It consists of t w o parts: the �rst extends a previous

tutorial b y Ric ky Butler[But93], demonstrating ho w his pro ofs ma y b e p erformed

in a more automated manner; the second uses the \un winding theorem" from the

nonin terference form ulation of securit y to in tro duce theorem-pro ving strategies

for induction that cannot b e demonstrated in the framew ork of Ric ky Butler's

example.

Using the more p o w erful strategies of PVS to automate easy pro ofs (and the

easy parts of hard pro ofs) frees users to concen trate on truly di�cult pro ofs. Au-

tomation also mak es pro ofs more robust to c hanges in the sp eci�cation, thereb y

facilitating activ e design exploration and adaptation to c hanged requiremen ts.

This tutorial also sho ws ho w sp eci�cations and pro ofs ma y b e b etter pre-

sen ted using the L

a

T

E

X and P ostScript generating facilities of PVS. The PVS �les

for these examples are a v ailable at http://www.csl.sri.com/pvs/e xamples/

csl-95-10.html .
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Chapter 1

In tro duction

This tutorial in vites y ou to explore some of the more p o w erful theorem pro ving capabilities

of the PVS v eri�cation system, mo ving from long, m undane pro of scripts full of trivial

details, to more automatic theorem pro ving where the user directs only the k ey steps. It

is suggested that y ou follo w through the tutorial with PVS running on y our w orkstation.

Y ou can obtain the sp eci�cations and pro ofs dev elop ed here o v er the W orld Wide W eb from

http://www.csl.sri.com/csl -95-10. html or b y ftp from ftp://ftp.csl.sri.com/p ub/

pvs/examples/elementary-tu torial .

1.1 Wh y Seek Highly Automated Pro ofs?

The motiv ations for p erforming pro ofs in an automated manner are: �rst, to lib erate h uman

users from the drudgery of lo w-lev el details, so that they can b est direct their energies to

the truly di�cult and signi�can t steps in a pro of; second, to mak e it feasible to pro v e

big theorems; and, third, to mak e the in v estmen t in a pro of an incen tiv e|rather than a

disincen tiv e|to the exploration of alternativ e sp eci�cations and designs.

The �rst of these motiv ations should need little justi�cation: exp osure to the tedium of

lo w-lev el \pro of assistan ts" has con vinced man y that mec hanized pro of is infeasible for real

examples. This is unfortunate, b ecause man y formal sp eci�cations con tain signi�can t errors

when �rst written, and automated pro of c hec king can b e one of the fastest w a ys to detect

errors early in the lifecycle. Note, ho w ev er, that the theorem pro v er needs to b e designed

to facilitate this: most highly automated approac hes to pro of are in tended to pro v e true

theorems|not to help detect errors in un true ones|so that when an automated pro v er fails

to complete a pro of, it can b e di�cult to determine whether the cause is a false theorem or

an inadequate pro of metho d. F or this reason, the basic PVS pro of steps are p o w erful, but

deterministic (b eing based on decision pro cedures), and are used under in teractiv e con trol.

When one of the more p o w erful heuristic pro of strategies fails, the user can explore the

cause of failure b y in teractiv ely in v oking the more basic steps.

The second motiv ation concerns the fact that formal v eri�cation is often applied to theo-

rems that are large, but shallo w|suc h as those that assert the correctness of the micro co de

1



2 Chapter 1. In tro duction

or the pip eline con trol circuitry of a micropro cessor. F ormal v eri�cation can accomplish

what massiv e sim ulation and testing cannot: examination of the b eha viors of these de-

signs under al l circumstances. But to b e practical, it m ust b e p ossible to actually carry

out the formal v eri�cations for industrial-scale designs. This is simply infeasible without

massiv ely automated theorem pro ving. Adv ances o v er the last few y ears ha v e brough t

theorem pro ving to the p oin t where it is no w feasible to tac kle suc h industrial-scale prob-

lems [SM96 , RSS96 , PD96 ].

The third motiv ation is prompted b y the observ ation that formal sp eci�cations are

seldom static: they c hange as 
a ws are corrected, as new requiremen ts emerge, and as

impro v ed approac hes and designs are disco v ered. Mec hanization of formal metho ds should

supp ort suc h c hanges and should encourage activ e design exploration in the same w a y that

computational 
uid dynamics supp orts the re�nemen t of aerofoil designs. T o ac hiev e this, it

is imp ortan t that previously dev elop ed pro ofs should b e robust in the face of small c hanges

to the sp eci�cation|since otherwise in v estmen t in an existing pro of will discourage c hange

and exp erimen tation. F or pro ofs to b e robust, they m ust b e recorded at a fairly high

lev el|giving just the main steps of the argumen t, and lea ving automation to �ll in the

details|since highly detailed, line-b y-lin e argumen ts are unlik ely to remain correct in the

face of c hanges. In the case of PVS pro ofs, the goal should generally b e to use the highest

lev el, most automatic pro of strategies p ossible, and to use explicit pro of steps (e.g., those

naming a sp eci�c sequen t form ula) as sparingly as p ossible. Suc h pro of descriptions guide

the pro v er along the main steps of the argumen t (whic h is lik ely to b e robust), and allo w

automation to calculate the details afresh eac h time.

This tutorial in tro duces some of the higher-lev el PVS pro of strategies and explains, b y

example, ho w to use them e�ectiv ely . The remainder of this c hapter pro vides a brief in tro-

duction to the PVS v eri�cation system. Chapter t w o presen ts an extension to a tutorial

b y Ric ky Butler [But93 ], describing ho w more automated pro ofs can b e dev elop ed for his

examples. The third and �nal c hapter uses a v eri�cation of Goguen and Meseguer's un wind-

ing theorem for nonin terference securit y p olicies [GM84 ] to illustrate some PVS induction

strategies, and also demonstrates ho w PVS can b e used to formalize a p encil-and-pap er

dev elopmen t.

1.2 PVS

PVS is the most recen t in a line of sp eci�cation languages, theorem pro v ers, and v er-

i�cation systems dev elop ed at SRI, dating bac k o v er 20 y ears. That line includes

the Jo vial V eri�cation System [EGMS79 ], the Hierarc hical Dev elopmen t Metho dology

(HDM) [RLS79 , SLR78 ], STP [SSMS82 ], and Ehdm [MSR85 , RvHO91 ]. PVS stands for

\Protot yp e V eri�cation System," b ecause it w as built partly as a ligh t w eigh t protot yp e to

explore \next generation" tec hnology for Ehdm , though it has no w outgro wn that role.

PVS consists of a sp eci�cation language, a n um b er of prede�ned theories, a theorem

pro v er, v arious utilities, do cumen tation, and sev eral examples that illustrate di�eren t meth-

o ds of using the system in sev eral application areas. PVS exploits the synergy b et w een a
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highly expressiv e sp eci�cation language and p o w erful automated deduction; for example,

some elemen ts of the sp eci�cation language are made p ossible b ecause the t yp ec hec k er can

use theorem pro ving. This distinguishing feature of PVS has allo w ed p erspicuous and e�-

cien t treatmen t of man y examples that are considered di�cult for other v eri�cation systems.

The sp eci�cation language of PVS is based on classical, t yp ed higher-order logic. The

base t yp es include unin terpreted t yp es that ma y b e in tro duced b y the user, and built-in

t yp es suc h as the b o oleans, in tegers, reals, and the ordinals up to �

0

; the t yp e-constructors

include functions, sets, tuples, records, en umerations, and recursiv ely-de�ned abstract data

t yp es suc h as lists and trees. Predicate subt yp es and dep enden t t yp es can b e used to in tro-

duce constrain ts, suc h as the t yp e of prime n um b ers. These constrained t yp es ma y incur

pro of obligations during t yp ec hec king, but greatly increase the expressiv eness and natural-

ness of sp eci�cations. In practice, most of the obligations are disc harged automatically b y

the theorem pro v er. PVS sp eci�cations are organized in to parameterized theories that ma y

con tain assumptions, de�nitions, axioms, and theorems. De�nitions are conserv ativ e (i.e.,

cannot in tro duce inconsistencies); to ensure this, recursiv e function de�nitions generate

pro of obligations to guaran tee termination. PVS expressions pro vide the usual arithmetic

and logical op erators, function application, lam b da abstraction, and quan ti�ers, with a tra-

ditional syn tax. Names ma y b e freely o v erloaded, including those of the built-in op erators

suc h as AND and + . A case expression pro vides pattern-matc hing o v er the constructors of

abstract data t yp es, and tables allo w piecewise-con tin uous functions to b e sp eci�ed in a

visually app ealing manner.

The PVS theorem pro v er pro vides a collection of p o w erful primitiv e inference pro cedures

that are applied in teractiv ely under user guidance within a sequen t calculus framew ork.

The primitiv e inferences include prop ositional and quan ti�er rules, induction, rewriting,

and decision pro cedures for linear arithmetic o v er b oth in tegers and reals and for P ark's � -

calculus. The implemen tations of these primitiv e inferences are optimized for large pro ofs:

for example, prop ositional simpli�cation and � -calculus use BDDs, and auto-rewrites are

cac hed for e�ciency . User-de�ned pro cedures can com bine these primitiv e inferences to yield

higher-lev el pro of strategies, suc h as those for induction and CTL mo del c hec king. Pro ofs

yield scripts that can b e edited, attac hed to additional form ulas, and rerun. This allo ws

man y similar theorems to b e pro v ed e�cien tly , p ermits pro ofs to b e adjusted economically

to follo w c hanges in requiremen ts or design, and encourages the dev elopmen t of readable

pro ofs.

PVS is fully do cumen ted in separate man uals for the language [OSR93a ],

pro v er [SOR93 ], system [OSR93b ], and seman tics [SO96 ]. T utorials pro vide a general in-

tro duction [But93, COR

+

95], plus more sp ecialized treatmen ts for hardw are [ORSS94 ],

abstract data t yp es [Sha93a ], and tabular and requiremen ts sp eci�cations [ORS95 ].

PVS has b een installed at h undreds of sites in North America, Europ e, and Asia;

recen t w ork has dev elop ed PVS metho dologies for highly automated hardw are v eri�-

cation [CRSS94 , RSS96 , SM96] (including in tegration with mo del c hec king [RSS95 ]),

and for concurren t and real-time systems [Sha93b , Ho o94 , AH96 ] (including a transpar-

en t em b edding of the duration calculus [SS94]). Applications ha v e included micro co de
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v eri�cation for a commercial micropro cessor [SM95 ], v eri�cation of fault-toleran t algo-

rithms [LR93 , LR94 ] and a cac he-coherence proto col [PD96 ], and formalization of Space

Sh uttle requiremen ts [Di 96 , CD96 ], IEEE standards for 
oating p oin t [CM95 ] and m ulti-

media collab orations [RR V95 ]. A comprehensiv e bibliograph y of applications p erformed in

PVS is a v ailable [Rus ].

1.3 Obtaining PVS

PVS is implemen ted in Common Lisp and runs on sev eral mo dern Unix w orkstations.

V ersions in Allegro Lisp for Sun and IBM w orkstations are a v ailable b y anon ymous ftp.

All PVS installations m ust b e licensed b y SRI In ternational, but there is no c harge. (W e

do c harge for tap es and for nonstandard v ersions.)

The sp eci�cations and pro ofs presen ted here require PVS 2, released June 1, 1995.

T o obtain a cop y of PVS b y anon ymous ftp, retriev e the �le README from directory

/pub/pvs/pvs2 on ftp.csl.sri.com [192.12.33. 94] and follo w the instructions.

1

Or via

the W orld Wide W eb, op en the URL http://www.csl.sri.com/pvs .html (this also giv es

access to the mirror sites). F or further information on PVS, please send a message to

pvs-request@csl.sri.com .

Ac kno wledgmen ts

W e are grateful to Ric ky Butler, Drew Dean, Piotr Rudnic ki, and N. Shank ar for reading

earlier v ersions of this rep ort and for pro viding commen ts that substan tially c hanged and

impro v ed its con ten t and presen tation.

1

There are mirror sites at the Univ ersities of Y ork, England ( ftp://ftp.c s. yor k. ac. uk /pu b/p vs ),

P aris VI, F rance ( ftp://ft p.i bp. fr /pu b/ pvs ), Ulm, German y ( ftp://ftp .in fo rma tik .u ni- ul m.d e/p ub /

KI/pvs ), and T oky o, Japan ( ftp://nico si a.i s.s .u -to ky o.a c.j p/ pub /m isc /pv s ).



Chapter 2

Seat Reserv ation Problem

This c hapter dev elops pro ofs for an example due to Ric ky Butler [But93]. Butler's tutorial

also dev elops pro ofs for the same theorems, but in a lo w lev el, step-b y-step manner. Here, w e

sho w ho w the more p o w erful rules and strategies of PVS ma y b e used to pro duce higher lev el,

more automated pro ofs. As explained in the in tro duction, the main b ene�t of automated

pro ofs is that they tend to b e robust in the face of reasonably small c hanges to a sp eci�cation.

They are also closer to the lev el at whic h y ou migh t wish to describ e a pro of to a h uman

colleague, and thereb y facilitate the extraction of a \journal st yle" pro of description. Also,

as y ou gain exp erience, y ou will �nd that it is generally faster and less distracting to let

the automation deal with easy theorems (and the easy parts of hard theorems), lea ving y ou

free to concen trate on the hard theorems and crucial steps.

2.1 Requiremen ts

Ric ky Butler's rep ort considers the formal sp eci�cation and v eri�cation of an automated

airline seat assignmen t system. This section brie
y outlines the problem co v ered|for more

details refer to Ric ky Butler's original rep ort.

1

The requiremen ts for the system are giv en

as:

1. The system shall mak e seat assignmen ts for passengers on sc heduled airline 
igh ts.

2. The system shall main tain a database of seat assignmen ts.

3. The system shall supp ort a 
eet ha ving di�eren t aircraft t yp es.

4. P assengers shall b e allo w ed to sp ecify preferences for seat t yp e (e.g., windo w or aisle).

5. The system shall pro vide the follo wing op erations or transactions:

� Mak e a new seat assignmen t

� Cancel an existing seat assignmen t

1

This is a v ailable electronically from http://atb -ww w. lar c.n as a.g ov /ft p/ lar c/P VS -tu to ria l ; get the

�les named \revised-p vs-tutorial .*" and \revised-sp ecs.dmp."

5



6 Chapter 2. Seat Reserv ation Problem

2.2 The PVS sp eci�cation

Ric ky Butler sp eci�es the basic prop erties of aircraft and reserv ations in the PVS theory

basic defs . These include the seating grid of the aircraft ( row / position ), iden ti�ers for

the 
igh t, aircraft t yp e, p osition preference and passenger ID. Unin terpreted functions are

used to sp ecify existence of a particular seat on a particular t yp e of aircraft (not all will hold

nrows � nposits passengers), whether a particular seat meets a passenger preference, and

a mapping from 
igh t iden ti�er to aircraft t yp e.

The PVS theory ops then uses these de�nitions to sp ecify the required op erations on the

database, i.e., to mak e a reserv ation/seat assignmen t and to cancel an assignmen t. Putativ e

theorems are sp eci�ed to v alidate the sp eci�cation of these op erations, whic h are also sho wn

to preserv e certain in v arian ts.

The PVS sp eci�cation used here di�ers in only minor w a ys from that giv en in Ric ky

Butler's rep ort. These di�erences are explained b elo w. T o format the sp eci�cation as

presen ted here, w e used the PVS command M-x latex-pvs-file to generate prett yprin ted

L

a

T

E

X output (y ou will need to use the st yle option pvs.sty to pro cess the output of this

command). Note that commen ts are dropp ed in L

a

T

E

X-prin ted sp eci�cations; this is a bug.

The ra w ascii represen tations of the sp eci�cation are giv en in App endix A.1.

basic defs : theor y

begin

nro ws : p osnat

np osits : p osnat

ro w : type = f n : p osnat j 1 � n ^ n � nro ws g cont aining 1

p osition : type = f n : p osnat j 1 � n ^ n � np osits g cont aining 1


igh t : type

plane : nonempty type

preference : type

passenger : nonempty type

seat assignmen t : type = [# seat : [ro w ; p osition] ; pass : passenger #]


igh t assignmen ts : type = set [seat assignmen t ]


t db : type = [
igh t ! 
igh t assignmen ts ]

initial state((
t : 
igh t)) : 
igh t assignmen ts = ; [seat assignmen t ]

seat exists : pred [[plane ; [ro w ; p osition]]]

meets pref : pred [[plane ; [ro w ; p osition] ; preference ]]

aircraft : [
igh t ! plane]

end basic defs
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ops : theor y

begin

impor ting basic defs


t : v ar 
igh t

pas : v ar passenger

db : v ar 
t db

a; b : v ar seat assignmen t

pref : v ar preference

seat : v ar [ro w ; p osition]

Cancel assn(
t ; pas ; db ) : 
t db =

db with [(
t) := f a j a 2 db(
t) ^ pass ( a ) 6= pas g ]

pref �lled(db ; 
t ; pref) : b o ol =

8 seat : meets pref(aircraft(
t ) ; seat ; pref) � ( 9 a : a 2 db(
t) ^ seat ( a ) = seat )

Next seat : [
t db ; 
igh t ; preference ! [ro w ; p osition ]]

Next seat ax : axiom

: pref �lled (db ; 
t ; pref ) � seat exists(aircraft(
t ) ; Next seat (db ; 
t ; pref))

Next seat ax 2 : axiom

: pref �lled(db ; 
t ; pref) � ( 8 a : a 2 db(
t) � seat ( a ) 6= Next seat(db ; 
t ; pref))

Next seat ax 3 : axiom

: pref �lled (db ; 
t ; pref ) � meets pref(aircraft(
t ) ; Next seat(db ; 
t ; pref) ; pref )

pass on 
igh t (pas ; 
t ; db) : b o ol = 9 a : pass( a ) = pas ^ a 2 db(
t)

Mak e assn(
t ; pas ; pref ; db) : 
t db =

if pref �lled (db ; 
t ; pref ) _ pass on 
igh t (pas ; 
t ; db) then db

else let a = (# seat := Next seat (db ; 
t ; pref) ; pass := pas #)

in db with [(
t) := add( a; db(
t))]

endif

Lo okup (
t ; pas ; db) : [ro w ; p osition ] = seat ( " ( f a j a 2 db(
t ) ^ pass( a ) = pas g ))

existence (db ) : b o ol = 8 a; 
t : a 2 db(
t) � seat exists (aircraft(
t) ; seat( a ))

uniqueness (db) : b o ol =

8 a; b; 
t : a 2 db(
t) ^ b 2 db (
t) ^ pass( a ) = pass( b ) � a = b

one p er seat(db ) : b o ol =

8 a; b; 
t : a 2 db(
t) ^ b 2 db (
t) ^ seat ( a ) = seat ( b ) � a = b

db in v arian t (db) : b o ol = existence (db) ^ uniqueness (db )
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Cancel assn in v : theorem

db in v arian t (db ) � db in v arian t (Cancel assn (
t ; pas ; db))

MAe : theorem existence (db) � existence (Mak e assn (
t ; pas ; pref ; db))

MAu : theorem uniqueness (db) � uniqueness (Mak e assn(
t ; pas ; pref ; db))

Mak e assn in v : theorem

db in v arian t (db ) � db in v arian t (Mak e assn (
t ; pas ; pref ; db))

initial state in v : theorem db in v arian t (initial state )

Cancel in v one p er seat : theorem

one p er seat (db) � one p er seat (Cancel assn (
t ; pas ; db))

Mak e in v one p er seat : theorem

one p er seat (db) � one p er seat (Mak e assn (
t ; pas ; pref ; db))

initial one p er seat : theorem one p er seat (initial state )

Mak e Cancel : theorem

: pass on 
igh t (pas ; 
t ; db )

� Cancel assn(
t ; pas ; Mak e assn (
t ; pas ; pref ; db)) = db

Cancel putativ e : theorem

: ( 9 ( a : seat assignmen t ) :

a 2 Cancel assn (
t ; pas ; db)(
t) ^ pass ( a ) = pas)

Mak e putativ e : theorem

: pref �lled(db ; 
t ; pref)

� ( 9 ( x : seat assignmen t ) : x 2 Mak e assn(
t ; pas ; pref ; db)(
t ) ^ pass( x ) = pas)

Lo okup putativ e : theorem

: (pref �lled(db ; 
t ; pref) _ pass on 
igh t(pas ; 
t ; db))

� meets pref(aircraft(
t) ; Lo okup (
t ; pas ; Mak e assn(
t ; pas ; pref ; db)) ; pref)

end ops

Inciden tally , the exact form of a L

a

T

E

X-prin ted PVS sp eci�cation is partly determined

b y the v alue of PVS's L

a

T

E

X-linelength v ariable, whic h in
uences where the prett yprin ter

c ho oses to break lines. This v ariable can b e set b y M-x latex-set-linelength . Often,

some declarations lo ok b est set with one v alue of this parameter, and others with another.

In this case, it is often simplest to generate t w o copies of the L

a

T

E

X-prin ted sp eci�cation

using di�eren t v alues of the parameter and then select individual declarations from one �le

or the other for the �nal v ersion. This w as done here, using linelengths of 100 and 120.

Editing the L

a

T

E

X text generated b y PVS is also p ossible, but requires a go o d understanding

of the macro pac k age pvs.sty .
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2.3 Theory Dep endencies

Ric ky Butler structured his sp eci�cation in to t w o theories: basic defs and ops . In more

complicated sp eci�cations it is easy to lose trac k of the dep endencies b et w een theories,

and PVS can help (if it is running under X-windo ws on a mac hine with Tcl/Tk a v ail-

able) b y represen ting these graphically . On Ric ky Butler's example, the command M-x

x-theory-hierarchy pro duces the follo wing displa y .

ops

basic_defs

A m uc h more complicated example migh t pro duce something lik e the follo wing.

bv_top

bv

bit

bv_bitwise

bv_nat

exp2

bv_concat

bv_fract

bv_extractors

bv_int bv_concat_nat

bv_concat_lems bv_sum

sums

bv_shift

bv_rotate bv_manipulations bv_extend

bv_arithmetic

bv_arith_shift

bv_arith_nat

mod

floor_div_props

floor_ceil

integer_bounds

div

bv_bitwise_lems bv_AAMP5 bv_rules

exp2_table mod_lems



10 Chapter 2. Seat Reserv ation Problem

The theory names in these displa ys are mouse sensitiv e: clic king left-mouse on a theory

name causes PVS to jump to the corresp onding theory in its Emacs bu�er. Holding do wn

the control k ey and left-mouse sim ultaneously allo ws y ou to rearrange the la y out of the

graphical displa y , while clic king left-mouse on the Gen PS button generates a p ostscript �le

that can b e included in a do cumen t suc h as this.

2.4 Adjustmen ts to the Sp eci�cations

The di�erences b et w een our sp eci�cation and Ric ky Butler's are �v efold:

� W e giv e the declarations in a di�eren t order in ops.pvs , and tend to use global

v ariable declarations, rather than declarations lo cal to a giv en declaration. These

di�erences are simply st ylistic and due to the fact that Ric ky Butler rearranged his

sp eci�cation in up dating it to PVS 2, whereas w e indep enden tly up dated his original

PVS 1 sp eci�cation.

� W e de�ne seat exists and meets pref in basic defs.pvs explicitly as predicates

(using the PVS iden ti�er pred ), rather than as functions with range t yp e bool . These

are seman tically equiv alen t, but w e consider it closer to their in tended in terpretation

to declare seat exists and meets pref explicitly as predicates.

� W e use NONEMPTY TYPE and CONTAINING clauses in a few places in order to eliminate

TCCs or to automate their pro ofs. This is the most signi�can t di�erence and is

explained in the section that follo ws.

� A t the end of his Section 3.5, Ric ky Butler c hallenges the \am bitious reader" to add

the follo wing de�nition to the sp eci�cation.

Lookup(flt: flight, pas: passenger, db: flt_db): [row,position] =

seat(choose( f a | member(a,db(flt)) AND pass(a) = pas g ))

Our sp eci�cation uses epsilon in place of choose . The di�erences b et w een these t w o

approac hes are discussed later in Section 2.4.1.

� W e add NOT pref filled(db, flt, pref) as an an teceden t to the axiom

Next seat ax 2 that is in tro duced b y Ric ky Butler at the end of his Section 3.4,

thereb y pro ducing the follo wing mo di�ed axiom.

Next_seat_ax_2: AXIOM

NOT pref_filled(db, flt, pref) IMPLIES

(FORALL a: member(a,db(flt)) IMPLIES

seat(a) /= Next_seat(db,flt,p ref))
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Without the an teceden t, this axiom is false in the case of a full 
igh t, and renders the

whole sp eci�cation inconsisten t. This 
a w w as p oin ted out b y Piotr Rudnic ki of the

Univ ersit y of Alb erta

2

and illustrates the p erennial danger of axiomatic sp eci�cations:

it is all to o easy to write inconsisten t axioms. PVS sp eci�cations that do not use

axioms (except those from the prelude) are guaran teed to b e consisten t (pro vided all

the TCCs ha v e b een pro v ed), but it is not alw a ys appropriate to restrict sp eci�cations

to this de�nitional fragmen t of PVS. Here, for example, the goal is to dev elop and

to v alidate a \requiremen ts" sp eci�cation in whic h w e p ostulate only the prop erties

required of the Next seat function; w e do not wish to prescrib e an implemen tation. A

de�nitional sp eci�cation of Next seat w ould necessarily suggest an implemen tation.

When an axiomatic st yle of sp eci�cation seems appropriate, the b est approac h is

indeed to presen t the sp eci�cation in this st yle, but also to supply a de�nitional

(and therefore consisten t) sp eci�cation that is pro v en to satisfy the axioms. This is

describ ed in Section 2.4.3.

2.4.1 Nonempt y T yp es and T yp e Correctness Conditions

PVS allo ws empt y t yp es, pro vided y ou do not attempt to declare (or assert the existence

of ) an y constan ts of suc h t yp es, since this w ould b e unsound. By default, PVS mak es no

assumptions ab out unin terpreted t yp es (suc h as flight or plane ), other than that di�eren t

t yp es are disjoin t; in particular, the set that in terprets an unin terpreted PVS t yp e ma y ha v e

zero, �nite, coun table, or uncoun table cardinalit y . When y ou declare a constan t of a t yp e,

ho w ev er, PVS needs to b e sure that the t yp e is nonempt y . If b oth the t yp e and constan t

are in terpreted (e.g., if w e added x: row = 1 to basic defs ) the t yp ec hec k er ma y need to

generate a TCC to c hec k that the constan t satis�es the de�nition for the t yp e (i.e., 1 <=

1 AND 1 <= nrows ). If the t yp e is in terpreted but the constan t is unin terpreted (e.g., if

w e simply had added x: row to the sp eci�cation), PVS ma y generate a TCC requiring y ou

to sho w that the t yp e is nonempt y (i.e., EXISTS (y:row): TRUE ). PVS is usually unable

to pro v e suc h TCCs on its o wn (b ecause they require exhibition of a mem b er of the t yp e

concerned) unless y ou giv e it a hin t b y adding a CONTAINING clause to the t yp e declaration

concerned. Finally , if b oth the t yp e and constan t are unin terpreted, PVS requires y ou to

explicitly declare the t yp e to b e nonempt y using the NONEMPTY TYPE or TYPE+ k eyw ords

instead of simply TYPE (otherwise y ou will get an unpro v able TCC).

3

With the presen t sp eci�cation, in the absence of NONEMPTY TYPE and CONTAINING k ey-

w ords, PVS generates sev eral TCCs for basic defs , including the follo wing one.

% Existence TCC generated (line 31) for aircraft: [flight -> plane]

aircraft_TCC1: OBLIGATION (EXISTS (x: [flight -> plane]): TRUE);

2

Piotr Rudnic ki has dev elop ed a treatmen t of this example in the Mizar system. The example, and infor-

mation ab out Mizar, are a v ailable from http://web .c s.u al ber ta. ca /~p io tr/ Miz ar /FL T_ DB/ . App endix B

to the presen t rep ort dev elops a PVS sp eci�cation in the spirit of Rudnic ki's Mizar treatmen t.

3

The remaining com bination, an unin terpreted t yp e and in terpreted constan t (e.g., foo: TYPE FROM nat

and bar: foo = 99 ), is not meaningful and alw a ys generates unpro v able TCCs.
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This is due to the follo wing declaration.

aircraft: [flight -> plane]

Here w e are asserting the existence of a function of t yp e [flight -> plane] ; no w, a

function t yp e is nonempt y if its range t yp e is nonempt y (or if b oth its domain and range

are empt y , but that is seldom an in teresting case unless dep enden t t yp es are in v olv ed), so

w e need to ensure that the unin terpreted t yp e plane is declared as a NONEMPTY TYPE .

As Ric ky Butler noted, t yp ec hec king ops.pvs also generates a TCC from the declaration

of the function Next seat requiring us to sho w that its function t yp e is nonempt y .

% Existence TCC generated (line 22) for

% Next_seat: [flt_db, flight, preference -> [row, position]]

Next_seat_TCC1: OBLIGATION

(EXISTS (x: [[flt_db, flight, preference] -> [row, position]]): TRUE);

Ric ky Butler disc harged this TCC b y constructing a suitable function, but w e think it is

neater to establish that the range t yp e [row, position] is nonempt y , thereb y allo wing

PVS to suppress the TCC. T o do this, the t yp es row and position m ust b e sho wn to

b e nonempt y and, since these are in terpreted, w e can help PVS to do this b y adding

CONTAINING 1 clauses to their declarations in basic defs.pvs . This will cause PVS to

generate TCCs to pro v e that 1 is a mem b er of b oth these t yp es, and the standard pro of

strategy in v ok ed b y the M-x tcp command is able to disc harge those pro of obligations

automatically .

Ho w ev er, w e are not done y et, b ecause w e �nd that t yp ec hec king ops.pvs generates y et

another TCC. This particular TCC do es not o ccur in Ric ky Butler's description b ecause

the de�nition of Lookup is part of one of the examples he left to the reader.

% Existence TCC generated (line 47) for epsilon

Lookup_TCC1: OBLIGATION (EXISTS (x: seat_assignment): TRUE);

The function epsilon in the de�nition of Lookup returns a seat assignment , and this t yp e

is therefore required to b e nonempt y . Insp ecting the t yp e seat assignment , w e see that

it is a record consisting of a [row, position] pair (whic h w e ha v e just ensured is kno wn

to b e nonempt y), and a passenger . The latter is an unin terpreted t yp e, so w e mo dify its

declaration to b e NONEMPTY TYPE and ops.pvs no longer generates TCCs.

2.4.2 Choose vs. Epsilon

The function Lookup(flt, pas, db) , whic h Ric ky Butler (at the end of his Section 3.5)

c hallenges the \am bitious reader" to add to the sp eci�cation, is in tended to return the [row,

position] pair for the seat of passenger pas on 
igh t flt , as recorded in the database db .
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No w db(flt) is the set of seat assignmen ts for 
igh t flt , so the seat of passenger pas is

seat(a) , where a is the seat assignmen t suc h that member(a, db(flt)) and pass(a)=pas .

W e kno w that if the passenger is on the 
igh t, there will b e exactly one seat assignmen t a

with this prop ert y , but this is not self-eviden t from the sp eci�cation (it has to b e established

b y pro ving the sev eral \in v arian t" theorems). Ho w ev er, w e can iden tify the set of relev an t

seat assignmen ts as

1

f a | member(a, db(flt)) AND pass(a) = pas g

and can then c ho ose one mem b er of that set. (W e \kno w" that the set will b e a singleton,

and the c hoice will therefore b e deterministic.) A c hoice function choose is de�ned in the

PVS prelude, so it lo oks as though w e can write the sp eci�cation of Lo okup as follo ws.

2

Lookup(flt, pas, db): [row,position] =

seat(choose( f a | member(a, db(flt)) AND pass(a) = pas g ))

The problem with this sp eci�cation, whic h is the one prop osed b y Ric ky Butler, is that it

do es not deal with the case where the passenger is not b o ok ed on the 
igh t. The set in b o x

1 will b e empt y in this case, and it is not ob vious ho w to apply a c hoice function to an

empt y set. In fact, the c hoice function choose ma y b e applied only when the set concerned

is nonempt y , and a TCC is generated to ensure this. Th us, Ric ky Butler's sp eci�cation

generates the follo wing unpro v able TCC from the de�nition 2 .

4

% Subtype TCC generated (line 51) for f a | member(a, db(flt)) AND pass(a) = pas g

Lookup_TCC1: OBLIGATION

(FORALL (db, flt, pas):

nonempty?[seat_ass ignm ent]( f a | member[seat_assignm ent]( a, db(flt))

AND pass(a) = pas g ));

There are three w a ys to deal with this di�cult y . One is to cause Lookup to return some

sp eci�c, �ctitious seat, suc h as (0, 0) when the passenger is not b o ok ed on the 
igh t; the

second is to cause it to return an arbitrary seat in this circumstance; and the third is to

constrain Lookup so that it can b e applied only when the passenger is kno wn to b e on the


igh t. The �rst of these has nothing to recommend it, the second and third are describ ed

b elo w.

The PVS prelude pro vides t w o \c hoice" functions: choose and epsilon . Of these,

epsilon is more basic, and less restrictiv e.

5

If p is a predicate (or, equiv alen tly , a set) on

some t yp e T , then epsilon(p) is a v alue of t yp e T ; furthermore, if p is satis�able (nonempt y),

then epsilon(p) satis�es (is a mem b er of ) it. This is sp eci�ed in the de�ning axiom for

epsilon , giv en in the PVS prelude as follo ws.

4

Drew Dean of Princeton Univ ersit y �rst rep orted this.

5

The name comes from Hilb ert's use of the sym b ol " (epsilon) for this op erator [Lei69 ].
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epsilon_ax: AXIOM (EXISTS x: p(x)) => p(epsilon(p))

Notice that if p is unsatis�able (or, in terpreted as a set, is empt y), then epsilon(p) is some

arbitrary v alue of t yp e T .

When w e kno w that p is satis�able, it can b e preferable to use choose instead of

epsilon ; choose is de�ned as follo ws.

choose(p: (nonempty?)): (p) = epsilon(p)

Notice that the return t yp e sp eci�ed is (p) ; this is shorthand for the predicate subt yp e f x:T|

p(x) g |so the fact that choose(p) satis�es p is em b edded in its t yp e, where the theorem

pro v er can mak e automatic use of it, rather than requiring in v o cation of epsilon ax . The

price for this con v enience is the need to establish during t yp ec hec king that the predicate p

is indeed satis�able (or, in terpreted as a set, nonempt y).

Since w e do not kno w that the set giv en b y sp eci�cation 1 is nonempt y , w e cannot use

choose and m ust rev ert to epsilon as follo ws.

Lookup(flt, pas, db) : [row, position] =

seat(epsilon( f a | member(a, db(flt)) AND pass(a) = pas g ))

With this de�nition, whic h generates no TCCs, Lookup returns an arbitrary seat when the

passenger has no seat assignmen t; this migh t not b e what is exp ected, but it is su�cien t

to pro v e the c hallenge theorem Lookup putative , in whic h the relev an t seat assignmen t is

sure to exist (b ecause it is explicitly constructed b y Make assn ).

Lookup_putative: THEOREM

NOT (pref_filled(db, flt, pref) OR pass_on_flight(pas , flt, db)) IMPLIES

meets_pref(aircraft( flt) ,

Lookup(flt, pas, Make_assn(flt,pa s,pre f,db )),

pref)

This de�nition is the one used in this rep ort. It ma y b e considered unsatisfactory ,

ho w ev er, to return an arbitrary seat when the passenger is not on the 
igh t. An alternativ e

approac h is to disallo w application of Lookup in this circumstance. This can b e accomplished

b y mo difying the argumen t t yp es in the sp eci�cation of Lookup as follo ws.

3

Lookup(flt,

pas,

(db: f d : flt_db | pass_on_flight(pas, flt, d) g ) ): [row, position] =

seat(choose( f a | member(a, db(flt)) AND pass(a) = pas g ))

The function Lookup is said to b e dep endently typ e d in this v ersion, since the typ e of the

argumen t db dep ends on the values of the earlier argumen ts pas and flt : sp eci�cally , it

is restricted to the subt yp e of flt db consisting of those databases in whic h passenger pas

is on 
igh t flt . This de�nition generates the follo wing TCC to establish that choose is

applied to a nonempt y argumen t.
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% Subtype TCC generated (line 54) for f a | member(a, db(flt)) AND pass(a) = pas g

Lookup_TCC1: OBLIGATION

(FORALL (flt, pas, db: f d: flt_db | pass_on_flight(pas , flt, d) g ):

nonempty?[seat_ass ignm ent]( f a | member[seat_assignm ent]( a, db(flt))

AND pass(a) = pas g ));

The dep enden t t yping ensures that this TCC is true|and, in fact, it is pro v ed automatically

b y the default TCC pro of strategy . A consequence of the dep enden t t yping in this v ersion

of Lookup is that TCCs are generated to ensure that the t yping is resp ected whenev er it is

applied. Th us, the follo wing TCC is generated from the theorem Lookup putative .

% Subtype TCC generated (line 147) for Make_assn(flt, pas, pref, db)

Lookup_putative_T CC1: OBLIGATION

(FORALL (db: flt_db, flt: flight, pas: passenger, pref: preference):

NOT((pref_filled(d b, flt, pref) OR pass_on_flight(p as, flt, db)))

IMPLIES pass_on_flight( pas, flt, Make_assn(flt, pas, pref, db)));

This TCC is also disc harged b y the default TCC pro of strategy .

2.4.3 De�nitional v ersion of Next seat

W e noted earlier that to sho w that the axiomatic sp eci�cation of Next seat is consisten t, w e

can pro vide a de�nitional v ersion of the function and sho w that it satis�es all of the axioms

asserted of the unin terpreted function. W e could dev elop a truly constructiv e de�nition

for Next seat , but since our purp ose here is merely to demonstrate consistency , w e use a

de�nition based on the epsilon op erator. This is a con v enien t approac h b ecause w e ha v e

three prop erties w e wish the returned seat to ha v e and do not care whic h seat the function

returns when none satisfy these conditions.

W e use here a syn tactic v ariation of epsilon | epsilon! . The expression epsilon!

(x : T) : p(x) is equiv alen t to, and w e suggest more readable than, the standard forms

epsilon( f x : T | p(x) g ) and epsilon(lambda (x:T): p(x)) . All functions that tak e

a predicate as their argumen t can use this v arian t form, whic h transforms their syn tax to

that of v ariable-bindi ng constructions suc h as quan ti�er and � expressions.

Next seat defn(db,flt,pref ) : [row, position] =

epsilon! (seat : [row,position]) : seat exists(aircraft (flt) ,seat )

AND (FORALL a : member(a,db(flt)) IMPLIES seat(a) /= seat)

AND meets pref(aircraft(flt), seat, pref )

W e no w reform ulate our three axioms ab out Next seat as theorems ab out

Next seat defn .

6

6

This is clumsy and rather tedious; a forthcoming v ersion of PVS will pro vide theory in terpretations to

simplify and automate this pro cess.
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Next seat th : THEOREM

NOT pref filled(db, flt, pref) IMPLIES

seat exists(aircraft(flt) ,Nex t seat defn(db,flt,pref) )

Next seat th 2: THEOREM

NOT pref filled(db, flt, pref) IMPLIES

(FORALL a: member(a,db(flt)) IMPLIES

seat(a) /= Next seat defn(db,flt,pref))

Next seat th 3: THEOREM

NOT pref filled(db, flt, pref) IMPLIES

meets pref(aircraft(flt), Next seat defn(db,flt,pref), pref )

It turns out that these are not true theorems|there is an assumption underlying our

sp eci�cation that needs to b e made explicit b efore these theorems can b e pro v ed. W e use

the attempted pro of of the �rst theorem to demonstrate ho w theorem pro ving can assist

the dev elopmen t of formal sp eci�cations b y highligh ting suc h missing assumptions. Since

w e ha v e not y et in tro duced the p o w erful pro of commands that are the sub ject of the latter

part of this c hapter, w e p erform this pro of in rather small steps.

Our pro of b egins with the follo wing sequen t.

Next_seat_th :

|-------

f 1 g (FORALL (db: flt_db, flt: flight, pref: preference):

NOT pref_filled(db, flt, pref)

IMPLIES seat_exists(air craft (flt) , Next_seat_defn(db , flt, pref)))

W e use (skosimp) to Sk olemize the univ ersal quan ti�er, and to simplify the implication:

Rule? (skosimp )

Skolemizing and flattening,

this simplifies to:

Next_seat_th :

|-------

f 1 g pref_filled(db!1, flt!1, pref!1)

f 2 g seat_exists(aircraf t(flt !1), Next_seat_defn(db!1 , flt!1, pref!1))

Next, w e expand the de�nitions of pref filled and Next seat defn and use (skosimp)

again.
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Rule? (then (expand* "pref_filled" "Next_seat_defn" )(sko simp ))

Expanding the definition(s) of (pref_filled Next_seat_defn),

this simplifies to:

: : : in termediate sequen t omitted

Skolemizing and flattening,

this simplifies to:

Next_seat_th :

f -1 g meets_pref(aircraf t(flt !1), seat!1, pref!1)

|-------

f 1 g (EXISTS (a: seat_assignment): member(a, db!1(flt!1)) AND seat(a) = seat!1)

[2] seat_exists(aircraft (flt !1),

epsilon! (seat: [row, position]):

seat_exists(airc raft( flt!1 ), seat)

AND

(FORALL (a: seat_assignment):

member(a, db!1(flt!1)) IMPLIES seat(a) /= seat)

AND meets_pref(aircr aft(f lt!1) , seat, pref!1))

There are no w no more useful expansions to p erform, so w e in tro duce the epsilon ax axiom

to reason ab out the application of the epsilon! op erator.
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Rule? (use "epsilon_ax[[row ,pos ition ]]")

Using lemma epsilon_ax[[row,pos ition ]],

this simplifies to:

Next_seat_th :

f -1 g (EXISTS (x: [row, position]):

(LAMBDA (seat: [row, position]):

seat_exists(aircraf t(flt !1), seat)

AND

(FORALL (a: seat_assignment ):

member(a, db!1(flt!1)) IMPLIES seat(a) /= seat)

AND meets_pref(aircraft (flt! 1), seat, pref!1))(x))

=>

(LAMBDA (seat: [row, position]):

seat_exists(airc raft (flt! 1), seat)

AND

(FORALL (a: seat_assignment) :

member(a, db!1(flt!1)) IMPLIES seat(a) /= seat)

AND

meets_pref(aircr aft(f lt!1) , seat,

pref!1))(epsilo n(LAM BDA (seat: [row, position]):

seat_exists(air craft (flt! 1), seat)

AND

(FORALL (a: seat_assignment) :

member(a, db!1(flt!1))

IMPLIES seat(a) /= seat)

AND

meets_pref(aircr aft(f lt!1) ,

seat, pref!1)))

[-2] meets_pref(aircraft (flt !1), seat!1, pref!1)

|-------

[1] (EXISTS (a: seat_assignment): member(a, db!1(flt!1)) AND seat(a) = seat!1)

[2] seat_exists(aircraft (flt !1),

epsilon! (seat: [row, position]):

seat_exists(airc raft( flt!1 ), seat)

AND

(FORALL (a: seat_assignment):

member(a, db!1(flt!1)) IMPLIES seat(a) /= seat)

AND meets_pref(aircr aft(f lt!1) , seat, pref!1))

The square brac k ets around form ula n um b ers -2 , 1 , and 2 indicate that these are unc hanged

from the previous sequen t; the curly braces around -1 indicate that it is new, and a go o d

place to fo cus our atten tion. Using (ground) to simplify form ula -1 generates t w o subgoals;

the �rst of these is trivial and is disc harged with another (ground) , lea ving us with the

follo wing sequen t.
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Rule? (repeat (ground))

Applying propositional simplification and decision procedures,

this yields 2 subgoals:

: : : in termediate sequen t omitted

Applying propositional simplification and decision procedures,

This completes the proof of Next_seat_th.1.

Next_seat_th.2 :

[-1] meets_pref(aircraft (flt !1), seat!1, pref!1)

|-------

f 1 g (EXISTS (x: [row, position]):

seat_exists(aircra ft(f lt!1) , x)

AND

(FORALL (a: seat_assignment):

member(a, db!1(flt!1)) IMPLIES seat(a) /= x)

AND meets_pref(aircra ft(fl t!1), x, pref!1))

[2] (EXISTS (a: seat_assignment): member(a, db!1(flt!1)) AND seat(a) = seat!1)

[3] seat_exists(aircraft (flt !1),

epsilon! (seat: [row, position]):

seat_exists(airc raft( flt!1 ), seat)

AND

(FORALL (a: seat_assignment):

member(a, db!1(flt!1)) IMPLIES seat(a) /= seat)

AND meets_pref(aircr aft(f lt!1) , seat, pref!1))

F orm ula 3 is no longer needed, so w e hide it and then, comparing form ulas -1 and 1 , select

seat!1 to instan tiate the existen tial quan ti�er in form ula 1 .

Rule? (then (hide 3)(inst 1 "seat!1"))

Hiding formulas: 3,

this simplifies to:

: : : in termediate sequen t omitted

Instantiating the top quantifier in 1 with the terms:

seat!1,

this simplifies to:

Next_seat_th.2 :

[-1] meets_pref(aircraft (flt !1), seat!1, pref!1)

|-------

f 1 g seat_exists(aircraf t(flt !1), seat!1)

AND

(FORALL (a: seat_assignment) :

member(a, db!1(flt!1)) IMPLIES seat(a) /= seat!1)

AND meets_pref(airc raft( flt!1 ), seat!1, pref!1)

[2] (EXISTS (a: seat_assignment): member(a, db!1(flt!1)) AND seat(a) = seat!1)
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W e use (prop) to simplify the conjunction in form ula 1 , whic h generates 2 subgoals. W e

p ostp one examination of the �rst and examine the second.

Rule? (prop)

Applying propositional simplification,

this yields 2 subgoals:

: : : in termediate sequen t omitted

Rule? (postpone)

Postponing Next_seat_th.2.1 .

Next_seat_th.2.2 :

[-1] meets_pref(aircraft (flt !1), seat!1, pref!1)

|-------

f 1 g (FORALL (a: seat_assignment):

member(a, db!1(flt!1)) IMPLIES seat(a) /= seat!1)

[2] (EXISTS (a: seat_assignment): member(a, db!1(flt!1)) AND seat(a) = seat!1)

W e notice that form ulas 1 and 2 are quite similar, so use (skolem!) then (inst?) to

Sk olemize the univ ersal quan ti�er in 1 , and then use the generated Sk olem constan t in 2

Rule? (then (skolem!)(inst?))

Skolemizing,

this simplifies to:

: : : in termediate sequen t omitted

Found substitution:

a gets a!1,

Instantiating quantified variables,

this simplifies to:

Next_seat_th.2.2 :

[-1] meets_pref(aircraft (flt !1), seat!1, pref!1)

|-------

[1] member(a!1, db!1(flt!1)) IMPLIES seat(a!1) /= seat!1

f 2 g member(a!1, db!1(flt!1)) AND seat(a!1) = seat!1

This subgoal no w completes with (prop) , and the p ostp oned �rst subgoal returns.

Rule? (prop)

Applying propositional simplification,

This completes the proof of Next_seat_th.2.2.

Next_seat_th.2.1 :

[-1] meets_pref(aircraft (flt !1), seat!1, pref!1)

|-------

f 1 g seat_exists(aircraf t(flt !1), seat!1)

[2] (EXISTS (a: seat_assignment): member(a, db!1(flt!1)) AND seat(a) = seat!1)
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Examining this sequen t, w e can see no clear w a y to pro ceed. F orm ula 2 (and the

previously hidden form ula 3 ) pro vide little of in terest, and w e conclude that w e really need

to deduce that form ula 1 follo ws from -1 |that is, if a seat meets a preference, then that seat

really exists on the aircraft t yp e concerned. The sp eci�cation pro vides no w a y to deduce

this|it seems to b e an implicit assumption. In order to complete the pro of, w e need to

mak e the assumption explicit. W e do this b y adding a new axiom to the sp eci�cation.

4

new_ax: AXIOM meets_pref(aircra ft(fl t), seat, pref)

IMPLIES seat_exists(airc raft( flt), seat)

W e could do this b y abandoning the curren t pro of, mo difying the sp eci�cation, and then

rerunning the pro of to return to the curren t state. This w ould b e ob viously ine�cien t, so

PVS allo ws declarations to b e mo di�ed and added to the sp eci�cation mid-pro of. Here, w e

p osition the cursor in the sp eci�cation bu�er ab o v e Next seat th , and giv e the command

M-x add-declaration . A new bu�er is created and w e t yp e the declaration new ax from

4 in to it, indicating when w e are �nished b y C-c C-c . PVS parses and t yp ec hec ks the

declaration and incorp orates it in to the sp eci�cation. W e can then return to the pro of

bu�er and mak e use of this new axiom.

Rule? (use "new_ax")

Using lemma new_ax,

this simplifies to:

Next_seat_th.2.1 :

f -1 g meets_pref(aircraf t(flt !1), seat!1, pref!1)

IMPLIES seat_exists(aircra ft(fl t!1), seat!1)

[-2] meets_pref(aircraft (flt !1), seat!1, pref!1)

|-------

[1] seat_exists(aircraft (flt !1), seat!1)

[2] (EXISTS (a: seat_assignment): member(a, db!1(flt!1)) AND seat(a) = seat!1)

The pro of then completes with (prop) .

Rule? (prop)

Applying propositional simplification,

This completes the proof of Next_seat_th.2.1.

This completes the proof of Next_seat_th.2.

Q.E.D.

Context was modified in mid-proof.

Would you like to rerun the proof?
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Since the sp eci�cation w as mo di�ed during pro of, the pro of is regarded as pro visional, and

PVS o�ers to rerun it \clean" against the newly expanded sp eci�cation. It is pruden t to

do so. No errors detected in this example, and the form ula is considered pro v ed.

W e ha v e seen ho w the act of attempting to pro v e consistency rev ealed an implicit as-

sumption in the sp eci�cation. This assumption w as noted indep enden tly b y Piotr Rudnic ki

in his Mizar treatmen t. Pro ofs of Next seat th 2 and Next seat th 3 do not rev eal the

need for an y further assumptions,

7

and w e deduce that our axiomatization of the Next seat

function is consisten t.

2.5 The Pro ofs

In this section, w e dev elop automated pro ofs for the theorems and lemmas in the theory ops .

Ric ky Butler's pro ofs mainly use a fairly restricted set of PVS pro v er commands: skosimp* ,

assert , expand , lift-if , lemma , inst , inst? , case , and apply-extensionality . In order

to dev elop higher-lev el, more automated pro ofs, it is useful to ha v e an idea of ho w the v arious

higher-lev el pro v er commands are related to eac h other.

2.5.1 PVS Pro of Commands

Belo w is a list of man y of the PVS commands; the most useful are underlined. Note

particularly those commands mark ed with

p

; these pac k age the functionalit y of those that

precede them in a con v enien t w a y and are the w orkhorses of automated pro ofs.

� Using decision pro cedures and auto-rewrites: assert , simplify , do-rewrites , record

� Basic prop ositional reasoning: bddsimp , prop , iff , flatten , split

p

Com bine prop and assert : ground

� Simplifying if-then-else and with structures: lift-if

p

Iterate lift-if with bddsimp : smash

� Case split: case-replace , case (also split in com bination with lift-if automates

man y case-splits)

� Note t yp e information: typepred

� Sk olemization: skosimp* , skosimp , skolem-typepred , skolem! , skolem

7

Suitable pro ofs are

(GRIND :IF-MATCH NIL) (USE "epsilon ax[[row, pos it ion ]]" ) (GROUND) (("1" (REDUCE)) ("2"

(INST?) (GROUND) (("1" (USE "new ax") (ASSERT)) ("2" (SKOSIMP) (INST?) (ASSERT))) )) )

and

(GRIND) (USE "epsilon ax[[row,p osi tio n] ]") (GROUND) (INST?) (USE "new ax") (REDUCE)

resp ectiv ely .
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� Instan tiation: inst? , inst

p

Com bine inst? with skosimp* , smash , and assert : bash

p

Iterate bash : reduce

� Setting up auto-rewrites: install-rewrites

auto-rewrite , auto-rewrite-theory , auto-rewrite-theories

p

Set up auto-rewrites and then reduce : grind , tcc , termination-tcc

� Beta reduction: beta

� Lemma in tro duction: use* , use , forward-chain , lemma

� Equalit y reasoning: replace , replace*

� De�nition expansion: expand (also see auto-rewriting)

� Conditional rewriting: rewrite , simplify-with-rewrites (also see auto-rewriting)

� Extensionalit y: replace-extensionality , apply-extensionality , extensionality

The commands listed ab o v e are su�cien t to do the pro ofs in this c hapter. In the third

c hapter w e will meet some of the commands for induction.

� induction: induct-and-simplify , measure-induct-and-simplify , generalize ,

measure-induct , name-induct , induct

When large form ulas (or nonlinear arithmetic) is in v olv ed, it can b e helpful to name selected

terms.

� Naming: name-replace* , name-replace , name , same-name

More adv anced tutorials will in tro duce the eta rules and the mo del-c hec king commands.

� Eta rule: replace-eta , apply-eta , eta

� CTL mo del c hec king and � -calculus: model-check

It is also necessary to kno w the commands for con trolling the main functions of the pro v er.

� Con trol: quit , undo , postpone , rerun , help (also delete , hide , reveal , copy )

And for writing or understanding strategies, it is useful to kno w the com binators.

� Com binators: apply , then , repeat , try , branch , spread , else , let , skip , fail , lisp

Armed with this list of pro v er commands, w e will no w w ork through the pro ofs from

Ric ky Butler's tutorial.
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2.5.2 Cancel assn inv

This, the �rst theorem in the sp eci�cation, asserts that the db invariant is preserv ed when

a seat assignmen t is b een canceled.

Cancel_assn_inv : THEOREM

db_invariant(db) IMPLIES db_invariant(Canc el_as sn(fl t,pa s,db) )

The pro of session b egins with the follo wing sequen t.

Cancel_assn_inv :

|-------

f 1 g (FORALL (flt: flight, pas: passenger, db: assn_state):

db invariant(db) IMPLIES

db invariant(Cancel assn(flt, pas, db)))

This theorem is an \ob vious" one whose pro of simply requires expansion of de�nitions and

straigh tforw ard prop ositional calculus and equalit y reasoning. PVS 2 pro vides a strategy

called grind to do this. It is based on the tcc strategy from PVS 1 (the default strategy

applied to TCCs b y the M-x typecheck-prove or M-x tcp command). Grind p erforms

Sk olemization, heuristic instan tiation, if-lifting, rewriting and prop ositional simpli�cation.

The rewriting and instan tiation can b e closely con trolled, as sometimes grind can b e to o

large a hammer for the n ut y ou are trying to crac k. By default, grind sets up all the

de�nitions relev an t to the theorem as automatic rewrites, but uses them in a fairly cautious

manner: an y top-lev el conditions in a de�nition (i.e., an teceden ts to implications, or the

condition of an if-then-else ) m ust simplify to true or false in the con text of a p oten tial

rewrite in order for the rewrite to tak e e�ect.

The Emacs in terface to the PVS pro v er pro vides a n um b er of shortcuts for common

commands: rather than t yp e (grind) , it is su�cien t to simply strik e the t w o k eys TAB

G . T o see a list of all these shortcut k eystrok es (whic h w ere originally dev elop ed b y C.

Mic hael Hollo w a y of NASA Langley Researc h Cen ter), t yp e TAB h . In the presen t case, the

command (grind) fails to pro v e the theorem; follo wing a 
urry of messages ab out rewriting

(these messages can b e globally turned o� b y the pro v er command (rewrite-msg nil) ,

or made terse b y the pro v er command (rewrite-msg 0) or b y the Emacs command M-x

set-rewrite-depth ), the strategy terminates with the follo wing sequen t.
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Rule? (grind)

: : : rep orting of rewrites omitted

Trying repeated Skolemization, instantiation, and if-lifting,

this yields 3 subgoals:

Cancel_assn_inv.1 :

f -1 g db!1(flt!2)(a!1)

f -2 g db!1(flt!2)(b!1)

f -3 g pass(a!1) = pass(b!1)

|-------

f 1 g db!1(flt!1)(a!1 )

f 2 g flt!1 = flt!2

f 3 g a!1 = b!1

W e notice that the form ulas -1 and 1 are almost the same, except for the di�eren t Sk olem

constan ts flt!1 and flt!2 . W e can insp ect the other sequen ts at the lea v es of the pro of

tree with the command (postpone) (its shortcut is TAB P ).

Rule? (postpone)

Postponing Cancel_assn_inv. 1.

Cancel_assn_inv.2 :

f -1 g seat_exists(aircraf t(flt !1), seat(a!1))

f -2 g db!1(flt!2)(a!1)

|-------

f 1 g flt!1 = flt!2

f 2 g seat_exists(air craft (flt! 2), seat(a!1))

Rule? (postpone)

Postponing Cancel_assn_inv. 2.

Cancel_assn_inv.3 :

f -1 g db!1(flt!2)(a!1)

|-------

f 1 g db!1(flt!1)(a!1 )

f 2 g flt!1 = flt!2

f 3 g seat_exists(air craft (flt! 2), seat(a!1))

Rule?

Again, w e see form ulas ab o v e and b elo w the line that are similar, except for the Sk olem

constan ts flt!1 and flt!2 . Circumstances lik e these indicate that the grind strategy

probably c hose the wrong instan tiation somewhere along the w a y . Suitable resp onses are to

try the strategy again, but with an additional argumen t that can tell grind either to lea v e

the instan tiation to us or to use a di�eren t criterion for c ho osing instan tiations than its

default metho d. Here, w e'll try the man ual approac h. W e undo the grind pro of step with
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the (undo) command ( TAB u ), and then giv e the command (grind :if-match nil) . The

:if-match tok en is a keywor d that is used to indicate that the tok en follo wing (here nil )

is the v alue of an optional argumen t to grind called if-match . Y ou can see the a v ailable

argumen ts to a PVS strategy b y giving a command suc h as (help grind) to the pro v er

Rule? prompt, or b y giving the Emacs command M-x pvs-help-prover-command grind

(the Emacs command has completion|just hit the space bar or ? to �nish o�, or to see

the options for, a partly-t yp ed command). Alternativ ely , y ou can giv e the command M-x

x-prover-commands to create a p ersisten t mouse-sensitiv e displa y of all pro v er commands,

and then clic k the middle mouse button on grind . In all cases, the help giv en for grind is

as follo ws (the v ertical dots indicate material deleted for brevit y).

(GRIND/$ &OPTIONAL (DEFS !) THEORIES REWRITES (IF-MATCH T) EXCLUDE (UPDATES? T)):

A super-duper strategy.

a

Does auto-rewrite-defs/t heori es,

auto-rewrite then applies skolem!, inst?, lift-if, bddsimp, and

assert, until nothing works. Here

.

.

.

IF-MATCH is either NIL (no instantiation), T (yes instantiation),

ALL (all instances) or BEST (best instance) depending on which version

of INST? is required.

a

The term ``sup er-dup er" here is a reference to [AL W93].

This tells us that the optional argumen ts to grind are defs , theories , rewrites , exclude ,

if-match , and updates? (upp er/lo w er case distinctions are not imp ortan t). P aren theses

are used to indicate default v alues (so the default v alue for if-match is t ). If w e wish to

supply v alues for eac h of these argumen ts, w e can just supply them in order; but if w e wish

to supply v alues only for some of them, w e m ust indicate the ones concerned b y preceding

eac h v alue with a k eyw ord deriv ed b y pre�xing a colon to name of the relev an t argumen t.

F rom the help displa y , w e see that the :if-match nil argumen t tells grind to not attempt

heuristic instan tiation.

Here, (grind :if-match nil) generates four subgoals, the �rst of whic h is the follo w-

ing.
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Rule? (grind :if-match nil)

: : : rep orting of rewrites omitted

Trying repeated Skolemization, instantiation, and if-lifting,

this yields 4 subgoals:

Cancel_assn_inv.1 :

f -1 g FORALL (a: [# pass: passenger, seat: [row, position] #]), (flt: flight):

db!1(flt)(a) IMPLIES seat_exists(aircr aft(f lt), seat(a))

f -2 g FORALL (a: [# pass: passenger, seat: [row, position] #]),

(b: [# pass: passenger, seat: [row, position] #]), (flt: flight):

db!1(flt)(a) AND db!1(flt)(b) AND pass(a) = pass(b) IMPLIES a = b

f -3 g flt!1 = flt!2

f -4 g db!1(flt!2)(a!1)

f -5 g db!1(flt!2)(b!1)

f -6 g pass(a!1) = pass(b!1)

|-------

f 1 g (pass(b!1) = pas!1)

f 2 g a!1 = b!1

It lo oks as though the ob vious instan tiations for the v ariables of form ula -2

should tak e care of this branc h and, indeed, the sequence of pro of commands

(inst? -2)(inst? -2)(prop) disc harges it and presen ts us with the next sequen t.

Rule? (prop)

Applying propositional simplification,

This completes the proof of Cancel_assn_inv.1.

Cancel_assn_inv.2 :

f -1 g FORALL (a: [# pass: passenger, seat: [row, position] #]), (flt: flight):

db!1(flt)(a) IMPLIES seat_exists(aircr aft(f lt), seat(a))

f -2 g FORALL (a: [# pass: passenger, seat: [row, position] #]),

(b: [# pass: passenger, seat: [row, position] #]), (flt: flight):

db!1(flt)(a) AND db!1(flt)(b) AND pass(a) = pass(b) IMPLIES a = b

f -3 g db!1(flt!2)(a!1)

f -4 g db!1(flt!2)(b!1)

f -5 g pass(a!1) = pass(b!1)

|-------

f 1 g flt!1 = flt!2

f 2 g a!1 = b!1

This should follo w in the same w a y , but w e note that the (inst?) and (prop) commands

used on the previous sequen t are subsumed b y the functionalit y of (grind) , so w e try

(grind) instead. It w orks|and (grind) also tak es care of the other t w o pro of branc hes

as w ell. W e ha v e no w �nished the pro of, and can insp ect the sa v ed pro of description using

M-x edit-proof . This lo oks as follo ws.
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(""

(GRIND :IF-MATCH NIL)

(("1" (INST? -2) (INST? -2) (PROP)) ("2" (GRIND)) ("3" (GRIND))

("4" (GRIND))))

W e conjecture that the �rst branc h of the pro of tree could also ha v e b een disc harged b y

(grind) , yielding a more uniform pro of. W e c hec k this conjecture b y starting the pro of

again, and giving the follo wing single pro of command.

(then (grind :if-match nil)(grind))

In this command, then is a pro of sequencing strategy|it successiv ely applies the pro ofs

steps supplied as its argumen t. More particularly , it �rst applies its �rst argumen t, then

recursiv ely applies the rest of its argumen ts to the subgoals so created.

If w e examine (with M-x edit-proof ) the pro of sa v ed after running this strategy , w e

see that it has the follo wing form.

(""

(GRIND :IF-MATCH NIL)

(("1" (GRIND)) ("2" (GRIND)) ("3" (GRIND)) ("4" (GRIND))))

Notice that this is not the command w e t yp ed in, but the collection of pro of steps that it

generated. If w e had wished to sa v e the (then : : : ) form, w e could ha v e run the pro of as an

atomic step b y wrapping it in an apply as follo ws.

(apply (then (grind :if-match nil)(grind))).

Most of the standard strategies of PVS automatically run and are sa v ed in this atomic

manner; they can b e caused to run in the expanded, v erb ose manner b y app ending a $

sym b ol to their names. This can b e useful if y ou w an t to kno w ho w a strategy suc h as

grind actually p erformed a pro of at the lev el of primitiv e steps. In the presen t example,

w e can disco v er the primitiv e steps generated b y the applications of grind b y giving the

follo wing pro of command.

(then (grind$ :if-match nil)(grind$)).

The result is sho wn in Figure 2.1. It is sometimes di�cult to follo w the structure in a fairly

long pro of suc h this, and a graphical displa y can b e v ery helpful. PVS can pro duce suc h

graphical displa ys of pro of-trees b y the command M-x x-show-current-proof whilst in

the pro v er, or b y M-x x-show-proof to see the sa v ed pro of for a form ula under the cursor.

The graphical displa y can b e adjusted in teractiv ely and sa v ed as a p ostscript �le that can

then b e included in a L

a

T

E

X do cumen t b y commands suc h as the follo wing (using the L

a

T

E

X

epsf st yle option).



The Pro ofs: Cancel assn inv 29

\begin{figure}[htp]

\begin{center}

\leavevmode

\epsfxsize=.65\hsize

\epsfbox{ops_Cancel_assn_i nv.ps}

\end{center}

\caption{\label{proof-tree }Proof Tree for Theorem {\tt Cancel\_assn\_inv}}

\end{figure}

The result is sho wn in �gure 2.2.

W e migh t w onder wh y the sequence (then : : : ) of grind steps succeeds in pro ving this

theorem, when (grind) on its o wn do es not. The explanation is that grind is a fairly

simple heuristic that iterativ ely simpli�es and lo oks for instan tiations|and sometimes it

�nds the wrong instan tiations b ecause it lo oks for them to o early . The strategy (then

(grind :if-match nil)(grind)) e�ectiv ely p ostp ones the searc h for instan tiations un til

all simpli�cation has b een completed. W e migh t consider this a su�cien tly useful strategy

that w e w ould lik e to sa v e it for future use. W e can do this b y placing the follo wing lisp

co de in the �le pvs-strategies in our curren t or home directories.

(defstep lazy-grind ( )

(then (grind$ :if-match nil)(grind$))

"Equiv. to (grind) with instantiations postponed until after simplification."

"By skolemization, if-lifting, simplification and instantiation")

Notice that the inner calls to grind use the $ (v erb ose) form|this is so the command

lazy-grind$ will cause those inner commands to run in their expanded form. The normal

(non- $ ) form of the lazy-grind command will automatically run its inner commands in

the terse form. Once this de�nition of lazy-grind has b een placed in our pvs-strategies

�le, PVS will automatically load it the next time the pro v er is called, and our theorem can

b e pro v ed with just the single command (lazy-grind) .

Our de�nition of lazy-grind is really rather crude. If w e wish to create a strategy

that will b e generally useful, w e should pa y atten tion to its e�ciency and generalit y . The

curren t de�nition is rather ine�cien t b ecause the second in v o cation of grind will rep eat the

installation of automatic rewrite rules p erformed b y the �rst. If w e examine the de�nition

of grind (b y clic king righ t on the M-x x-prover-commands displa y , or b y the command

M-x help-pvs-prover-command grind ), w e will see that its inner lo op is p erformed b y the

command reduce , so w e should use this in place of the second in v o cation of grind .

Also, our curren t de�nition of lazy-grind is lac king in generalit y|b ecause it do es not

pro vide a w a y to pass argumen ts to grind . W e can rectify these de�ciencies in the follo wing

impro v ed de�nition.
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(""

(AUTO-REWRITE-DE FS :ALWAYS? T)

(ASSERT)

(SKOLEM-TYPEPRED )

(FLATTEN)

(ASSERT)

(BDDSIMP)

(("1"

(SKOLEM-TYPEPRED)

(FLATTEN)

(LIFT-IF)

(ASSERT)

(BDDSIMP)

(("1"

(REPLACE*)

(ASSERT)

(BDDSIMP)

(INST? :IF-MATCH T)

(REPLACE*)

(ASSERT)

(INST? :IF-MATCH T)

(REPLACE*)

(ASSERT)

(INST? :IF-MATCH T)

(REPLACE*)

(ASSERT))

("2"

(ASSERT)

(INST? :IF-MATCH T)

(REPLACE*)

(ASSERT)

(INST? :IF-MATCH T)

(REPLACE*)

(ASSERT)

(INST? :IF-MATCH T)

(REPLACE*)

(ASSERT))))

("2"

(SKOLEM-TYPEPRED)

(FLATTEN)

(LIFT-IF)

(ASSERT)

(BDDSIMP)

(("1" (REPLACE*) (ASSERT) (INST? :IF-MATCH T) (REPLACE*) (ASSERT))

("2" (ASSERT) (INST? :IF-MATCH T) (REPLACE*) (ASSERT))))))

Figure 2.1: Expanded Pro of for Cancel assn inv
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(auto-rewrite-defs :always? t)

(assert)

(skolem-typepred)

(flatten)

(assert)

(bddsimp)

(skolem-typepred)

(flatten)

(lift-if)

(assert)

(bddsimp)

(replace*)

(assert)

(bddsimp)

(inst? :if-match t)

(replace*)

(assert)

(inst? :if-match t)

(replace*)

(assert)

(inst? :if-match t)

(replace*)

(assert)

(assert)

(inst? :if-match t)

(replace*)

(assert)

(inst? :if-match t)

(replace*)

(assert)

(inst? :if-match t)

(replace*)

(assert)

(skolem-typepred)

(flatten)

(lift-if)

(assert)

(bddsimp)

(replace*)

(assert)

(inst? :if-match t)

(replace*)

(assert)

(assert)

(inst? :if-match t)

(replace*)

(assert)

Figure 2.2: Pro of T ree for Theorem Cancel assn inv
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(defstep lazy-grind (&optional (if-match t) (defs !)

rewrites theories exclude (updates? t))

(then

(grind$ :if-match nil :defs defs :rewrites rewrites :theories theories

:exclude exclude :updates? updates?)

(reduce$ :if-match if-match :updates? updates?))

"Equiv. to (grind) with instantiations postponed until after simplification."

"By skolemization, if-lifting, simplification and instantiation")

The iden ti�ers follo wing the &optional in the formal argumen t list indicate the k eyw ord

argumen ts to this command (with optional default v alues in paren theses|for example,

defs defaults to ! , but rewrites has no default (or, rather, defaults to nil )). When the

lazy-grind pro of command is in v ok ed, the actual argumen ts supplied b ecome the v alues

of these iden ti�ers. The t w o strings app earing at the end of the de�nition are, resp ectiv ely ,

the help string and the commen tary prin ted whenev er the command is in v ok ed.

2.5.3 MAe

Whereas the previous pro of sho w ed grind b eing to o eager in seeking instan tiations, the

pro of of the next theorem ( MAe ) sho ws the other asp ect of its o ccasional o v ereagerness|

this time in rewriting. The theorem states that making a new seat assignmen t will retain

the prop ert y that all seat assignmen ts on that 
igh t are for seats that really do exist on

that t yp e of aircraft.

MAe: THEOREM

existence(db) IMPLIES existence(Make assn(flt,pas,pref,db ))

The pro of b egins b y attac king the theorem with (grind) . This giv es us �v e m uc h

reduced goals.

Rule? (grind)

: : : rep orting of rewrites omitted

Trying repeated skolemization, instantiation, and if-lifting,

this yields 5 subgoals:

MAe.1 :

f -1 g meets_pref(aircraft (flt! 2), seat!1, pref!1)

f -2 g flt!1 = flt!2

f -3 g (# seat := Next_seat(db!1, flt!2, pref!1), pass := pas!1 #) = a!1

|-------

f 1 g db!1(flt!2)(a!1 )

f 2 g seat_exists(air craft (flt! 2), seat(a!1))

Rule?
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W e ha v e sev eral Next seat axioms relating to the seat exists function, but grind

has rewritten the sequen t to o far for us to see whic h axiom is needed. So, w e go bac k to

the b eginning (with (undo) ), and try again, but only rewriting the t w o terms that o ccur

in the MAe theorem. The :defs nil argumen t tells grind not to install an y de�nitions

as automatic rewrites, while the :rewrites k eyw ord in tro duces a list of functions (or, in

general, conditional equations) that w e do w an t to b e rewritten automatically .

Rule? (grind :defs nil :rewrites ("existence" "Make assn"))

: : : rep orting of rewrites omitted

Trying repeated skolemization, instantiation, and if-lifting,

this simplifies to:

MAe :

f -1 g member(a!1, Make assn(flt!1, pas!1, pref!1, db!1)(flt!2))

|-------

f 1 g member(a!1, db!1(flt!2))

f 2 g seat exists(aircraft(flt! 2), seat(a!1))

Note that although Make assn w as in the rewrites list, it still app ears in the resultan t

sequen t. This is b ecause the de�nition of Make assn is a c onditional rewrite (it has a top-

lev el if-then-else ), whose condition cannot b e immediately reduced to true or false .

Rewrites can b e made unconditional b y placing them in a nested list. F or example, the

follo wing mak es Make assn an unconditional rewrite.

Rule? (grind :defs nil :rewrites ("existence" ("Make assn")))

In the presen t case, ho w ev er, w e can press on b y expanding this function with (expand

"Make assn") ( TAB e with the cursor on \ Make assn "), then simplifying the resulting

if-then-else with (lift-if) and (prop) (the e�ect of the latter t w o can b e obtained b y

the more p o w erful command (smash) ).

Rule? (then (expand "Make assn")(smash))

: : : rep orting of rewrites omitted

Repeatedly simplifying with BDDs, decision procedures, rewriting,

and if-lifting,

this simplifies to

MAe :

f -1 g flt!1 = flt!2

f -2 g member(a!1,

add((# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #),

db!1(flt!1)))

|-------

[1] member(a!1, db!1(flt!2))

f 2 g pref_filled(db! 1, flt!1, pref!1)

f 3 g pass_on_flight( pas!1 , flt!1, db!1)

[4] seat_exists(airc raft( flt! 2), seat(a!1))

Rule?
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A t this p oin t, it lo oks as though the axiom Next seat ax will supply the informa-

tion necessary to complete the pro of. W e in tro duce this axiom b y the command (use

"Next seat ax") whic h extends the lemma command b y attempting heuristic instan tiation

of the form ula concerned.

Rule? (use "Next seat ax")

Using lemma Next_seat_ax,,

this simplifies to:

MAe :

f -1 g NOT pref_filled(db! 1, flt!1, pref!1)

IMPLIES seat_exists(aircra ft(fl t!1), Next_seat(db!1, flt!1, pref!1))

[-2] flt!1 = flt!2

[-3] member(a!1,

add((# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #),

db!1(flt!1)))

|-------

[1] member(a!1, db!1(flt!2))

[2] pref_filled(db!1 , flt!1, pref!1)

[3] pass_on_flight(p as!1, flt!1, db!1)

[4] seat_exists(airc raft( flt! 2), seat(a!1))

It lo oks lik e this should follo w b y trivial reasoning and expansion of de�nitions, so w e hit

it with (grind) and, indeed, the pro of completes.

No w that w e ha v e pro v ed this theorem, it will b e w orth going bac k to see if w e can �nd a

shorter, more automatic and p oten tially more robust pro of. The pro of basically came do wn

to straigh tforw ard grind -lik e steps, plus use of the axiom Next seat ax . Suc h examples

can often b e pro v ed b y �rst adding the necessary axioms or lemmas to the sequen t, and

then letting grind go to w ork. This is the case here: the follo wing command pro v es the

theorem.

(then (lemma "Next seat ax")(grind))

As with our previous pro of, it ma y b e w orth sa ving this strategy for future use. In fact,

it turns out that this strategy can usefully subsume the functionalit y of lazy-grind to yield

a strategy called stew (b ecause it adds a set of lemmas to the p ot and lets them simmer

with grind ).
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(defstep stew (&optional lazy-match (if-match t) (defs !) rewrites theories

exclude (updates? t) &rest lemmas)

(then

(if lemmas

(let ((lemmata (if (listp lemmas) lemmas (list lemmas)))

(x `(then ,@(loop for lemma in lemmata append

`((skosimp*)(use ,lemma))))))

x)

(skip))

(if lazy-match

(then (grind$ :if-match nil :defs defs :rewrites rewrites

:theories theories :exclude exclude :updates? updates?)

(reduce$ :if-match if-match :updates? updates?))

(grind$ :if-match if-match :defs defs :rewrites rewrites

:theories theories :exclude exclude :updates? updates?)))

"Does a combination of (lemma) and (grind)."

"~%Grinding away with the supplied lemmas,")

The tric ky part of this strategy is the let construct that builds a list x of skosimp* and

use commands from the supplied list of lemmas, and then executes it. Explanation of

this construct can b e found in the PVS strategy man ual (forthcoming). The lazy-grind

capabilit y is ac hiev ed b y the lazy-match argumen t to stew (i.e., (stew :lazy-match t)

is equiv alen t to (lazy-grind) ). Th us, the previous pro of can no w b e ac hiev ed b y (stew

:lazy-match t) and the presen t one b y (stew :lemmas "Next seat ax") .

2.5.4 MAu

MAu: THEOREM

uniqueness(db) IMPLIES uniqueness(Make_assn (flt, pas, pref, db))

The theorem MAu asserts Make assn preserv es the prop ert y that the same passenger is

not b o ok ed t wice on to the same 
igh t. Since the theorem lo oks prett y ob vious, w e start o�

with (grind) .

Rule? (grind)

: : : rep orting of rewrites omitted

Trying repeated skolemization, instantiation, and if-lifting,

this yields 2 subgoals:

MAu.1 :

f -1 g meets_pref(aircraft (flt! 1), seat!1, pref!1)

f -2 g db!1(flt!2)(a!1)

f -3 g db!1(flt!2)(b!1)

f -4 g pass(a!1) = pass(b!1)

|-------

f 1 g db!1(flt!1)(b!1 )

f 2 g flt!1 = flt!2

f 3 g a!1 = b!1
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Comparison of form ulas -2 and -3 with 1 suggests that the strategy found the wrong instan-

tiations. W e sp eculate that it will do b etter if w e p ostp one these using (stew :lazy-match

t) . And, indeed, this pro v es the theorem.

2.5.5 Make assn inv

Make_assn_inv: THEOREM

db_invariant(db) IMPLIES db_invariant(Make_ assn( flt, pas,p ref,d b))

T rying (grind) immediately yields 6 subgoals, whic h do esn't seem v ery promising. W e

undo this step and restrict rewriting to just the db invariant that app ears in the statemen t

of the theorem.

Rule? (grind :defs nil :rewrites ("db_invariant"))

: : : rep orting of rewrites omitted

Trying repeated skolemization, instantiation, and if-lifting,

this yields 2 subgoals:

Make_assn_inv.1 :

f -1 g existence(db!1)

f -2 g uniqueness(db!1)

|-------

f 1 g uniqueness(Make assn(flt!1, pas!1, pref!1, db!1))

This is clearly MAu , so w e rewrite with that as a lemma.

Rule? (rewrite "MAu")

Rewriting using MAu,

This completes the proof of Make assn inv.1.

The other subgoal su�ers a similar fate when rewritten with MAe .

The pro of can b e reduced to a single step b y including MAu and MAe among the

rewrites.

(GRIND :DEFS NIL :REWRITES ("db invariant" "MAu" "MAe"))

2.5.6 initial state inv

initial_state_inv: THEOREM

db_invariant(initia l_st ate)

The pro of of initial state inv is trivial and is disp osed of b y (grind) .
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2.5.7 Cancel inv one per seat

Cancel inv one per seat asserts Cancel assn main tains the prop ert y that eac h seat on

an aircraft has no more than one o ccupan t.

Cancel inv one per seat: THEOREM

one per seat(db) IMPLIES one per seat(Cancel assn(flt,pas,db))

The pro of is v ery similar to the previous one and is dispatc hed b y (grind) .

2.5.8 Make inv one per seat

Make inv one per seat: THEOREM

one per seat(db) IMPLIES one per seat(Make assn(flt,pas,pref ,db) )

This theorem is v ery similar to MAe : whereas MAe ensures that only seats that exist are

assigned on a 
igh t, this theorem ensures that a seat is not assigned t wice on the same


igh t.

W e sp eculate that the pro of of this theorem will b e similar to that of MAe , except that the

axiom Next seat ax 2 (whic h sa ys that Next seat do es not assign already assigned seats)

will b e needed instead of Next seat ax (whic h sa ys that Next seat do es not assign nonex-

isten t seats). Accordingly , w e try the pro of command (stew :lemmas "Next seat ax 2")

and obtain the follo wing result.

Rule? (stew :lemmas "Next_seat_ax_2" )

: : : rep orting of rewrites omitted

Grinding away with the supplied lemmas,,

this simplifies to:

Make_inv_one_per_ seat :

f -1 g meets_pref(aircraft (flt! 1), seat!1, pref!1)

f -2 g db!1(flt!2)(a!1)

f -3 g db!1(flt!2)(b!1)

f -4 g seat(a!1) = seat(b!1)

|-------

f 1 g db!1(flt!1)(a!1 )

f 2 g flt!1 = flt!2

f 3 g a!1 = b!1

As in the pro of of MAu , comparison of form ulas -2 and -3 with 1 suggests that the strategy

has found the wrong instan tiations. As b efore, w e sp eculate that it will do b etter if w e

p ostp one these using (stew :lemmas "Next seat ax 2" :lazy-match t) . And, indeed,

this pro v es the theorem.
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2.5.9 Initial one per seat

initial_one_per_seat : THEOREM

one_per_seat(initia l_st ate)

This is trivial and is disc harged with (grind) .

2.5.10 Make Cancel

This theorem asserts that Cancel assn undo es the op eration of Make assn |i.e., making a

new reserv ation and then canceling it lea v es the state unc hanged.

Make Cancel: THEOREM

NOT pass on flight(pas,flt, db) IMPLIES

Cancel assn(flt,pas,Make assn(flt,pas,pref, db)) = db

Ha ving noticed that the form ulas in this sp eci�cation tend to allo w o v er-rewriting, w e

start the pro of with grind restricted to the functions app earing in the statemen t of the

theorem.

Rule? (grind :defs nil :rewrites ("pass on flight" "Cancel assn" "Make assn"))

: : : rep orting of rewrites omitted

Trying repeated skolemization, instantiation, and if-lifting,

this simplifies to:

Make_Cancel :

|-------

f 1 g EXISTS (a: [# pass: passenger, seat: [row, position] #]):

pass(a) = pas!1 AND member(a, db!1(flt!1))

f 2 g Make_assn(flt!1 , pas!1, pref!1, db!1)

WITH [(flt!1) :=

a:

[# pass: passenger,

seat: [row, position] #]

|

member(a,

Make_assn(flt!1, pas!1,

pref!1, db!1)(flt!1))

AND pass(a) /= pas!1]

= db!1

Notice that Make assn has not b een rewritten, as it w ould not simplify the sequen t.

No w form ula 2 requires demonstration that t w o flt db s are equal. These databases are

functions, so to pro v e them equal w e m ust app eal to the principle of extensionalit y|so that

it will then b e enough to sho w that the v alues of the functions are equal for all argumen ts.
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Rule? (apply-extension ality :hide? t)

Applying extensionality,

this simplifies to:

Make_Cancel :

|-------

f 1 g Make_assn(flt!1 , pas!1, pref!1, db!1)

WITH [(flt!1) :=

a:

[# pass: passenger,

seat: [row, position] #]

|

member(a,

Make_assn(flt!1, pas!1,

pref!1, db!1)(flt!1))

AND pass(a) /= pas!1](x!1)

= db!1(x!1)

[2] EXISTS (a: [# pass: passenger, seat: [row, position] #]):

pass(a) = pas!1 AND member(a, db!1(flt!1))

The hide? t argumen t simply hides the original form of form ula 1 , resulting in a less

cluttered sequen t.

No w the v alues of a flt db are flight assignments , whic h are sets of

seat assignment s. T o sho w t w o sets are equal, w e m ust again app eal to extensionalit y , so

that it will b e enough to sho w that they ha v e the same mem b ers.

rule? (apply-extension ality :hide? t)

Applying extensionality,

this simplifies to:

Make_Cancel :

|-------

f 1 g Make_assn(flt!1 , pas!1, pref!1, db!1)

WITH [(flt!1) :=

a:

[# pass: passenger,

seat: [row, position] #]

|

member(a,

Make_assn(flt!1, pas!1,

pref!1, db!1)(flt!1))

AND pass(a) /= pas!1](x!1)(x!2)

= db!1(x!1)(x!2)

[2] EXISTS (a: [# pass: passenger, seat: [row, position] #]):

pass(a) = pas!1 AND member(a, db!1(flt!1))

(W e could ha v e done b oth these steps with (repeat (apply-extensionality

:hide? t)) .) Optimistically , w e try (grind) at this p oin t.
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Rule? (grind)

: : : rep orting of rewrites omitted

Make_Cancel :

f -1 g flt!1 = x!1

f -2 g (pass(x!2) = pas!1)

f -3 g db!1(x!1)(x!2)

|-------

f 1 g db!1(x!1)((# seat := Next_seat(db!1, x!1, pref!1), pass := pas!1 #))

Comparison of form ulas -3 and 1 suggest that an incorrect substitution has b een found.

W e undo this step and try p ostp oning the substitutions with (stew :lazy-match t) , and

this time the pro of succeeds.

W e use this pro of as an example of the L

a

T

E

X facilities of PVS. The command M-x

latex-proof generates a L

a

T

E

X �le whic h pro duces the follo wing output.

8

V erb ose pro of for Make Cancel .

Make Cancel:

f 1 g ( 8 (db : 
t db ; 
t : 
igh t ; pas : passenger ; pref : preference ) :

: pass on 
igh t (pas ; 
t ; db)

� Cancel assn(
t ; pas ; Mak e assn (
t ; pas ; pref ; db)) = db)

T rying rep eated sk olemization, instan tiation, and if-lifting,

Make Cancel:

f 1 g 9 ( a : [# pass : passenger ; seat : [ro w ; p osition ] #]) :

pass( a ) = pas!1 ^ a 2 db!1(
t!1)

f 2 g Mak e assn(
t!1 ; pas!1 ; pref !1 ; db!1 )

with [(
t!1 ) :=

f a : [# pass : passenger ; seat : [ro w ; p osition] #]

j

a 2

Mak e assn(
t!1 ; pas!1 ;

pref !1 ; db!1)(
t!1)

^ pass ( a ) 6= pas!1 g ]

= db!1

Applying extensionalit y ,

8

Giving an argumen t to the command (i.e., pre�xing it with C-u ) creates a terse pro of, but as this pro of

is so short, there is no di�erence in this case.
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Make Cancel:

f 1 g Mak e assn(
t!1 ; pas!1 ; pref !1 ; db!1 )

with [(
t!1 ) :=

f a : [# pass : passenger ; seat : [ro w ; p osition] #]

j

a 2

Mak e assn(
t!1 ; pas!1 ;

pref !1 ; db!1)(
t!1)

^ pass ( a ) 6= pas!1 g ]( x

0

)

= db!1 ( x

0

)

f 2 g 9 ( a : [# pass : passenger ; seat : [ro w ; p osition ] #]) :

pass( a ) = pas!1 ^ a 2 db!1(
t!1)

Applying extensionalit y ,

Make Cancel:

f 1 g Mak e assn(
t!1 ; pas!1 ; pref !1 ; db!1 )

with [(
t!1 ) :=

f a : [# pass : passenger ; seat : [ro w ; p osition] #]

j

a 2

Mak e assn(
t!1 ; pas!1 ;

pref !1 ; db!1)(
t!1)

^ pass ( a ) 6= pas!1 g ]( x

0

)( x

00

)

= db!1 ( x

0

)( x

00

)

f 2 g 9 ( a : [# pass : passenger ; seat : [ro w ; p osition ] #]) :

pass( a ) = pas!1 ^ a 2 db!1(
t!1)

Grinding a w a y with the supplied lemmas,,

This completes the pro of of Make Cancel .

Q.E.D.

2.5.11 Cancel putative

Cancel_putative: THEOREM

NOT (EXISTS (a: seat_assignment ):

member(a,Cancel_as sn(fl t,pas ,db)( flt)) AND pass(a) = pas)

This is trivial and is disc harged with (grind) .

2.5.12 Make putative

Make_putative: THEOREM

NOT pref_filled(db, flt, pref) IMPLIES

(EXISTS (x: seat_assignment):

member(x, Make_assn(flt, pas, pref, db)(flt)) AND pass(x) = pas)

This is also trivial and is disc harged with (grind) .
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2.5.13 Lookup putative

Lookup putative: THEOREM

NOT (pref filled(db, flt, pref) OR pass on flight(pas,flt,db) ) IMPLIES

meets pref(aircraft(flt),

Lookup(flt, pas, Make assn(flt,pas,pre f,db) ),

pref)

W e b egin this pro of as usual with (grind) , and are left with t w o subgoals to pro v e.

The �rst subgoal is the follo wing.

Rule? (grind)

Trying repeated skolemization, instantiation, and if-lifting,

this yields 2 subgoals:

Lookup putative.1 :

f -1 g meets pref(aircraft(flt !1), seat!1, pref!1)

f -2 g meets pref(aircraft(flt !1), seat!2, pref!1)

|-------

f 1 g Next seat(db!1, flt!1, pref!1) = seat!1

f 2 g db!1(flt!1)((# seat := Next seat(db!1, flt!1, pref!1), pass := pas!1 #))

f 3 g meets pref(aircraft(flt! 1),

seat(epsilon( f a: seat assignment |

((# seat :=

Next seat(db!1,

flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )),

pref!1)

Notice that this subgoal con tains t w o Sk olemized seat v ariables: seat!1 and seat!2 . This

suggests that (grind) has b een o v er-eager in instan tiation, as w e sa w b efore in the pro of

of Cancel asn inv , so w e start again and tell grind not to p erform heuristic instan tiation.
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Rule? (grind :if-match nil)

: : : rep orting of rewrites omitted

Trying repeated skolemization, instantiation, and if-lifting,

this yields 2 subgoals:

Lookup putative.1 :

f -1 g meets pref(aircraft(flt! 1), seat!1, pref!1)

f -2 g FORALL (seat: [row, position]):

meets pref(aircraft(flt !1), seat, pref!1) IMPLIES

(EXISTS (a: seat assignment): db!1(flt!1)(a) AND seat(a) = seat)

|-------

f 1 g (EXISTS (a: seat assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

f 2 g EXISTS (a: seat assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

f 3 g meets pref(aircraft(flt!1 ),

seat(epsilon( f a: seat assignment |

db!1(flt!1)(a) AND pass(a) = pas!1 g )),

pref!1)

Here, form ula -2 , with substitution seat!1 w ould relate -1 and 1 . T o p erform the instan-

tiation, and simpli�cation w e just issue another (grind) command whic h dispatc hes this

subgoal. W e are no w left with our second subgoal.

Rule? (grind)

Trying repeated skolemization, instantiation, and if-lifting,

This completes the proof of Lookup_putative.1.

Lookup_putative.2 :

f -1 g meets_pref(aircraf t(flt !1), seat!1, pref!1)

f -2 g meets_pref(aircraf t(flt !1), seat!2, pref!1)

|-------

f 1 g (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

f 2 g EXISTS (a: seat_assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

f 3 g (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!2)

f 4 g meets_pref(aircraft (flt! 1),

seat(epsilon( f a: seat_assignment |

((# seat :=

Next_seat(db!1,

flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )),

pref!1)

Clearly here w e need to relate either form ula -1 or -2 with form ula 4 . As 4 in v olv es

epsilon , w e in tro duce the axiom epsilon ax from the prelude. As the epsilons prelude

theory is parameterized, w e m ust supply the appropriate parameter here.
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Rule? (use "epsilon_ax[seat _ass ignme nt]")

Using lemma epsilon_ax[seat_ass ignme nt],

this simplifies to:

Lookup_putative.2 :

f -1 g (EXISTS (x: seat_assignment) :

( f a: seat_assignment |

((# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #) = a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )(x))

=>

( f a: seat_assignment |

((# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #) = a

OR db!1(flt!1)(a))

AND pass(a)

= pas!1 g )(epsilon( f a: seat_assignment |

((# seat :=

Next_seat(db!1,

flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g ))

[-2] meets_pref(aircraft (flt !1), seat!1, pref!1)

[-3] meets_pref(aircraft (flt !1), seat!2, pref!1)

|-------

[1] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

[2] EXISTS (a: seat_assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

[3] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!2)

[4] meets_pref(aircraft( flt! 1),

seat(epsilon( f a: seat_assignment |

((# seat :=

Next_seat(db!1,

flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )),

pref!1)

W e use (ground) to simplify the expression in -1 .
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Rule? (ground)

Applying propositional simplification and decision procedures,

this yields 2 subgoals:

Lookup_putative.2 .1 :

f -1 g ((# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #)

=

epsilon( f a: seat_assignment |

((# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )

OR

db!1(flt!1)(epsilo n( f a : seat_assignment |

((# seat :=

Next_seat(db!1,

flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )))

AND

pass(epsilon( f a: seat_assignment |

((# seat := Next_seat(db!1, flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g ))

= pas!1

[-2] meets_pref(aircraft (flt !1), seat!1, pref!1)

[-3] meets_pref(aircraft (flt !1), seat!2, pref!1)

|-------

[1] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

[2] EXISTS (a: seat_assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

[3] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!2)

[4] meets_pref(aircraft( flt! 1),

seat(epsilon( f a: seat_assignment |

((# seat :=

Next_seat(db!1,

flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )),

pref!1)

W e are still left with a complex prop ositional expression in -1 , as (ground) do es not

re-apply prop ositional simpli�cation after the decision pro cedures. W e th us apply (ground)

again (w e could ha v e done (repeat (ground)) to the same e�ect).
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Rule? (ground)

Applying propositional simplification and decision procedures,

this yields 2 subgoals:

Lookup_putative.2 .1.1 :

f -1 g (# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #)

=

epsilon( f a: seat_assignment |

((# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )

f -2 g pass(epsilon( f a: seat_assignment |

((# seat := Next_seat(db!1, flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g ))

= pas!1

[-3] meets_pref(aircraft (flt !1), seat!1, pref!1)

[-4] meets_pref(aircraft (flt !1), seat!2, pref!1)

|-------

[1] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

[2] EXISTS (a: seat_assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

[3] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!2)

[4] meets_pref(aircraft( flt! 1),

seat(epsilon( f a: seat_assignment |

((# seat :=

Next_seat(db!1,

flt!1, pref!1),

pass := pas!1 #)

= a

OR db!1(flt!1)(a))

AND pass(a) = pas!1 g )),

pref!1)

No w w e can see that form ula -1 , if used as a righ t-to-left replace will remo v e the o ccurrence

of epsilon in form ulas -2 and 4 .
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Rule? (replace -1 :dir rl :hide? t)

Replacing using formula -1,

this simplifies to:

Lookup_putative.2 .1.1 :

f -1 g pass((# seat := Next_seat(db!1, flt!1, pref!1), pass := pas!1 #)) = pas!1

[-2] meets_pref(aircraft (flt !1), seat!1, pref!1)

[-3] meets_pref(aircraft (flt !1), seat!2, pref!1)

|-------

[1] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

[2] EXISTS (a: seat_assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

[3] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!2)

f 4 g meets_pref(aircraft (flt! 1),

seat((# seat := Next_seat(db!1, flt!1, pref!1),

pass := pas!1 #)),

pref!1)

Notice, in form ula 4 , the application of the �eld selector seat , to a record whose �elds are

giv en explicitly . This can b e simpli�ed via b eta reduction.

Rule? (beta)

Applying beta-reduction,

this simplifies to:

Lookup_putative.2 .1.1 :

f -1 g pas!1 = pas!1

[-2] meets_pref(aircraft (flt !1), seat!1, pref!1)

[-3] meets_pref(aircraft (flt !1), seat!2, pref!1)

|-------

[1] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

[2] EXISTS (a: seat_assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

[3] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!2)

f 4 g meets_pref(aircraft (flt! 1), Next_seat(db!1, flt!1, pref!1), pref!1)

No w w e m ust app eal to the sp eci�cation again, to sho w equiv alence b et w een either form ulas

-2 or -3 and form ula 4 . The appropriate axiom is Next seat ax 3 , whic h w e in tro duce with

a (use) command.
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Rule? (use "Next_seat_ax_3" )

Using lemma Next_seat_ax_3,

this simplifies to:

Lookup_putative.2 .1.1 :

f -1 g NOT pref_filled(db!1, flt!1, pref!1)

IMPLIES

meets_pref(aircraft (flt !1), Next_seat(db!1, flt!1, pref!1), pref!1)

[-2] pas!1 = pas!1

[-3] meets_pref(aircraft (flt !1), seat!1, pref!1)

[-4] meets_pref(aircraft (flt !1), seat!2, pref!1)

|-------

[1] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

[2] EXISTS (a: seat_assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

[3] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!2)

[4] meets_pref(aircraft( flt! 1), Next_seat(db!1, flt!1, pref!1), pref!1)

Applying (ground) again to simplify the sequen t, w e get the follo wing.

Rule? (ground)

member rewrites member(a, db!1(flt!1))

to db!1(flt!1)(a)

pref_filled rewrites pref_filled(db! 1, flt!1, pref!1)

to FORALL (seat: [row, position]):

meets_pref(aircraft (flt !1), seat, pref!1)

IMPLIES

(EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat)

Applying propositional simplification and decision procedures,

this simplifies to:

Lookup_putative.2 .1.1 :

f -1 g FORALL (seat: [row, position]):

meets_pref(aircraft (flt !1), seat, pref!1)

IMPLIES

(EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat)

[-2] pas!1 = pas!1

[-3] meets_pref(aircraft (flt !1), seat!1, pref!1)

[-4] meets_pref(aircraft (flt !1), seat!2, pref!1)

|-------

[1] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!1)

[2] EXISTS (a: seat_assignment): pass(a) = pas!1 AND db!1(flt!1)(a)

[3] (EXISTS (a: seat_assignment): db!1(flt!1)(a) AND seat(a) = seat!2)

[4] meets_pref(aircraft( flt! 1), Next_seat(db!1, flt!1, pref!1), pref!1)

No w w e can see that form ula -1 , instan tiated with seat!1 , tak en together with -3 will

giv e us form ula 1 . Th us, (inst?) follo w ed b y (prop) completes this subgoal. The further

remaining t w o subgoals are trivial, and disc harged easily with (grind) . W e th us ha v e the

follo wing pro of for Lookup putative .
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(""

(GRIND :IF-MATCH NIL)

(("1" (GRIND))

("2"

(USE "epsilon_ax[seat assignment]")

(GROUND)

(("1"

(GROUND)

(("1"

(REPLACE -1 :DIR RL :HIDE? T)

(ASSERT)

(USE "Next seat ax 3")

(GROUND)

(INST?)

(PROP))

("2" (GRIND))))

("2" (GRIND))))))

Notice that this com bines (grind) , some of the common comp onen t steps of (grind) ,

and the (use) command. Earlier in this rep ort w e generated a strategy called (stew) that

p erforms these functions, and indeed the follo wing command will disc harge the pro of in one

step.

9

(stew :lemmas ("Next seat ax 3" "epsilon ax[seat assignment]"))

2.6 Summary

In this c hapter w e ha v e presen ted one of the ma jor pro of to ols in PVS 2|the p o w erful

strategy (grind) |and ha v e demonstrated ho w its b eha vior ma y b e con trolled where re-

quired. W e ha v e also seen ho w to build a y et more p o w erful strategy stew on top of grind ,

and ha v e encoun tered the strategies use and apply-extensionality . W e ha v e also seen

examples of the L

a

T

E

X and P ostScript generating facilities pro vided b y PVS.

Here is the output of the PVS command M-x status-proof-theory for theory ops .

Proof summary for theory ops

Cancel_assn_inv... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

MAe............... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

MAu............... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

Make_assn_inv..... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

initial_state_inv. ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

Cancel_inv_one_per _seat ..... ..... ..... .... ..... ..... ...pr oved - complete

Make_inv_one_per_s eat.. ..... ..... ..... .... ..... ..... ...pr oved - complete

initial_one_per_se at... ..... ..... ..... .... ..... ..... ...pr oved - complete

9

The v ersion of this form ula that uses the dep enden tly-t yp ed v arian t of Lookup (recall b o x 3 on page

14) is pro v ed b y the follo wing command: (stew :lemmas ("Next seat ax 3" "choose member")) .
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Make_Cancel....... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

Cancel_putative... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

Make_putative..... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

Lookup_putative... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

Theory totals: 12 formulas, 12 attempted, 12 succeeded.

And here is the output of the PVS command M-x show-proofs-theory for theory ops .

Proof scripts for theory ops:

ops.Cancel_assn_i nv: proved - complete

("" (STEW :LAZY-MATCH T))

ops.MAe: proved - complete

("" (STEW :LEMMAS "Next_seat_ax"))

ops.MAu: proved - complete

("" (STEW :LAZY-MATCH T))

ops.Make_assn_inv : proved - complete

("" (GRIND :DEFS NIL :REWRITES ("db_invariant" "MAu" "MAe")))

ops.initial_state _inv: proved - complete

("" (GRIND))

ops.Cancel_inv_on e_per _seat : proved - complete

("" (GRIND))

ops.Make_inv_one_ per_s eat: proved - complete

("" (STEW :LEMMAS "Next_seat_ax_2" :LAZY-MATCH T))

ops.initial_one_p er_se at: proved - complete

("" (GRIND))
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ops.Make_Cancel: proved - complete

(""

(GRIND :DEFS NIL :REWRITES

("Cancel_assn" "pass_on_flight" "Make_assn"))

(APPLY-EXTENSION ALITY :HIDE? T)

(APPLY-EXTENSION ALITY :HIDE? T)

(STEW :LAZY-MATCH T))

ops.Cancel_putati ve: proved - complete

("" (GRIND))

ops.Make_putative : proved - complete

("" (GRIND))

ops.Lookup_putati ve: proved - complete

("" (STEW :LEMMAS ("Next_seat_ax_3" "epsilon_ax[sea t_ass ignme nt]") ))
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Chapter 3

Nonin terference and the

Un winding Theorem

The example undertak en in this c hapter is a v eri�cation of the un winding theorem for

nonin terference securit y p olicies [GM84 ]. One purp ose of this example is to demonstrate

use of PVS for a sp eci�cation in v olving recursiv e functions and a pro of b y induction, neither

of whic h w ere required for the previous example. A second purp ose is to illustrate ho w the

facilities of the PVS language and pro v er can b e used to follo w an existing mathematical

dev elopmen t quite closely . A third purp ose is to sho w ho w simple this example is: dev elop ers

and users of v eri�cation systems are prone to describing ho w di�cult are the applications

they ha v e p erformed|as if di�cult y indicated the strength of their to ol|whereas w e b eliev e

that a go o d to ol is one that mak es the task easy . Using automation to reduce lab or, w e are

able to v erify this example with just sev en user-supplied pro of commands.

Nonin terference w as in tro duced b y Goguen and Meseguer [GM82 ] to pro vide a formal

foundation for the sp eci�cation and analysis of securit y p olicies that are concerned with \in-

formation 
o w," rather than mere access con trol. The idea of nonin terference is attractiv ely

simple: a securit y domain u is nonin terfering with domain v if no action p erformed b y u

can in
uence subsequen t outputs seen b y v . The un winding theorem reduces this prop ert y

of sequences of actions to conditions on individual actions.

The follo wing sections dev elop nonin terference and giv e a pro of of the un winding theo-

rem in the st yle of a con v en tional mathematical dev elopmen t. Eac h de�nition or pro of is

follo w ed b y its corresp onding treatmen t in PVS. Our deriv ation is not based on the original

presen tation of Goguen and Meseguer, but rather follo ws that of Haigh and Y oung [HY87].

3.1 Mac hines

W e mo del a computer system b y a con v en tional �nite-state automaton.

De�nition 1 A system (or machine ) M is comp osed of

53
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� a set S of states , with an initial state s

0

2 S ,

� a set A of actions , and

� a set O of outputs ,

together with the functions step and output :

� step : S � A ! S ,

� output : S � A ! O .

W e generally use the letters : : : s; t; : : : to denote states, letters a; b; : : : from the fron t of the

alphab et to denote actions, and Greek letters �; � ; : : : to denote sequences of actions.

Actions can b e though t of as \inputs," or \commands," or \instructions" to b e p er-

formed b y the mac hine; step ( s; a ) denotes the next state of the system when action a is

applied in state s , while output ( s; a ) denotes the result returned b y the action.

W e deriv e a function run

� run : S � A

�

! S ,

the natural extension of step to sequences of actions, b y the equations

run ( s; �) = s; and

run ( s; a � � ) = step ( run ( s; � ) ; a ) ;

where � denotes the empt y sequence and � denotes concatenation.

Observ e that this de�nition implies that the actions of a sequence are pro cessed in order

from righ t to left.

Because w e will frequen tly use expressions of the form output ( run ( s

0

; � ) ; a ), it is con-

v enien t to in tro duce the functions do and test to abbreviate these forms. W e de�ne these

functions

� do : A

�

! S

� test : A

�

� A ! O

b y the equations

do ( � ) = run ( s

0

; � ) ; and

test ( �; a ) = output ( do ( � ) ; a ) :

2
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PVS T reatmen t

W e mo del states , actions , and outputs b y nonempt y , unin terpreted t yp es, and declare the

initial state as a constan t s0 of t yp e state and the v ariables s; t , and a; b as v ariables of

the appropriate t yp es. The functions step and output and are mo deled as unin terpreted

functions.

state, action, output: TYPE+

s0: state

s, t: VAR state

a, b: VAR action

step(s, a): state % equivalent to step: [state, action -> state]

output(s, a): output % equivalent to output: [state, action -> output]

Notice there is no confusion caused b y o v erloading the iden ti�er output to b e b oth a t yp e

and a function.

The function run w as de�ned to extend step to sequences of actions, so w e need to �nd a

suitable PVS represen tation for the notion of se quenc e . This notion is not precisely de�ned

in semiformal mathematics, and in deciding ho w to represen t it in PVS w e need to lo ok

at ho w it is actually used in the example concerned. Here, w e see that w e need an empty

sequence, and the op eration of constructing a sequence b y concatenating an individual

action to another sequence (as in a � � ). These prop erties are pro vided b y the PVS data

t yp e list .

1

Lists are de�ned in the PVS prelude as the follo wing abstract data t yp e.

list [T: TYPE]: DATATYPE

BEGIN

null: null?

cons (car: T, cdr:list):cons?

END list

This PVS datatyp e de�nition sa ys that the c onstructors for the list datat yp e are null and

cons , with null? and cons? as the predicate r e c o gnizers for the corresp onding subt yp es of

the list t yp e, and that the ac c essors for a cons -t yp e list are car and cdr . PVS datat yp es

suc h as this are a con v enien t w a y to sp ecify certain data structures that are \freely gener-

ated" b y a collection of constructor op erations [Sha93a ]. Here, lists are freely generated b y

the constructors nul l and c ons . Similarly , the abstract datat yp e stacks is freely generated

b y the constructors empty and push (in fact, stacks and lists are isomorphic). Set pro vides

an example of a data structure that is not freely generated (e.g., b y emptyset and add ),

b ecause di�eren t sequences of additions of elemen ts can yield equiv alen t sets. The datat yp e

queues is freely generated b y emptyqueue and enqueue , but it cannot b e directly de�ned

1

A di�eren t represen tation, suitable for other in terpretations of se quenc e , is a function whose domain is

(an initial segmen t of ) the natural n um b ers. See the PVS prelude theories sequences and finite sequences

for these represen tations.
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b y the PVS abstract datat yp e mec hanism b ecause it is not recursiv e: that is, the accessors

fr ont and de queue are not in v erses of the constructors.

PVS datat yp e declarations expand in to sev eral theories con taining axioms and def-

initions that sp ecify the prop erties of the datat yp e concerned and also de�ne sev-

eral standard functions and predicates on it. See the prelude theories list adt ,

list adt reduce and list adt map for those generated from list (use the PVS command

M-X view-prelude-theory , or M-X vpt for short). Datat yp es also comm unicate informa-

tion to the PVS theorem pro v er, and their constructors ma y app ear in the CASES construct

of the PVS sp eci�cation language.

Giv en the list datat yp e, w e can sp ecify a list of actions as the t yp e list[action] ,

and can then de�ne the function run as a recursiv e function whose b o dy uses the CASES

construct to pro vide pattern-matc hing selection o v er the constructors of the list datat yp e.

action_list: TYPE = list[action]

alpha, beta: VAR action_list

run(s, beta): RECURSIVE state =

CASES beta OF

null: s,

cons(a, alpha): step(run(s, alpha), a)

ENDCASES

MEASURE length(beta)

All recursiv e functions de�ned in PVS m ust b e sho wn to terminate b y exhibiting a me a-

sur e of their argumen ts that decreases across recursiv e calls. The built-in length function

(from the prelude theory list props ) pro vides a suitable measure here. PVS generates

the follo wing TCC to ensure that the prop osed measure do es decrease in the manner re-

quired (if a measure function returns a natural n um b er then, b y default, the < relation

pro vides the notion of \decreases"). This TCC is pro v ed automatically b y the standard

(termination-tcc) strategy .

% Termination TCC generated (line 20) for run

run_TCC1: OBLIGATION

(FORALL (b: action, beta: list[action], s, alpha):

alpha = cons[action](b, beta)

IMPLIES length[action](b eta) < length[action](al pha)) ;

More complex termination argumen ts ma y require measures on to the ordinals (see the

prelude theory ordinals ) or more elab orate notions of \decreases," suc h as those pro vided

b y the subterm ordering predicates << generated from datat yp e de�nitions. Using this

approac h, an alternativ e w a y to sho w that the run function terminates is with MEASURE

beta BY << . This generates the follo wing TCC, whic h is pro v ed automatically b y the

default strategy .
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% Termination TCC generated (line 27) for run

run_TCC2: OBLIGATION

(FORALL (hd: action, tl: list[action], beta, s):

beta = cons[action](a, alpha) IMPLIES alpha << beta);

Ho w ev er, it also generates the obligation to sho w that the << relation is w ell-founded. This

TCC requires the axiom list well founded to b e cited from the list adt theory and is

not pro v ed automatically .

% Well-founded TCC generated (line 29) for <<

run_TCC1: OBLIGATION

well_founded?[list[a ction ]](L AMBDA (x: action_list, y: action_list): x << y)

One w a y to disco v er the existence of the list well founded axiom is to place the cursor

at that start of well founded? in the TCC bu�er and to t yp e M-; . This will bring up a

bu�er of all declarations that men tion this iden ti�er; the v k ey can then b e used to view

eac h declaration (use the q k ey to lea v e this mo de). After in tro ducing this axiom with the

lemma command, w e arriv e at the follo wing sequen t.

Rule? (LEMMA "list_well_founded [acti on]")

Applying list_well_founded[ acti on] where

this simplifies to:

run_TCC1 :

f -1 g well_founded?[list [acti on]]( <<)

|-------

[1] well_founded?(LAMBDA (x: action_list, y: action_list): x << y)

T o complete the pro of, w e need to establish that << and LAMBDA (x: action list, y:

action list): x << y are equiv alen t. This is the � -rule of lam b da calculus: f = �x:f ( x ).

PVS actually has sev eral eta-rules (for functions, records, tuples, and abstract datat yp es);

all are in v ok ed b y the pro of commands (apply-eta) and replace-eta . In this example,

the follo wing command �nishes the pro of.

Rule? (REPLACE-ETA "list_adt[action] .<<")

Applying eta axiom scheme to list_adt[action]. << and then replacing

Q.E.D.

F or eac h datat yp e, it is usual to de�ne a recursiv e function that returns a natural n um b er

(or an ordinal) represen ting its \length" or \size." The subterm ordering predicate is used to

pro v e termination of this function, but subsequen t recursiv e de�nitions can then b e sho wn

to terminate more simply using the length or size function, as in our original treatmen t of

the termination argumen t for run . See the prelude theory list props for the de�nition of

the length function used here.
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Although the list datat yp e giv es us an adequate seman tic treatmen t for the sequences

of actions used in the informal dev elopmen t, it do es not repro duce its notation: instead

of the a � � of the ordinary mathematical presen tation, w e m ust write cons(a, alpha) .

T o help repro duce traditional notation, PVS pro vides a n um b er of pre�x, in�x, and out�x

op erators suc h as <> and [] (pre�x), |- , ^ , and o (in�x), and [| |] and |[ ]| (out�x).

Y ou can see the whole list with M-x pvs-help-language . In�x op erators can also b e used

in a pre�x function-application form, and must b e used in this form when de�ning new

meanings for them. The in�x o op erator is con v enien t for our purp oses, so w e o v erload an y

existing meaning it ma y ha v e with the follo wing de�nition.

; o(a, alpha): action_list = cons(a, alpha)

(The semicolon at the b eginning of this line serv es to terminate the previous declaration;

b ecause o is an in�x op erator, the one-sym b ol lo ok ahead of the PVS parser ma y otherwise

confuse the start of this declaration with a con tin uation of the previous one.) Giv en this

de�nition, w e can write expressions suc h as a o alpha ; during pro of, w e will expand or

rewrite with o to reco v er the underlying cons(a, alpha) form. Note, ho w ev er, that w e

cannot use a o alpha as a lab el in a datat yp e CASES expression, since PVS allo ws only

datat yp e constructors in this con text.

The functions do and test are sp eci�ed in the ob vious w a y .

5

do(alpha): state = run(s0, alpha)

test(alpha, a): output = output(do(alpha ), a)

2

3.2 Securit y

De�nition 2 In order to discuss securit y , w e require some set of securit y \domains" and

a p olicy that restricts the allo w able 
o w of information among those domains. Th us, w e

assume

� a set D of securit y domains

and use letters : : : u; v ; w ; : : : to denote domains.

A se curity p olicy is then sp eci�ed b y a re
exiv e relation ; on D . W e use 6; to denote

the complemen t relation, that is

6; = ( D � D ) n ;

where n denotes set di�erence. 2
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PVS T reatmen t

W e in tro duce domain as another unin terpreted, nonempt y t yp e, then sp ecify

security policy as an unin terpreted relation on domain s and constrain it to b e re
ex-

iv e.

domain: TYPE+

u, v: VAR domain

security policy(u, v): bool

policy_refl: AXIOM reflexive?(secur ity_p olicy )

2

The higher-order predicate reflexive? comes from the prelude theory relations (it

is higher-order b ecause it is a predicate that tak es another predicate|actually a relation,

whic h in PVS is just a predicate on a t w o-tuple|as its argumen t). Notice that b y asserting,

in the axiom policy refl , that the unin terpreted relation security policy is re
exiv e,

w e are implicitly assuming that the predicate reflexive? is satis�able on this class of

relations. This is ob viously so, but what if w e had required that the security policy

relation b e b oth re
exiv e and asymmetric? No relation (on a nonempt y t yp e) can satisfy

b oth these prop erties, so b y asserting them of the security policy relation, w e w ould ha v e

created an inconsisten t sp eci�cation.

It is alw a ys p ossible to mak e mistak es when writing sp eci�cations, but some mistak es are

w orse than others. Mistak es that create inconsisten t sp eci�cations are particularly egregious

b ecause w e can pro v e absolutely an ything from suc h sp eci�cations|they are, essen tially ,

meaningless. PVS is carefully designed so that the only w a y to in tro duce an inconsistency

in to a PVS sp eci�cation (pro vided all its TCCs ha v e b een pro v ed) is with an AXIOM . Hence,

w e should alw a ys b e v ery careful when using AXIOM s, and should generally a v oid in tro ducing

them gratuitously .

In this sp eci�cation, the AXIOM can b e a v oided as follo ws. Instead of �rst in tro ducing

security policy as a relation on domain and then asserting, via an AXIOM , that it is

re
exiv e, w e can in tro duce security policy as a constan t of the re
exiv e subt yp e of the

t yp e of relations on domain . In PVS, if p is a predicate on a t yp e T , then (p) denotes

the predicate subt yp e of T satisfying p . Th us, (reflexive?[domain]) denotes the t yp e of

re
exiv e relations on domain , and w e can then in tro duce security policy as follo ws.

security_policy: (reflexive?[domain ])

W e sa w in Chapter 2 that PVS allo ws constan ts to b e declared only for those t yp es that

are kno wn to b e nonempt y . Here, declaration of the constan t security policy requires

that its t yp e (reflexive?[domain]) is nonempt y , and PVS generates the follo wing TCC

to ensure this fact.
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% Existence TCC generated (line 30) for security_policy: (reflexive?[domain ])

security_policy_ TCC1: OBLIGATION (EXISTS (x: (reflexive?[domain] )): TRUE);

This can b e pro v ed b y exhibiting the equalit y relation on domain as suc h a predicate using

the pro of command (inst 1 "eq[domain]") and then �nishing o� the pro of with (grind) .

Alternativ ely , w e could separate declaration of the constan t security policy from that

of its t yp e and pro vide a CONTAINING clause in the t yp e declaration as a hin t to the pro v er.

refl_rel: TYPE = (reflexive?[domain ]) CONTAINING eq[domain]

security_policy: refl_rel

When the declarations are giv en in this form, PVS is able to disc harge the TCC automati-

cally .

It turns out that the sp eci�cation w e will construct for securit y only mak es sense if the

securit y p olicy ; is transitiv e, in addition to re
exiv e. (This p oin t is discussed at length

in [Rus92 ].) Th us, w e really need to amend the declaration of security policy to read

something lik e the follo wing.

2

6

refl_trans_rel: TYPE = (reflexive?[domai n] AND transitive?[domai n])

CONTAINING eq[domain]

security_policy: refl_trans_rel

Unfortunately , the sp eci�cation of refl trans rel is not t yp e-correct: the AND con-

nectiv e prop erly applies to b o oleans whereas here w e ha v e applied it to predicates of t yp e

pred[pred[[domain,domain]] ] (i.e., to predicates on relations on domain ). W e can correct

this using the follo wing LAMBDA form

7

refl_trans_rel: TYPE = (LAMBDA (r: pred[[domain,domain] ]):

reflexive?(r) AND transitive?(r)) CONTAINING eq[domain]

but the result is ugly and not easy to read.

In fact, our original in tuition w as reasonable|w e simply need to overlo ad AND so that

it applies to predicates as w ell as to simple b o oleans. All in�x op erators lik e AND are really

functions and also ha v e a pre�x form (e.g., a AND b can also b e written as AND(a, b) )

and can b e o v erloaded b y de�ning additional t yp es and in terpretations for the pre�x form.

Th us, w e could de�ne

; AND(x,y: pred[pred[[domai n,do main] ]])(r : pred[[domain, domain]]): bool =

x(r) AND y(r)

2

A relation that is b oth re
exiv e and transitiv e is called a pr e or der . This is de�ned in the PVS prelude,

so that w e could simply sa y security policy: (preorder ?[ dom ai n]) . Ho w ev er, the construction used here

allo ws us to demonstrate some additional asp ects of PVS
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and then the treatmen t in b o x 6 b ecomes t yp e-correct. Ho w ev er, this rede�nition of AND is

also rather ugly , and v ery sp eci�c to this single application. A b etter solution is to de�ne a

generic theory that o v erloads sev eral of the prop ositional connectiv es b y \lifting" them to

apply to predicates as follo ws.

lifted_predicates [T:ty pe]: THEORY

BEGIN

t: VAR T

p,q: VAR pred[T]

; AND(p,q)(t): bool = p(t) AND q(t);

; OR(p,q)(t): bool = p(t) OR q(t);

; IMPLIES(p,q)(t): bool = p(t) IMPLIES q(t);

END lifted_predicates

Then our sp eci�cation can tak e the follo wing form.

IMPORTING lifted_predicate s

refl_trans_rel: TYPE = (reflexive?[domai n] AND transitive?[domai n])

CONTAINING eq[domain]

security_policy: refl_trans_rel

PVS's t yp e-inference is capable of determining the correct instance of lifted predicates

(it is lifted predicates[pred[[domain,dom ain]]] ) needed to pro vide a correct t yp e for

the AND in refl trans rel .

Ev en this treatmen t is a little crude, b ecause it only applies to the prop ositional connec-

tiv es explicitly men tioned in the lifted predicates theory . It is p ossible to giv e a totally

general treatmen t using PVS c onversions . The simple kind of con v ersion is a function that

is applied automatically to con v ert a t yp e-incorrect expression to a t yp e correct one. If, for

example, w e wished to omit explicit men tion of the function do , so that an action sequence

and the state that it leads to are punned together, w e could c hange the declarations of 5

to the follo wing form.

do(alpha): state = run(s0, alpha)

CONVERSION do

test(alpha, a): output = output(alpha, a)

The function output requires a state as its �rst argumen t, not an action sequence; b ecause

do is declared as a CONVERSION , the PVS t yp ec hec k er is able to insert an application of do ,

so that the action sequence alpha is replaced b y the state do(alpha) , thereb y replacing

the expression output(alpha, a) b y the t yp e-correct form output(do(alpha), a) . This

transformation is rev ealed b y the Emacs command M-x ppe (prett yprin t-expanded).
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Whereas this simple kind of con v ersion turns a t yp e-incorrect term a in to a t yp e-correct

one b y inserting a function f to pro duce f(a) , a dual kind of con v ersion turns a t yp e-

incorrect function f in to a t yp e-correct application b y supplying an ar gument a to pro duce

f(a) . This con v ersion is more complex b ecause the a will b e a v ariable and therefore needs to

o ccur in some binding construct (e.g., FORALL or LAMBDA ). The circumstances in whic h PVS

will p erform suc h a con v ersion are restricted to the case where a t yp e incorrect application

f(x, y) can b e made t yp e-correct b y transforming it to (LAMBDA (a): f(x(a), y(a))) .

No w it ma y b e that not all the parameters to suc h a function f need to b e applied to an

argumen t a (e.g., (LAMBDA (a): f(x(a),y)) ma y b e t yp e-correct), and w e can pro vide for

this b y causing the K c ombinator ,

3

whic h has the de�nition K(p)(q) = p , to b e a v ailable as

a con v ersion. The original f(x, y) can then b e con v erted �rst to (LAMBDA (a): f(x(a),

y(a))) , then to (LAMBDA (a): f(x(a), K(y)(a))) , and �nally reduced (b y application

of the de�nition of K ) to the t yp e-correct (LAMBDA (a): f(x(a), y)) . T o a v oid in v oking

it acciden tally , the step that starts this sequence of con v ersions is p erformed only in con texts

where a function ha ving the form of the K com binator has b een declared as a con v ersion

(ev en if K is not needed in the sequence concerned).

In the presen t case, the desired (and t yp e-correct) in terpretation of refl trans rel in

6
is that sho wn in

7
, whic h has exactly the form pro duced b y the second kind of con v ersion.

W e can cause this to b e applied b y imp orting the follo wing theory .

K_conversion[T1, T2: TYPE]: THEORY

BEGIN

t1: VAR T1

t2: VAR T2

K(t1)(t2): T1 = t1

CONVERSION K

END K_conversion

The follo wing text is then acceptable to PVS.

IMPORTING K_conversion

refl_trans_rel: TYPE = (reflexive?[domai n] AND transitive?[domai n])

CONTAINING eq[domain]

security_policy: refl_rel

M-x ppe rev eals that the refl trans type declaration is con v erted to the follo wing form

(whic h is iden tical to 7 ).

refl_rel: TYPE =

(LAMBDA (x: PRED[[domain, domain]]):

reflexive?[domain ](x) AND transitive?[doma in]( x))

CONTAINING eq[domain]

3

This terminology comes from Com binatory Logic.
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The follo wing TCC (whic h is pro v ed automatically) is generated to ensure that the t yp e is

inhabited. (The same TCC is generated for b oth the lifted predicates and K conversion

treatmen ts.)

% Subtype TCC generated (line 57) for eq[domain]

refl_rel_TCC1: OBLIGATION

reflexive?[domain] (eq[ domai n]) AND transitive?[doma in](e q[dom ain]) ;

Giv en the de�nition of ; as security policy , w e can de�ne 6; as its negation. In

order to appro ximate the notation of the traditional mathematical dev elopmen t, w e will

use an in�x op erator for 6; ; |> seems to b e the nearest appro ximation a v ailable in PVS.

|>(u, v): bool = NOT security_policy(u, v)

2

3.3 Information Flo w

W e wish to de�ne securit y in terms of \in terference" or information 
o w, so the next step

is to capture these ideas formally . The k ey observ ation is that information can b e said to


o w from a domain u to a domain v exactly when actions submitted b y domain u cause

the b eha vior of the system p erceiv ed b y domain v to b e di�eren t from that p erceiv ed when

those actions are not presen t. W e therefore de�ne a function that remo v es, or \purges,"

from an action sequence all those actions submitted b y a giv en domain. W e can then sa y

that information 
o ws from domain u to domain v , or that u interfer es with domain v if

the latter can distinguish b et w een the state of the mac hine after it has pro cessed a giv en

action sequence, and the state after pro cessing the same action sequence purged of actions

from domain u . W e formalize this idea as follo ws.

De�nition 3 W e �rst assume that eac h action is asso ciated with an agen t (or \sub ject")

of a sp eci�c securit y domain and in tro duce the function dom ( a ) to iden tify the securit y

domain of action a .

Then, for u 2 D and � an action sequence in A

�

, w e de�ne �=u ( � \purged" b y u ) to

b e the subsequence of � formed b y deleting all actions asso ciated with domain u . That is:

� =u = �

( a � � ) =u =

(

�=u if dom ( a ) = u

a � ( �=u ) otherwise :

Domain u is said to interfer e with domain v if there exists an action sequence � and an

action a with dom ( a ) = v suc h that

output ( run ( s

0

; � ) ; a ) 6= output ( run ( s

0

; �=u ) ; a );
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that is,

test ( �; a ) 6= test ( �=u; a ) :

W e iden tify securit y with the requiremen t that u should b e nonin terfering with v when-

ev er the p olicy sp eci�es u 6; v . That is, w e sa y that a system is se cur e for the p olicy ;

if

u 6; dom ( a ) � test ( �; a ) = test ( �=u; a ) :

4

The in tuition here is that the mac hine starts o� in the initial state s

0

and is presen ted

with a sequence � 2 A

�

of actions. This causes the mac hine to pro duce a series of outputs

and to progress through a series of states, ev en tually reac hing the state do ( � ). A t that

p oin t the action a is p erformed, and the corresp onding output test ( �; a ) is observ ed. W e

can think of presen tation of the action a and observ ation of its output as an exp erimen t

p erformed b y dom ( a ) in order to learn something ab out the action sequence � . If dom ( a )

can distinguish b et w een the action sequences � and �=u b y suc h exp erimen ts, then u has

\in terfered" with dom ( a ) and the system is not secure with resp ect to p olicies that sp ecify

u 6; dom ( a ).

As men tioned earlier, this de�nition of securit y (and in particular, the de�nition of the

pur ge function) only mak es sense if the relation ; is transitiv e. See [Rus92 ] for an extended

discussion of this topic and a formally v eri�ed treatmen t of in transitiv e in terference p olicies.

2

PVS T reatmen t

W e in tro duce dom as an unin terpreted function, then de�ne a recursiv e function that p er-

forms the \purge" op eration; in order to repro duce the traditional notation, w e o v erload

the in�x op erator / to b e the name of this function.

dom(a): domain % equivalent to dom: [action -> domain]

/(beta, u): RECURSIVE action_list =

CASES beta OF

null: null,

cons(a, alpha): IF dom(a) = u THEN alpha / u

ELSE a o (alpha / u) ENDIF

ENDCASES

MEASURE length(beta)

Securit y is sp eci�ed b y the Bo olean constan t secure .

security: bool = FORALL a, u, alpha:

u |> dom(a) IMPLIES test(alpha, a) = test(alpha / u, a)

4

F orm ulas suc h as these are to b e read as univ ersally quan ti�ed o v er their free v ariables (here u , a , and

� ); w e use � to denote implicatio n.
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There are sev eral alternativ e w a ys to state the securit y requiremen t. Instead of a Bo olean

constan t, w e could ha v e used a form ula, as follo ws.

security: FORMULA FORALL a, u, alpha:

u |> dom(a) IMPLIES test(alpha, a) = test(alpha / u, a)

The main di�erence b et w een these t w o form ulations is that a form ula cannot b e used as a

comp onen t in an y other linguistic construction: it can only b e pro v ed, or cited in pro ofs.

W e will ev en tually wish to state and pro v e an \un winding" theorem that will ha v e the form

some simpler c onditions � se curity (3 : 1)

and this cannot b e stated directly if security is giv en as a FORMULA .

5

The Bo olean constan t

seems the b etter approac h here, but w e should examine this c hoice in a little more detail.

It is lik ely that pro ving a theorem of the form (3.1) will require induction on the length

of the action sequence app earing in the de�nition of security . As curren tly sp eci�ed,

security is a de�ned Bo olean constan t whose b o dy is a closed form ula. W e will need to

expand the de�nition, therefore, to exp ose the induction v ariable alpha . This need for

�ne-grained manipulation will limit the lik ely e�ectiv eness of automated pro of strategies.

A p ossibly b etter treatmen t, therefore, is one that lea v es the v ariables to whic h w e are

lik ely to need access exp osed as argumen ts. This can b e done b y c hanging from a Bo olean

constan t, security , to a Bo olean function, secure , that tak es the action sequence, � , as

an argumen t.

secure(alpha): bool = FORALL a, u:

u |> dom(a) IMPLIES test(alpha, a) = test(alpha / u, a)

W e will use this form for the time b eing. 2

3.4 Un winding

The nonin terference de�nition of securit y is expressed in terms of sequences of actions and

state transitions; in order to obtain straigh tforw ard tec hniques for v erifying the securit y of

systems, w e w ould lik e to deriv e conditions on individual state transitions. The �rst step in

this dev elopmen t is to partition the states of the system in to equiv alence classes whic h all

\app ear iden tical" to a giv en domain. The v eri�cation tec hnique will then b e to pro v e that

eac h domain's view of the system is una�ected b y the actions of domains that are required

to b e nonin terfering with it.

5

W e could pro v e the FORMULA se curity using \ some simpler c onditions " as lemmas; b y the deduction

theorem, this is logicall y equiv alen t to the other form, but it is linguisti cal ly less direct and w ould not b e

explicit in the sp eci�cation.
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De�nition 4 A system M is view-p artitione d if, for eac h domain u 2 D , there is an equiv-

alence relation

u

� on S . These equiv alence relations are said to b e output-c onsistent if

s

dom ( a )

� t � output ( s; a ) = output ( t; a ) :

2

Output consistency is required in order to ensure that t w o states s and t that app ear

iden tical to a giv en domain really are indistinguishabl e in terms of the outputs they pro duce

in resp onse to actions from that domain.

The de�nition of securit y requires that the outputs seen b y one domain are una�ected

b y the actions of other domains that are sp eci�ed to b e nonin terfering with the �rst. The

next result sho ws that, for an output consisten t system, securit y is ac hiev ed if \views" are

similarly una�ected.

Lemma 1 L et ; b e a p olicy and M a view-p artitione d, output-c onsistent system such that

u 6; v � do ( � )

v

� do ( �=u ) :

Then M is se cur e for ; .

Pro of: Let u 6; dom ( a ). The h yp othesis to the lemma then pro vides

do ( � )

dom ( a )

� do ( �=u ) :

Output consistency then ensures

output ( do ( � ) ; a ) = output ( do ( �=u ) ; a ) :

But this is simply

test ( �; a ) = test ( �=u; a ) ;

whic h is the de�nition of securit y for ; giv en b y De�nition 3. 2

PVS T reatmen t

One w a y to sp ecify in PVS that eac h domain induces an equiv alence relation on states is

as follo ws.

view_equiv(u): (equivalence?[s tate] )
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The trouble with this approac h is that PVS do es not pro vide highly automated reasoning

supp ort for equiv alence relations.

6

Another w a y to sp ecify this prop ert y is to h yp othesize

a function view ( s; u ) that giv es the abstract \view" of state s , as seen b y domain u . Then

w e can state that t w o states s and t are view e quiv as far as u is concerned if view ( s; u ) =

view ( t; u ). Using this approac h, the prop erties of view e quiv will follo w b y equalit y reasoning

(whic h PVS automates v ery e�ectiv ely). W e sp ecify this treatmen t in PVS as follo ws.

V : TYPE+

view(s, u): V

view_equiv(u)(s, t): bool = view(s, u) = view(t, u)

Next, w e can sp ecify output c onsistent and giv e a PVS rendition of Lemma 1. The main

condition of Lemma 1, namely

u 6; v � do ( � )

v

� do ( �=u ) ;

is lik ely to b e needed again, so w e name it view c onsistent and refer to it in the sp eci�cation

of Lemma 1. Output c onsistent is sp eci�ed as a Bo olean constan t, and view c onsistent as

a Bo olean function. Recall the sp eci�cation of se cur e for discussion of these c hoices.

8

output_consisten t: bool = FORALL a, s, t:

view_equiv(dom(a))( s, t) IMPLIES output(s, a) = output(t, a)

view_consistent( alpha ) : bool = FORALL u, v:

u |> v IMPLIES view_equiv(v)(do(a lpha) , do(alpha / u))

lemma1: LEMMA

output_consistent AND view_consistent( alpha ) IMPLIES secure(alpha)

The lemma is pro v ed b y (grind) .

7

2

Con tin uing the ordinary mathematical dev elopmen t, w e next de�ne constrain ts on in-

dividual state transitions.

De�nition 5 Let M b e a view-partitioned system and ; a p olicy . W e sa y that M lo c al ly

r esp e cts ; if

dom ( a ) 6; v � s

v

� step ( s; a )

and that M is step-c onsistent if

s

v

� t � step ( s; a )

v

� step ( t; a ) :

2

6

It should, and a future v ersion of PVS will do so.

7

Exp erts ma y notice a p oten tial problem in the w a y alpha is quan ti�ed in this form of lemma1 ; w e discuss

this p oin t later.
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W e no w ha v e the lo cal conditions on individual state transitions that are su�cien t

to guaran tee securit y . This result is a v ersion of the un winding theorem of Goguen and

Meseguer[GM84 ].

Theorem 1 (Unwinding The or em) Let ; b e a p olicy and M a view-partitioned system

that is

1. output-consisten t,

2. step-consisten t, and

3. lo cally resp ects ; .

Then M is secure for ; .

Pro of: W e use pro of b y induction on the length of � to establish

u 6; v � do ( � )

v

� do ( �=u ) : (3 : 2)

The result then follo ws b y the previous lemma. The basis is the case � = � and is ele-

men tary . F or the inductiv e step, w e assume the inductiv e h yp othesis for � of length n and

consider a � � . W e no w need to pro v e

u 6; v � do ( a � � )

v

� do (( a � � ) =u ) : (3 : 3)

W e assume u 6; v and consider t w o cases.

Case 1: dom ( a ) = u . In this case, the de�nition of = pro vides

do (( a � � ) =u ) = do ( �=u )

and the inductiv e h yp othesis giv es

do ( �=u )

v

� do ( � ) :

The facts that dom ( a ) 6; v and that M lo cally resp ects ; ensure

do ( � )

v

� step ( do ( � ) ; a )

and w e also ha v e, b y de�nition,

step ( do ( � ) ; a ) = do ( a � � ) : (3 : 4)

Since

v

� is an equiv alence relation, (3.3) follo ws and w e conclude the inductiv e step in

this case.
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Case 2: dom ( a ) 6= u . In this case, the de�nition of = pro vides

do (( a � � ) =u ) = do ( a � ( �=u )) :

The inductiv e h yp othesis giv es

do ( �=u )

v

� do ( � ) ;

from whic h step consistency allo ws us to deduce

do ( a � ( �=u ))

v

� do ( a � � )

and thereb y (3.3), to conclude the inductiv e step in this case.

2

PVS T reatmen t

W e de�ne local respect and step consistent as Bo olean constan ts similar to the w a y

output consistent w as de�ned.

local_respect: bool = FORALL v, s, a:

dom(a) |> v IMPLIES view_equiv(v)(s, step(s,a))

step_consistent : bool = FORALL u, s, t, a:

view_equiv(u)(s,t) IMPLIES view_equiv(u)(st ep(s, a), step(t,a))

The informal pro of of the un winding theorem used an implicit lemma to establish its equa-

tion 3.4, and the heart of the pro of w as an inductiv e argumen t that w as used to establish

form ula 3.2. F or the PVS treatmen t, it is con v enien t to break these out as explicit LEMMA s

whic h w e call lemma2 and lemma3 , resp ectiv ely . The Un winding Theorem is then stated as

the THEOREM unwinding .

lemma2: LEMMA step(do(alpha),a ) = do(a o alpha)

lemma3: LEMMA

local_respect AND step_consistent IMPLIES view_consistent (alph a)

unwinding: THEOREM

local_respect AND step_consistent AND output_consistent

IMPLIES secure(alpha)

Lemma2 is pro v ed b y (grind) , but the pro of of lemma3 is more in v olv ed.

As with the informal pro of, w e b egin the pro of of lemma3 b y inducting on alpha .
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lemma3 :

|-------

f 1 g (FORALL (alpha: action_list):

local_respect AND step_consistent => view_consistent(alp ha))

Rule? (INDUCT "alpha")

Inducting on alpha,

this yields 2 subgoals:

lemma3.1 :

|-------

f 1 g local_respect AND step_consistent => view_consistent( null)

The PVS induct strategy tries to infer the correct induction sc heme to use from the t yp e

of the giv en induction v ariable. Here the v ariable is alpha , whose t yp e ( action list ) is

an instance of list ; this causes PVS to in v ok e the structural induction sc heme for lists.

Suc h structural induction sc hemes are generated automatically from the sp eci�cations for

abstract data t yp es. The structural induction sc heme for the list abstract data t yp e is

the follo wing.

list_induction: AXIOM

(FORALL (p: [list -> boolean]):

p(null)

AND

(FORALL (cons1_var: T, cons2_var: list):

p(cons2_var) IMPLIES p(cons(cons1_var, cons2_var)))

IMPLIES (FORALL (list_var: list): p(list_var)));

This sa ys that to pro v e a prop ert y p true for all lists, it is su�cien t to sho w that it is true of

the empt y list null (the base case) and, assuming it is true of an arbitrary list cons2 var ,

that it will also b e true of this formed b y cons ing an arbitrary elemen t cons1 var on the

fron t (the inductiv e step). PVS has automatically instan tiated this general sc heme for the

predicate of lemma3 (using higher-order matc hing) and is in viting us to consider the base

case.

lemma3.1 :

|-------

f 1 g local_respect AND step_consistent => view_consistent( null)

This is easily disc harged with (grind) , and PVS then presen ts us with the inductiv e step.
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Rule? (GRIND)

� � � man y rewrites omitted

This completes the proof of lemma3.1.

lemma3.2 :

|-------

f 1 g (FORALL (cons1_var: action, cons2_var: list[action]):

(local_respect AND step_consistent => view_consistent(co ns2_v ar))

IMPLIES local_respect AND step_consistent

=> view_consistent(co ns(co ns1_v ar, cons2_var)))

The de�nitions view consistent and view equiv are artefacts of our sp eci�cation

and should alw a ys b e expanded. W e instruct the pro v er to do this b y the com-

mand (AUTO-REWRITE "view consistent" "view equiv") and then giv e the command

(REDUCE) . The latter in v ok es the core of the grind strategy , but without establishing ad-

ditional rewrites.

8

Rule? (AUTO-REWRITE "view_consistent " "view_equiv")

� � �

Rule? (REDUCE)

� � � man y rewrites omitted

Repeatedly simplifying with decision procedures, rewriting,

propositional reasoning, quantifier instantiation, skolemization,

if-lifting and equality replacement,

this simplifies to:

lemma3.2 :

f -1 g view(v!1, do(cons2_var!1)) = view(v!1, do(cons2_var!1 / u!1))

f -2 g local_respect

f -3 g step_consistent

f -4 g u!1 |> v!1

|-------

f 1 g view(v!1, do(cons(cons1_var!1 , cons2_var!1)))

= view(v!1, do(cons(cons1_var!1 , cons2_var!1) / u!1))

In the pro of of an inductiv e step, the general approac h is to expand some of the recursiv ely

de�ned functions app earing b elo w the line so that their comp onen ts will matc h some of those

app earing ab o v e the line. Here the appropriate function to expand is the purge function / .

W e sp ecify that only the instance b elo w the line should b e expanded using the + quali�er

on the expand command.

8

The single command (grind :defs nil :rewrites ("view consisten t" "view equiv")) could re-

place b oth these commands.
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Rule? (EXPAND "/" +)

Expanding the definition of /,

this simplifies to:

lemma3.2 :

[-1] view(v!1, do(cons2_var!1)) = view(v!1, do(cons2_var!1 / u!1))

[-2] local_respect

[-3] step_consistent

[-4] u!1 |> v!1

|-------

f 1 g (view(v!1, do(cons(cons1_var! 1, cons2_var!1)))

=

view(v!1,

IF dom(cons1_var!1) = u!1 THEN do(cons2_var!1 / u!1)

ELSE do(cons1_var!1 o (cons2_var!1 / u!1))

ENDIF))

This sequen t con tains b oth the functions cons and o , the former from the induction sc heme,

and the latter from our o wn sp eci�cation. F or things to matc h up, w e need to ensure that

only one for is used. W e could expand the in�x o to a cons with either the expand or

rewrite commands, but prefer to \con tract" the cons to o b y rewriting the de�nition of

o in the rev erse (righ t to left) direction. W e sp ecify this with the command (REWRITE "o"

:DIR RL) .

Rule? (REWRITE "o" :DIR RL)

Found matching substitution:

alpha gets cons2_var!1,

a gets cons1_var!1,

Rewriting using o,

this simplifies to:

lemma3.2 :

[-1] view(v!1, do(cons2_var!1)) = view(v!1, do(cons2_var!1 / u!1))

[-2] local_respect

[-3] step_consistent

[-4] u!1 |> v!1

|-------

f 1 g (view(v!1, do(cons1_var!1 o cons2_var!1))

=

view(v!1,

IF dom(cons1_var!1) = u!1 THEN do(cons2_var!1 / u!1)

ELSE do(cons1_var!1 o (cons2_var!1 / u!1))

ENDIF))

The condition to the IF expression b elo w the line suggests the case split that needs to

b e p erformed next. W e could cause this to b e done explicitly using lift-if and split ,

but smash will do it automatically , and also apply the decision pro cedures to simplify the

resulting form ulas.
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Rule? (SMASH)

Repeatedly simplifying with BDDs, decision procedures, rewriting,

and if-lifting,

this yields 2 subgoals:

lemma3.2.1 :

[-1] view(v!1, do(cons2_var!1)) = view(v!1, do(cons2_var!1 / u!1))

[-2] local_respect

[-3] step_consistent

[-4] u!1 |> v!1

f -5 g dom(cons1_var!1) = u!1

|-------

f 1 g (view(v!1, do(cons1_var!1 o cons2_var!1))

= view(v!1, do(cons2_var!1 / u!1)))

The PVS pro of is no w at a p oin t corresp onding to the start of \Case 1" in the informal

pro of, except that w e ha v e already p erformed the expansion of the purge function / . The

PVS pro of pro ceeds in the same w a y as the informal pro of b y in v oking the de�nition of

local respect . Since this de�nition expands to a quan ti�ed form ula, w e immediately use

reduce to instan tiate its v ariables and to simplify the result.

Rule? (EXPAND "local_respect")

Expanding the definition of local_respect,

� � �

Rule? (REDUCE)

� � � rewrites omitted

Repeatedly simplifying with decision procedures, rewriting,

propositional reasoning, quantifier instantiation, skolemization,

if-lifting and equality replacement,

this simplifies to:

lemma3.2.1 :

f -1 g view(v!1, do(cons2_var!1))

= view(v!1, step(do(cons2_var!1 ), cons1_var!1))

f -2 g view(v!1, do(cons2_var!1 / u!1))

= view(v!1, step(do(cons2_var!1 ), cons1_var!1))

[-3] step_consistent

[-4] u!1 |> v!1

[-5] dom(cons1_var!1) = u!1

|-------

f 1 g (view(v!1, do(cons1_var!1 o cons2_var!1))

= view(v!1, step(do(cons2_var! 1), cons1_var!1)))

The instances of step(do(cons2 var!1), cons1 var!1) app earing in this sequen t are

equal, b y lemma2, to do(cons1 var!1 o cons2 var!1) . P erforming this rewrite causes

the t w o sides of the form ula b elo w the line to b ecome iden tical, and �nishes this branc h of

the pro of.
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Rule? (REWRITE "lemma2")

Found matching substitution:

a gets cons1_var!1,

alpha gets cons2_var!1,

Rewriting using lemma2,

This completes the proof of lemma3.2.1.

W e are no w at a p oin t corresp onding to \Case 2" in the informal pro of, follo wing the

expansion of the purge function / .

lemma3.2.2 :

[-1] view(v!1, do(cons2_var!1)) = view(v!1, do(cons2_var!1 / u!1))

[-2] local_respect

[-3] step_consistent

[-4] u!1 |> v!1

|-------

f 1 g dom(cons1_var!1) = u!1

f 2 g (view(v!1, do(cons1_var!1 o cons2_var!1))

= view(v!1, do(cons1_var!1 o (cons2_var!1 / u!1))))

As in the informal pro of, w e apply the de�nition of step consistent and reduce the result.

Rule? (EXPAND "step_consistent" )

Expanding the definition of step_consistent,

� � �

Rule? (REDUCE)

� � � rewrites omitted

Repeatedly simplifying with decision procedures, rewriting,

propositional reasoning, quantifier instantiation, skolemization,

if-lifting and equality replacement,

this simplifies to:

lemma3.2.2 :

[-1] view(v!1, do(cons2_var!1)) = view(v!1, do(cons2_var!1 / u!1))

[-2] local_respect

f -3 g view(v!1, step(do(cons2_var! 1), cons1_var!1))

= view(v!1, step(do(cons2_var!1 / u!1), cons1_var!1))

[-4] u!1 |> v!1

|-------

[1] dom(cons1_var!1) = u!1

[2] (view(v!1, do(cons1_var!1 o cons2_var!1))

= view(v!1, do(cons1_var!1 o (cons2_var!1 / u!1))))

Here, t w o applications of lemma2 will cause form ula -3 to b ecome iden tical to form ula 2

and thereb y �nish the pro of.
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Rule? (REWRITE "lemma2")

Found matching substitution:

a gets cons1_var!1,

alpha gets cons2_var!1,

Rewriting using lemma2,

� � �

Rule? (REWRITE "lemma2")

Found matching substitution:

a gets cons1_var!1,

alpha gets cons2_var!1 / u!1,

Rewriting using lemma2,

This completes the proof of lemma3.2.2.

This completes the proof of lemma3.2.

Q.E.D.

W e p erformed this pro of in PVS in a manner that follo w ed the informal pro of quite

closely . Notice, ho w ev er, that apart from the iden ti�cation of lemmas there w as little \in-

telligence" required|the case split, in particular, arose naturally from the t w o cases in the

de�nition of the purge function / . Inductiv e pro ofs of this routine kind can b e p erformed

automatically b y the induct-and-simplify strategy . This tak es argumen ts, similar to

those of grind , to con trol the form ulas a v ailable for rewriting and the w a y instan tiation is

p erformed. The con trol tactic that PVS uses for automated rewriting in this strategy is

usually able to expand the correct de�nitions in the inductiv e conclusion. The default selec-

tions are adequate for lemma3 , and the simple command (induct-and-simplify "alpha")

pro v es the result. Notice that this do es not refer to lemma2 (it is essen tially pro v ed in-line),

so that lemma can b e deleted from the sp eci�cation.

The theorem unwinding is pro v ed simply b y using lemma1 and lemma3 as rewrites, with

the follo wing command.

(grind :defs nil :rewrites ("lemma1" "lemma3"))

3.4.1 Implicit Quan ti�cation

It migh t seem that w e are done at this p oin t, but w e should revisit the c hoice that secure

and view consistent are sp eci�ed as functions on alpha , rather than as closed b o olean

constan ts. Our motiv ation for sp ecifying secure in this w a y w as that it w ould lea v e the

lik ely induction v ariable exp osed. W e ha v e no w seen that induction is p erformed in the

pro of of lemma3 , whose conclusion is view consistent(alpha) , rather than in the pro of

of unwinding (where secure(alpha) is the conclusion), so our motiv ation w as mistak en.

Accordingly , w e c hange the sp eci�cation of secure to the follo wing form

secure: bool = FORALL a, u, alpha:

u |> dom(a) => test(alpha, a) = test(alpha / u, a)
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and mo dify lemma1 and unwinding to corresp ond.

9

lemma1: LEMMA

output_consistent AND view_consistent( alpha ) => secure

unwinding: THEOREM

local_respect AND step_consistent AND output_consistent => secure

When w e rerun the pro ofs of these form ulas, w e �nd that unwinding succeeds, but the pro of

for lemma1 fails, lea ving us to con template the follo wing sequen t.

lemma1 :

f -1 g view(dom(a!1), run(s0, alpha!1)) = view(dom(a!1), run(s0, alpha!1 / u!1))

|-------

f 1 g view(dom(a!1), run(s0, alpha!2)) = view(dom(a!1), run(s0, alpha!2 / u!1))

f 2 g security_policy(u!1 , dom(a!1))

f 3 g output(run(s0, alpha!2), a!1) = output(run(s0, alpha!2 / u!1), a!1)

Rule?

W e notice there are t w o di�eren t Sk olem constan ts presen t for alpha : alpha!1 and alpha!2 .

This usually indicates an incorrect instan tiation, but here it is directing our atten tion to a

larger problem: the quan ti�cation is incorrect in lemma1 .

F ree v ariables in PVS form ulas|suc h as the alpha of lemma1 in 9 |are in terpreted as

univ ersally quan ti�ed at the outermost lev el. When suc h a v ariable app ears|as here|only

in the an teceden t to an implication, then it is within the scop e of an implicit negation and

so an outermost univ ersal quan ti�er is equiv alen t to a lo cal existen tial. This is seldom what

is in tended. Th us, for example, the lemma1 of 9 is equiv alen t to the follo wing, plainly

erroneous, sp eci�cation.

lemma1: LEMMA

output_consistent AND (EXISTS alpha: view_consistent( alph a)) => secure

In the original sp eci�cation of lemma1 in
8

(page 67), alpha app eared in the consequen t

to the implication as w ell as the an teceden t, so this problem did not arise. Ho w ev er, that

sp eci�cation binds the same alpha in b oth view consistent and secure and, on re
ection,

w e recognize that this is probably not what w e in tended either; the follo wing (stronger)

result more accurately re
ects the informal treatmen t.

10

lemma1: LEMMA

output_consistent AND (FORALL alpha: view_consistent( alph a))

=> (FORALL alpha: secure(alpha))

In fact, this treatmen t is the same as w ould b e obtained b y quan tifying alpha lo cally in the

de�nitions of b oth •view consisten t and secure .
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11

view_consistent : bool = FORALL u, v, alpha:

u |> v IMPLIES view_equiv(v)(do(a lpha) , do(alpha / u))

lemma1: LEMMA

output_consistent AND view_consistent => secure

lemma3: LEMMA

local_respect AND step_consistent IMPLIES view_consistent

These corrected forms of lemma1 are pro v ed b y (grind) , and do not a�ect the pro of of

unwinding . The v ersion of lemma3 in 11 requires (expand "view consistent") and

(flatten) to exp ose alpha b efore induction can b e applied. The sp eci�cations and pro ofs

presen ted b elo w and in the app endix use the treatmen t of 11 .

Since lemma1 has no external signi�cance and the w eak form of 8 is adequate to pro v e

the theorem unwinding , the preference for 10 and 11 is simply that they b etter re
ect

our in ten t. In cases where the form ula concerned forms part of the external sp eci�cation,

ho w ev er, these issues concerning free v ariables and the scop e and parit y of quan ti�cation

will vitally a�ect the signi�cance and utilit y of an y results established. There is no fo olpro of

w a y to b e sure these issues are handled correctly: careful in trosp ection and the scrutin y of

kno wledgeable review ers are the b est safeguards|as they are for other asp ects of formal

sp eci�cation. As a general rule, the app earance of a free v ariable only in the an teceden t to

an implication is almost certainly incorrect; and the app earance of the same free v ariable

on b oth sides of an implication should b e view ed with suspicion. When in doubt, mak e the

quan ti�cation explicit.

3.4.2 L

A

T

E

X-prin ted Sp eci�cation

The app earance of L

a

T

E

X-prin ted PVS sp eci�cations can b e adjusted b y user-supplied

tables that describ e ho w v arious iden ti�ers should b e rendered in L

a

T

E

X. The follo wing

noninterference.sub �le repro duces the notation used in the traditional mathematical

dev elopmen t.

|> 2 1 {#1 \not\leadsto #2}

security_policy 2 1 {#1 \leadsto #2}

view_equiv (1 2) 1 {#2 \stackrel{#1}{\s im} #3}

o 2 1 {#1 \circ #2}

null id 1 {\Lambda}

=> 2 1 {#1 \supset #2}

state id 1 {\cal S}

action id 1 {\cal A}

output id 1 {\cal O}

output 2 1 {\pvsid{output}( #1,# 2)}

domain id 1 {\cal D}

V id 1 {\cal V}

action_list id 1 {{\cal A}^{*}}
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In this �le, the �rst column giv es the PVS iden ti�er concerned, and the fourth its L

a

T

E

X

translation; the third column sp eci�es the n um b er of c haracter p ositions the translation will

o ccup y (the L

a

T

E

X-prin ter uses this information to calculate where to mak e line breaks).

Since PVS iden ti�ers ma y b e o v erloaded, the second column helps iden tify the instances

concerned: id refers to a simple iden ti�er, a n um b er to a function application with that

man y argumen ts, and a list to a curried application (so view equiv is a function that tak es

a single argumen t to yield a function that tak es a further t w o argumen ts).

The results are sho wn b elo w. Note that, o wing to a bug in the curren t v ersion of the

PVS L

a

T

E

X-prin ter, it is the p ost-con v ersion form of refl trans rel that is prin ted; o wing

to another bug, constructors with argumen ts are not translated in CASES expressions (e.g.,

cons(a, alpha) do es not b ecome a � � ).

nonin terference : theor y

begin

S ; A ; O : type+

s

0

: S

s; t : v ar S

a; b : v ar A

step ( s; a ) : S

output( s; a ) : O

A

�

: type = list[ A ]

�; � : v ar A

�

a � � : A

�

= cons ( a; � )

run( s; � ) :

recursive S = cases � of � : s; cons( a; � ) : step (run ( s; � ) ; a ) endcases

measure � by �

D : type+

u; v : v ar D

impor ting K con v ersion

re
 trans rel :

type =

( � ( x : PRED [[ D ; D ]]) : re
exiv e?[ D ]( x ) ^ transitiv e? [ D ]( x ))

cont aining eq[ D ]

; : re
 trans rel

u 6; v : b o ol = : u ; v



3.5. Summary 79

dom ( a ) : D

= ( � ; u ) :

recursive A

�

= cases � of

� : � ;

cons ( a; � ) :

if dom ( a ) = u then � = u

else a � ( � = u )

endif

endcases

measure length( � )

do ( � ) : S = run( s

0

; � )

test ( �; a ) : O = output(do( � ) ; a )

secure : b o ol =

8 a; u; � : u 6; dom ( a ) � test ( �; a ) = test ( � = u; a )

V : type+

view ( u; s ) : V

s

u

� t : b o ol = view( u; s ) = view( u; t )

output consisten t : b o ol =

8 a; s; t : s

dom ( a )

� t � output( s; a ) = output ( t; a )

view consisten t : b o ol =

8 u; v ; � : u 6; v � do( � )

v

� do ( � = u )

lemma 1 : lemma output consisten t ^ view consisten t � secure

lo cal resp ect : b o ol = 8 v ; s; a : dom ( a ) 6; v � s

v

� step ( s; a )

step consisten t : b o ol =

8 u; s; t; a : s

u

� t � step ( s; a )

u

� step ( t; a )

lemma 3 : lemma lo cal resp ect ^ step consisten t � view consisten t

un winding : theorem lo cal resp ect ^ step consisten t ^ output consisten t � secure

end nonin terference

3.5 Summary

In this c hapter w e ha v e presen ted a formal sp eci�cation and v eri�cation of the un winding

theorem for nonin terference securit y p olicies. W e ha v e sho wn a translation of the mathe-

matical sp eci�cation in to the PVS sp eci�cation language, and demonstrated the p o w er of

the induction strategies in PVS in disc harging the required lemmas and theorems.
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Here is the output of the PVS command M-x status-proof-theory for theory

noninterference .

Proof summary for theory noninterference

run_TCC1.......... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

run_TCC2.......... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

refl_trans_rel_TCC 1.... ..... ..... ..... .... ..... ..... ...pr oved - complete

divide_TCC1....... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

divide_TCC2....... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

lemma1............ ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

lemma3............ ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

unwinding......... ..... ..... ..... ..... .... ..... ..... ...pr oved - complete

Theory totals: 8 formulas, 8 attempted, 8 succeeded.

And here is the output of the PVS command M-x show-proofs-theory for theory

noninterference . Notice that it requires just sev en user-supplied pro of commands to

complete this example. The �rst t w o commands are needed only b ecause w e used beta

by << as the measure for the recursiv e function run . W e did this for illustration; had w e

used length(beta) as the measure, the w ell-founded TCC w ould not ha v e b een generated

and the termination TCC w ould ha v e con tin ued to b e pro v ed automatically b y the default

strategy , thereb y reducing the n um b er of pro of commands to �v e.

Proof scripts for theory noninterference:

noninterference.r un_TC C1: proved - complete

("" (LEMMA "list_well_found ed[ac tion] ") (REPLACE-ETA "list_adt[action]. <<") )

noninterference.r un_TC C2: proved - complete

("" (TERMINATION-TCC))

noninterference.r efl_t rans_ rel_T CC1: proved - complete

("" (SUBTYPE-TCC))

noninterference.d ivide _TCC1 : proved - complete

("" (TERMINATION-TCC))

noninterference.d ivide _TCC2 : proved - complete

("" (TERMINATION-TCC))
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noninterference.l emma1 : proved - complete

("" (GRIND))

noninterference.l emma3 : proved - complete

("" (EXPAND "view_consisten t") (FLATTEN) (INDUCT-AND-SIM PLIFY "alpha"))

noninterference.u nwind ing: proved - complete

("" (GRIND :DEFS NIL :REWRITES ("lemma1" "lemma3")))
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App endix A

Ascii Listings of the Sp eci�cations

A.1 Ascii Listing of the Airline Reserv ation Sp eci�cations

These listings w ere pro duced b y the PVS M-x alltt-importchain command.

A.1.1 Theory basic defs

basic_defs: THEORY

BEGIN

nrows: posnat % Max number of rows

nposits: posnat % Max number of positions per row

row: TYPE = f n: posnat | 1 <= n AND n <= nrows g CONTAINING 1

position: TYPE = f n: posnat | 1 <= n AND n <= nposits g CONTAINING 1

flight: TYPE % Flight identifier

plane: NONEMPTY_TYPE % Aircraft type

preference: TYPE % Position preference

passenger: NONEMPTY_TYPE % Passenger identifier

seat_assignment: TYPE = [# seat: [row, position],

pass: passenger #]

flight_assignments: TYPE = set[seat_assignment]

flt_db: TYPE = [flight -> flight_assignments]

initial_state(flt : flight): flight_assignments =

emptyset[seat_assignment ]

87
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% ======================== ======= ======== ======= ======= ======== =======

% Definitions that define attributes of a particular airplane

% ======================== ======= ======== ======= ======= ======== =======

seat_exists: pred[[plane, [row, position]]]

meets_pref: pred[[plane, [row, position], preference]]

aircraft: [flight -> plane]

END basic_defs

A.1.2 Theory ops

ops: THEORY

BEGIN

IMPORTING basic_defs

flt: VAR flight

pas: VAR passenger

db: VAR flt_db

a,b: VAR seat_assignment

pref: VAR preference

seat: VAR [row,position]

Cancel_assn(flt,pas,db): flt_db =

db WITH [(flt) := f a | member(a,db(flt)) AND pass(a) /= pas g ]

pref_filled(db,flt,pref) : bool =

FORALL seat: meets_pref(aircraft(flt), seat, pref)

IMPLIES (EXISTS a: member(a, db(flt))

AND seat(a) = seat)

Next_seat: [flt_db, flight, preference -> [row,position]]

Next_seat_ax: AXIOM

NOT pref_filled(db, flt, pref) IMPLIES

seat_exists(aircraft(flt) ,Next_s eat(db, flt,pref ))

Next_seat_ax_2: AXIOM

(FORALL a: member(a,db(flt)) IMPLIES

seat(a) /= Next_seat(db,flt,pref))
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Next_seat_ax_3: AXIOM

NOT pref_filled(db, flt, pref) IMPLIES

meets_pref(aircraft(flt), Next_se at(db,f lt,pref) ,pref)

pass_on_flight(pas,flt,d b): bool =

EXISTS a: pass(a) = pas AND member(a,db(flt))

Make_assn(flt,pas,pref,d b): flt_db =

IF pref_filled(db, flt, pref) OR pass_on_flight(pas,flt,db) THEN

db

ELSE LET a = (# seat := Next_seat(db,flt,pref), pass := pas #) IN

db WITH [(flt) := add(a, db(flt))]

ENDIF

Lookup(flt,pas,db): [row,position] =

seat(epsilon( f a | member(a,db(flt)) AND pass(a) = pas g ))

% ======================== ======= ======== ======= ======= ======== ======= ===

% Invariants

% ======================== ======= ======== ======= ======= ======== ======= ===

existence(db): bool =

FORALL a,flt: member(a, db(flt)) IMPLIES

seat_exists(aircraft(flt) , seat(a))

uniqueness(db): bool =

FORALL a,b,flt: member(a, db(flt)) AND member(b, db(flt))

AND pass(a) = pass(b) IMPLIES a = b

one_per_seat(db): bool =

FORALL a,b,flt: member(a, db(flt)) AND member(b, db(flt))

AND seat(a) = seat(b) IMPLIES a = b

db_invariant(db): bool =

existence(db) AND uniqueness(db)

Cancel_assn_inv: THEOREM

db_invariant(db) IMPLIES db_invariant(Cancel_assn(flt,p as,db))

MAe: THEOREM

existence(db) IMPLIES existence(Make_assn(flt,p as,pref, db))
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MAu: THEOREM

uniqueness(db) IMPLIES uniqueness(Make_assn(flt ,pas,pre f,db))

Make_assn_inv: THEOREM

db_invariant(db) IMPLIES db_invariant(Make_assn(flt,pas ,pref,d b))

initial_state_inv: THEOREM

db_invariant(initial_stat e)

% ======================== ======= ======== ======= ======= ======== ======= ===

% Invariants Left To Reader

% ======================== ======= ======== ======= ======= ======== ======= ===

Cancel_inv_one_per_seat: THEOREM

one_per_seat(db) IMPLIES one_per_seat(Cancel_assn(flt,p as,db))

Make_inv_one_per_seat: THEOREM

one_per_seat(db) IMPLIES one_per_seat(Make_assn(flt,pas ,pref,d b))

initial_one_per_seat: THEOREM

one_per_seat(initial_stat e)

% ======================== ======= ======== ======= ======= ======== ======= ===

% Putative Theorems

% ======================== ======= ======== ======= ======= ======== ======= ===

Make_Cancel: THEOREM

NOT pass_on_flight(pas,flt,db) IMPLIES

Cancel_assn(flt,pas,Make_ assn(fl t,pas,p ref,db)) = db

% <<<<<< Following left to the reader >>>>>>

Cancel_putative: THEOREM

NOT (EXISTS (a: seat_assignment):

member(a,Cancel_assn(flt,pas ,db)(fl t)) AND pass(a) = pas)

Make_putative: THEOREM

NOT pref_filled(db, flt, pref) IMPLIES

(EXISTS (x: seat_assignment):

member(x, Make_assn(flt, pas, pref, db)(flt)) AND pass(x) = pas)

Lp2_lem: LEMMA
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NOT (pref_filled(db, flt, pref) OR pass_on_flight(pas,flt,db))

IMPLIES Next_seat(db, flt, pref) =

seat(epsilon( f a: seat_assignment |

Make_assn(flt, pas, pref, db)(flt)(a)

AND pass(a) = pas g ))

Lookup_putative: THEOREM

NOT (pref_filled(db, flt, pref) OR

pass_on_flight(pas,flt,db)) IMPLIES

meets_pref(aircraft(flt),

Lookup(flt, pas, Make_assn(flt,pas,pref,db)),

pref)

END ops

A.2 Ascii Listing of the Nonin terference Sp eci�cations

These listings w ere pro duced b y the PVS M-x alltt-pvs-file command.

A.2.1 Theory K Con v ersion

K_conversion[T1, T2: TYPE]: THEORY

BEGIN

t1: VAR T1

t2: VAR T2

K(t1)(t2): T1 = t1

CONVERSION K

END K_conversion

A.2.2 Theory noninterfer enc e

noninterference: THEORY

BEGIN

state, action, output: TYPE+

s0: state

s, t: VAR state

a, b: VAR action
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step(s, a): state

output(s, a): output

action_list: type = list[action]

alpha, beta: VAR action_list

;o(a, alpha): action_list = cons(a, alpha)

run(s, beta): RECURSIVE state =

CASES beta OF

null: s,

cons(a, alpha): step(run(s, alpha), a)

ENDCASES

MEASURE beta by <<

domain: TYPE+

u, v: VAR domain

IMPORTING K_conversion

% IMPORTING more_preds

refl_trans_rel: TYPE = (reflexive?[domain] AND transitive?[domain]) CONTAINING eq[domain]

security_policy: refl_trans_rel

|>(u, v): bool = NOT security_policy(u, v)

dom(a): domain

/(beta, u): RECURSIVE action_list =

CASES beta OF

null: null,

cons(a, alpha): IF dom(a) = u THEN alpha / u

ELSE a o (alpha / u) ENDIF

ENDCASES

MEASURE length(beta)

do(alpha): state = run(s0, alpha)

test(alpha, a): output = output(do(alpha), a)

secure: bool = FORALL a, u, alpha:

u |> dom(a) => test(alpha, a) = test(alpha / u, a)
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V: TYPE+

view(u, s): V

view_equiv(u)(s, t): bool = view(u, s) = view(u, t)

output_consistent: bool = FORALL a, s, t:

view_equiv(dom(a))(s, t) => output(s, a) = output(t, a)

view_consistent: bool = FORALL u, v, alpha:

u |> v => view_equiv(v)(do(alpha), do(alpha / u))

lemma1: LEMMA

output_consistent AND view_consistent => secure

local_respect: bool = FORALL v, s, a:

dom(a) |> v => view_equiv(v)(s, step(s, a))

step_consistent: bool = FORALL u, s, t, a:

view_equiv(u)(s, t) => view_equiv(u)(step(s, a), step(t, a))

% lemma2: LEMMA step(do(alpha),a) = do(a o alpha)

lemma3: LEMMA

local_respect AND step_consistent => view_consistent

unwinding: THEOREM

local_respect AND step_consistent AND output_consistent => secure

END noninterference



App endix B

A More Adv anced Sp eci�cation

for the Seat Reserv ation Problem

Ric ky Butler's Seat Reserv ation Problem is in tro duced in a rep ort delib erately describ ed as

an \elemen tary tutorial" for PVS [But93]. Chapter 2 of the presen t rep ort sho ws ho w more

adv anced theorem pro ving metho ds can b e applied to that example; this app endix further

\upgrades" the example b y reform ulating its sp eci�cation using more adv anced features of

the PVS language. The particular sp eci�cation presen ted here w as stim ulated b y a v ersion

dev elop ed b y Piotr Rudnic ki of the Univ ersit y of Alb erta using the \Mizar" system.

Mizar is a v ery in teresting system for mec hanized mathematics dev elop ed in P oland

o v er a p erio d of 20 y ears under the leadership of Andrzej T rybulec. The system pro vides a

language for formalized mathematics based on T arski-Grothendiec k set theory , and a pro of

c hec k er driv en b y v ery detailed, but quite readable, pro of scripts. A remark able amoun t

of mathematics has b een formalized in Mizar and recorded in the Journal of F ormalize d

Mathematics . Information ab out this journal and ab out Mizar are a v ailable from a W eb page

main tained b y Piotr Rudnic ki at http://web.cs.ualberta.ca/~pi otr/Miza r/ . Rudnic ki

notes that Mizar is \notorious for its lac k of do cumen tation"; w e ha v e found the most useful

and accessible sources to b e [Har96 ] and [Rud92 ].

Piotr Rudnic ki has dev elop ed three treatmen ts of the Seat Reserv ation Problem in Mizar;

they are a v ailable from URL http://web.cs.ualberta.ca/~pi otr/Miz ar/FLT_ DB/ . The

�rst follo ws our rendition of Ric ky Butler's original sp eci�cation (as presen ted in Chapter

2) quite closely; the second and third use some of the more elab orate t yp es a v ailable in

Mizar to presen t a m uc h more sophisticated treatmen t. Rudnic ki ask ed whether PVS could

supp ort a similar approac h, and this app endix is our resp onse. It uses the predicate subt yp es

and dep enden t t yp es of PVS to dev elop a sp eci�cation in whic h the in v arian ts prop osed

b y Ric ky Butler are enforced automatically b y the PVS t yp e system (this tec hnique is

explained, using a simpler example, in another PVS tutorial [COR

+

95, pp. 20{24 (example

phone4 )]).

T o b egin, w e in tro duce seats , flights , planes , preferences , and passengers as

unin terpreted, nonempt y t yp es, and also in tro duce some v ariables of those t yp es.

94
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seats, flights, planes, preferences, passengers: TYPE+

s: VAR seats

flt: VAR flights

p: VAR planes

pref: VAR preferences

pass: VAR passengers

Unlik e Ric ky Butler's treatmen t, where seat p ositions are c haracterized b y pairs of the

form [row, position] and row and position are p ositiv e in tegers, our new treatmen t is

more abstract and uses the unin terpreted t yp e seats for this purp ose. The seat p ositions

that exist on a giv en plane will then b e some set of seats that is particular to that kind of

plane. W e could sp ecify this b y an unin terpreted function seats on plane as follo ws.

seats_on_plane: [plane -> setof[seats]]

An equiv alen t w a y to write this is the follo wing.

12

seats_on_plane(p): setof[seats]

Y ou are probably familiar with in terpreted functions b eing sp eci�ed in this \applicativ e"

form, with an = sign and a de�nition follo wing the t yp e sp eci�cation, but it can also b e

used without these to in tro duce unin terpreted functions.

The sp eci�cation as giv en in
12

allo ws the seat p ositions on a giv en plane to b e the

empt y set. This causes di�cult y later when w e need to sho w that some of the function

t yp es w e construct are nonempt y . (F or example, Next seat will return a seat p osition; if

the plane concerned has none, then w e ha v e a con tradiction; PVS excludes this p ossibilit y

b y generating TCCs that can only b e disc harged if seats on plane(p) is nonempt y .) W e

therefore c hange the sp eci�cation to require that all planes ha v e a nonempt y set of seat

p ositions. (As w ell as b eing necessary , this is also reasonable|if a plane has no seats, wh y

is it presen t in a database for allo cating seats?)

13

seats_on_plane(p): (nonempty?[seat s])

The predicate nonempty? is de�ned in the prelude theory sets . The full name of the

instance of this predicate that w e need here is sets[seats].nonempty? , but PVS allo ws

predicate (or other) names from the theory to replace the theory name when no am biguit y

results. No w nonempty?[seats] is a pr e dic ate on seats; b y enclosing it in paren theses, w e

c hange it to a typ e : namely the subt yp e of seats satisfying the nonempty? predicate. Th us,

the declaration of
13

is equiv alen t to the follo wing.

seats_on_plane(p): f ss: setof[seats] | nonempty?(ss) g
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W e will use this construction frequen tly in the rest of this sp eci�cation.

The requiremen t that seats on plane(p) b e nonempt y generates the follo wing TCC to

sho w that suc h a function exists.

% Existence TCC generated (line 52) for seats_on_plane(p ): (nonempty?[seats ])

seats_on_plane_TC C1: OBLIGATION

(EXISTS (x: [planes -> (nonempty?[seats] )]): TRUE)

It is disc harged b y the follo wing pro of, whic h in turn requires that seats b e a nonempt y

t yp e.

(INST 1 "lambda (x:planes): fullset[seats]")

(GRIND)

(INST -1 "epsilon! (x:seats): true")

In this pro of, the �rst (INST : : : ) supplies the function that asso ciates the set of all seats

( fullset[seats] , de�ned in the prelude theory sets ) with eac h plane. Then (GRIND)

expands de�nitions and simpli�es, lea ving us to establish that fullset[seats] is not empt y .

This requires that w e exhibit a v alue of t yp e seats , whic h is accomplished b y the second

(INST : : : ) .

Next, w e in tro duce an unin terpreted function called aircraft that giv es the plane used

for a giv en 
igh t, and then construct the nonempt y set seats on flight(flt) that returns

the seat p ositions that exist on the plane used for 
igh t flt .

aircraft(flt): planes

seats_on_flight(flt) : (nonempty?[seats] ) = seats_on_plane( aircr aft(f lt))

This de�nition do es not generate a TCC b ecause seats on plane is already kno wn to ha v e

the correct t yp e.

W e no w declare the function meets pref that tak es a plane p and a preference pref and

returns the (p ossibly empt y) set of seat p ositions on the plane that meet the preference.

meets_pref(p, pref): setof[(seats_on_pl ane(p ))]

This is an example of a dep endent t yp e: the return t yp e of the function dep ends on the v alue

of its �rst argumen t. Notice ho w, unlik e that of Chapter 2, this sp eci�cation guaran tees

that only seat p ositions that exist on the plane concerned are v alid mem b ers of the set

returned b y meets pref . Notice, to o, that this set ma y b e empt y|indicating that no seat

p ositions are acceptable on a giv en plane.

The database flight db is de�ned as a function that tak es a 
igh t and returns a p artial

inje ction from seat p ositions on that 
igh t to passengers.

flight_db:

TYPE = [flt: flights -> (part_inj[(seats _on_f light (flt )), passengers])]
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W e will lo ok at ho w the partial injections are de�ned in terms of the predicate part inj

shortly , but the crucial p oin t is that a partial injection asso ciates some of the seat p ositions

on the 
igh t with some of the passengers in suc h a w a y that at most one passenger is b o ok ed

in to an y giv en seat (i.e., it is a partial function from seats on the plane to passengers), and

at most one seat is b o ok ed for an y giv en passenger (i.e., it is an inje ction ). This pushes the

in v arian ts ( existence , uniqueness , and one per seat ) of Ric ky Butler's sp eci�cation in to

the typ e asso ciated with the database. PVS will then enforce those in v arian ts automatically

b y generating appropriate TCCs for the functions that construct v alues of t yp e flight db .

W e no w turn to the sp eci�cation of partial injections. PVS is a t yp e theory in whic h total

functions are primitiv e. It is easy to de�ne the total injections as a predicate subt yp e of the

functions (this is done in the PVS prelude), but partial functions are sligh tly more di�cult.

One w a y to de�ne a partial function from A to B , sa y , is as the follo wing dep enden tly t yp ed

record.

part_fun: TYPE = [# dom: setof[A], fun: [(dom) -> B] #]

Application of a part fun pf to an argumen t x is then written fun(pf)(x) .

1

This can b e

made more attractiv e b y using a con v ersion.

pf: VAR part_fun

pfun_appl(pf): [(dom(pf)) -> B] = LAMBDA (x:(dom(pf))): fun(pf)(x)

CONVERSION pfun_apply

With this construction, w e can write simply pf(x) .

It is p erfectly feasible to extend this construction to sp ecify the partial injections, but

for v ariet y , and to b e closer to the Mizar set-theoretic treatmen t, w e will use an alterna-

tiv e approac h here. This is sp eci�ed in the theory rel as fun sho wn in Figure B.1. In

set theory , (partial) functions are just sp ecial kinds of relations, so this theory b egins b y

iden tifying relations from A to B with predicates on the pair [A, B] . The domain and range

of a relation are de�ned in the ob vious manner, and then the predicates functional and

injective are de�ned. These iden tify those relations that ha v e the sp ecial prop ert y of b e-

ing a function, or an injection, resp ectiv ely . Those relations that ha v e b oth these prop erties

are the p artial inje ctions , sp eci�ed b y the predicate part inj , and its asso ciated predicate

subt yp e (part inj) .

W e de�ne the empt y partial injection null inj and then the functions reldel 1 and

reldel 2 . The former tak es a partial injection from A to B , and a v alue a of t yp e A , and

returns a new partial injection from whic h all pairs of the form (a, x) (there can ha v e b een

at most one) ha v e b een remo v ed; the latter is de�ned dually for v alues x of t yp e B . These

three functions generate the follo wing TCCs, whic h ensure that the v alues they construct

really are partial injections.

1

PVS will generate a TCC to ensure member(x, dom(pf)) .
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rel_as_fun[A: TYPE, B: TYPE]: THEORY

BEGIN

a, b: VAR A

x, y: VAR B

rel: TYPE = pred[[A, B]]

R: VAR rel

domain(R): setof[A] = f a | EXISTS x: R(a, x) g

range(R): setof[B] = f x | EXISTS a: R(a, x) g

functional(R): bool = FORALL a, x, y: R(a, x) & R(a, y) => x = y

injective(R): bool = FORALL a, b, x: R(a, x) & R(b, x) => a = b

part_inj(R): bool = functional(R) AND injective(R)

null_inj: (part_inj) = emptyset[[A, B]]

reldel_1((R: (part_inj)), a): (part_inj) = f (b, y) | R(b, y) AND a /= b g

reldel_2((R: (part_inj)), x): (part_inj) = f (b, y) | R(b, y) AND x /= y g

apply((R: (part_inj)), (a: (domain(R)))):

(range(R)) = choose! (x: (range(R))): R(a, x)

invapply((R: (part_inj)), (x: (range(R)))):

(domain(R)) = choose! (a: (domain(R))): R(a, x)

update_ok: LEMMA

LET newR = add((a, x), R) IN

part_inj(R) AND NOT member(a, domain(R)) AND NOT member(x, range(R))

IMPLIES part_inj(newR)

AND apply(newR, a) = x AND invapply(newR, x) = a

END rel_as_fun

Figure B.1: P artial Injections De�ned as a Subt yp e of Relations
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% Subtype TCC generated (line 17) for emptyset[[A, B]]

null_inj_TCC1: OBLIGATION part_inj(emptys et[[A , B]])

% Subtype TCC generated (line 19) for f (b, y) | R(b, y) AND a /= b g

reldel_1_TCC1: OBLIGATION

(FORALL (R: (part_inj), a): part_inj( f (b, y) | R(b, y) AND a /= b g ))

% Subtype TCC generated (line 20) for f (b, y) | R(b, y) AND x /= y g

reldel_2_TCC1: OBLIGATION

(FORALL (R: (part_inj), x): part_inj( f (b, y) | R(b, y) AND x /= y g ))

The �rst of these is pro v ed automatically b y the default (subtype-tcc) strategy . The

other t w o need a little guidance; a suitable pro of for the second is the follo wing.

(GRIND :IF-MATCH NIL)

(("1" (HIDE -1 1 2) (REDUCE))

("2" (HIDE -2 1) (REDUCE)))

The third is pro v ed similarly . The (HIDE : : : ) commands remo v e form ulas that w ould oth-

erwise cause PVS's heuristic instan tiation to pic k the wrong matc h.

The function apply tak es a partial injection and an elemen t of its domain and returns

the corresp onding elemen t of its range; invapply w orks dually|giv en an elemen t of the

range, it returns the corresp onding elemen t of the domain. These de�nitions generate the

follo wing TCCs (whic h are pro v ed automatically b y the default (subtype-tcc) strategy)

to ensure that the v alues they return really are in the range and domain, resp ectiv ely , of

the partial injection concerned.

% Subtype TCC generated for LAMBDA (x: (range(R))): R(a, x)

apply_TCC1: OBLIGATION

(FORALL (R: (part_inj), a: (domain(R))):

nonempty?[(range(R ))]( LAMBD A (x: (range(R))): R(a, x)))

% Subtype TCC generated for LAMBDA (a: (domain(R))): R(a, x)

invapply_TCC1: OBLIGATION

(FORALL (R: (part_inj), x: (range(R))):

nonempty?[(domain( R))] (LAMB DA (a: (domain(R))): R(a, x)))

The lemma update ok sa ys that if w e tak e a partial injection R and v alues a of t yp e A ,

not in the domain of R , and x of t yp e B , not in the range of R , and add the asso ciation (a,

x) to R , then w e obtain a new relation newR that is a partial injection and, furthermore,

apply(newR,a) = x and invapply(newR, x) = a . (The function add is from the prelude

theory sets .) This lemma generates the follo wing TCCs.
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% Subtype TCC generated (line 31) for a

update_ok_TCC1: OBLIGATION

(FORALL (R: rel, a: A, newR, x: B):

newR = add[[A, B]]((a, x), R)

AND

(part_inj(R)

AND NOT member[A](a, domain(R)) AND NOT member[B](x, range(R)))

AND part_inj(newR)

IMPLIES domain(newR)(a) )

% Subtype TCC generated (line 31) for x

update_ok_TCC2: OBLIGATION

(FORALL (R: rel, a: A, newR, x: B):

newR = add[[A, B]]((a, x), R)

AND

(part_inj(R)

AND NOT member[A](a, domain(R)) AND NOT member[B](x, range(R)))

AND part_inj(newR) AND apply(newR, a) = x

IMPLIES range(newR)(x))

The �rst of these is disc harged b y

(SKOSIMP) (HIDE -2 -3 1 2) (GRIND)

and the second b y a similar pro of.

The lemma itself requires the follo wing pro of. The stew strategy disp oses of the �rst

conjunct in the conclusion and generates a subgoal for eac h of the other t w o conjuncts;

these are pro v ed b y app eal to the epsilon ax axiom from the prelude.

(STEW :LAZY-MATCH T :IF-MATCH ALL)

(("1"

(USE "epsilon_ax[(domain( add( (a!1, x!1), R!1)))]")

(("1" (REDUCE)) ("2" (INST 1 "a!1") (REDUCE))))

("2"

(HIDE -1 -2)

(USE "epsilon_ax[(range(a dd(( a!1, x!1), R!1)))]")

(("1" (REDUCE :IF-MATCH ALL)) ("2" (INST 1 "x!1") (REDUCE)))))

Ha ving de�ned the partial injections, w e imp ort the theory rel as fun and pro ceed

with the main sp eci�cation. W e de�ne an initial database in whic h ev ery 
igh t has no

seats assigned and then de�ne the function pass on flight whic h tells us whether a giv en

passenger has a seat b o ok ed on a giv en 
igh t in the database.



101

IMPORTING rel_as_fun

initial_db(flt): (part_inj[(seats_ on_fl ight( flt)) , passengers]) = null_inj

db: VAR flight_db

pass_on_flight(pass, flt, db): bool = member(pass, range(db(flt)))

seat_filled_on_fligh t(flt , db, (s: (seats_on_flight(fl t))) ): bool =

member(s, domain(db(flt)))

pref_filled(db, flt, pref): bool =

FORALL (s: (seats_on_flight (flt) )):

meets_pref(aircr aft(f lt), pref)(s) => seat_filled_on_f light (flt, db, s)

W e also de�ne a dual function seat filled on flight that tells us whether a giv en seat has

b een b o ok ed on a giv en 
igh t in the database. Notice that b ecause of the dep enden t t yping,

the argumen ts to this function are giv en in a di�eren t order than those for pass on flight .

(PVS t yp ec hec ks from left to righ t, and therefore needs to encoun ter the argumen t flt b e-

fore the dep enden tly t yp ed (s: (seats on flight(flt))) .) W e then de�ne the predicate

pref filled , whic h is true when all seats meeting a giv en preference ha v e b een �lled on a

giv en 
igh t. This de�nition generates the follo wing TCC, whic h is disc harged automatically

b y the default (subtype-tcc) strategy .

% Subtype TCC generated (line 85) for s

pref_filled_TCC1: OBLIGATION

(FORALL (db, flt, s: (seats_on_flight(fl t))):

(seats_on_plane(ai rcra ft(fl t)))( s));

No w w e can de�ne the �rst of the functions that up date the database. Cancel assn

deletes an y b o oking for a giv en passenger on a giv en 
igh t from the database.

Cancel_assn(flt, pass, db): flight_db =

db WITH [(flt) := reldel_2(db(flt), pass)]

Since reldel 2 is kno wn to return a partial injection, no TCC needs to b e generated to

ensure that Cancel assn main tains the prop erties of the database.

T o dev elop the function Make assn that creates a new b o oking in the database, w e b egin

with the function Next seat , whic h returns a v acan t seat on a giv en 
igh t matc hing a giv en

preference (if p ossible). In Chapter 2, w e sp eci�ed this as an unin terpreted function and then

constrained its prop erties b y means of axioms. The danger with axioms is that they ma y b e

inconsisten t|or, at least, not demonstrably consisten t|as w as the case in Chapter 2 b efore

w e added the new ax axiom. If w e w ere to giv e a de�nition to the Next seat function, then

w e will b e assured of its consistency (pro vided all its TCCs are pro v ed), but ma y suggest

an implemen tation when w e really only w an t to indicate constrain ts. De�nitions in v olving
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choose or epsilon su�er less than others from this disadv an tage, but they complicate

theorem pro ving (it is generally necessary either to cite epsilon ax , or to prev en t expansion

of the de�nition and to cite a lemma). Also, the fact that epsilon returns an arbitrary

mem b er of its t yp e when the predicate is unsatis�able is an obstacle to man y readers.

F ortunately , the t yp e system of PVS is su�cien tly ric h that it pro vides a w a y to escap e

the horns of this dilemma: w e indicate prop erties the function should p ossess in its t yp e.

(In essence the return t yp e will b e a dep enden t predicate subt yp e equiv alen t to the conjunc-

tion of the axioms in tended to constrain the function.) Lik e an axiomatic treatmen t, this

approac h indicates constrain ts without suggesting an implemen tation; unlik e an axiomatic

treatmen t, ho w ev er, w e are assured of soundness b ecause PVS will generate a TCC that

forces us to exhibit a function of the required t yp e (whic h is equiv alen t to demonstrating

consistency of the axioms). The TCC can b e disc harged b y constructions in v olving choose

or epsilon |but unlik e a de�nitional sp eci�cation, it is clear that these are remo v ed from

the main line of the sp eci�cation and are not suggestiv e of an implemen tation. In addition

to these b ene�ts, this approac h assists automated theorem pro ving b ecause the prop erties

of the function are recorded in its t yp e, where the theorem pro v er can mak e pro ductiv e use

of them.

In the case of Next seat , w e write its sp eci�cation as follo ws.

14

Next_seat(db, flt, (pref: f p:preferences | NOT pref_filled(db,f lt,p) g )):

f (s: (seats_on_flight (flt) )) |

meets_pref(aircraf t(flt ), pref)(s)

AND NOT seat_filled_on_f light (flt , db, s) g

This sa ys that if not all the seats satisfying the giv en preference ha v e b een b o ok ed, then

Next seat returns a seat p osition that do es exist on the plane concerned, that meets the

preference, and that is not already b o ok ed. Notice the dep enden t t yping for the third

argumen t to Next seat ; this is similar to that whic h w e sa w in Chapter 2 for the function

Lookup , and is needed for a similar reason: to ensure that the return t yp e is not empt y .

PVS generates the follo wing t w o TCCs from this declaration.
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% Subtype TCC generated (line 89) for s

Next_seat_TCC1: OBLIGATION

(FORALL (flt, (s: (seats_on_flight( flt)) )):

(seats_on_plane(ai rcra ft(fl t)))( s));

% Existence TCC generated (line 87) for

% Next_seat(db, flt,

% (pref: f p: preferences | NOT pref_filled(db, flt, p) g )):

% f ((s: (seats_on_fligh t(flt )))) | meets_pref(aircra ft(fl t), pref)(s)

% AND NOT seat_filled_on_fl ight( flt, db, s) g

%

Next_seat_TCC2: OBLIGATION

(EXISTS (x: [d:

[db: flight_db, flt: flights, f p: preferences | NOT pref_filled(db, flt, p) g ]

-> f ((s: (seats_on_flight(P ROJ_2 (d))) ))

| meets_pref(aircr aft(P ROJ_2 (d)), PROJ_3(d))(s)

AND NOT seat_filled_on_fligh t(PRO J_2( d), PROJ_1(d), s) g ]):

TRUE);

The �rst of these is disc harged automatically b y the default (subtype-tcc) strategy . The

second, whic h requires us to demonstrate that the function t yp e sp eci�ed for Next seat is

inhabited, is disc harged b y the follo wing pro of.

(INST 1 "LAMBDA

(db, flt, (pref: p:preferences| not pref_filled(db,flt ,p)) ):

choose! (s: (seats_on_flight (flt) )):

meets_pref(aircraft (flt) , pref)(s)

AND NOT seat_filled_on_fl ight( flt, db, s)")

(("1" (GRIND)) ("2" (GRIND)))

The (INST : : : ) command constructs a suitable function using choose ; notice that the sub-

stitution can b e dev elop ed b y a simple transformation on the t yp e giv en for Next seat .

The t w o (GRIND) commands disc harge TCC subgoals generated b y the instan tiation.

Our sp eci�cation departs from Piotr Rudnic ki's with this treatmen t of Next seat . His

sp eci�cation can b e appro ximately rendered as follo ws,

Next_seat_variant(db , flt, pref): (seats_on_flight(flt )) =

epsilon! (s: (seats_on_flight(fl t))):

meets_pref(aircr aft(f lt), pref)(s)

AND NOT seat_filled_on_fli ght(f lt, db, s)

although he uses an auxiliary predicate flight pref that returns the seat p ositions on the

aircraft satisfying the giv en preference; his v ersion of Next seat then remo v es the seats

already b o ok ed and c ho oses one of the remainder. Next seat variant do es it sligh tly

di�eren t order b y restricting the initial c hoice to those seats that are not already �lled.

The t yp e giv en for Next seat in 14 ensures that the axioms required in the treatmen t

of Chapter 2 are pro v able as lemmas here. They can b e stated as follo ws.
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Next_seat_ax: LEMMA

NOT pref_filled(db, flt, pref)

IMPLIES member(Next_seat( db, flt, pref), seats_on_flight(fl t))

Next_seat_ax_2: LEMMA

NOT pref_filled(db, flt, pref)

IMPLIES NOT seat_filled_on_flig ht(fl t, db, Next_seat(db, flt, pref))

Next_seat_ax_3: LEMMA

NOT pref_filled(db, flt, pref)

IMPLIES meets_pref(aircr aft(f lt), pref)(Next_seat(db, flt, pref))

All of these are pro v ed b y (grind) , though this is something of a sledgehammer giv en the

ric hness of the t yp e information that PVS has a v ailable. More surgical pro ofs are (expand

"member") for the �rst and (skosimp)(assert) for the other t w o.

Next seat ax 3 generates the follo wing TCC.

% Subtype TCC generated (line 90) for Next_seat(db, flt, pref)

Next_seat_ax_3_TC C1: OBLIGATION

(FORALL (db: flight_db, flt: flights, pref: preferences):

NOT pref_filled(db, flt, pref)

IMPLIES

(seats_on_plane( airc raft( flt)) )(Nex t_sea t(db, flt, pref)))

This is v ery similar to Next seat ax and can b e disc harged b y the follo wing pro of.

(USE "Next_seat_ax") (EXPAND "seats_on_flight" ) (EXPAND "member")

Finally , w e can de�ne the function that adds a seat b o oking to the database.

Make_assn(flt, pass, pref, db): flight_db =

IF pref_filled(db, flt, pref) OR pass_on_flight(pass , flt, db)

THEN db

ELSE db WITH [(flt) := add((Next_seat(db , flt, pref), pass), db(flt))]

ENDIF

If the preference is �lled or the passenger is already on the 
igh t, the database is left

unc hanged, otherwise the seat returned b y Next seat is b o ok ed for the passenger on the


igh t concerned. A TCC is generated to ensure that the t yp e constrain ts on the application

of Next seat are satis�ed.

% Subtype TCC generated (line 107) for pref

Make_assn_TCC1: OBLIGATION

(FORALL (db, flt, pass, pref):

NOT (pref_filled(db, flt, pref) OR pass_on_flight(p ass, flt, db))

IMPLIES NOT pref_filled(db, flt, pref));
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This is disc harged automatically b y the default (subtype-tcc) strategy .

Because the database for eac h 
igh t is sp eci�ed to b e a partial injection, a second TCC

is generated to ensure that this construction preserv es the required prop erties (namely , that

eac h passenger has at most one seat and eac h seat at most one passenger).

% Subtype TCC generated (line 107) for

add((Next_seat(db, flt, pref), pass), db(flt))

Make_assn_TCC2: OBLIGATION

(FORALL (db, flt, pass, pref):

NOT (pref_filled(db, flt, pref) OR pass_on_flight(p ass, flt, db))

IMPLIES

part_inj[(seats_ on_f light (flt) ),pas senge rs]

(add[[((seats_on_fl ight( flt)) ), passengers]]

((Next_seat(db, flt, pref), pass),db(flt))));

This TCC is equiv alen t to Make assn inv in the treatmen t of Chapter 2. Unlik e that

treatmen t, ho w ev er, where w e had to realize for ourselv es that w e ough t to c hec k that our

sp eci�cation preserv es suc h an in v arian t, the presen t treatmen t generates it automatically

as a pro of obligation needed to ensure t yp e-correctness. The pro of is a straigh tforw ard

expansion of de�nitions follo w ed b y app eal to the lemmas update ok and Next seat ax 2 .

(SKOSIMP)

(TYPEPRED "db!1(flt!1)")

(STEW :EXCLUDE ("domain" "range" "apply" "invapply" "part_inj")

:LEMMAS ("update_ok[(sea ts_o n_fli ght(f lt!1) ), passengers]" "Next_seat_ax_2"))

The :EXCLUDE : : : simply sp eeds up the pro of b y prev en ting rewriting of de�nitions from

the theory rel as fun .

The \c hallenge" theorems are essen tially iden tical to those of Chapter 2, except that

Cancel putative is stated more neatly .
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Make_Cancel: THEOREM

NOT pass_on_flight(p ass, flt, db)

IMPLIES Cancel_assn(flt, pass, Make_assn(flt, pass, pref, db)) = db

Cancel_putative: THEOREM

NOT pass_on_flight(pass , flt, Cancel_assn(flt, pass, db))

Make_putative: THEOREM

NOT pref_filled(db, flt, pref)

IMPLIES pass_on_flight(p ass, flt, Make_assn(flt, pass, pref, db))

Lookup(flt, pass, (db: d: flight_db | pass_on_flight(p ass, flt, d))):

(seats_on_flight (flt) ) = invapply(db(flt), pass)

Lookup_putative: THEOREM

NOT((pref_filled(db , flt, pref) OR pass_on_flight(pa ss, flt, db)))

IMPLIES

meets_pref(aircra ft(f lt),

pref)(Lookup(fl t, pass, Make_assn(flt, pass, pref, db)))

The function Lookup and the c hallenge theorem Lookup putative generate the follo wing

TCCs. The �rst ensures that the passenger really is on the 
igh t concerned (whic h follo ws

b y the dep enden t t yping in the de�nition of Lookup ); the second ensures that the database

up date p erformed b y Make assn in Lookup putative satis�es the dep enden t t yp e restriction

in Lookup ; the third ensures that the seat returned b y Lookup really do es exist on the plane

concerned.
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% Subtype TCC generated (line 122) for pass

Lookup_TCC1: OBLIGATION

(FORALL (flt, pass, db: d: flight_db | pass_on_flight( pass, flt, d)):

range[((seats_on_f ligh t(flt ))), passengers](db(flt) )(pas s));

% Subtype TCC generated (line 128) for Make_assn(flt, pass, pref, db)

Lookup_putative_T CC1: OBLIGATION

(FORALL (db: flight_db, flt: flights,

pass: passengers, pref: preferences):

NOT(((pref_filled( db, flt, pref) OR pass_on_flight( pass, flt, db))))

IMPLIES

pass_on_flight(p ass, flt, Make_assn(flt, pass, pref, db)));

% Subtype TCC generated (line 128) for

Lookup(flt, pass, Make_assn(flt, pass, pref, db))

Lookup_putative_T CC2: OBLIGATION

(FORALL (db: flight_db, flt: flights,

pass: passengers, pref: preferences):

NOT(((pref_filled( db, flt, pref) OR pass_on_flight( pass, flt, db))))

IMPLIES

(seats_on_plane( airc raft( flt)) )(Loo kup(f lt,

pass,

Make_assn(flt,

pass, pref, db))));

The �rst of these is pro v ed b y the default (subtype-tcc) strategy; the second app eals to

the theorem Make putative .

(SKOSIMP) (USE "Make_putative") (ASSERT)

The third follo ws b y the t yp e predicate asso ciated with the return t yp e of Lookup .

(SKOSIMP)

(TYPEPRED "Lookup(flt!1, pass!1, Make_assn(flt!1, pass!1,pref!1, db!1))")

(("1" (EXPAND "seats_on_flight "))

("2" (USE "Make_putative") (ASSERT)))

The c hallenge theorems themselv es are pro v ed in the follo wing manner.
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new_flight_db.Mak e_Can cel:

(SKOSIMP)

(APPLY-EXTENSION ALITY :HIDE? T)

(APPLY-EXTENSION ALITY :HIDE? T)

(TYPEPRED "x!2")

(GRIND)

new_flight_db.Can cel_p utati ve:

(GRIND)

new_flight_db.Mak e_put ative :

(GRIND) (INST? 3 :WHERE 3) (ASSERT) (REDUCE)

new_flight_db.Loo kup_p utati ve:

(SKOSIMP)

(TYPEPRED "db!1(flt!1)")

(TYPEPRED "Next_seat(db!1, flt!1, pref!1)")

(("1"

(STEW :EXCLUDE ("domain" "range" "apply" "invapply" "part_inj")

:LEMMAS ("update_ok[(seats _on_f light (flt! 1)),p assen gers ]")))

("2" (SKOSIMP) (TYPEPRED "s!1") (EXPAND "seats_on_flight") ))

Some of these pro ofs are sligh tly more complicated than the corresp onding ones in

Chapter 2; the additional complexit y is generally due to the need to expand a few de�nitions

in order to exp ose a term whose t yp e predicate is required, or to disc harge a TCC side-

condition. In other examples, ho w ev er, the presence of ric h t yp e information often simpli�es

pro ofs, and increases their automation. This approac h has b een exploited to v ery go o d e�ect

in PVS libraries dev elop ed at NASA Langley b y Ric ky Butler and P aul Miner.

In general, the st yle of sp eci�cation illustrated here is w orth mastering. De�nitions and

lemmas can often b e stated more simply when a lot of information is pro vided implicitly in

the t yp es, and the whole pro cess of sp eci�cation is made less error-prone b ecause the PVS

t yp ec hec k er can pro vide p o w erful assistance in the form of TCCs.


