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Abstract.  Following earlier models, we lift standard deterministic and
nondeterministic semartics of imperative programs to probabilistic se-
mantics. This semartics allows for random external inputs of known or
unknown probabilit y and random number generators.

We then propose a method of analysis of programs according to this
semartics, in the general framework of abstract interpretation. This
method lifts an \ordinary" abstract lattice, for non-probabilistic pro-
grams, to one suitable for probabilistic programs.

Our construction is highly generic. We discussthe in uence of certain
parameters on the precision of the analysis, basing ourselves on experi-
mental results.

1 Intro duction

In this paper, we give both a theoretical framework for abstract semarics of
probabilistic computer programsand practical methods of analysis.Our analyses
are setin the general eld of abstract interpretation.

1.1 Abstract Interpretation

A well-known fact of computer scienceis that properties of the denotational
semariics of programsin Turing-complete languagescannot be decidedmedan-
ically. Automatic methods of analysis thus have to forget completenesswhile
still yielding interesting results on realistic programs.

The basicidea behind abstract interpretation [1)Z] is to replacecomputations
on sets that are non recursive or too complex to handle by computations on
supersets of them (or subsets;what is important is we know whether we are
handling a supersetor a subset).For instance,instead of handling setsof integers,
onemight want to upper-approximate them usingan interval. If all computations
are done monotonically, the result interval is necessarilya superset of the exact
set of possiblevaluesat the end of execution.

Intervals are just one of many possibleabstract domains. For tuples of nu-
merical values, polyhedra can be used [3]. Tuples of integers can be abstracted
using congruences,interval congruences|L3 or systemsof linear congruertial
equations|[6]. Appropriate domains can be usedto discover data structure con-
gurations [4].
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1.2 Probabilistic Semantics

One of the drawbadks of such analysis methods is that they do not distinguish
betweenwhat is possible(evenwith extremely low probability) and what is likely
(possiblewith a non-negligible probability). This is especially important in the
analysis of reactive systems.

Let us take a real-life example: the monitoring program of a copy machine
systemis a reactive program taking inputs for sensorsand giving ordersto servo-
motors. Each sensorhas a probability of failure, from medanical or electric
wearing, scrapsof papers etc... Sensorsare redundarnt, with the idea that if a
moderate amourt of sensorsare failing, the system will diagnosisthe sensor
failure instead of getting a false idea of what is going on in the madine. It is
possiblethat failure of seweral sensorscan make the systemerr. The reliabilit y
of the system can be improved by increasing the number of sensors,which is
not always economically and medanically possible. It is interesting, given a
description of the system,to get upper bounds on the probability of failure.

Another eld of possibleuse of analysisis randomized algorithms. Random-
ized algorithms have enjoyed considerableinterest [9]. While it is of courseim-
possibleto derive automatically the most advanced properties of some of these
algorithms, it is still interesting to be able to deal with such programsin a more
preciseway than just consideringthem as nondeterministic.

It is required that the analysis method should not constrain the analyzed
programs in a class of well-studied algorithms. Also, we must allow all usual
o w-cortrol constructs, including tests and loops.

1.3 Comparison to Other Works

The concretesemariics we consideris essetially equivalent to the one proposed
by Kozen [10/11, secondsemaric]; we do not consider structures as complex
as those proposedby Jones[9d]. We extend this semarics to nondeterministic
probabilistic cased[12/8].

Contrary to someother works [8JT2JT4/T5], our goal is not to proposerules to
reasonon a la Dijkstra weakest precondition semarics and prove re nements.
Thesemethods are adequatefor computer-aidedprogram designand veri cation,
but of coursecannot deal automatically with loop invariants. We rather propose
a natural extension of abstract interpretation [1I2] to probabilistic semariics.
The analysesdescribed here are meart to be fully automatic, eventhough some
heuristics needsometuning guided by experience.

Someautomatic program analysistechniqueswith a view on improving op-
timizing compilers have beendeveloped [[I7]. Thesetechniquesare essetially ad
hoc and imprecise; only the control ow is considered,the probability of tests
being taken or not being estimated from crude syntactic criteria (such as: a
branch whosecondition is a conjunction is lesslikely to be taken than a branch
whose condition is atomic, tests cheding for null pointers are not likely to be
taken...). While such techniquesare interesting in heuristics for compilers, they
are not suitable to get any preciseresult on programs.



1.4 Notations

P(X) shall be the set of parts of X. Y shall be the complemert of X if there
is no ambiguity asto the superset.

2 Probabilistic Concrete Semantics

Throughout this paper, we shall de ne compositionally seweral semartics and
expose relationships between them. We shall use as an example some simple
Pascal-like imperative language,but we do not meanthat our analysis methods
are restricted to sud languages.

2.1 Summary of Non-probabilistic  Concrete Semantics

We shall here considerdenotational semartics for programs. (equivalent opera-
tional semartics could be easily de ned, but we shall mostly deal with denota-
tional onesfor the sake of brevity).

The languageis de ned as follows: the compound program instructions are

instruction ::= elementary
instruction ; instruction
if boolean_expr then instruction else instruction endif
while boolean_expr do instruction done

and the boolean expressionsare de ned as

boolean_expr ::= boolean_atomic
boolean_expr and boolean_expr
boolean_expr or boolean_expr
not boolean_expr

elementary instructions are deterministic, terminating basic program blocks like
assignmers and simple expressionevaluations. boolean_atomic boolean expres-
sions,such ascomparisons,have sematriics assetsof \acceptable” environments.
For instance, a boolean_atomic expressioncanbex <y + 4; its semariics is the
set of execution environments where variables x and y verify the above com-
parison. If we restrict ourselvesto a nite number n of integer variables, an
ernvironment is just a n-tuple of integers.

The denotational semartics of a code fragmert c is a mapping from the set
X of possible execution environments before the instruction into the setY of
possibleervironments after the instruction. Let us take an example. If we take
ervironments aselemerts of Z3, represeiting the valuesof three integer variables
X, y and z, then [x;=y+z] is the function hx;y;zi 7! hy + z;y;zi. Semartics of
basicconstructs (assignmetns, arithmetic operators) can be easily dealt with this
way; we shall now seehow to deal with o w cortrol.



The semartics of a sequencds expressedby simple composition
[er; e =[e2] [edd

Testsget expressedeasily, using asthe semartics [c] of a boolean expression

¢ the set of ervironments it matches:
[if c then e; else e](x) = if x 2 [c] then [e1](x) else[ex](x)
and loops get the usual least- xp oint sematrtics (considering the point-wise ex-
tension of the Scott at ordering on partial functions)
[while ¢ do f]=1Ifp :x: if x2 [c] then [f 1(x) elsex:

Non-termination shall be noted by ?.

2.2 Our Framew ork for Probabilistic Concrete Semantics

We shall expressprobabilities using measures [[1I86, x1.18]. We shall begin by a
few classicalmathematical de nitions.

Measures The basic objects we shall operate on are measures.

{ A -algebra is a set of subsetsof a set X that contains ; and is stable by
courtable union and complemenation (and thus contains X and is stable
by courntable intersection). For technical reasons,not all sets can be mea-
sured (that is, given a probability) and we have to restrict ourselvesto some
su cien tly large -algebras,sud asthe Borel or Lebesguesets [1g].

{ A setX with a -algebra x dened on it is called a measurable space
and the elemers of the -algebraare the measurable subsets. We shall
often mention measurablespacesby their name, omitting the -algebra, if
no confusionis possible.

{ If X and Y are measurablespacesf : X ! Y is a measurable function
if for all W measurablein Y, f (W) is measurablein X .

{ A positiv e measure isafunction dened ona -algebra x whoserange
isin [0;1 ] and which is courtably additive. is courtably additive if, tak-
Igg (An)n2n a disjoint collection of elemens of x, then ([ 1_,An) =

n=o (An). To avoid trivialities, we assume (A) < 1 for at leastoneA.
The total weight of a measure is (X). is saidto be concentrated
onA X ifforall B, (B)= (B\ A). Weshall note M. (X) the positive
measureson X .

{ A probabilit y measure is a positive measureof total weight 1; a sub-
probabilit y measure has total weight lessor equal to 1. We shall note

1(X) the sub-probability measureson X .
{ Giventwo sub-probability measures and ©°(or more generally, two - nite

measures)n X and X °respectively, we note Othe product measure[1g,
de nition 7.7],de ned onthe product -algebra x  xo. The characterizing
property of this product measureis that YA A% = (A): YA for

all measurablesetsA and A°,

Our semariics shall be expressedas cortinuous linear operators between
measurespaces,of norm lessthan 1, using the Banach norm of total variation



on measures.This is necessaryto ensurethe mathematical well-formednessof
certain de nitions, sud asthe concretesemartics of loops. As the de nitions for
these conceptsand somemathematical proofs for the de nition of the concrete
semariics are quite long and not relevant at all to the analysis, we shall omit
them from this paper and refer the readerto an extendedversion. As a running
example for the de nitions of the sematrtics, we shall use a program with real
variablesx, y and z; the set of possibleenvironments is then R3.

General form Let us consider an elemenary program statemert c¢ so that
[e] : X ! Y, X and Y being measurablespaces.We shall also suppose that
[c] is measurable.Let us rst remark that this condition happens,for instance,
for any continuous function from X and Y if both are topological spacesand
vy is the Borel -algebra|16, x1.11].[x = y+z] = k;y;zi 7! hy + z;y;zi is
continuous.

To [c] we assaiate the following linear operator [c]:

[ M 100! M () :
P 7' W ([ f(w))

We shall seethat all ow control constructs \preserve" measurability; i.e.,
if all sub-blocks of a complex construct have measurablesemariics, then the
construct shall have measurablesemartics. We shall then extend the framework
to programs cortaining randomlik e operators; their sematriics will be expressed
aslinear operators of norm lessthan 1 on measurespaces.

Random Inputs or Generators An obvious interest of probabilistic seman-
tics is to give an accurate semartics to assignmen such asx;=random(); , where
random() is a function that, ead time it is invoked, returns a real value equidis-
tributed betweenO and 1, independertly of previous callsf] we therefore have to
give a semartics to constructs such as x:=random(); , where randomreturns a
value in a measuredspaceR whoseprobability is given by the measure g and
is independert of all other calls and previous states.

We decomposethis operation into two steps
[x:=random() ]

//—R\

_— X _—
Xp [ :=random{) ]|( o [x= Xp

1 Of course, functions such asthe POSIX C function drand48() would not fulll such
requirements, sincethey are pseudo-random generatorswhoseoutput dependson an
internal state that changesead time the function is invoked, thus the probability
laws of successie invocations are not independert. However, ideal random generators
are quite an accurate approximation for most analyses.

2 Another equivalent way, used by Kozen [IO[LT], is to consider random values as
countable streamsin the input environment of the program.



The secondstepis a simple assignmei operator, addressecdyy the above method.
The rst step boils down to measureproducts:

[ :=random() ] : Xp! (X R)

P
7! R

Tests and Loops We restrict oursehesto test and loop conditions b so that
[b] is measurable.This condition is ful lled if all the boolean_atomic sets are
measurablesince the -algebrais closedby nite union and intersection. For
instance, [x < y] = fhx;y;zi j x < yg is measurable.

The deterministic semartics for tests are:

[if c then e else e](x) = if x 2 [x] then [e;](x) else[ex](x):
Let us rst compute

[if cthen e else e] *(W)= ([er] *W)\ [c]) [ (Te2] *(W)\ [c]°):
[c] is the set of environments matched by condition c. It is obtained inductiv ely
from the set of environment matched by the atomic tests (e.g. comparisons):

{ [co or co] = [ca] [ [e2]
{ [c1 and c2] = [ci]) [e2]
{ ot = [c]°

Using our above framework to lift deterministic semartics to probabilistic
ones,we get

[if c then e; else ez]p( Y= X 7! ([if cthen e else e] (X))
=X 70 (([Mead ")\ ID [ (Ted *(X)\ [°)
=X 70 ([ea] ')\ D+ ([e2] *(X)\ [)

=fed, ()+ledy, gge() @
where w( )= X : (X\ W).

We lift in the samefashion the semariics of loops (we note t an union of
pairwise disjoint subsetsof a set):

[while ¢ do €] *(X)
= (Ifp :xE3 if x 2 [c] then [el(x) elsex) *(X)
= (Yl ")\ DX\ )

n2N

)



We therefore derive the form of the probabilistic sematrtics of the yvhile loop:

G
[while ¢ do el,( )= X : (Y :[el 1Y)\ L) (X \ [eI°)

X n2N .
= X: (Y:lel ")\ [e)" (X \ [e])
n2N
R
= e e, )" ()

n=0 |

. !
e @y, @)"()
n=0

= e Mm%+l @ N(X0) @)
Limits and in nite sumsare taken accordingto the set-wisetopology. We refer
the readerto an extendedversionof this paper for the technical explanationson
cortinuity and corvergence.

2.3 Probabilites and Nondeterminism

It has beenpointed out [12/8] that we must distinguish deterministic and non-
deterministic probabilistic semariics. Deterministic, non-probabilistic semariics
embed naturally into the above probabilistic semartics: instead 0( avaluex 2 X,
1 ifx2X

0 otherwise
How can we accourt for nondeterministic non-probabilistic semartics?

We move from deterministic to nondeterministic sematrtics by lifting to power-
sets.It is possibleto considernondeterministic probabilistic semariics: the result
of a program is then a set of probability measures.Of course,nondeterministic
non-probabilistic semartics get embedded naturally: to A 2 P(X) we assaiate
f aja2 Ag2 P(M« (X)). We therefore considerfour sematrtics:

we considerthe Dirac measure y 2 M 1(X)dened by «(X) =

determinism|nondeterminism
probabilistic |nondeterministic probabilistic

The advantage of probabilistic nondeterminism is that we can considerpro-
gramswhoseinputs are not all distributed accordingto a distribution, or whose
distribution is not exactly known. Our analysisis basedon probabilistic nonde-
terminism and thus handlesall cases.

3 Abstract Semantics

We shall rst give the vocabulary and notations we usefor abstractions in gen-
eral. We shall then proceedby giving an example of an domain that abstracts
probabilistic semartics as de ned in the previous section. This domain is para-
metric in multiple ways, most importantly by the useof an abstract domain for
the non-probabilistic semariics of the studied system.



3.1 Summary of Abstraction

Let us considera preorderedset X1 and a monotonefunction x : X1! P(X).
x! 2 X1 is saidto be an abstraction ofx! X if xt  x (x]). x is calledthe
concretization function . The triple hP(X);X1; xi is called an abstraction .
P(X) is the concrete domain and X! the abstract domain . Such de nitions
can be extendedto any preorderedset X [ besidesP(X ).
Let us now considertwo abstractionshP(X ); X 1; xi andP(Y);Y!; yi and
afunction f : X ! Y.fl issaidto bean abstraction of f if
8xl 2 xl8x2X x2 x(x)) f(x)2 (') 4)
More generally, if i [; X1: xi andhy[;Y!; vi areabstractionsand [ : X[
Yl is a monotone function, then f! is said to be an abstraction of [ if
exl 2 xlaxd 2xIxlv x(xd)) flxhv xFl(x)) (5)
Algorithmically , elemerts in X1 will have a machine represernation. To any
program construct ¢ we shall attach an e ectiv ely computable function |[c]|] SO
that |[c]|] is an abstraction of [c]. Given a machine description of a superset of
the inputs of the programs, the abstract versionyields a supersetof the outputs
of the program. If a state is not in this superset, this meansthat, for sure, the
program cannot reach this state.
Let us take an example, the domain of interv als: if X! = Y! = T8 where
T=f(abh22z[fl ;+1g ja bg[ f2g, (asbh=Ffc2Zja ¢ g
and inducesa preorderv 1 over T and, pointwise, over X!, then we can take

De=y+z P ()i (3yiB)i (@zi b)) = ((ay + aziby + by)i (ay:1y): (azi by)).

3.2 Probabilistic  Abstraction

The concrete probabilistic domains given in [Z2 can be abstracted as in the
previous de nition. Interesting properties of such an abstraction would be, for
instance, to give an upper bound on the probability of somesubsetsof possible
ernvironments at the end of a computation.

3.3 Turning Fixp oints of Ane Operators into Fixp oints of
Monotone Set Op erators

Equation 3 shaws that the semartics of loops are given as in nite sums or,
equivalently, as xp oints of somea ne operators. In non-probabilistic semartics,
the semartics of loopsis usually the xp oint of somemonotone operator on the
concrete lattice, which get immediately abstracted as xp oints on the abstract
lattice. The approximation is not so evidert in the caseof this sum; we shall
neverthelessseehow to deal with it using xp oints on the abstract lattice.
Dening , recursively, as follows: o = X 0 and p+1 = n, with
()= + |[e]|p c( ), we can rewrite equationd as [while c¢ do e]lp( ) =
rege (IMnu n). We wish to approximate this limit in the measurespaceby
an abstract elemer.
We shall usethe following method: to get an approximation of the limit of a
sequencegun)n2n de ned recursively by up+1 = f (uy), we can nd a closedset



S stableby f sothat uy 2 S for someN; thenlim,; un 2 S. Let usnote than
nding sud a set doesnot prove that the limit exists; we have to supposethat
f is sud that this limit exists. In our case,this condition is necessarilyful lled.
Let us take ! and 1, respective abstractions of . Let uscall 1( 1) =
1+1[e]|p] Iig( 1). Let ustakeacertainN 2 NandcallL! = Ifp I N ot
I( 1; then by induction, foralln N, , 2 (L!). As (L!) is topologically
closed,limn! 1 2 (L!). Therefore L! is an approximation of the requested
limit.

Let us supposethat we have an \appro ximate least xp oint" operation pr] :
(X1 momems w1y 1 X1, By \approximate least xp oint" we mean that if
f1 : X1 1 X1 is monotonic, then, noting x} = Ifp!(f), f1(x}) v xl. The
justi cation of our appellation, and the interest of such a function, lies in the
following well-known result:

Lemma 1. If f1 : X! 1 X! is an abstaction of fl : P(X) ! P(X) and
flxh) v xb, thentfpfl  x (xb).

Of course,building such an operation is not easy Trying the successie iter-
ations of 1" until reaching a xp oint does not necessarilyterminate. One has
to usespecial tricks and widening operators to build suc a function (seelR3).

Provided we have such an operation, abstraction follows directly:

[while ¢ do el (W!) = e (ifp! X! 7t Wl t [e] ( ! j(X))):
As usual in abstract interpretation, it might be wise to do some semartics-
preservingtransformations on the program, such asunrolling the rst few turns
of the loop, beforeapplying this abstraction. This is likely to yield better results.

4 A Probabilistic Abstract Domain

As considerablee ort hasbeenput into the designand implemertation of non-
probabilistic abstract domains (seeXL for examples),it would be interesting to
be able to create probabilistic abstract domains from these.In the this section,
we shall give such a genericconstruction.

4.1 The Intuition Behind the Metho d

A nite sequenceA; of disjoint measurable subsetsof X and corresponding
coecients 2 R., represen the set of measures sothat:

S
{ isconcerrated on A;
{ foralli, (A) i

For practical purposesthe A; are concretizationsof abstract elemerts, polyhedra
for instance (Fig. ).

This abstraction is intuitiv e, but lifting operations to it provesdicult: the
constraint that setsmust be disjoint is di cult to handlein the presenceof non
injective semartics [c]. This is the reasonwhy we rather considerthe following
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Fig. 1. An abstract value represering measures sothat (A) 05, (B)
0:4and (C) 04.
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y <= 6-X AN

Fig. 2. The abstract value of Fig. [ after going into the rst branch of a if
y<=6-X... test.



de nition: a nite sequenceA; of (non-necessarilydisjoint) measurablesubsets
of X and corresponding coe cients ;| 2 R; represert the set of measures so
that there exist measures ; sothat:
P
{ = i
{ for all'i, ; isconcenrated onA;;
{ foralli, (A) i

We shall seehow to formalize this de nition and how program constructs act on
such abstract objects.

4.2 Theoretical Construction

Let ustake an indexing set , an abstraction (seeX3) x = h x;X!1: xi and
an abstraction = HP([0; 1] );WI; wi.Wede ne an abstraction . ., =
hGX,p);S: «; wi & « . C(Xp) is the set of closedsets of the topolog|cal
spaceX for the set-W|setop0Iogy [5, xI11.10] | this is a technical requiremert
that is easyto fulll. We wish to de ne compositionally abstract semartics for
our language(de ned in ¥Z7I). We shall omit the ; x; w subscriptif there is
no ambiguity.

Domain LetS. .., = X!  WI be our abstract domain. We then de ne
'S o ! P(Xp) sothat ((Z ) 2 ;w) mapsto the set of measures

w X W

2 M 1(X) sothat there exist measures( ) » sothat

{ foreah 2 , is concertrated on x (Z );
{ the family (sd ) . oftotal weights of those measuresis in  (w).

Regular constructs Giventwo suc constructions . ., and . ., and
measurablefunction f : X | Y sothat f1 is an abstraction of f (seeformula@),
we de ne
f]:S2x;w !Siv;w
PUZ )2 swTH(ENZ ) 2 sw):
Theorem 1. f,! is an abstraction of f,,.

Random Inputs or Generators To accommalate calls to randomilike in-
structions, we must be able to abstract a product of two independert random
variables knowing an abstraction for ead of the variables. More precisely let us
suppose we have two abstractions S; ,; , and S o, . .. Let us also sup-
posewe have an abstraction w, = hP([0; 1] 0);Wp; w, | and an abstraction
pow WO w, of
0;1 [0;1] ° I [0;1]
P (W) 2 ;(Wo) oz )70 (W W o)(; o) o

0



Let us also suppose we have an abstraction = PX X9 I, iand
an abstraction ! : X! X911 X,of :P(X) P(XX9! P(X X9 (see
formula B). Let us take abstract elemens A = (Z ) 2 ;w)2 S. .., and
A%= ((Z° o ;W) 2S o 4 o, then wedene

A TA= (Z 1Z%¢ o2 op(WW9

Theorem 2. (Al;Ad) 71 Al 1A js an abstaction of (; 9 7! O That
is,if 2 . .. ,(A)and °2 . , . (A9) then 02 (Al 1A9),

Tests Lifting equation[to powersetsyields the concretesematriics:

[if cthen e else e],'(W)=[es],! [iq(W)+[ead,!  Lige (W)
which can be abstracted right away by replacing['s by ]'s. All that is therefore
neededare suitable (W) and +!.

We de ne

(Z) 2 ;WHHZ% 2 W= ((Z )2 q 5w w9
where ! is an abstraction of the canonical bijection between [0; 1] [0;1] °
and [0;1] 9 *where g Cis the disjoint union of and © It is easyto see
that such a +! is an abstraction of +1.

Let us supposewe have a suitable abstraction 1! : X! I X! of the inter-
section function W[ 71 W\ [c]. We alsorequire that 8x] 2 X1 11;5(x1) v x! B
Then we can de ne

Hag((Z ) 2 sw) = (N2 ) 2 sdi(w))

Theorem 3. 1 is an abstaction of [y.

Loops Using the ]M functions de ned in the preceding paragraph and the
framework of X323, it is easyto build an abstract semariics for loops provided
we have suitable widening operators. The heuristic designof such operators will
be discussedin 23

4.3 Multiplicit y of Represen tations and Coalescing

The reader might have been surprised we consider a preorder on the abstract
values, not an order. The reasonis that we want to talk of algorithmic rep-
reserations, and a same concrete set can be represenied in seweral ways. For

% One possible construction for this function is W! 71 W\ ]|[c]] using an approxima-
tion |[c]] of the set of ervironments matched by ¢ and an approximation \ ! of the
greatest lower bound. This doesnot in generalyield optimal results, and it is better
to compute | Icl (W) by induction on the structure of cif ¢ is a boolean expression.
An example of suboptimalit y is the domain of integer intervals on one variable, with
W = [0;+1 [ and boolean expression(x > 2) _ (x < 2). The abstraction of the
domain matched by the expressionis >, which givesus the approximate intersection
[0; +1 [ while recursive evaluation yields [2; + 1 [. Further precision can be achieved
by local iterations [[].



instance, rational languagescan be represeried by anin nit y of nite automata.
Of course,an interesting property is that there is a minimal automaton and thus
a canonical form. Yet we point out that this minimal automaton is de ned up
to state renaming, thus it has se\eral represertations.

We proposetwo coalescing operations to simplify represenations without
loss of precision:

1. If there is a certain Zo sothat sewral aresothat Z = Zg, and our nu-
merical lattice enablesusto represen exactly a sum, then one could replace
all the ertries for all these 's by a single one.

2. Similarly, if Z , and Z , are so that there exists W sothat x(Z ,) [

x (Z ,) = x (W), then onecancoalesceZ , and Z , into W, with proba-
bility min(w , + w ,;1).

5 Practical Constructions

In the previous section,we have given a very parametric construction, depending
on parametersand assumingthe existenceof someoperators. In this sectionwe
shall give examplesof instancesof suitable parametersand experimental results
on a simple example.

5.1 Abstract Domain

We shall rst de ne a narrower classof abstract domainsfor probabilistic appli-
cations, for which we shall give algorithms for someoperations.

Finite Sequences Let us supposethat X! hasa minimum elemert ? «;. We
then take = N. We note X1V the set of sequencesvith nite support; that is,
those that are stationary on the value ? « ;. We shall restrict ourselvesto suc
abstract sequences.

As for the set of numeric constraints, one can for example use polyhedric
constraints. Such constraints have the following nice property:

Theorem 4. Let us supmsethat:

{ the numeric constraints are expressé as convexpolyhalra, and the inclusion
of two such polyhalra is decidable;
{ the intersection test over X! is computable.

Then the preorder test on S(X1) (i.e. the function that, taking (a;b) 2 S(X])2
as parameter, returns 1 if and only if av 5(x1) band 0 otherwise) is computable.

Proof. Let a= ((Zi)ien ;W) and b= ((Z9i« o;W9. Let uscall ; = {(Z;i) and

9= {(ZY. Let ( i)im bethe setof all nonempty intersectionsof eIemeg,c, of
the sequence€ and Z;. Let E be the systemof equationsof the form ; = i
taking only the ; sothat Zi, E® the system of equations of the form



0= P j taking only the xij sothat ;  Z;.F the systemof linear inequations
yielded by ( i)ikx 2 w and F° the system of linear inequations yielded by
( 9ien 2 WO Givena systemof (in)equations , we call §( ) the set of solutions
of . We claim that
avsxnyb () SE[E’[F) SE[E°FY:
The right-hand side of the equivalenceis decidableby hypothesis.

Our claim is the consequencef the following lemma:

Lemma 2. If Z is a nonempty measurable set and ¢ 2 R, , then there exists
2 M, (Z) sothat (Z)=c

Proof. Let zg 2 Z. Then we dene (A) to be equalto cif zg 2 A andto O
otherwise.

Simple Constrain ts We propose a very restricted class of polyhedric con-
straints, given by nite sequencegc,)n2n 2 [0; 1]V, sothat
( nnen2 w((Chdnzn) () 82N G

An abstract elemert isthusstoreda nite sequencdZ,;c,) of pairsin X! [0;1].
Similar convex hulls havealready beenproposedfor rules operating on concrete
semauriics [g].

It is very easyin such a framework to get an upper approximation of the
probability of a set W, if we have a function : X111 ftrue; falsey so that
w(X!)=true () W\ x(XI)6;:justtake | noni .y (zn)= trueg Cn-

5.2 Exp erimen ts
Using our framework, we analyzedthe following C program:

double x=0.0;
int i
for (i=0; i<4; i++)
X += drand48()*2.0-1.0 ;

The drand48() function returns a double number equidistributed in [0; 1[. We
chosesuch a simple program so asto have an easyexact computation.

As an accuraterepresenation of the double type would be complex and de-
pendert on the particular C implementation, we rather choseto usean idealized
version of this type asthe real numbers. Figures[3, @ and H show results of the
experiments with di erent parameters, comparing abstract samplesand exact
computations.

In thosetests, drand48() is supposedto return an uniformly distributed real
number in [0;1]. It is abstracted as ([n=N;(n + 1)=N];1=N)o n«n WwhereN is
a parameter. The \samples" are segmeits [; ]; for each sample segmen W,
both an upper bound and an exact results of (W) are computed, where is
the distribution of the nal value of x in the above program. The upper bound
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Fig. 3. Experimental results: X; + X, + X3 + X4 where the X; are indepen-
dent random variables equidistributed in [ 1;1]. The approximate simulation
divided [ 1;1]into 10 sub-segmets eat of maximal probability 0:1. Estimates
on segmets of length 0:2.
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abstract
0.45 = exact ———-—- -

04 —

0.35 - —

03 et —

0.25 - -
0.2 -

0.15 - -

0.1 -

0.05 —

Fig. 4. Samecomputations as Fig. B Approximations on segmers of length 1
give more accurate results than approximations on smaller segmetts.
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abstract
0.08 1 [ exact ———-—- -]

0.07 = -

0.05 . = -
0.04 [~ —
003 -
0.02 [~ - _ _

0.01 -

Fig. 5. Samecomputation as Fig. 3, but the approximate simulation divided
[ 1;1] into 100 sub-segmets eat of maximal probability 0:01. The sampled
segmerns are of length 0:2. As with Fig. @ precision is improved is sampling
segmerts are bigger than the segmeits usedin the computation.

is is computed from the abstract result, by the method described in The
bars displayed in the gure are the chosensegmens [; ]in x and their exact
and approximate probabilities in y.

Those gures illustrate the following phenomenon:as computations go, the
abstract areasZ, grow bigger. If the samplesare not enoughbigger than those
areas, the approximation are bad (Fig. ). Results improve if N is increased
(Fig. B or the samplesizeis increased(Fig. B). An intuitiv e vision of this some-
what paradoxical behavior is that our abstract domain represens massesquite
exactly, but losesprecisionon their exact location. If we ask our analysisto pro-
vide information on the probability of a very small area of the output domain
(small comparedto the precision of the input distribution and of the complex-
ity of the transfer function), it tends to overestimateit (Fig. B becauselots of
massescould be located at that point. If we ask on a wider area, the error on
the locations of the massescomparedto the area becomessmall and thus the
error on the result becomesacceptable(Fig. @).

5.3 Widenings

The crucial problem of the abstract domains not satisfying the ascendingchain
condition is the \widening" to choose.By widening, we meansomekind of over-
approximation that jumps higher in the abstract domain to allow for corvergence
in nite time evenif the abstract domain doesnot enjoy the property that every
ascendingsequencses stationary. Let us take a simple example on a nonproba-
bilistic program, with the domain of intervals: if successie abstract valuesare



[1;1], [1; 2], [1; 3], [1; 4], the system might try jumping to [1;+1 [ for the next
iteration. As this overestimatesthe set, it is safe.

The designof wideningsis experimental in orderto nd a satisfying balance
betweencost and precision. While it is always possibleto give a widening in all
abstract domainswith a maximum elemen (just jump to >), it is quite di cult
to designwideningsgiving interesting results. Here, we shall proposea few ideas:

{ Let us supposewe have a widening operator in X 1. When successie abstract
valuesin an iteration are (Z,;¢,)n n Sothat both Z,, and ¢, increase,then
try the next iteration with (Z;cn) where Z is the result of the widening in
X1,

{ We can also apply widenings on the numerical coe cien ts c,. For instance,
if we have an increasing sequenceg(Z;cy)n ~, We can jump to (Z;c) where
c is slightly above cy, possibly 1.

Both approacescan be combined.

Another important areais simpli cation. Each call to randontlike functions
yields a product of measuresand multiplies the number of length of the sequence
making up the abstract environment by the length of the sequenceapproximating
the measure of the function. This of course can mean fast explosion. While
coalescing(see3 can help, we might have to consider more energic steps. A
possibility is to coalesceseeral abstract setsthat have high probability (let us
say, > 0:8) and are \close enough", such as[0; 2] and [1; 3].

We are currently working on designingon implemerting sud strategiesand
testing them on realistic examples.

6 Conclusions and Prosp ects

We have given simple probabilistic semartics to a deterministic languagesupple-
mernting the usual constructions by functions returning random valuesof known
distributions. We have a genericconstruct to lift usual(that is, non-probabilistic)
abstract analysesto probabilistic analyses.The analysiswe proposecan be used
to get upper bounds on the probability of certain evernts at certain points of a
program. We tested it on some simple exampleswhere an exact computation
of the probabilities was possible,so asto have early experimertal results of the
in uence of certain parametersover the quality of approximation.

We have proposedheuristics for someoperators neededto handle large pro-
grams or loops. We expect to be able socon to proposeresults asto ecient
heuristics on certain classesof problems.
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A Proofs of Convergence and Norm of the Concrete
Semantics

This appendix is meant only for the purpose of refereeing. It contains technical
proofs necessary for the construction of the concrete semantics. They are not
relevantto the main topic of the paper, which is the analysis of this semantics.

A.1 Normal and random basic operations

Let us rst remark that if H is a continuous operator on measures,using the
norm of total variation, then kHk = suptk H: kj k k 1g can be computed

on nite positive measuresonly: let kHk: = supfkH: K j O" k k
g:if = * ,kH: k= kH: * H: k H'+|}<+ |}<
—{z— {z_
K Hketk *k Kk Hke ik
kHK, : fj Tk +Zj , SOkHk kHk;. But nite positive measuresare S|gned
k k

measuressokHk kHk; and thuskHk = kHk, .

If f : X I Y is an application, then kf,: k = k k: on positive measures,
kfo: k= (fp: )Y)= (f (Y)) = (X)=k kandthe result extendsto signed
measures.

If g isaprobability measurethen forany ,k rk = k k. This, combined

with the norm of assignmen, implies that |[x::random]|p = 1.

A.2 Flow control

Let us rst remark that if W is measurablethen forall ,k w: k+k ywc: k=
k k.
Equation [ de nes linear operator H = [if c then e, else e], as[ei],

[+ [eg]p [cjc - Let us supposethat [el]p 1 and [eg]lp 1. Then

kH: k [el] -t [ez] []€ :
I—{Z—} | {z —}
[cl- + |[C]IC: =k k;
thuskHk 1.

In equation[3, we de ne a measureasthe limit of a sequenceof measures:

b3
[while c do €],: = e Il ") (6)

n=0

1F;h|s limit is takenset-wise:ie, we meanthat for any measurablesetX , (Jwhile ¢ do e]l
n=0 (e ([[e]l )" )(X). If isapositive measure sum@indeedde nes

a positive measure the partial sumsare measuresand the set-wiselimit of an

increasing sequenceof positive measuresis a positive measure[5, xI11.10]. The

result extendsto signedmeasuresby splitting the measureinto its positive and

)(X) =



negative parts. It is also quite evidernt that equation@ de nes a linear operator
H, sowe have shown that this linear oqu,ator maps measuresonto measures.

Let usde ne the partial sumsH, = 5 e ([f], M) H, canbe
equivalently de ned by the following recurrence:
HO = |[C]IC

Hni1 = ge * Hn:lel: -
By induction, we provethat for all n, kH,k 1, similarly asfor the if construct.
Let us now considerthe sequenceof measuresH,: . It convergesset-wiseto
H: ; also, for all n, kH,: k Kk k. For all measurabIeX JHa: )X)] Kk k
and thus, using the set-wiselimit, j(H: )(X)j k k. It followsthat kH: k
This achievesproving kHk 1.

Remark 1. In general,H, doesnot corvergenorm-wiseto H.
Proof. Let us considerthe following C program:
[* xis in 10, 1] *
while (x<=0.5)
X=X*2;
It is easyto seethat sd(H: ) = sd . Let us considerthe operator that
mapsthe 1-tuple containing x to the O-tuple and the operators H, of the loops.
Hn( ) is then the probability of termination oninput measure . If H, ! H
in norm, we would have Hp ! H in norm too. Nevertheless,if | isa
measureof weight 1 lying inJ0;2 ™ ], ( Hp): n = O0while( H): ,=1so0
k H Hok= 1.

Continuity of the various operators enablesus to swap them with in nite
sums, which is important to get someof the results in equation @

B Pro ofs of Abstraction

Theorem 1. S(f) is an abstraction offp]

Proof. This amourts to:

8x 2 S(X1) 8 2 S( x)(x) fp( )2 S( v)(S(F):
Let ((Z ) 2 ;w) 2 S(X!) and 2 M. (X). Let us suppose that thqge exists
a family of measures ead respectively in M. (Z ) sothat = 2
and( (x(Z)) 2 2 w(w). Wewant to prove that there exists a family of
measures ° ead respectively in M, (f1(Z )) sothat

P
1.f,()=, ©°and
2.(°%v(flz)) 2 2w,

Let us take candidates °(U) = (f %(U)). The rst condition is then ob-

viously met. As for the second, °(fl(z )) = (f *( vy fl(Z)). As f]

abstractsfl, fl  x(Z) v fl(Z); this impliesthat f (fl x(Z))

f 1y f1(Z). As x(Z) f YL x(Z)), by transitivity x(Z )

f 1(y f1(z ). Thisimpliesthat O( v f1(z )= (f Xy fl(z)) =
( x(Z)), which in turn impliesthat ( °( v f1(Z)) 2 2 w(w).



Theorem 2. (Al;Ad9) 71 Al 1 A9 is an abstraction of (Al;Ad) 71 Al [ Ad
with resgctto s, . . Thatis, if 2 x (Al) and °2 4 (A9) then

pr Wp

02 (Al 1A7d)

Proof. Wehaveto provethat there existsa family of measureq ( 0))(; 02 0
de ned respectively over (Z  Z o). oy o sothat

P
L= (92 o gand
2.( (. o(Z:Z%)( 92 o2 pl (W; WO,
We take (o= 0, asa candidate. The rst point is trivial since s

bilinear. Since 1 is an abstraction of , x(Z ) x02Z% p(Z 12%).
By the de nition of the product of measuressince is concerrated on x (Z )
and %on xo(Z%), then 0 isconcenrated on x (Z ) x0o(Z%), which,
using the above inclusion, yields

. ol p(Z 17%) = ¢ o x(Z) xo(Z%)):
By the de nition of the product of measures,

Goolx@) xd@%) = (Z): %(Z o)

The secondpoint then follows from the fact that p! is an abstraction of pl.

Theorem 3. 14 is an abstaction of [y

Broof. Let ustake ((Z ) » ;w) 2 S(X!) and oneof its concretizations: =

2 where isconcerrated onZ andsd = sothat (c) 2 2 w.
We have to show that () 2 xi( ]M); that is, that there exists a family
( )2 sothat

1. 2 , isconcerrated on x;(l1jg(Z )) and
2.( )2 2 w(d(w)).

Wetake (X)= (X\ x (')
The rst conditionistrivial. 11j(Z ) v Z soby monotonicity, x (I1f3(Z )
x (Z ). Therefores d , which provesthe secondpoint.



